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OTKpbiTHE KOHDepeHuun SafeCode 2024

Anekcen ®enynaes AHapen IMutpues CeeTnaHa lMasnsosa

Wildberries JUG Ru Group Positive Technologies
OWwKnOKM B KOfie: OXXMUAaHUs U peanbHOCTb  CekpeTbl B 6e30NacHOCTH: PasrnagbiBaem MITRE ATLAS
. npepoTepalleHne yTeyek n
Arnpent Kapros KOMNpoMeTauuii B 60/bLLION KOMNAHUU Masen GunoHos
) -

PVS-Studio He3aBUCUMbI KOHCYNbTaHT
Onbra Pauny
Kaspersky

Kak ycTpoeHa 6e30nacHOCTb B TEXHONOrMYECKHW 3pesioit KoMnaHum?

MaBen HUKUTUH AHTOH XXaboneHko AHapen MiBaHoB Anekcen Oenynaes
VK Wildberries Wildberries Wildberries

MpodunmpoBaHue u 3awmTa COBPEMEHHDIX MPUNOXKEHWUN

Anekcein Pbibanko

Kaspersky

Ya3BMMOCTU GU3HEC-NTIOrUKU, KOTOPbIE AHanus atak Ha LLM, TexHuku BesonacHocTb supply chain:

MOryT CTOUTb BaM MU/IJIUOHbI NPOMNT-UHBEKLMI U 3aLLUTbI OT HUX MPOTMBOCTOUM ONAaCHbIM 3aBUCUMOCTSAM
A3n3s Anumos EBreHnn KokymnkuH TaTbaAHa Kyuoson

AHpekc Raft 'K «Conap»

Bonu u 3anpocbl paspaboTku

MakcuMm lopenukos CeeTnaHa lNasmnsosa  PycnaH Moposos AHppen OMuTpreBs
MeTp kBagpaTHbIn  Positive Technologies Jlabopatopusa Kacnepckoro JUG Ru Group

MoryT nv nporpaMMUCTbI Aenartb 6e3onacHocTb, U aBnaerTcs nvu DevSecOps naHaueen?
Po6epT AnbonHn Cepren Cobones

Kaspersky Kaspersky
Fast recon — 6bicTpas pa3Beaka npu Pa3BuTHME NpaKTUK cTaHOoapTusaumm Se- MpoekTnpyem 6esonacHbIi cepeuc
neHTecTe Be6-NPUnoXXeHns cure SDL: oT MeXAyHapOoOHbIX NyYLUNX ayTeHTudukaumm

NPakKTUK K «<MMMNopTo3amMeLleHHbIM»

HukwnTa Pacnonos AnekcaHgp CaBuH
" Tpe6oBaHMaAM ) :
YpanbCKum LeHTp cuctem 6e30nacHoCcTH Wildberries

Pyctam N'ycenHos
MK «PAL KOIM>»

Kak pa3paboTke oT6uUTbCcA OT ouepenHoro UB-otyeTa

OmuTtpun LWmonnos Anekcent CMnpHOB AHApen OMuTpues
Kaspersky CodeScoring JUG Ru Group

Be3onacHocTb ML-Mogeneii npu aHanuse ceTeBoro Tpaduka

Hukonan KyTbuH

NHpoTeKC
JavaScript kak KOHCTPYKTOp Mpopy6aem okHo B DevSecOps, BHeapAsa CTpax u HEHaBUCTb B MOGUIIbHbIX
6e3onacHoro a3sbika ASPM NPUNOXKEHUAX: KaKue ya3BUMOCTHU

. aKTyallbHbl O CUX MOP U KaK UX HanTu?
BukTop BepluaHckunm ApTteM Ny3aHkoB a P
R-Vision MTC Digital Kpuin WabanuH

CTuUHrpen TexXHONOAXKN3
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nosica UTC+3 (Europe/Moscow).

10:45-11:00 OTKpbITUE BTOPOro AHA KoHdepeHuun SafeCode 2024

AHgpen OMuTtpmes Anekcet CMUPHOB
JUG Ru Group CodeScoring

11:00-11:45 Kak sawuTtuntb aapo. NMorosopum o ApPXMBbI YA3BMMOCTEN U KaK UX FTOTOBUTb Be3onacHOCTb KOHTEMHEPHbIX cpef.
6e3onacHoM kope Ha kernel space . Kak Mbl BCTanu Ha nyTb pa3paboTku
Aanev_l Kynewos COGCTBEHHOIrO PELEHNS N YTO U3 3TOro
AHHa Menexosa Huawei
Kaspersky nony4nnocb

Nropb Bepbuuknm
Lamoda Tech

AnekcaHap PaxMaHHbIN
Lamoda Tech

11:00-11:20 Ya3sumocTu B Docker-o6pasax: Kak ¢ HUMU 6opoTbcea B Yandex Cloud

Mapwusa 3y64eHKo
Yandex Cloud

11:20-11:40 MpaKTMyeckme peKoMeHaaumm rno aBToMaTM3MpPOBaHHOMY aHann3y 3aWMUEeHHOCTU MOGUbHbIX MPUIOXXEHUN

HOpuin WabanuH
CTuHrpen TexHoNoaxm3

11:30-12:15 Kun6eplen sHaeT: B3rnag U3 npoLusioro

AHppeit Macanosuy Anekcen ®enynaes AHgpen Imutpues CeeTnaHa Masmsosa
KoHcopunyM NHbopyc Wildberries JUG Ru Group Positive Technologies

11:40-12:00 HanucaHue 6e3onacHoro koga ¢ Ucnonb3oBaHUEM nnarnHoB ans IDE

Bnapucnae ®eodunaktos OaHunn bakuH
Positive Technologies Positive Technologies

11:45-12:10 WAF — Heo6xoaMMoe 3BeHO B 3aluuTe BE6G-NPUIOXKEHUN UM HaBA3aHHaA Kopobka? Barnan uHrerparopa

Ackap [obpskos
K2 KnbéepbesonacHoOCTb

12:00-12:20 WccnepoBaHne NOBEPXHOCTM aTaku NPUIOXKEHUI ¢ nomolubio Natch
Masen JoBrantok

nCn PAH
12:15-13:00 HecTtaHpapTHoe npuMeHeHue Kyverno Bonblioi kyw: 6arn B MLOps OTBETCTBEHHOE UCMNONb30BaHUE
. M Mofensax MamnHHOro obyyeHus, aBTOPU3aLMOHHbIX TOKEHOB
Cepren KaHnbop
KOTOpbI€ NPUBOAAT K TEM CaMbIM
Luntry Kupunn Myxos

nocnencrenam
nocnencTenaMm VK Tech

ApTéM CeMeHOB

PogitiveTechnelegies

12:20-12:40 MpakTuyeckne pekoMeHaaLmm rno 3awmTe KOHTENHEPHbIX cpen U NPUIoXKEHUN

iToppn Team
TOP3KC

12:40-13:00 Tectupyem n cpaBHmsaeM WAF 3a 15 MUHYT

ExaTepuHa CTapocTuHa
Be6MOHUTOP3KC

12:50-13:30 CekYeMnbl: noKasaTenb 3penocTn nnu 6egHocTu

Anekcanpp JlyHeB AHTOH XKaboneHko Omutpuin LLMonnos Banepuin CaweHko Anekcein Oefnynaes
Yandex Wildberries Kaspersky Mera®oH Wildberries

13:00-13:25 Kak noctpoutb DevSecOps no FOCTy

Butanun ActpaxaHues
CbepTex

13:00-13:20 MpoBepka open source: 3aWmnTa LEenoYkmn NocTaBok U 3GPEKTUBHDIN KOMMO3ULIMOHHbBIN aHanus

Anekcen CMUpHOB
CodeScoring

13:20-13:40 BopeMcsa ¢ ya3BMMOCTSAMU B KOAE NPUNOXKEHUIN: KOMMJIEKCHbIN Noaxoa Ha npuMmepe Solar appScreener

AnekcaHngp BopuceHko
'K «Conap»

13:30-14:15 Kak annceku B ABuTo API co6upanu Kak BoBneub pa3paboTunkoB B HUKC AHanu3 NoBepPXHOCTU aTaku
yassumocTten. Peuent ot C6epMapkeTa NPUNOXXEHUN N NPOrPaMMHbIX CUCTEM

AnekcaHgp TpudaHoB
AButo Hwnas Kawanos MaBen Josraniok
C6epMapkeTt MCI PAH

13:40-14:00 3awuTa KOHTEMHEPHbIX cpen

MeTp BorpaHos
Kaspersky

14:00-14:20 CTaTuyeckuin aHanusaTop Svace: OCHOBHbIE BOSMOXHOCTHU

OMUTpUn XXypuxmH
MCI1 PAH

14:15-14:30 3akpbiTve kKoHdpepeHuuu SafeCode 2024

CseTnaHa la3nsoBa  Anekceit CMUPHOB
Positive Technologies CodeScoring
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