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loT device model
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Testing methodology

OWASP loT Security Testing Guide
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Testing methodology: categories
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HOW and WHAT to test

AnnapaTtHbIX HuskoypoBHeBble OC
YPOBEHb (3arpy3suuknm)

NMonb3oBaTesnibCkue
OC
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SecureBoot

Verify Verify
signature | signature

Boot ROM i bootloader kernel

pubkey 1 | pubkey 2

Overview of Secure Boot state in the ARM-based SoCs 2nd Edition, FOSDEM 2023 - Tomasz Zyjewski



Kak npoBepumTb

o1

02

o3

[TonpoboBaTh 3arpy3nTb CTOPOHHUK 0Opa3

[TpoBepUTbL B IOrax 3arpysku

Icnonb30oBaTb MHCTPYMEHTbI BEeHO0Pa
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Kak npoeepunTtb (esp32)

o0

idf.py secure-verify-signature --keyfile ./my_signing_key.pem image_signed.bin
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Debug interfaces

Raspberry Pi 5 UART Debug Port - Cytron Technologies (YouTube)

O1

[1ommxHbI ObITb OTKAOYEHbI AeOaXKHbIE
nHtepdencoel USB, UART, SPI, JTAG
nT.A.

02

Ecnu HeT BO3MOXHOCTW OTKTIOYNTD
— BHEOPWUTb ayTeHTUDUKALMIO
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U-Boot

) [TpepbiBaHWe 3arpy3ku — goctyn K CL|
> [TogMeHa env, bootargs — 3arpy3ka cCBoero aapa

> 3arpy3ka no cetn (TFTP) nnun c BHewHero Hocutena (USB/SD) 6e3
NPOBEPKM NOANNUCH

> KomaHabl md/mw — yTeHune n Mmogndurkaumsa naMaT Hanpsamyto
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Kak npoBepumTb

fﬂ J‘ .

CONFIG_BOOTDELAY=-2 — aBT03arpy3ka 6e3 BO3MOXHOCTMU MpepbiBaHUS
CONFIG_AUTOBOOT_KEYED — npepbiBaHuMe TO/bKO MO CEKPETHOM KOMOMHaLuu

CONFIG_ENV_IS_NOWHERE — environment read-only, Henb3s nepe3anucaTb
CONFIG_FIT_SIGNATURE — obsa3atenbHasa Bepudpukauua nopnucu obpas3a
OTKNo4YeHbl KoMaHabl: md, mw, tftpboot, usb, mmc
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Kak npoBepumTb

depthcharge

—

NN

DEPTHCHARGE

(https://depthcharge.readthedocs.io/)
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NMonb3zoBaTenbckme OC

O1

O2

O3

04

05

LLndpoBaHme OaHHbIX + NPOBEPKa LeTOCTHOCTU

B3anmopgencTtaue ToNbKO No https

TONbKO OOBEPEHHbIN CMNCOK CEPTUPMKATOB

MexaHn3Mbl be3zonacHocTtm OC

[TPMHUMNT MUHUMaNbHbIX MPUBUAEr N
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LLindbpoBaHme paHHbIX + npoBepKa
LLesiIoCTHOCTU

O1

LLindpoBaHme n npoBepkKa LenoOCTHOCTU BKIIOYAETCH
Ha 3Tane cOOPKM NPOLUMNBKMU

02

[lpoBepuTh: yTnAnTbl dm-verity (Linux) avibtool (Android)
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LinuXx

PPy
(]
=5

# MpoBepuTb 4TO dm-verity BK/WYEH
veritysetup status

# lNpoBeputb Tabnuuy verity
dmsetup table
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Android

# lpoBeputb ctatyc verified boot
adb shell getprop ro.boot.verifiedbootstate

# MNocMoTpeTb vbmeta-uHpopmauumw obpasza
avbtool info_image

# BepupuumposaTtb noanucb obpasa
avbtool verify_1image

# - green
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HTTPS + poBepeHHbIN CNMMCOK
cepTndmKaToB

O1

lcnonb3oBaTh CTaHOAPTHbIE MPOTOKO/bI U WNppPOoBaHme TLS

02

[TpoBEepPSATb M UCMONb30BATb CTAHAAPTHbIV CMMCOK KOPHEBbBIX
CepTUPUKATOB

03

MO>XHO OPUEHTUPOBATHCS Ha:
https://wiki.mozilla.org/CA/Included_Certificates
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MexaHmnambl 6e3onacHocTm OC

o1
BkntoueHmne mexaHm3amoB 3awmnTbl ASLR, KASLR, NX, RELRO, PI

02

[lpoBepuTth: yTnnntTom checksec (https://github.com/slimm609/checksec)

27



SV B G
< \___\| __[I

Stack Canary PIE RPATH RUNPATH Symbols
FORTIFY Fortified Fortifiable Name

Partial RELRO Canary Found Unknown NX enabled PIE Disabled No RPATH No RUNPATH No Symbols
0 0 usr/bin/xz
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an/IHLI,I/II'I MVMHVMMaJIbHDbIX rIpI/lBI/IJ'IerI/II‘/'I

o1 OTtcytcTtBue SUID-npunoxxeHnm
OZ2  SELinux B pexume enforcing

O3 [dedonTHbi nonb3oBaTenb — He root
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Fe Z .
-4

whoami / 1id

ps aux | grep root

find / -perm -4000 -type f 2>/dev/null

getenforce
adb shell getenforce

cat /etc/passwd
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Android

O1

O2

O3

04

Android CTS - https://source.android.com/docs/compatibility/cts

CtsSecurityTestCases — SELinux, CVE-naTtyun, npaBa gocTtyna

CtsSecurityHostTestCases — 9400, Noanmch NPOLLINBKK,
KOHPUrypaums 3awmT

CtsAppSecurityHostTestCases — nsonaums npunoXXeHun,
permissions, noanncb APK
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https://source.android.com/docs/compatibility/cts

® .
-y

cts-tradefed run commandAndExit cts -m CtsSecurityTestCases

cts-tradefed run commandAndExit cts -m CtsSecurityHostTestCases

cts-tradefed run commandAndExit cts -m CtsAppSecurityHostTestCases

32



MuymHVMMaIbHDbBIN HEeK-JICT

v SecureBoot

v Debug interfaces

v U-Boot hardening

88



MuymHVMMaIbHDbBIN HEeK-JICT

v SecureBoot

v Debug interfaces

v U-Boot hardening

LLlnppoBaHme gaHHbIX +
NpoOBepPKa LIeTIOCTHOCTH

HTTPS + poBepeHHbIV CNMCOK
CepTUPUKATOB

MexaHn3Mbl be3onacHocTm OC

[ToMHUWNT MUHUMATbHbIX
npuBUNErnm
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Cnacm6o 3a BHnMMmaHume!

Bonpocbl?

Contact @elnxl




