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Collaborations

* 90% of our projects are ()
sponsored by companies
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Our key results

VIDEO GROUP

#1 Video Codecs Analysis
compression.ru/video/codec comparison

#1 3D Video Quality Estimation metrics
videoprocessing.ai/stereo quality

#1 globalcompetition.compression.ru (www.gdcc.tech) —
world’s biggest contest in lossless compression methods (50K & 200K EUR)

Top Video Processing Benchmarks Collection
videoprocessing.ai/benchmarks (18 benchmarks, 11 in top on paperswithcode.com)

The most well known student — Karen Simonyan (author of VGG, Business Insiders’s
Top 100 Al persons 2023)

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 3


https://compression.ru/video/codec_comparison/
https://videoprocessing.ml/stereo_quality
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Our worldwide leading results

We declare that we are in the top
In benchmarks on
Paperswithcode.com

(11 benchmarks):

« the best in Russia,
 in the top of laboratories in the
world

All our benchmarks are dedicated
to video processing

MSU Institute for Al Video Lab
https://videoprocessing.ai/

Video Super-Resolution

Video Super-Resolution is a computer vision task that aims to increase the resolution of a video sequence,

Benchmarks

These leaderboards are used to track progress in Video Super-Resolution

[ 4 >
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MSU Super-Resolution for Video Compression +x264
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MSU Video Super Resolution Benchmark: Detail s o m
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Bonpoc B 3an

OOy4yaeTe nNu Bbl Kakue-
HUOYyAb CEeTOUYKM ANA cXKaTusa
nnu oopaboTkn BUOeo?

MSU Institute for Al Video Lab
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Bonpoc B 3an

TecTupyeTe nNu Bbl KOOEKU UNN
HAaCTPOUKN KoaeKoB?

MSU Institute for Al Video Lab
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Bonpoc B 3an
TecTnpyeTte nu Bbl MeTOAbI
obpadboTKn BUOeo
(AeHoun3epbl,
Super-Resolution uTt.4.)?

MSU Institute for Al Video Lab
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Bonpoc B 3an

Kak Bbl cpaBHUBaeTe
pe3ynbTaT?

MSU Institute for Al Video Lab
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Bonpoc B 3an

Ucnonb3yeTe Nu Bb
CyObLeKTUBHbIe CpaBHEHUA?

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 9



beHUYMapKNHr
MEeTPUK KayecTBa BUOEO
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Comparison of quality metrics
MSU Video Quality Metrics Benchmark Dataset S

Dataset (\)/?dgeigzl d lﬁ\;?ir:r? ((es) D\i/?(tj(;rggd Distortion fsr;:j:\fvtci)\:i Subjects Answers
MCL-JCV (2016) [H.Wang et al.] 30 5 1,560 Compression In-lab 150 78K
VideoSet (2017) [H. Wang et al.] 220 5 45,760 Compression In-lab 800 -
UGC-VIDEO (2020) [Y. Li et al.] 50 >10 550 Compression In-lab 30 16.5K
CVD-2014 [M. Nuutinen el al.] 5 10-25 234 In-capture In-lab 210 -
LIVE-Qualcomm [D. Ghadiyaram et al ] 54 15 208 In-capture In-lab 39 8.1K
GamingVideoSET [N. Barman et al.] 24 30 576 Compression In-lab 25 -
KUGVD (2019) [N. Barman et al.] 6 30 144 Compression In-lab 17 -
KoNViD-1k (2017) [V. Hosu et al.] 1,200 8 1,200 In-the-wild Crowdsource 642 205K
LIVE-VQC (2018) [Z. Sinno et al.] 585 10 585 In-the-wild Crowdsource 4,776 205K
YouTube-UGC (2019) [Y. Wang et al.] 1,500 20 1,500 In-the-wild Crowdsource >8,000 600K
LSVQ (2020) [Z. Ying et al.] 39,075 5-12 39,075 In-the-wild Crowdsource 6,284 5M
MSU VQM Benchmark Dataset (2022) 36 10, 15 2,486 igg‘ggzzsciso)“ Crowdsource 10,800 766K

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 11



Background =
PSNR degradation on new compression standards e
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Good guestion

Still using PSNR?

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 13



CVQA benchmark =~

New compression standards are more complex T
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pry
~ -
Current results for selected metrics e
VIDEO GROUP
. . 0.975
Spearman correlation for codecs of All compression standards
Subjective score 0.95 .
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MSU Institute for Al Video Lab
https://videoprocessing.ai/
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Biggest problem of modern metrics

The results of
ABSOLUTELY ALL
video quality metrics that
outperformed VMAF on open
datasets were not reproduced
on our dataset!!!

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 16



&5 3Dvideo 17 nex 2019 & 10-11
Deep Fake Science, Kpu3nc BOCNpON3BOAMMOCTM U OTKyAa 6epyTcs
nycTble peno3uTopumn

Open source®, Big Data*, MawuHHoe oByuenne®, HayuHo-nonynapHoe, MckyccTBeHHbI MHTennexT

TexHotekct 2020

https://habr.com/ru/articles/480348/

17
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[TOUCK yCTONYNBOU METPUKN
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Reviewer’s insight

VIDEO GROUP

This paper is sound, interesting, but in my opinion does not innovate enough to be
published in high profile journal like IJCV. The paper can be easily compressed
into a conference paper. As a side note, I'd say that the ethics of such research

is questionable in that it fosters fraud in the evaluation of results, but does

not offer a solution. The only deduction one can make from such papers is that NR

metrics should be banned from benchmarks and challenges, or that they could no

longer be public, so that nobody can train on them. But, perhaps, this deduction
is too much hurried up and there might be ways to make any NR metrics robust to
such attacks. That would be for sure a valuable contribution.

Review of our paper about adversarial attacks on NR-metrics
This conclusion is applicable for ALL FR- RR-metrics as well

Are you ready to ban all NN-metrics from all
benchmarks, challenges and papers?

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 19




Xaﬁp Vv | KAKCTATb ABTOPOM A KapbepHbii Tpek

(5:51 3Dvideo 22 xoadpa B 11:02

XaKUHI METPUK KauecTBa BUAEO UMu Kak ¢ npuxogom U sce
CTAHOBUTCA HAMHOTO C/IOXHee

Mporpammuposanue®, Cxxatue aanHbix®, MawuHHoe odyyenune®, Hayuno-nonynapHoe, VICKyCCTBEHHbLIR MHT eNnnexT

https://habr.com/ru/articles/700726/

Cenyac MoJHO nucaTb, 4To ML npuwen TyAa 1 BCe cTano oTnnyHo, DL npuwwen croga u Bce cTano
3aMevaTenbHO. A K KOMY-TO NpuLLEN cam Al. U Tam BCE CTano NPOCTO ckazoyHo! Bo3moxkHa nn

NS Ag SIS 2O Sy SOP A Pt A PR e e T S A 29 4 IS TR I 0 AR 58T TS D S NS A By A e g A 8 A S R =% 290 IR NS GNP BN TR S AR BTN B e 2 iy gy o 8s MR P 280 nmne 2


https://habr.com/ru/articles/700726/

Scope of computations

|
2500

Implemented
attack-on-metrics

2000 \
Computed attack-

1500 on-metrics
1000 We are planning to
evaluate:
200 e 66 metrics
. e 35 attacks

01.07.2023 01.10.2023 01.01.2024 01.04.2024 01.07.2024

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 21



Main practical impact

e Robustness metrics can be used in_ loss function
o Simple metrics were used for JPEG Al training
o PSNR is still the most popular metric for SR (!)

e Robust metrics should be used in benchmarking
o A lot of scientific benchmarks are useless now
o In-house comparison of best methods

e Attacks detection is necessary for results analysis
o For example in MSU Annual Codecs Comparison

e Protection from attacks will be necessary

o For JPEG Al practical implementation and not only

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 22




KrnoyeBon MOMEHT

Ha gaHHbLIX MOMEHT He yaanochb
Hanty HU OOHOW HoBOW MeTpUKM,
KoTopas Obl He Oblna noaBepKeHa

aTakam

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 23



beH4YMapkK 3alnUT MEeTPUK
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Bonpoc B 3an

ECcTb oTueT
KOMNaHUn/BHyTpeHHee
CpaBHEeHMe: KTO roToB No
rpacdbmkam VMAF genaTtb
BbIBOAObI NO OTYETY"?

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 25



Defenses benchmark

Key numbers and results

7 IQA metrics

14 attacks

17 evaluated defenses
Adaptive and non-adaptive
cases

Adversarial defenses efficiency for

IQA metrics in terms of metrics gain.

Bars and dots are for non-adaptive
and adaptive attacks, respectively

MSU Institute for Al Video Lab
https://videoprocessing.ai/

GRAPHICS & MEDIA LAB
VIDEO GROUP
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[IpakTn4eckmnn BOoNpocC

B KAXX[JOM yBaatuiem cedbsi Kogeke cerogHsi
eCTb aTaku Ha METPUKU (TIOHUHT No4 MeTPUKK
KayecTBa).

Bornpoc: ecTb KOAeK-«4epPHbIN ALWUK», BKITIHOYEH
N B HEM THOHWUHT?

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 29



JPEG Al n ero ycton4mBocTb
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Learning-based Image Compression Benchmark

Current leaderboard

MSU Learning-based Image Compression Benchmark 2024

https://videoprocessing.ai/benchmarks/learning-based-image-compression.htmi

100 Codec type
Bl Learning-based
B Conventional

80 2w Library

60

40

for the same quality, %

20

BSQ-rate: Average relative file size

MSU Institute for Al Video Lab
https://videoprocessing.ai/

5320 537% J49%

10 3% fle s\ze

574% 588%

100.0 %

econom\l

625% 630% 633%

”10 C%

Benchmark details:
BSQ-rate: VMAF v0.6.3
750 images

HD, Full HD, 4K resolutions
5 Learning-based and

9 Conventional codecs

13 Image Quality Assesment
metrics: VMAF, MS-SSIM,
LPIPS, PSNR, etc

" /7 o 3, 8, %> v b0
A é\l/ b Wy Uy, "oy R 4
Yy o “’6:/0} S ORSESS 1) ng
G
b
Codec name )

Not published yet!

Better (smaller file size)

GRAPHICS & MEDIA
VIDEO GROUP

LAB
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Subjective Evaluation

To confirm artifacts in the neural compressed images, subjective
comparisons were conducted on the Toloka Al platform:

e A task and instructions were created for each artifact type

e Participants were asked to choose the most significant distortion

Original Image A Image B

You see the original image and two others. In which image is the texture more distorted compared to the original?

1 @ Image A
2 Image B .
3 Itshard to choose Example of task interface on Toloka Al

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 41



Text distortion

Original VTM 20.0, JPEG Al 4.6 tools on, high,
311.2 times 310.3 times 42




Color distortion

VTM 20.0, JPEG Al 4.6 tools on, high,

Original 208.7 times 204.1 times

43
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JPEG Al 4.6 tools on, high,
204.1 times
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L2
Image corrupted by JPEG Al @

JPEG Al " tools on, high,
24.1 times

Original




Tested attacks

o 6 types of existing adversarial attacks on NNs + a random noise
» 6 different losses to guide attacks: 5 losses to attack quality of the decoc image,
and 1 to increase bitrate of encoded image

Attack Paper Optimisation target Formula
1 FTDA T.Chen, 2023 FTDA default | f(z) = f(z)|]2
2 I-FGSM A.Kurakin, 2018 Added-noises £ (2 — f(x) — (2" — )|,
3 MADC Z.Wang, 2008 Reconstruction 1f(z") —2||,
4 PGD A.Madry, 2019 FTDA-msssim SSIM(2/, f(2"))
5 SSAH C.Luo, 2022 Reconstruction_msssim MS-SSIM(2/, f(z"))
6 CAdv A.Bhattad, 2019 BPP increase bpp(f(2"))
7 Random noise

MSU Institute for Al Video Lab
https://videoprocessing.ai/
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https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=10124732&casa_token=4Ic8NB5Yg3sAAAAA:GTHgYMPhXarO4lqu-F2stgyYuj2O23LCahLHUQ2RcPXR7jg0ssjS1lvLLKsyy0jcPfwnG3mBvMEB&tag=1
https://arxiv.org/pdf/1607.02533
https://jov.arvojournals.org/article.aspx?articleid=2193102
https://arxiv.org/pdf/1706.06083
https://openaccess.thecvf.com/content/CVPR2022/papers/Luo_Frequency-Driven_Imperceptible_Adversarial_Attack_on_Semantic_Similarity_CVPR_2022_paper.pdf
https://arxiv.org/pdf/1904.06347

Preliminary results

Codecs’ robustness

Worst robustness: cdc-xparam
(diffusion-based), Hific

Best robustness: Qres-VAE

JPEG Al shows average robustness,

020-anchor

bmshj2018-hyperprior

bmshj2018-hyperprior-vbr

mbt2018

mbt2018-mean

gres-vae

cdc-xparam

evce

lic-tcm

hific

elic

HOP (high operation point) mode is
more vulnerable to attacks —— |

jpegai-v51-hop

jpegai-v51-bop

jpegai-v61-hop

jpegai-v61-bop

MSU Institute for Al Video Lab
https://videoprocessing.ai/
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JPEG Al v5.1 (hop) examples

MADC Original Attacked
Added-noises : -

Attacked after Attacked after
compression (tools off) compression (tools on)

MSU Institute for Al Video Lab
https://videoprocessing.ai/



JPEG Al v6.1 (hop) examples

MADC Original Attacked
Added-noises :

Attacked after Attacked after
compression (tools off) compression (tools on)

MSU Institute for Al Video Lab
https://videoprocessing.ai/



Cheng2020 anchor examples

MADC Original Attacked
Added-noises .

Attacked after
compression

PSNR:14.8

MSU Institute for Al Video Lab
https://videoprocessing.ai/



J\""‘/._
JPEG Al v5.1 (bop) examples &

MADC
Added-noises-Y

Original Attacked

MSU Institute for Al Video Lab
https://videoprocessing.ai/



L2
JPEG Al v6.1 (bop) examples @

MADC
Added-noises-Y

Original Attacked

MSU Institute for Al Video Lab
https://videoprocessing.ai/



J\""_/._
JPEG Al (hop) V5.1 vs v6.1 examples 23

Attacked after Attacked after
compression (tools off) compression (tools on)
) , ¥ h ! b 3
s 1

MADC Original Attacked
Added-noises-Y,

MSU Institute for Al Video Lab
https://videoprocessing.ai/



Attacks that increase bitrate

JPEG Al 5.3, NIPS+Kodak 100 img, Averaged RD-curves
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MSU Institute for Al Video Lab
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Average SSIM

JPEG Al 5.3, NIPS+Kodak 100 img, Averaged RD-curves
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Toro

« JPEG Al bygeT xaTtb B 3-3,5 pasa nydwe JPEG
* B03MOXHbl HEOObIYHLIE apTedaKThl
 Bo3MOXHbI aTakn Ha co3gaHue aptedakToB

* Bo3MOXHbI aTakm Ha yBennyeHune pasmepa

« B03MOXHbI 3aLLUTbI, B TOM YUCIIE€ BCTPOEHHbIE B KOHTYP
cxKaTtus

KauectBo 6mbnnotek JPEG Al byoeTt 3amMeTHO oTnn4aTbCH

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 57



Adversarial Attacks on
Super Resolution



Bonpoc B 3an

Ucnonb3yeTe Nu Bb
Super-Resolution upscale?

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 59



@ 3Dvideo 14 e 2023 & 10:00

YBenuub 310! CoBpemeHHoe yBennyeHue paspelwieHms s 2023
@) CpegHui 26 MUH 26K
Anroputmbl*, OBpaboTka usobpakeruin*, MawmHHoe obyyenune™, HayuyHo-nonynapHoe, MICKyCCTBEHHDbIN UHTenneKT

0630p

BiocT 3esca, ysenuyeHue paspelueHus B 4 pasa

Mo4Tn 4 roga Ha3zag BalMM MOKOPHbLIM CNyro Obina onybnukoBaHa ctatbst YBenunib 310! CoBpeMeHHoe
yBENUYEeHWe paspelueHns, kotopas Habpana +376 xabponankos 1 176 Tbica4 NpocMoTpoB. HO
nporpecc Ha mecte He cTouT! HoBble HeMpoceTeBblE METOAbI XKIyT! VX pe3ynsrartbl NpekpacHbl U

#1 on GitHub!!!

https://habr.com/ru/articles/716706/

60


https://habr.com/ru/articles/716706/

Introduction =]

« SR models are very prone to artifacts from small
distortions (real case: image/video compression)

« Adversarial attack analysis can help understand and

Improve SR robustness

MSU Institute for Al Video Lab
https://videoprocessing.ai/



SIS

BSRGAN, Attack: IFGSM =

P, J X P ~_~ > . ¢ /’# :
proes 3 SR ~ 7z :
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MSU Institute for Al Vdeo Lab
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SIS

BSRGAN, Attack: IFGSM

MSU Institute for Al Video Lab
https://videoprocessing.ai/



N>

BSRGAN, Attack: [FGSM E
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BSRGAN, Attack: IFGSM =

S

— J |~ TN = ,'.-Ezz.‘ =
e =
71 “ \ 4

MSU Institute for‘I ide Léb
https://videoprocessing.ai/



—'—-—
I (

GRAPHICS & MEDLA LAB
VIDED GROUP

i

. NN,

. \47@\&/

https://videoprocessing.ai/



JSEEA

CARN, Attack: IFGSM <

MSU Institute for Al Video Lab
https://videoprocessing.ai/



JSEEA

CARN, Attack: IFGSM T
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Example of physical attack

Adversarial patches T

1 location 2 location 3 location
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Example of physical attack

Adversarial patches vs smart camera
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nmgtech 1 map 8 15:16

OHU XOTAT, UTO6bI Mbl 3a6bINN, KaK BbIMMAAAT hUNbMbI « 605bHO cMompemb
Tunn @ 18K * 4 He bblr1 20mMo8 K momy,
Bror komnakun HayvonansHan Meawa [pynna, Pabota c euaeo*, OBpabotka uaoBpaxeHuii®, Hayuo-nonynapHoe HACKOJIbKO omepamumeJibHO
Muewme | | Mepesoa OHa 8blefiIgaoum.
Astop oparwsana: Chiis Person » «[llpagdusyto 1oXXb» HE HYXHO

6b1710 rporycKkampe CK803b
JXKepHoea UN.

* OHU mernepb Oesiatom 3mo rpocmo
1OMOoMy, 4mo 3mo 803MOXHO, a
mexHosio2usi ecmb 8 docmyine,
KaK 3apsi>KeHHbIU U CHSIMbIU C
npedoxpaHumersiss nucmoJsem.

Caman rpoTeckHaa kateropus snaeo Ha YouTube — 3T0 CTapble KUHOMNEHKW, NponyLLeHHble yepes UN-
anckennep. ViHorga Buaeo NpuaaéTca UBET, MHOIIA UX MHTepnonupytoT 4o 60 kaapos B cekyHay. Ecnu

Bbl NOHUMaeTe, KaK AOJUKHO BblMAAEeTh BUAEO, TO BCE OHU KaXyTCA OQWUHAKOBO YKaCHbIMU,
pasmMa3saHHbIMK U KpyuyalmmMmn. Ho, NoXoxe, 3Toro He MOHUMALT B TOM YWUCTEe U MI0AW, OTBeYasLUme 3a

nAananiuai ancraianur chan s sllnannunaa nawr w (o sanun tnnia aanna 2l hnravs . o Tarainaras

+58 41 B https://habr.com/ru/companies/nma/articles/797097/



https://habr.com/ru/companies/nmg/articles/797097/

)
Np

GRAPHICS & MEDLA LAB
VIDED GROUP

movie

TyT He ObIno ataku!

n real

0,

Nyx

vy
.)ﬁﬁ.u

. Xigbe
5 ALBN S

/v

Topaz

MSU Institute for Al Video Lab
deoprocess

https



7 ultcaTrade

Xiaomi Mi TV Master Ultra
8K 5G 82 nronmMa

9TO CBEPXCOBPEMEHHbIN TENEBU30P OT
NM3BEeCTHOro bpeHga Xiaomi c norpscaroLle
BbICOKUM paspeweHnem. OH CTOUT B O4HOM
pALy C TeneBnsopamMun, CrnocobHbIMU
N306paxxeHue Ha

O4HAWHEM pbiHKe. BceM nobutensn
KWHO, Xenawwmum co3gaTtb JoMa CBON
COBCTBEHHbIN KUHOTEATp, ByaeT oYeHb
NHTepeCcHa aTa HOBUHKaA.




CnoxHocTb kadyecTtBa 4K/8K TV

« OuyeHb HEMPOCTO 3aCTaBUTb NMoJfib3oBaTenemn
OTKIIOUYNTb «PYHKLNKN YIyYLLEHNSA N306pakeHUs»

e Super-Resolution Tenesnsopa — 3TO YepPHbIN ALLMUK

« Ero paborta nHtepdepupyeT c npeabiayummm
anropntMmamm obpaboTkm BMOEO

Kutanckne komnaHum yxe cerogHa o4eHb akTUBHO
BKNaablBalOTCA B TEMY

MSU Institute for Al Video Lab
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PesiomMmunpy4

Bce cTpumMepbl nogenAaTca Ha TeX, y
KOoro oyaet rogHoe Ka4yeCcTBO Ha
HOBbIX TefieBU3opax U Tex, y Koro
oyoeT HUXe cpenHero

MSU Institute for Al Video Lab
https://videoprocessing.ai/ 83



Contacts

VIDEO GROUP

Dmitriy Vatolin
e-mail; dmitriy@graphics.cs.msu.ru

« Videoprocessing.ai/about
« compression.ru/video

« compression.ru/vgmt

« Vvideocompletion.org

« Videomatting.com

« Subjectify.us

« €evi.quru

MSU Institute for Al Video Lab
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