wazun

kKak DevSecOps nnatdopma

m HeMHoOro Yandex Cloud



Technical lead, 6onee 12 net paboTaeT ¢ YaCTHbIMMU
M o0bLwenoCTYNHbIMM 061a4YHBIMKU Cpeaamm,
nHcTpymeHTamm HashiCorp, CI/CD, DevOps u
DevSecOps.

JKcnepT B TaKMx 061acTaAX, Kak YaCTHble U
obwenocTynHblie obnayvHble cpeabl, MHCTPYMEHTbI
HashiCorp, SRE management, ccompany

transformation, BHeapeHune DevOps n R&D.



@ Prevention

Detection
&response

s

B

Security
analytics

Threat
Intelligence

Wazuh - nnatpopma c

OTKPbITbIM NCXOAHbIM KOIOM

npeaHasHavyeHHaa ang
OBHapYyXeHusa yrpos,
MOHWUTOPUHIa,
pearmpoBaHud Ha
MHUWOEHTbLI U COBMOAEHUS

HOPMAaTKBHbIX TPEOOBaHUN.
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AHannTmnKka 6e30nacHoOCTU

= WQZUN. ' wodules security events

Wazuh ncnonb3dyetcsa ong
cbopa, arpermpoBaHua 1
aHanmM3a gaHHbIX
6e30nacHOCTH,

NnoMorag opraHm3aLmam
OBHapyXnBaTb BTOPXEHUS,

YrpO3bl N aHOMaNUW.



W

Cncrtema obHapyxXeHUsa BTOPXEeHU + CKaHUpYeT CUCTEMY B MoMcKax

BPEAOHOCHbIX MPOrpaMM,

= WQZUh. * Modues Malware detection O @ wauh
s PYTKNTOB 1 NMOOO3PUTESIbHbIX
Dashboard ~ Events () Explore agent [3) Generate report y p

Search QL 5] 2 Show dates Refresh

KQL & v Last24 hours efrest A
dHOMa’limu.

« OBHapyX1BaeT CKpbITbie Gannbl,

Security alerts
Time « agertrame  rulemitreechnique e e tactc rielevel  ruieid rule description I-I pol I eCC bl Mn M
> Ag12200@11001012  Windows Scrptg Defense Evasion, Execution 2 255926
- ndows  Signed Binary Proxy Executs on Dcfense Evasion, Executon 10 255563
Ay 04 Amazon  Process injection Defense Evasion, Privilege Escalation SQUinjection attempt. E 3 Ell: s c p p O a e C
A Brute Force CredentiolAccess 0 s;0 sshdMuy ple authenticaton fllures

listeners, a Takxe aHoManum B

CNCTEMHDbIX BbI3OBaxX.
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AHanuM3aTop XypHanos AreHTbl Wazuh oTCnexXuBatoT XypHarsbl

OC 1 NpUNoXeHun, 1 OTCbINaeT AaHHbIE

= WQZURN. ' Modules  Logdataanalysis © @ wah

Onda aHanna3a.

Log data analysis ®

Dashboard ~ Events (%) Explore agent [ Generate report

§)~ Search KQL v Last24 hours Show dates  Refresh

luster.name: wazuh  + Add filter

[NpaBuna Wazuh - 3To AaHHble:

I“ Ill i I : o * 06 OWKnbBKax NPUNOXEHUI NN CUCTEM,
MRS I T — * O HEKOPPEKTHbBIX KOHPUIypaLLmsIX,
T * O MOMbITKAX U/WMN YCMELHbIX

o mmR. BPEAOHOCHbIX AENCTBUSX,

- SOOI O— = e emom SRk . P * 00 HapYLEHWUSIX MONUTMK M MHOXECTBO

OPYrux Mep no obecrnevyeHunto

6e30nacHoOCTM
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D®annoBblIt MOHUTOPUHI

OTcnexwvBaHue GannoBon CUCTEMbI B

peanbHOM BPEMEHMN.

= WQZURN. ' Modules Integrity monitoring O @weh
Integrity monitoring ©

Inventory  Dashboard  Events RHEL7(005) ¥  [) Generate report

—— — s o BbigBneHWe naMeHeHnn aTpnoyToBs

cluster.name: wazuh  rule group: syscheck  + Add filter

prers—— dhannos.

@ modified “

s .
® deleted
)
"
o
0 °
preyoyorom preyoyer premyyopm preyoyer zmos100000 xano1 000 vy
n mesann per 30 s
mplinstall_rootkitsh L~ Recentevents o
« o searcn x| @ wszsnons showdates [ G retresn q)a NNOB.
@ Lastanalysis @ Lstmadiied o usr «+ Add fiter
SR Frecyceepea )K e, ai owein - m
2 vmo s o P T P
0 & root &7
Wt oD oo e s ot -
emissions sue tnoce
& T 3%, @ e somonen o s [ s e
o
st ecters .
S . sniin e o « MOHUTOPUHT LLENOCTHOCTY GainoB
PiWud9231d21734r9h290820022 1674259MM37200KgIE4€003ncy 206099 .
o v i o ot i s



W

O6HapyxeH1e ya3BnmMocTen « CkaHupoBanue N0 ¢ oTnpaBKkom

pPe3ynbTaToB A/1d CONnoCTaBneHnA

= WQZUN. ~ modules  Vulnerabilities O  ®wauh

Vulnerabilities © : MH¢OpMaLLMﬂ C CVE (Common

Dashboard Events i) Explore agent D cenerate

o Vulnerabilities and Exposure).

zuh  rulegroug: winerabiliy-cetecior + Add filter

Ciitical Severity Alerts High Severity Alerts Nedium Severity Alerts. Low Severity Alerts

197 1054 2201 735

- F L « ABTOMaTM4yeckasa oLueHKa YA3BUMOCTHU

cnabbiX MECT B KPUTNHECKM BaXKHbIX

- 8 8 % &
5
%
s
2
g
o000

s e cMCTeMax C NocneayoLmnm

R . NPUMEHEHNEM MEP MO UCMIPABMIEHMIO.

uuuuuu
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OLEeHKa KOHOUrypaLmm CUCTEMBI

= WAQZURN. ' wodules  Security configuration assessment © @wawh

Security configuration assessment ©

Inventory Events

< CisBenchmark for Red Hat Enterprise Lux? ©

30 33
ssssss
FTP senver s not ena
(TTP server s not enabled

55 e IMAP ang nal

Hardening results

(005) ¥
ccccc s !
wanster is requred. Unles eed t
1 47% itis.
reduce the
Remediation
............. Run the pd: pd.
Description
mma et
o The Fle abiliy
ronsfer fles,
mmand: i K Daied Check (Condition: nonc)
csystematlis-enabled vsfipd > rAenabled
Command: systenctl is-ensbled dovecot Orisses Compliance

€I5:2.2.9 PCIDSS:2.22 NIST800-53:CM.1 OIS CSC: 9.1

« OTCnexuBaHne KOHOUrypaumio
cucTtemsl 1 MO Ha npeamMeT
COOTBETCTBWUA C NOMUTUKEMU U

CTaHfapTamMu 6e30MacHOCTMU.

* [lepuoanyeckoe ckaHMpoBaHue a4

obHapyxeHus 10 Ha npeamMeT
N3BECTHbIX YA3BUMOCTEN, OTCYTCTBUSA
ncnpasneHnn nnm He6esonacHom

KOHUrypaumen.



W

PeaKLLMg Ha VHLAOEHTD 6esonacHoCTH * /icnonb3oBaHne MexaHn3Ma roToBbIX

KOHTPMeEp ANst YyCTPaHeHMs! akTUBHbIX

= WQZURN. ' wodules  incident response ©  @wauh
Incident response © yrpo3, Ha I-I pM Mep 6”OKM pOBKa HOCTyna
B v search KQL [ v Last24hours Show dates L G Refresh K CMCTeMe Ha OCHOBe Ha60pa npaBM”

5,327 hits
0:13:25.490 - Aug 17,2020

Way 19,2020 1 ©101325.4%0
so0
) I I . | I I (111" I [ I I I | ]
Wmosu o amaew  mose  N0%en  2meosn  0anos P
= mestamp per ooy
- jesa

+ BbigBneHue nHamkaTopa

komnpomeTaumn(IOC).

* BbinonHeHne onepaTtrBHbIX 3ada4

pearmnpoBaHMA Ha MHUNOEHTbI.
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Compliance

PCIDSS ®

Controls Dashboard Events

¥ Search

= WAQZURN. ' Modues pcioss

KQL

cluster.name: wazuh  rule.pci_dss: exists  + Add filter

PCI DSS requirements

5000

Count

2500

o - SRS

1500 1800 2100
Fecent events
Time « agentname  rule
MgV, 2008 DL s 10
nop v, 200 8 Dasean WEU s
Aug v, 2020 8 300973 Ubuns 65,

065

@024
@025
@ 1052
® 1061
® 1121

o -

D o

e

5 0600 0900 1200

tmestam per 30 minutes

pei.dss rule description rulelevel  ruleld

o 1025 Logon Failure: Unknom uer or bid password 5 s
File modified in /hone/uatoh directory 7 100200

T4 653 Wb attack: SO injection attenpt . o

() Explore agent

B Last24 hours

Requirements by agent

5,000

1024 €25 n23

Requirements

PCIDSS @  Requirements
vecurement 10 GEEED) o

Requirement 11
1025 se ofand changes toi. 163302

Requirement 6

] I I - - -
0
121

[ Generat

Show dates G Refresh ‘

@ Amaz

@ Debia
@ RHEL
@ ubun

e

65 Address common g,

sese
Requirements

1121 perform quanery .. 22179
Requirement 1

115 Deploy achange cetectio

@ wazuh

te report

on

® centos

7

tu

@ Windows

na3 s

1052

Wazuh nopgepxuvBaeT:
PCIDSS

GDPR

NIST 800-53

GPG13

TSC SOC2
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Be3onacHOCTb ¥ ayauT obnayvHbIX
npoBanaepoB

= WQAZUh. ' WModules ' AmazonAws ©  ®wawh

Amazon AWS O

Dashboard Events (9) Explore agent [2) Generate report
B~  Search KQL B v Last7days Show dates C Refresh
sroups: + Add filter
Events by source overtime Sources
ssssss
mee  agentname ws o1 descipion ke i

rager-mster b WS Cloudtrail [AMAION_1MM]: CreateAccessKey error: AccessDeried s sase

sssss

sssss

* MOHWUTOPUHI 1 ayauT 06nayHbIX
npoBanaepoB Ha ypoBHe AP,
ncnonb3ys wodle Wazuh,
MO3BONAIOLLEro pearnpoBaTh Ha

ornepexeHue.

 [Nlopnepxka:
* Amazon AWS
*MS Azure
» Google Cloud

* Yandex cloud*
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[Nopooepxka KOHTENMHEPOB

= WwQzuh.  Moduks

Docker listener ©
Dashboard Events

B Search

duster.name: wazuh  rule groups: docker

Top 5 events

"
O

Events

> Aug 15, 2020 3 12:54:30.705

> hug 14, 2026 3 21:59:31.751

> hug 14, 2020 3 14:40:34.702

> Aug 14, 2020 3 01:17:14.351

+Add filter

@ pul
restart
@ comect
@ sop
@ creste

Ubuntu

Ubuty

Ubuntu

Ubuntu

Docker listener

Events by source over time

Count

datadocker.type

container

image

network

container

2500 |
o II

202008130000

data.docker.actor

nginx_container

arehlinux

bridge

adoring_nash

KQL [EH v Last7days

202008-1500:00

umestamp pe 3 hours

data.docker.action

exec: cat fetc/passud

ot

disconnect

create

(9) Explore agent

Show dates ‘ C Refresh

202008170000

rule.deceription

Command launched in container

Inage or repository archlinux pulled

Network bridge disconnected

Container adoring_nash created

©  ®wawh

[ Generate report

@ container
@ image
@ network

rulatevel  ruleid

7 87967
3 87932

s 87929

4 87961

* OcyLLeCcTBNeHne KOHTPONA
6e30MacHOCTU U MHTErpauus

c Docker koHTenHepamu.

+ OBbHapyxeHue 1 aHanus yrpos,

YA3BMMOCTEN 1 aHOMaNU.
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Wazuh Agent

YCTaHaBnN1BaeTCca Ha

« [IK

+ Cepsepbl

+ ObnayHble 3Kk3eMniapsbl

*+ BuvpTyanbHble MaLlmHbI

OCHOBHbIE KOMMOHEHTHI

Wazuh Server

+ ObpaboTka n aHanu3 gaHHbIX C
MOMOLLbIO EeKOAEPOB U NpaBun

*  AHaNM3 M3BECTHbIX MHOMKATOPOB
komnpomeTaumn (I0C)

» COHOp OaHHbBIX OT COTEH UMW ThICAY
areHToB, C BO3MOXHOCTbLIO

NoAOCPXKN KNMaCTEPHOro pexXxnmMa.

q
o’

Elastic Stack

« Kibana (B13yanusauus, aHanm3
AaHHbIX, yrpaBneHmne
KOHOUrypaLmsimm)

+ ElasticSearch

(NONMHOTEKCTOBLIN MOUCK)
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AreHTbl

Wazuh areHT noooepxmsaet Monitoring
pa3nunyHble OC:
og TR
e Linux e || T
) Modules
N i Agent . manager
Windows Daemon - cis-oel7-benchmark.xccdf
en-SCAP
* macOS i ssg-centos6-ds.xml

* Solaris
* AIX :

e

« HP-UX
* FreeBSD

— Inventory
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AreHTbl

Log messages 0—' : ' X . .
X Log collector e X Systeminventory X . Containers security monitoring
Windows events @—— . g Z . Z
le s e s oeovsececescsssessascsasscsssssascsnesscse Bl ISW:-ecococooosoosoososnsossossassssses . -t S aflde = a0 a0 o o oo coseoesoenesnesesaeos '
Fotttttttctecersccsscccncccnee ) Applications installed Docker Engine API
Bash *— :
: Command execution ¢ Running processes Container runtime monitoring
PowerShell : .
Critical files Wazuh server connection
Agent daemon R s
) ) ) Secure and authenticated
Hardening checks .—: ' ;
9 . . ) . ' Block network connection AWS, Azure & GCP services
. Security configuration assessment @——
ClSbaselines @—; ) )
e e e e eaeaeaaaan e Stoprunning process @ Other third-party vendors
Anomalies detection @— X ' . '
: Malware detection [ I Active response : : Cloud security monitoring ;
Rootkits detection @—; : . X . '
16




Mopaynu AreHTa

Log collector: Command Execution: Security

File Integrity Monitoring

YTeHne noros u
cobbiTnn OC

C6op noros
MPUNOXEHUN C
NoOAEPXKOW B
Pa3NYHbIX
dopmaToB(JSON,
Docker format n ap)

» 3anyck koMaHa no

pacrncaHumio
(MOHWUTOPUWHI
CcBOBOAHOrO MEecTa

Ha oucke)

+ C60p pe3ynbTatoB

BbINOMHEHUS C
nocneayoLlemn
otnpaskon B Wazuh

cepeep

(FIM):

OTcnexuBaHve
N3MeHeHUs
MOHUTOPWUHI
N3MeHeHUs
aTpuOyTOB B pexunme
pearnbHOro BpeMeHH,
Y4yeT 1 xpaHeHue
COCTOAHUA

N3MEHEHUN

Configuration
Assessment (SCA):

+ OTtcnexvBaHue
N3MEHEeHUN
KOH®UrypaLmm
CUCTEMBI.

+ CpaBHeHue
TeKylLLen
KOHOUrypaLumm ¢
Center of Internet
Security (CIS)



AreHTbl NOCTOAHHO NOAAEPXMBAIOT CBA3b C CEPBEPOM ANA
OTMNPaBKM fAaHHbBIX 1 COBBITUI Ha OCHOBE KOHOUIypaLLM U Npasun,
TaK e OHW OTNPaBNAOT AAaHHbIE O CBOEM COCTOAHUM.

[pun yCTaHOBNEHUM CBA3M MEXY ar€HTOM 1 CEPBEPOM
yrnpaBneHne KOHPUrypaLLMsMM areHTa MOXHO OCYLLECTBMSATh
LLEeHTPan1M30BaHo.

AreHT noakno4aeTCca K cepsepy no 3allmweHHOMY KaHany u
MOXET 1cnonb3oBaTth kKak TCP, Tak 1 UDP npoTOKO/MbI. YTO He
MasoBaXHO CYLLECTBYET BCTPOEHHbIN MeXaHM3M 3aLnTbl OT
naBvHHOW oYepenn CobbITUN.

W. agent
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Wazuh cepBep

OTBeyaerT 3a:

* aHanu3 AaHHbIX

* OMOBELLEHWe Mpu
OBHapyXeHun yrpos nnu
aHomanum

* yrnpaBneHne KOHOUrypaLumamm
areHToB 1 OTCNEeXmMBaHue
COCTOSAHU

* MHTerpaums C BHELUHNMM
cucteMamu (Service Now, Jira

nnu PagerDuty)

Decoders —@;
Agent

Remote
Searan ——— ®—— Agentkeys

Daemon

I Control

: ; o ; binaries
: : B FiMdatabase [

Bl archivesjson [ M RootcheckDB [ S ) REE;T“'
. : 5

...............
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ApXnTeKkTypa CepBepPHOM YacTu

. E Threat intelligence ” i E MITRE ATT&CK ! . E Vulnerability detection Agents and cluster
: : 1 : : status monitoring ;
e e e e e e e e e cccececeeeeeemeeeoje=- T T T T T T T ‘. - e e e e e e e e e ccecceeeeceeeeeeemea= ’ :
i . ‘ . RESTful API
IP reputation Threat modeling [ = CVE database @ API service [ S
' Secure and authenticated
File hashes Adversary techniques @ Inventory correlation J Configuration
management .
Agent key provisioning ® &) A '
£ Bl PR S PG S Agents registration service
Sectie end suthenticated Data decoding Correlation © - Securityalerts : Wazuh indexer output
Agent keys Configuration H ine === =  ______________
Data and control messages Rule matching Enrichment @ Rawdataevents Filebeat
% § men 8 min s man imgn w Agents connection service *—o
Secure and authenticated [ ] @ e S 3
Master or worker
PCIDSS, HIPAA ® File state databases e Third-party API ® : node ]
' Cluster communication
NIST 800-53, GPG 13 System inventory databases @ — Ticketing systems : Cluster service () Sec - .d. th tcated
4 . ure and authentis
R s ke St S S Sk = s it e e -l o e L . :
: . : ' ' . Cluster data .
" ; ) . i synchronization
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ElasticStack

y
-
A 4

Filebeat

JlerkoBecCHbIN LOCTaBLUMK 10r-COOBLWEHNN. Icnonb3yeTcs Ang OTnpaBky COBbITUN U
npeaynpexneHun B Elasticsearch.

Elasticsearch/OpenSearch

MacwTabunpyemasn cuctema norHOTEKCTOBOMO NOUCKa Y aHanMTUKK C UCMOMb30BaHNEM Pa3HbIX
WMHOEKC AN npenynpexaneHnn, CobbITUi U MOHUTOPUHIE.

Kibana/OpenSearch Dashboard

Bu3yanunsauna gaHHbIX, HO B KoHTekcTe Wazuh 3To otaenbHoe Kibana-npunoxeHue, Kotopoe
OCYLLEeCTBNAET MOMb30BaTENbCKMI OOCTYN K MHPOPMALLMM O COBbITUAX 6€30MacHOCTH, O
COOTBETCTBUM CO CTaHdapTamu Taknmun kak PCIDSS, GDPR, CIS, HIPAA, NIST 800-53, 06
YA3BUMOCTSX, GannoBoro MOHUTOPUHIa, U MHOMMM APYTUM.
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Demo



OToenbHaa 6narogapHOCTb

Mwuxauny [ObiIMckoBY — Team Lead Tex nogaepxku Yandex Cloud

Anekceto MupToBy - ApxutekTop Yandex Cloud

Santiago Bassett - Founder of Wazuh

Agus O'Farrell - Marketing Director Wazuh



MYLIPAH
LIUTATA

¥ ¥ 3anumarbes HyxHo Tem, K yemy BbI of
OTHOCHUTECH C 3HTYy3Ma3MoM. B
NPOTUBHOM C/lyyae BaM HUKOTAa He
XBaTUT cun, 4To6bl LOBECTHU JEN0 A0

KOHLa.
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BOnpoChI?



