asonound pasgadnm snaeo VK

OT1016/c no HTTP po 160 '6/c no HTTPS c ogHOWN MaLUNHbI




O cebe

e Oner JlapnoHoB
PYKOBOOUTENMb rpynnbl Java pa3paboTku

e Java pa3paboTtyunk ¢ 10-NeTHUM CTaXeM

« OK -> Malil.ru -> VK Bupeo (BKoHTakTe)
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Yem mMmbl 3aHNMaeMcs

« [lenaem BngeocepBuChbl Ha Java

« Hanpumep, cneymanmsnmpoBaHHbit HTTP/1 cepBep pasnayn BUOEO



UemM Mbl 3aHMaeMcs

e [lenaeM BMageocepBuncCbl Ha Java
« Hanpumep, cneumnanmnsnpoBaHHbit HTTP/1 cepBep pasnayn BUOEO

e [IbiITaeMCH YCNETb 3a PA3BUTUEM Xenesa u TEXHOOr NK

NokoneHune GO G4 G5
(g EREN)) (2007) (2010) (2012) (2016) (2019) (2021)

eIl )l INtel E5620 Intel E5630 Xeon 2620 Xeon Gold 62xx  Gold/
20660v4 Platinum
03XX




Yem mMmbl 3aHNMaeMcs

« [lenaem BngeocepBuChbl Ha Java

« Hanpumep, cneymanmsnmpoBaHHbit HTTP/1 cepBep pasnayn BUOEO
 [IbiITaEMCS YCMNETb 3a PAa3BUTUEM Xefe3a U TEXHONOT U
e Bbi>kKMMaeM 13 xenesa Kak MOXHO BosbLue

« Pewaem npobnembl Npu BEPTUKAbHOM MacLUTabUpPOBaHUM



3a4yeM MHe cnyLwiaTb 3TOT gokJag?

e [1TyTb 60N



3auyem MHe cnyLwaTb 3TOT Joknaa?

e [lyTb BOMK

« HoBMYKaM: Kak caoenatb (http(s)) cepBep 06paboTKM 3anpPOCOB Ha java



3auyem MHe cnyLwaTb 3TOT Joknaa?

e [lyTb BOMK

« HoBMYKaM: Kak caoenatb (http(s)) cepBep 06paboTKM 3anpPOCOB Ha java

« OMNbITHBIM: MPOYYBCTBOBAaTb NPOLLECcCC pa3paboTkKy OgHOro cCepBuca,
Y3HaTb PYYKkM «BecniaTHOro» yBenn4yeHmnsa NnponyckHom CnocoOHOCTH



[1naH

« Peannayem npocton http cepsep Ha Java
 [lepengem Ha https
o PaccMoTpuM NpobnemMbl NPy BEPTUKAIbHOM MacLLTabunpoBaHUM

e Bbi>kMeEM Kak MOXHO 6onblle 13 cepBepa Ha 2x Xeon Platinum 8380
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Safe harbour

Bce nryT

« PacckasbiBato COOCTBEHHbIN OMbIT
« Mory ownbaTtbcs (06bIYHO HEYMbILLTEHHO)
« [TpoBepanTe nepen angenTomM NPoaa

« He kaTuUTe angenT B NATHULY

1)



ba3a video-download

[TogHNMaem cBow cepBep

ba3a u BHegpsem [TpokaymBaem [MocnegHwe
3anyck HTTPS 0o 100G OOCTUXEHUS



one-nio / src [ one / nio/ (5

HTTP/1 cepBep Ha OCHOBE onhe-nio

Bl .
e [IDOCTON, HO MOLLHBIN GPENMBOPK B async

» CobcTBeHHas paspaboTka OfHOKNAaCCHUKOB o ctter

M compiler

« Java + JNI (+ Linux) = confi

M gen

B http
"

M lock
W 1z4
B mem
M mgt
M net

)
fm os




HTTP/1 cepBep Ha OCHOBE one-nio

e [IpOCTON, HO MOLLHBILN GPENMBOPK
« CobcTBEHHAY pa3pabotka OOHOKIACCHMKOB
« Java + JNI (+ Linux)

o https://github.com/odnoklassniki/one-nio

e https://youtu.be/glhOX-RkftY

AHppen

MMaHbrnH

OcobeHHOCTN pa3paboTkn
BbICOKOHArpy>XeHHOro
cepBepa Ha Java

JUGRU

14


https://github.com/odnoklassniki/one-nio
https://youtu.be/gIh0X-RkftY

Quick start guide

public class MyServer extends HttpServer {

15



Quick start guide

public class MyServer extends HttpServer {

@Path("/hello")
public Response hello(Request request, HttpSession session) {
return Response.ok( plainText: "Welcome to Joker 2024, " + session.getRemoteHost());

16



Quick start guide

public class MyServer extends HttpServer {
public MyServer(HttpServerConfig config) throws IOException {
super(config);

@Path("/hello")
public Response hello(Request request, HttpSession session) {
return Response.ok( plainText: "Welcome to Joker 2024, " + session.getRemoteHost());

17



Quick start guide

@Config

public class ServerConfig {

public
public
public
public
public
public

AcceptorConfig[] acceptors;
boolean multiAcceptor;

int selectors;

boolean affinity;

int minWorkers;

int maxWorkers;

@Converter(method = "time")

public

int queueTime;

@Converter(method = "time")

public
public
public
public
public

int keepAlive;

int threadPriority = Thread.NORM_PRIORITY;
SchedulingPolicy schedulingPolicy;

boolean closeSessions;

boolean pinAcceptors;

@Config
public class AcceptorConfig {

public int threads = 1;

public String address = "0.0.0.0";
public int port;

@Converter(method = "size")

public int recvBuf;
@Converter(method = "size")

public int sendBuf;

public int tos;

public int backlog = 128;
@Converter(method = "size")

public int notsentLowat;

public boolean keepAlive = true;
public boolean noDelay = true;
public boolean tcpFastOpen = true;
public boolean deferAccept;

public boolean reusePort;

public boolean thinlLto;

public SslConfig ss1;

18



Event Loop mopgenb

User
Device

Server
Socket

Acceptor
Thread

/

Selector
Thread
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Event Loop mopgenb

e Ha Linux: yepes3 JNI ncnonbayem cUCTEMHbIE Bbl30OBbI accept/send/recv/

epoll_ctl/epoll_walt/...

class NativeSocket extends Socket {

final native void connectO0(Object address, int port) throws IOException;

final native void bindO@(Object address, int port) throws IOException;

final native int acceptO(boolean nonblock) throws IOException;

native long sendFile0(int sourceFD, long offset, long count) throws IOException;

final
final
final
final
final
final

b

native
native
native
native
native
native

int
int
int
int
int
int

sendToO(byte[] data, int offset, int size, int flags, Object address, int port) throws IOException;
sendTol(long buf, int size, int flags, Object address, int port) throws IOException;
recvFromO(byte[] data, int offset, int maxSize, int flags, AddressHolder holder) throws IOException;
recvFroml(long buf, int maxSize, int flags, AddressHolder holder) throws IOException;
sendMsg0(byte[] data, int cmsgType, int[] cmsgData, int flags) throws IOException;

recvMsgO(byte[] data, Msg msg, int flags) throws IOException;

« He Ha Linux: ncnonbsyetcy JavaSelector n JavaSocket ns java.nio

20



Event Loop mopgenb

e HuTaem

» Ssize_t recv(int sockfd, void *buf, size_t len, int flags);
e [INWem

» Ssize_t send(int sockfd, const void *buf, size_t len, int flags);

« ssize_t sendfile(int out_fd, int in_fd, off_t * offset, size_t count):
e MynbTUNNEKCNPYEM COEANHEHUS

« APl epoll: epoll_create/epoll_ctl/epoll_wait

27



Event Loop mopgenb

e BNOKMPYIOLWNN PEXNM

Block
Queue

[ 256K

256K

Selector
Thread

256K

[
»

send(256K)

Socket

v
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Event Loop mopgenb

e BNOKMPYIOLWNN PEXNM

Block
Queue

[ 256K

256K

Selector
Thread

256K

v

send(256K)

256K

Socket

v

)
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Event Loop mopgenb

e BNOKMPYIOLWNN PEXNM

Block Selector Socket
Queue Thread
[ 256K 256Q 256K »| send(256K) .

256K < ::>

send(256K)

v




Event Loop mopgenb

e BNOKMPYIOLWNN PEXNM

Block
Queue

Selector
Thread

[ 256K 256Q 256K]

v

send(256K)

256K

send(256K)

256K

Socket

NS

A

v

A
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Event Loop mopgenb

e Hebnokumpytowmm pexnm (dbnar O_NONBLOCK)

Block Selector

Queue Thread Socket

[ 256K || 256K 256K\ >| send(256K)




Event Loop mopgenb

e Hebnokumpytowmm pexnm (dbnar O_NONBLOCK)

Block Selector

Queue Thread Socket

[ 256K || 256K 256K\ »| send(256K) > >

48K




Event Loop mopgenb

e Hebnokumpytowmm pexnm (dbnar O_NONBLOCK)

Block
Queue

[ 256K

256K

Selector
Thread

256K

epoll_wait()
EPOLLOUT

(

»| send(256K)

48K

send(208K)

Socket

)
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Event Loop mopgenb

e Hebnokumpytowmm pexnm (dbnar O_NONBLOCK)

Block
Queue

[ 256K

256K

Selector
Thread

256K

epoll_wait()
EPOLLOUT

(

»| send(256K)

Socket

48K <

send(208K)

208K
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Event Loop mopgenb

e Hebnokumpytowmm pexnm (dbnar O_NONBLOCK)

Socket

NS

Block Selector
Queue Thread
[ 256K || 256K || 256K >| send(256K)
48K <
epoll_wait() <::
EPOLLOUT
send(208K)

v

A

208K

send(256K)

v
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Event Loop mopgenb

e Hebnokumpytowmm pexnm (dbnar O_NONBLOCK)

Block Selector Socket
Queue Thread
[ 256K || 256K 256K] >| send(256K)

A
v

48K
epoll_wait()
EPOLLOUT

send(208K)

v

NS

208K

send(256K)

v

NS

96K




Event Loop mopgenb

User
Device

connect()

SYN

SYN-ACK

v

ACK

v

Acceptor
Thread

accept()

epoll_ctl()

Selector
Thread

v
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Event Loop mopgenb

User
Device
connect() SYN >
< SYN-ACK
ACK

v

Acceptor
Thread

accept() | epoll_ctl()

GET /HTTP/11

Selector
Thread

v

recv()

epoll_wait()
EPOLLIN
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Event Loop mopgenb

User Acceptor Selector
Device Thread Thread
connect() SYN >
< SYN-ACK accept() | epoll_ctl() >
ACK . -
epoll_wait()
EPOLLIN

GET /HTTP/1.1 > recy()

> Processing...
200 OK

< send()
epoll_wait()
EPOLLOUT

< HTTP body sendfile()




Event Loop mopgenb

User Acceptor Selector
Device Thread Thread
connect() SYN >
< SYN-ACK accept() | epoll_ctl() >
ACK s B
epoll_wait()
EPOLLIN
GET /HTTP/1.1 > recy()
> Processing...
200 OK
< send()
epoll_wait()
EPOLLOUT
< HTTP body sendfile()
epoll_wait()
FIN R EPOLLIN
< FIN-ACK
< ACK clcise()

27



[1Ba ypOBHA KeLunpoBaHuS

« offheap kew B shared memory (LRU)
https://youtu.be/h9AICWTaEVQ

AHppen

MaHbrvH

KewunpoBaHue gaHHbIX

BHe Java Heap u
paboTta c pa3gensemMon
namaTbio B Java

JUGRU

28


https://youtu.be/h9AICWfaEVQ

[1Ba ypOBHS KeLlnpoBaHS

User
Device
GET /fragmentl.mp4
) 200 OK
< 256 KB
B 256 KB
. 256 KB

GET /fragment2.mp4 =

200 OK

256 KB

256 KB

A A A

Selector

/dev/shm
download.mem

Thread

recv()

send()
sendfile()
sendfile()
sendfile()

recv()
send()

sendfile()
sendfile()

256

- 256
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[1Ba YpOBHS KellnpoBaHUS

e OWCKOBbIN Kelw Ha hdd/ssd/nvme (FIFO)
https://youtu.be/uuGbbJhS708

Joker<?> 2017

AnekcaHap Xpuctodopos

A |

HeweBne, HagéxHee, npoLye:
XpaHeHve neTabanTos BUAEO
n poto B OgHoKNaccHMKax

30


https://youtu.be/uuGbbJhS7o8

[1Ba ypOBHS KeLlnpoBaHS

/dev/shm
User Selector Reader Mapped File
Device Thread Thread

GET /fragment1l.mp4 . recv() /
« 200 OK send() /
« 256 KB sendfile()
> 200 KB sendfile()| + - \
< 256 KB sendfile() v\

T

/mnt/sda
001.seqg

002.seg

31



[1Ba ypOBHS KeLUNpoOBaHNA

/dev/shm
User Selector Reader Mapped File
Device Thread Thread

GET /fragment1l.mp4 . recv() /
« 200 OK send() /
« 256 KB sendfile()
< 290 K3 sendfile()| + - v’
< 256 KB sendfile() v\ )

Network
Blob Storage




B3rnag ceepxy

Network
Blob Storage

Moscow
Server

nANNAN

AT
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Regional
Server
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ﬂ@v

User
Device
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[Togpo6bHee

Pasgava — peaynsrar

‘(_ ovl,a persistent
 [lnaTdpopma ana Buoeo CpokoM B KBapTal B8 . e
https://youtu.be/2bDZj9_hpul B "

HBCONF

HIGHLOAD DEV CONF

«Kapgpbl pelwaloT BCe, Un
CTPUMUHT BULEO B
OAHOKMaCCHUKaxX»

o Kagpbl pelwatoT BCE
https://youtu.be/my6h8dLvGks

AnexcaHap To6onb

34


https://youtu.be/2bDZj9_hpuI
https://youtu.be/my6h8dLvGks

3anyck
2013 ropa

ba3a u BHegpsem [TpokaymBaem [MocnegHwe
3anyck HTTPS 0o 100G OOCTUXEHUS



KoHourypauma cepBepos

e Xeon 2620 (6C/12T)
« 128 GB RAM

« 20 Gbps NIC

« HDD

e 4000 2.6




KoHourypauma cepBepos

Haw cepBep Mac Studio (2023)
« Xeon 2620 (6C/12T) « M2 Ultra (24C)
. 128 GB RAM . 192 GB RAM
« 20 Gbps NIC . 10 Gbps NIC
« HDD « SSD

e 40P0 2.6




KoHourypauma cepBepos

selectors:

acceptors:
- port: 80

24

37



OXXunpgaHme n peanbHOCTb

e Kak OOSIKHO ObITb

- CPU Usage - Total

o Xentbit — npunoxeHue (user)

« KpacHblt — aap0 (system)

o dnoneTtoBbI — npepbiBaHUA (softirq)
o CHMM — amnck (iowait)

« 3eneHbl — ceBoboaHoe (idle)

percent

23:35 23:40 23:45
From 2013/10/12 23:31:42 To 2013/10/12 23:46:30

- Traffic - bond0®
20 G¢

10 G —/_I_,— « 3eneHbln — K cepBepy (in)

e CuHUN — oT cepsepa (out)

bits per second

23:35 23:40 23
From 2013/10/12 23:34:00 To 2013/10/12 23:46:54




OXXunpgaHme n peanbHOCTb

e YTO-TO MOLLIMIO HEe Tak...

- CPU Usage - Total

-

2.0 k

percent

o Xentbin — npunoxexHune (user)

« KpacHbln — agpo (system)

o« doneToBbI — npepbiBaHUA (softirq)
e CUHUNM — aunck (iowait)

« 3eneHbin — cBobogHoe (idle)

Fri 00:00

L

Fri 12:00

-

) 08:00 08:20 08:40 09:00 09:20 09:40 10:00

« 3eneHbin — K cepsepy (in)
o CHUN — OT cepBepa (out)
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[lepBble npob6nembl

e Y N"HUM CcUMaMM adMNHOB:
e ONTUMUNBNPYEM GParMeHTaLUMIo NaMaTH
e BK/IHOMAEM NuUMa Iinterleave
e NepepacnpenensaeM npepbiBaHMs (RPS/RFS/RSS) |
e 00b6aBngemM affinity

e THOHUM MaM4Tb M CETEBOU CTeK
https://youtu.be/iyTIMVTURNM

nmwrpuu CamcoHoOB
% TiOHMM NaMsiTb 1 ceTeBoi cTek B Linux: UCTOpUA nepesoa Bl

16 sgep 3arpyKeHbl Ha _
100%

40


https://youtu.be/iyTiMVTUhNM

O6HoBNsIeM KOHUT

selectors:

acceptors:
- port: 80

16

selectors: 24
affinity: true

acceptors:
- port: 80
recvBuf: 64k

sendBuf: 256k

41



Pe3ynbTaThl

e [lepxum oo 20 Gbps

percent

- CPU Usage - Total

o Xentbit — npunoxeHue (user)

« KpacHblt — aap0 (system)

o dnoneTtoBbI — npepbiBaHUA (softirq)
o CHMM — amnck (iowait)

bits per second

20 G

10 G

23:35 23:40 23:45
From 2013/10/12 23:31:42 To 2013/10/12 23:46:30

« 3eneHbl — ceBoboaHoe (idle)

- Traffic - bond0®

_/_I_,— « 3eneHbi — K cepsepy (in)

e CuHUN — oT cepsepa (out)

23:35

23:40 23
From 2013/10/12 23:34:00 To 2013/10/12 23:46:54
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[lepeesn Ha https

2015 — 2018 rr




IHTerpauuma B one-nio

e /Icnonb3syem OpenSSL yepes JNI

e [NLLEM CMTON COBMECTUMOCTU O/ Pa3HbIX BEPCUI
« 1.0.1 Ha Suse
« 1.1.0 Ha CentOS

e 1.1.1 cobCcTBEHHOW COOPKMU

44



HoBbl nannnanH o6paboTKn

e accept()

e recv()
« send()/sendfile() >

e close()

accept()
SSL_new()
SSL_set_fd()
SSL_read()
SSL_write()
SSL_shutdown()

close()

45



OTKpbiBaEM HOBbI/ MOPT

User Acceptor Selector

Device Thread Thread
Server

Socket ‘
—— £:80 ﬁ
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HoBbln nannnaiH 06pPaboTKN

User
Device

Acceptor
Thread

SSL_CTX_new()

Selector
Thread
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HoBbl nannnanH o6paboTKn

User
Device
SYN
connect() >
< SYN-ACK
ACK

v

Acceptor
Thread
SSL_CTX_new()
accept()
SSL_new()
SSL_set_fd()
epoll_ctl()

Selector
Thread

v
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HoBbl nannnanH o6paboTKn

Selector
Thread

v

User Acceptor
Device Thread

SSL_CTX_new()

SYN

connect() >
« SYN-ACK accept()

ACK >
SSL_new()
SSL_set_fd()
epoll_ctl()

TLS handshake stage 1

epoll_wait()
EPOLLIN

» SSL_read()

A

TLS handshake stage 2

epoll_wait()
EPOLLIN

» SSL_read()

A
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HoBbl nannnanH o6paboTKn

Selector
Thread

User Acceptor
Device Thread

SSL_CTX_new()

SYN

connect() >
: SYN-ACK accept()

ACK >
SSL_new()
SSL_set_fd()
epoll_ctl()

TLS handshake stage 1

v

A

TLS handshake stage 2

v

A

GET /HTTP/11

v

v

epoll_wait()
EPOLLIN

epoll_wait()
> EPOLLIN

SSL_read()

SSL_read()
epoll_wait()
EPOLLIN

SSL_read()
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HoBbl nannnanH o6paboTKn

User Acceptor Selector
Device Thread Thread

epoll_wait()

EPOLLIN

GET /HTTP/11 > SSL_read()

B P ing...

< i SSL_write() rocesszg
epoll_wait()

p HTTP Body SSL write() EPOLLOUT

57



HoBbl nannnanH o6paboTKn

User Acceptor Selector
Device Thread Thread
epoll_wait()
EPOLLIN
GET /HTTP/11 > SSL_read()
B P ing...
< i SSL_write() rocesszg
epoll_wait()
p HTTP Body SSL write() EPOLLOUT
>epo|lwait()
FIN , EPOLLIN
SSL_shutdown()
) FIN-ACK close()
ACK

»
L
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HoBbi1 CTEK BbiI3OBOB

wuédpoBaHue

\

e [loTpebneHre cpu x2

e sendfile HeBO3MOXEH



HoBble ncnbiTaHNS Ha https
2015 — 2018 rr




KoHopurypaumnsa cepBepoB

e Xeon 2620 (6C/12T)
¢ 128 GB RAM

« 20 Gbps NIC >

« HDD
e 400 2.6

e Xeon 2660v2 (10C/20T)
« 256 GB RAM

e« 40 Gbps NIC

« HDD

e 4000 2.0

55



O6HoBNAEM KOHOUT

selectors: 24
affinity: true

acceptors:
- port: 80
recvBuf: 64k
sendBuf: 256k

selectors: 40
affinity: true

acceptors:

- port: 80
recvBuf: 64k
sendBuf: 256k

-gport: 443
recvBuf: 64k
sendBuf: 256k
ssl:

- protocols: TLSvl TLSv1l.1 TLSv1l.2

certFile: ./file.cert

privateKeyFile:

./file.key

56



[Toob6nembl Nog, Harpy3Kow

percent

100 %

- CPU Utilaization - Total

80
60
40

" -

|

-

el

18:00 18:20 18:40 19:00 19:20 19:40
- Traffic - bond@
-
r B e S
) ey
18:00 18:20 18:40 19:00 19:20 19:40

o Xentblt — npunoxeHue (user)

« KpacHblt — 9400 (system)

o dnonetoBbI — npepbiBaHUA (softirq)
o CvHnnM — amck (iowait)

e 3eneHbl — cBoboaHoe (idle)

« 3eneHbin — K cepsepy (in)
« CHUM — OT cepsBepa (out)
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[Togpo6bHee npo async-profiler

e https://youtu.be/WoomehXd4NY

o /,, 3 b i
g Vi /] \

O(%’ JPoint »v

AHpapen [NaHbruH
Bagum Llecbko

JVM npodannep
C UYBCTBOM TaKTa

58


https://youtu.be/WoomehXd4NY

Tpepnbl nog, MNKPOCKOMOM

o profiler -e cpu -1 999us -o jfr -f profile.jfr

Event Graph

Filter:

! PNV i

- NIO Sel.
@ NIO Sel..
4O NIO Sel.
o NIO Sel.
4O NIO Sel.
O NIO Sel.
O NIO Sel.
4O NIO Sel.
4@ NI Selector #5

W rTTa

0r #42
0r #43
0r #44
.0r #45
.0r #46
0r #47
0r #48
0r #49

17:43:52.661 17:43:52.989 17:43:53.316 17:43:53.644 17:43:53.971

Show Transitions

Show GC

Jopslo)

Show Only Operative Set

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv

« 3eneHbin - Tpen XaeT (cnuT) « PoneToBbin - paboTaeT
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Tpepnbl nog, MNKPOCKOMOM

o profiler -e cpu -1 999us -o jfr -f profile.jfr
Event Graph \P » @

Filter: Show Transitions  Show GC ~ Show Only Operative Set
17:43:52.661 17:43:52.989 17:43:53.316 17:43:53.644 17:43:53.971 | 17:4354.953

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv T

[ NV iV 11 a

- NIO Sel..or #42
@ NIO Sel...or #43
O NIO Sel..or #44
p@ NIO Sel...or #45
- NIO Sel..or #46
@ NIO Sel...or #47
- NIO Sel..or #48
@ NIO Sel...r #49
4@ NIO Selector #5

« 3eneHbin - Tpen XaeT (cnuT) « PoneToBbin - paboTaeT o



Tpepnbl nog, MNKPOCKOMOM

o profiler -e cpu -1 999us -o jfr -f profile.jfr

« 3eieHbIV - Tpen XaeT (cnuT) « DMoneToBbIn - paboTaeT
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Tpepnbl nog, MNKPOCKOMOM

o profiler -e cpu -1 999us -o jfr -f profile.jfr

Event Graph

Filter:

4@ NIO Sel..
4@ NIO Sel.
4O NIO Sel.
4O NIO Sel..
5O NIO Sel..
4O NIO Sel..
4O NIO Sel.
4@ NIO Sel.
4@ NIO Sel.

or #31

.or #32
.0r #33
or #34
.0r #35
.0r #36
.or #37
or #38
.0r #39

.@ NIO Selector #4

HONIO Sel..

or #40

Jelpn

Show Transitions ~ Show GC ~ Show Only Operative S¢

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv

(@)

« 3en1eHbln - Tpepn XaeT (cnuT) « DnoneTtoBbin - paboTaeT



bnoknpoBka Ha Kelle ssl ceccumn

« profiler -e cpu -1 999us -o jfr -f profile.jfr

Name

<[> Thread State
v @ Event Thread

—>

Value

STATE_RUNNABLE

NIO Selector #29

timeout_cb()

doall_util_fn()

LOPENSSL_LH_doall_arg()
Jh_SSL_SESSION_doall_TIMEOQUT_PARAMI()
SSL_CTX_flush_sessions()
.5sl_update_cachel()
tls_finish_handshake()
0ss|_statem_server_pre_work()
write_state_machine()

.state_machine()

,0ssl_statem_accept()

.5513_read_bytes()

.5513_read_internal()

5513 _read()

SSL_read()
.Java_one_nio_net_NativeSsiSocket_read()
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bnoknpoBka Ha Kelle ssl ceccumn

e https://github.com/openssl/openssl/blob/OpenSSL_1 1 O-stable/ssl/
ssl_lib.c#L3072

openssl / ssl / ssl_lib.c

Blame 4485 lines (3876 loc) - 124 KB

3067 /* auto flush every 255 connections */
3068 if ((!'(i & SSL_SESS_CACHE_NO_AUTO_CLEAR)) && ((i & mode) == mode)) {
3069 if ((((mode & SSL_SESS_CACHE_CLIENT)
3070 ?7 s—>session_ctx—->stats.sess_connect_good
3071 : s—>session_ctx—>stats.sess_accept_good) & Oxff) == oxff) {
« 3072 SSL_CTX_flush_sessions(s->session_ctx, (unsigned long)time(NULL));
3073 }
3074 }

3075 } 62


https://github.com/openssl/openssl/blob/OpenSSL_1_1_0-stable/ssl/ssl_lib.c#L3072
https://github.com/openssl/openssl/blob/OpenSSL_1_1_0-stable/ssl/ssl_lib.c#L3072

Hy>XHO 60JibLLIe KOHTEKCTOB

User Acceptor

Device Thread
Server

Socket
—— £:80

*:.443

Glale

Selector
Thread
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lem 6/10KNPOBKIA

« profiler -e pthread_rwlock_unlock -f profile.html
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bnoknpoeka Ha random

-f profile.htm|

rwlock_unlock

« profiler -e pthread
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bnoknpoeka Ha random

o https://github.com/openssl/openssl/blob/OpenSSL_1.1_0-stable/crypto/rand/md_rand.c

openssl / crypto / rand / md_rand.c

Blame 665 lines (573 loc) - 18.5 KB

-

348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365

YvLw wra iy

CRYPTO_THREAD_write_lock(rand_lock);

/%

* We could end up in an async engine while holding this lock so ensure
x we don't pause and cause a deadlock

*/

ASYNC_block_pause();

/* prevent rand_bytes() from trying to obtain the lock again x/
CRYPTO_THREAD_write_lock(rand_tmp_lock);

locking_threadid = CRYPTO_THREAD_get_current_id();
CRYPTO_THREAD_unlock(rand_tmp_lock);

crypto_lock_rand = 1;

if (!initialized) {
RAND_pol1();
initialized = (entropy >= ENTROPY_NEEDED);
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https://github.com/openssl/openssl/blob/OpenSSL_1_1_0-stable/crypto/rand/md_rand.c

bnoknpoeka Ha random

o https://github.com/openssl/openssl/blob/OpenSSL_1 1 _0-stable/crypto/rand/rand_lib.c

59 const RAND_METHOD *RAND_get_rand_method(void)
60 {

61 const RAND_METHOD xtmp_meth = NULL;

62

63 if (!RUN_ONCE(&rand_lock_init, do_rand_lock_init))
64 return NULL;

65

66 CRYPTO_THREAD_write_lock(rand_meth_lock);
67 if (!default_RAND_meth) {

68 #ifndef OPENSSL_NO_ENGINE

69 ENGINE xe = ENGINE_get_default_RAND();
70 if (e) {

71 default_RAND_meth = ENGINE_get_RAND(e);
72 if (default_RAND_meth == NULL) {
73 ENGINE_finish(e);

74 e = NULL;

75 }

76 }

77 if (e)

78 funct_ref = e;

79 else

80 #endif

81 default_RAND_meth = RAND_OpenSSL();

82 }


https://github.com/openssl/openssl/blob/OpenSSL_1_1_0-stable/crypto/rand/rand_lib.c#L66

icnonbayem RDRAND

o https://github.com/openssl/openssl/blob/OpenSSL_ 1.1 0-stable/crypto/engine/eng_rdrand.c

25 static int get_random_bytes(unsigned char xbuf, int num)
26 {

27 size_t rnd;

28

29 while (num >= (int)sizeof(size_t)) {

30 if ((rnd = OPENSSL_ia32_rdrand()) == @)
31 return 0;

32

33 *((size_t x)buf) = rnd;

34 buf += sizeof(size_t);

35 num -= sizeof(size_t);

36 }

37 if (num) {

38 if ((rnd = OPENSSL_ia32_rdrand()) == 0)
39 return 0;

40

41 memcpy (buf, &rnd, num);

42 }

43

44 return 1;

45 }



https://github.com/openssl/openssl/blob/OpenSSL_1_1_0-stable/crypto/engine/eng_rdrand.c

PocTtuncna epoll_wait/write

User Acceptor Selector
Device Thread Thread
epoll_wait()
IN
GET /HTTP/11 > SSL_read()
B P ing...
< i SSL_write() rocesszg
epoll_wait()
< — SSL_write() ouT
256 KE epoll_wait()
< SSL_write()
epoll_wait()
< 256 Kb SSL_write() )
epoll_wait()
< 256 Kb SSL_write()
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PocTtuncna epoll_wait/write

User Acceptor Selector
Device Thread Thread
epoll_wait()
IN
GET / HTTP/1.1 . sl read)
- P ing...
< i SSL_write() rocesszg
epoll_wait()
) 16 KB SSL_write() ouT
epoll_wait()
< 16 Kb SSL_write() Lwait)
epoll_walt
)y 16 Kb SSL_write() ,
16 KB epoll_wait()
* SSL_write()
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SSL orpaHnyeHmnsa Ha 3anuncob

e Onuung SSL_MODE_ENABLE_PARTIAL_WRITE
https://docs.openssl.org/1.1.1/man3/SSL_CTX_set_mode/

e SSL_MODE_ENABLE_PARTIAL_WRITE

Allow SSL_write_ex(..., n, &r) to return with 0 < r < n (i.e. report success when just a single
record has been written). This works in a similar way for SSL_write(). When not set (the
default), SSL_write_ex() or SSL_write() will only report success once the complete chunk was
written. Once SSL_write_ex() or SSL_write() returns successful, r bytes have been written and
the next call to SSL_write_ex() or SSL_write() must only send the n-r bytes left, imitating the
behaviour of write().

/71


https://docs.openssl.org/1.1.1/man3/SSL_CTX_set_mode/

SSL orpaHnyeHmnsa Ha 3anuncob

o [lokyMeHTaumna SSL_write
https://docs.openssl.org/1.1.1/man3/SSL_write/#notes

SSL_MODE_ENABLE_PARTIAL_WRITE option of SSL_CTX_set_mode(3). When this flag is set the
write functions will also return with success when a partial write has been successfully completed.
In this case the write function operation is considered completed. The bytes are sent and a new
write call with a new buffer (with the already sent bytes removed) must be started. A partial write is

performed with the size of a message block, which is 16kB.
e Cneundpukauma SSL/TLS

https://github.com/openssl/openssl/blob/OpenSSL_1 1 O-stable/include/
openssl/ssi3.h#L163

163 /* Maximum plaintext length: defined by SSL/TLS standards x/
164 # define SSL3_RT_MAX_PLAIN_LENGTH 16384

72


https://docs.openssl.org/1.1.1/man3/SSL_write/#notes
https://github.com/openssl/openssl/blob/OpenSSL_1_1_0-stable/include/openssl/ssl3.h#L163
https://github.com/openssl/openssl/blob/OpenSSL_1_1_0-stable/include/openssl/ssl3.h#L163

[lepepenbiBaeM ncnonbloBaHme SSL_write

User Acceptor Selector
Device Thread Thread
epoll_wait()
IN
GET /HTTP/11 > SSL_read()
B P ing...
< i SSL_write() rocesszg
epoll_wait()
< 16 KB SSL_write() out
< 16 Kb SSL_write()
< 0 SSL_write() >
epoll_wait()
< 16 Kb SSL_write()
< 16 Kb SSL_write()
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O6HoBNAEM KOHOUT

selectors: 40

affinity: true
selectors: 40

affinity: true

acceptors:
- port: 80
acceptors: i
- port: 80 recvBuf: 64k

sendBuf: 256Kk
- port: 443
recvBuf: 64k

recvBuf: 64k
sendBuf: 256k

- port: 443
sendBuf: 256Kk
recvBuf: 64k
threads: 20
sendBuf: 256k ——
reusePort: true

ssl:
- protocols: TLSvl TLSv1l.1 TLSv1l.2
certFile: ./file.cert

- protocols: TLSvl TLSv1l.1 TLSv1.2
certFile: ./file.cert

privateKeyFile: ./file.key ] ] )
privateKeyFile: ./file.key

rdrand: true
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Pe3ynbTaThl

e Nepxum o 26 40 Gbps

jiffies

bits per second

4.0 k
3.0 k
2.0 k

1.0 k

0.0+

40 G

30 G

20 G

10 G

- CPU Usage - Total

(PSSR

16:30 16: 40 16:50 17:00 ;
- Traffic - bondO
16:20 16:30 16: 40 16:50 17:00

« XXentbi — npunoxeHue (user)

« KpacHblt — 9ap0 (system)

o dMoneToBbIN — NpepbiBaHUA (softirq)
o CHMM — amnck (iowait)

« 3eneHblin — cBobogHoe (idle)

« 3eneHbin — K cepsepy (in)
o CUHMN — OT cepBepa (out)
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HoBble cepBepa
2018 — 2022 rr

ba3a u BHegpsem [TpokaymBaem [MocnegHwe
3anyck HTTPS 0o 100G OOCTUXEHUS



CBeXxas KoHpUrypauus

e Xeon 2660v2 (10C/20T)
« 256 GB RAM

o« 40 Gbps NIC

« HDD

e 4000 2.6

>

« Xeon Gold 62xx (22C/44T)
« 512 GB RAM

« 100 Gbps NIC

« SSD

e 4000 2.6
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OnaTb He HarpyXaeTcs

percent

bits per second

100 ¢

40 G

30 G

20 G
10 G

CPU Utalaization

e = . B N -« XenTbln — npunoxeHune (user)
80 .................. - ................... ..... - « KpacHbIlh — aapo (system)
60 L 4?WMWMWWQWWW.WMW§ .......................... ‘ m3” « QuroneToBbI — NpepbiBaHMa (softirg)
40 RERRRERR W _+ Curmii — ek (jowait)

o e 3eneHbin — ceobogHoe (idle)
20 S WS '

0

»
Tue 00:00 Tue 12:00 ved 00:

Traffic - bond0

/ L,M \  * 3eneHblit — k cepsepy (in)

s

. « CuHuM — ot cepsepa (out)

Tue 00:00 Tue 12:00 vWed 00: 78



13nnwHee noTpebneHne cpu

o OBbblYHAd Harpyska

one/video/download/http/HttpVideoSession.processWrite
one/nio/net/Session.process
one/nio/server/SelectorThread.run

E—

o

all
Function: one/video/download/http/HttpVideoSession.logInfo (56,625 samples, 1.61%)
D
 [lOBbILUEHHA4 Harpyska

1 0 0 Code e e ave ~ Java/u.. ja.. ‘one/video/download/stat/monitor/Tra..
8 | 0 ~ java/util/concurrent/lo.. java/util/concurrent/l.. one/video/download/stat/monitor/TrafficCollector$TrafficMap.add
. | | [ [] ~ java/util/concurrent/lo.. java/util/concurrent/l.. one/video/download/stat/monitor/TrafficCollector.lambdagadd$2
a | . java/uti.. java/util/concurrent/lo.. java/util/concurrent/l..  one/video/download/stat/monitor/TrafficCollector$$Lambda$129/677498636.update
L0 ava/l. ~ java/util.. one/video/indexer/server/collector/AtomicWrapper.update g

one/video/download/http/HttpVideoSession.processWrite
one/nio/net/Session.process
one/nio/server/SelectorThread.run

all

Function: one/video/download/http/HttpVideoSession.logInfo ‘24I§70 samglesi 4.62%2
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13nnwHee noTpebneHne cpu

e "[1TOX0Ee" ncnonb3oBaHME MeToaa

one/video/download/http/HttpVideoSession.processWrite
one/nio/net/Session.process
one/nio/server/SelectorThread.run

Function: java/util/concurrent/ConcurrentLinkedDeque.size (22,549 samples, 0.64%)
. ]
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13nnwHee noTpebneHne cpu

o "[1nOX0e" ncnonbl3oBaHe MeToOoB

Returns the number of elements in this queue. If this queue contains more than Integer.MAX_VALUE
elements, returns Integer .MAX_VALUE.

Beware that, unlike in most collections, this method is NOT a constant-time operation. Because of the
asynchronous nature of these queues, deteWMuires an O(n)
traversal. Additionally, if elements are added or removed during execution of this method, the

returned result may be inaccurate. Thus, this method is typically not very useful in concurrent
applications.

Returns: the number of elements in this queue

public int size() {
restartFromHead: for (;;) {
int count = 0;
for (Node<E> p = first(); p !'= null;) {
if (p.item != null)
if (++count == Integer.MAX_VALUE)
break; // @see Collection.size()
if (p == (p = p.next))
continue restartFromHead;

}

return count;
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13nnwHee noTpebneHne cpu+heap

o "INWHMN" BOKCUHI MPUMUTUBOB
java/lang/Long.valueof

one/video/download/http/HttpVideoSession.logInfo
one/video/download/http/HttpVideoSession.processWrite
one/nio/net/Session.process
one/nio/server/SelectorThread.run
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13nnwHee noTpebneHne cpu+heap

« MaccuvBHOE co3aHue NoACTPOK

OptoRuntime::new.. ja'va/utiI/Arrays.copy.. InstanceKlass: :aIIocate;instance(JavaThread*) OptoRuntime': :new_érray_nozéro_C(kIasé*, iht, JavaThr..
OptoRuntime::new_instance_C(Klass*, JavaThre.. java/util/Arrays.copyOfRange

java/lang/StringLatin1.newString
aN/Iang/String SUBSErAG R java/lang/StringLatint.newString
java/lang/String.substring

one/nio/http/QueryParameterlterator.next
one/nio/http/QueryParameterlterator.next
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bonbLion time-to-safepoint

« Total time for which application threads were stopped: 0.258 seconds,
Stopping threads took: 0.201 seconds
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bonbLion time-to-safepoint

« Total time for which application threads were stopped: 0.258 seconds,
Stopping threads took: 0.201 seconds

o -XX:SafepointTimeout
-XX:SafepointTimeoutDelay
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bonbLwion time-to-safepoint, cnyvyanm1

e CMMCOK NYyCT

[warning] [safepoint
[warning] [safepoint
[warning] [safepoint
[warning] [safepoint
[warning] [safepoint

# SafepointSynchronize::begin: Timeout detected:
# SafepointSynchronize::begin: Timed out while spinning to reach a safepoint.
# SafepointSynchronize::begin: Threads which did not reach the safepoint:

[ Sy VR B VR S R W—)

A TAE?

[warning] [safepoint
[warning] [safepoint
[info  ]l[gc,start

# SafepointSynchronize::begin: (End of list)
GC(120) Pause Final Update Refs

— e




bonbLwion time-to-safepoint, cnyvyanm1

« profiler -e wall -i 1ms -f profile.jfr --ttsp

Value

vfork@plt()
wforkChild()

_4 Java_java_lang_UNIXProcess_forkAndExec()
UNIXProcess.forkAndExec(int, byte[], byte[], byte[], int, byte[], int, byte[], int[], boolean)
UNIXProcess.<init>(byte[], byte[], int, byte[], int, byte[], int[], boolean)
Processimpl.start(String[], Map, String, ProcessBuilder$Redirect[], boolean)
ProcessBuilder.start()

Shell.runCommand)
Shell.run()
Shell$ShellCommandExecutor.execute()
Shell.execCommand(Map, String(], long)
Shell.execCommand(String[])

—é XfsFileSystem.setLength(File, long)
AbstractSegment.init(boolean)
SegmentManagerimpl.createSegment(int, SegmentMode)
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bonbwon time-to-safepoint, cnyyanm 2

e [pepn ecTb, HO NPUYMHA HEACHA

[info 1l[gc GC(120) Concurrent update references 14.494ms
[warning] [safepoint
[warning] [safepoint

[warning] [safepoint

[warning] [safepoin
[warning] [safepé

[warning] [safepoint
[warning] [safepoint
[warning] [safepoint
[info  ][gc,start
[info ][gc,task

# SafepointSynchronize::begin: Timeout detected:

# SafepointSynchronize::begin: Timed out while spinning to reach a safepoint.

# SafepointSynchronize::begin: Threads which did not reach the safepoint:

# TN e r #2 daemon prio=10 os_prio=0 cpu=6222.71ms elapsed=4179.99s tid=0x00007f2e12424100 nid=0xf587

— . . e i

java. lang.Thread.State: RUNNABLE

# SafepointSynchronize::begin: (End of list)
GC(120) Pause Final Update Refs
GC(120) Using 20 of 20 workers for final reference update

— — - —

88



bonbwon time-to-safepoint, cnyyanm 2

« profiler -e wall -i 1ms -f profile.jfr --ttsp
— SLdUK IIHUHI

Stack Trace
1 void java.lang.ref.Reference$ReferenceHandler.run()
,l, void java.lang.ref.Reference.processPendingReferences()
1 void jdk.internal.ref.Cleaner.clean()
,l, void java.nio.DirectByteBuffer$Deallocator.run()
void jdk.internal.misc.Unsafe.freeMemory(long)

void jdk.internal.misc.Unsafe.freeMemory0{long)

__Gl_madvise()
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bonbwon time-to-safepoint, cnyyanm 2

« MeToa, HaTUBHbBIN, HO HE COBCEM

public native void freeMemory(long varl);
I

Thread 110175: (state = IN_VM)
- sun.misc.Unsafe.freeMemory(long) @bci=0 (Compiled frame; information may be imprecise)
- java.nio.DirectByteBuffer$Deallocator.run() @bci=17, line=94 (Compiled frame)
- sun.misc.Cleaner.clean() @bci=12, line=143 (Compiled frame)
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bonbwon time-to-safepoint, cnyyanm 2

e Nttps://gist.github.com/apangin/bcchb929/cbbbc91e39ae3b/24e06c954

jlong INICALL unmalloc_AllocateMemory(IJNIEnvx env, jobject unsafe, jlong size) {
return (intptr_t) malloc((size_t)size);

jlong INICALL unmalloc_ReallocateMemory(JNIEnvk env, jobject unsafe, jlong addr, jlong size) {
return (intptr_t) realloc((voidx) (intptr_t)addr, (size_t)size);

void INICALL unmalloc_FreeMemory(JNIEnvx env, jobject unsafe, jlong addr) {
free((voidx) (intptr_t)addr);

static const ININativeMethod new_unsafe_methods[] = {
{(charx)"allocateMemory@", (charx)"(J3)J", (voidx)unmalloc_AllocateMemory},
{(charx)"reallocateMemory@", (charx)"(3J)J", (voidx)unmalloc_ReallocateMemory},
{(charx)"freeMemory@", (charx)"(J)Vv", (voidx)unmalloc_FreeMemory}

+;
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https://gist.github.com/apangin/bccb9297c6bbc91e39ae3b724e06c954

bonbwon time-to-safepoint, cnyyanm 2

« KoMnnnumpyem

« gcc -0O3 -fno-omit-frame-pointer -fPIC -shared -olibunmalloc.so
unmalloc.c

e Ha neTy nogrpy>XaeM areHT
o https://github.com/jattach/jattach

e jattach <pid> load libunmalloc.so true



https://github.com/jattach/jattach

bonbwon time-to-safepoint, cnyyanm 2

e [lONTy4YaeM CHMXeHMe ttsp

0 ¥ L 4
- JVM Safepoint Sync Time - jvm_port

100
80

60

oM

A e T

(]
10:15 13:15 16:15 19:15 22:15 01:15 04:15 07:15
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O6HoBngem jemalloc

e https://bugs.openjdk.org/browse/JDK-8215355

Ml JDK / JDK-8215355
%1 Object monitor deadlock with no threads holding the monitor (using jemalloc 5.1)

Resolved v

v Details
Type:
Priority:
Affects Version/s:
Component/s:

Labels:

Subcomponent:

Resolved In Build:

0 Bug
ElP3
7,8,11,12
hotspot

Resolution:

Fix Version/s:

8-bp additional-information-received dcsfai

jdk13u-fix-yes
webbug
runtime
b24

jdk8u-fix-request

jdk8u-fix-yes

Fixed
14

jdk11u-fix-request  jdk11u-fix-yes

noreg-hard

oracle-triage-14

jdk13u-fix-request

redhat-interest

reproducer-yes
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https://bugs.openjdk.org/browse/JDK-8215355

[Togpo6bHee npo safepoint

e https://youtu.be/rthWVvUOgWo

C%)JPoint 2020

Safepoint — n nycTb
e AHOpen NaHbrmH
BeCb MMp I'IO,EI,O)K.EI,eT OOHOKNACCHMKM



https://youtu.be/rthWVvU9gWo

Kak paéoTtaeTt TCP

User
Device

<

TCP

Selector
Thread

>
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Kak paéoTtaeTt TCP

User Selector
Device Thread
JRecv < TCP > Recv[
JSeﬂd Send[ FILE PART

—




Kak paéoTtaeTt TCP

User
Device

JRecv

JSend

Selector
Thread

Recv[

Send( 1
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Kak paéoTtaeTt TCP

User
Device

2 1 JRecv

JSend

Selector
Thread

Recv[

Send( 1
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Kak paéoTtaeTt TCP

User
Device

A JRecv

JSend

Selector
Thread

Recv[

Send( 1
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Kak paéoTtaeTt TCP

User
Device

2 1 JRecv

JSend

Selector
Thread

Recv[

Send(

A
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Congestion control

User Selector
Device Thread
2 1 JRecv Recv[ J
JSend Send( 1 >l 31l 4l 5 J
)
Congestion

window
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Congestion control

PasMep“

OKHa

TyT npo6nembl

TyT XopoLllo

Bpem4
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Congestion control

PasMep“
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TyT XopoLllo

Bpem4
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Congestion control

PasMep“
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Congestion control

PasMep“
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Congestion control

PasMep“
OKHa

TyT npo6nembl

TyT XopoLllo

Bpem4
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Congestion control

PasMep“
OKHa

TyT npo6nembl

TyT XopoLllo

Bpem4
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Boibupaem anropmntm congestion control

« BbibrpaemM congestion control anropmnt™ ¢ gpyrum Tmunom "obpatHou
cBA3N"

e OblT1 CUBIC (Loss-based feedback)

« cTan BBR (Delay-based feedback)

« sysctl -w net.ipv4.tcp_congestion_control=bbr
e [lepexoanM Ha aapo 5.9

e N3-3a NpobnemM cBa3kun dapo/opaveep NIC/QoS/cc anropntm
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CuntaemM MmakCMaJibHYIO CKOPOCTb

User
Device

5[ al3]2 1]Recv

JSend

Selector
Thread

Recv[

Send( 1

Round-trip time
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CuntaemM MmakCMaJibHYIO CKOPOCTb

User
Device

A JRecv

JSend

Selector
Thread

Recv[

Send( 1

Round-trip time
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CuntaemM MmakCMaJibHYIO CKOPOCTb

User
Device

5[ al3]2 1]Recv

JSend

Selector
Thread

Recv[

Send(

Round-trip time
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CuntaemM MmakCMaJibHYIO CKOPOCTb

« Bandwidth-delay product (BDP) 310 TeopeTnyeckasg MakcrmManbHas
NPOnyckHas CroCcoObHOCTb

BDP bytes — b Wbytes per second X RTTS

BDP
RTT

econds

BW =
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CuntaemM MmakCMaJibHYIO CKOPOCTb

« Bandwidth-delay product (BDP) 310 TeopeTnyeckasg MakcrmManbHas
NPOnyckHas CroCcoObHOCTb

BDP bytes — b Wbytes per second X RTTS€COFZdS
BDP
BW =
RTT

BW(uaanMVl BOCTOK, 256 KB) — 262144 * 8 / 05 — 4 MbpS

BW(ﬂ,aanMVl BOCTOK, 4 MB) — 4194304 * 8 / 05 — 32 MbpS
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YBennumeaem 6ydep oTnpaBKkin

e [10 4 MmerabanT, nony4yaeM NpUpPoCT KJIMEHTCKOWN CKOPOCTU

+10%

106



YMeHblLaem noTpe6brieHmne namaTu

e YBENMYMBaeM net.ipv4.tcp_mem

sysctl -w net.ipv4.tcp_mem = 15000000 15000000 15000000

& Group: video-download &4 Host: Lt Metric: Sockstat_Memory

Presets:

B B E

Last Day
15G 7
12G 4
8705M 1 -
0w
[
=S
L
5803M 1 -
2902M 1 — — -
0 T T T T T T T T T T T T T T T T T T
13:30 1349 14:08 14227 1446 1505 1524 1543 16:02 1621 1640 1659 17:18 17:37 17:56 18:15 18:34 1853 19:12
# Line Name Min Max Avg
443M  16G 5332M

TCP memory (Sockstat - tcpmem)
UDP memory (Sockstat - udpmem)
B FRAG memory (Sockstat - fragmemory)0

107K 218K 161K
0 0
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YMeHbLLaeM noTpebneHne namaTie

e Bkntovaem TCP_NOTSENT_LOWAT
sysctl -w net.ipv4.tcp_notsent_lowat=262144

Send

bydep oTnpaskn 4 Mb

Congestion
window
256 Kb
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YMeHbLLaeM noTpebneHne namaTie

e Bkntovaem TCP_NOTSENT_LOWAT
sysctl -w net.ipv4.tcp_notsent_lowat=262144

Send

bydep oTnpaskn 4 Mb

Congestion
window
256 Kb

TCP_NOTSENT_
LOWAT
256 Kb
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YMeHbLLaeM noTpebneHne namaT

Sockstat - Memory
D S i 4

srvs253 - Sockstat - Memory
2.93G ‘

2.34G

1.76G

bytes

1.17G

600M

0
10:27 10:48 11:09 11:30 11:51 12:12 12:33 12:54 13:15 13:36 13:57 14:18
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O6HoBNsIeM KOHUT

selectors: 88

selectors: 40 affinity: true

affinity: true

acceptors:
acceptors: - port: 80

- port: 80 recvBuf: 64k
recvBuf: 64k sendBuf: 4m
sendBuf: 256k - port: 443

- port: 443 recvBuf: 64k
recvBuf: 64k sendBuf: 4m
sendBuf: 256k threads: 20
threads: 20 reusePort: true
reusePort: true notsentLowat: 512k
ssl: ssl:

- protocols: TLSvl TLSv1l.1 TLSv1l.2
certFile: ./file.cert

- protocols: TLSvl TLSv1l.1 TLSv1l.2

certFile: ./file.cert

privateKeyFile: ./file.key privateKeyFile: ./file.key

rdrand: true rdrand: true
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Pe3ynbTaThl

e lepxum 0o 46 100 Gbps

- CPU Utilization - total ©

percent

bits per second

100
80 )
o XenTtbin — npunoxeHume (Uuser)
60 « KpacHblt — aap0 (system)
40 o dnoneToBbI — npepbiBaHUA (softirq)
o CH1M — amnck (iowait)
20 o .
_ « 3eneHblt — cBoboaHoe (idle)
0
12:20 13:55 15:30 17:05 18:40 20:15 21:50 23:25
- Interface - Traffic (bits/sec) - bondO
100G
80G
60G « 3eneHbin — K cepsepy (in)
40G « CHUM — OT cepsBepa (out)
20G
0 /

12:20 13:55 15:30 17:05 18:40 20:15 21:50 23:25
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[locnegHne OOCTMXEeHUS

2022 — HacTodLlee BpeMS
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TecToBbIN CTEHA

« Xeon Gold 62xx « Xeon Platinum 83xx
« 512 GB RAM « 1 TB RAM

« 100 Gbps NIC > « 200 Gbps NIC

« SSD « NVME

e 4000 5.9 e 4000 5.9




Kernel TLS (KTLS)

e LLIndpoBaHMe gaHHbIX Ha ypoBHe aapa nnu NIC
e OKOHOMUS CUCKOJII0B 1 KOMUPOBaAHUS

o Peanusauymga sendfile

14



be3 KTLS

e [pU KOMMpPOBaHUA

e LLIndppoBaHMe Ha cpu B User space

Java

Data

User space
libcrypto
—— | Data

Crypted

sen

d()

Kernel space

Crypted

Socket buffer

—» | Crypted |—

NIC

Crypted
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TLS SW

e [1Ba KONMpPOBaAHUA

e lLlIndpoBaHmMe Ha cpu B kernel space

Java

Data

User space
libcrypto
—— | Data

sen

d()

Kernel space

Data

Socket buffer

—» | Crypted |—

NIC

Crypted
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TLS_SW + sendfile

e [1Ba KONMpPOBaAHUA

e lLlIndpoBaHmMe Ha cpu B kernel space

Java

fd+off

User space

libcrypto

send

—» | fd+off

Kernel space

file()

fd+off

Data

Socket buffer

/!

Crypted

NIC

Crypted
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TLS HW

e [1Ba KONMpPOBaAHUA

 LLIndpoBaHmne Ha cneumranbHOM Moayne

Java

Data

User space
libcrypto
—— | Data

sen

d()

Kernel space

Data

Socket buffer

- Data |=—

NIC

Crypted
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TLS _HW + sendfile

« OOHO KOMMPOBaHME

 LLIndpoBaHmne Ha cneumranbHOM Moayne

Java

fd+off

User space

libcrypto

send

—» | fd+off

Kernel space

file()

fd+off

Data

Socket buffer

/

Data

NIC

Crypted
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Kak noaknto4YnTb

e [lepBad nogpepxka ¢ Bepcun gaaopa 4.13 (y Hac 5.9 n 6.6)
e BkntounTtb moaynb aapa tls

e« OpenSSL 3.0
« CobpaTb C --enable-ktls

e I/l HA HY>XHOW Bepcum 9apa

120



[loppepxmnBaembie NPOTOKOb

e https://delthas.fr/blog/2023/kernel-tls/

Only some encryption ciphers

are supported

by kernel TLS.

TLS version

Encryption cipher

Linux support

FreeBSD support

OpenSSL >= 3.2.0

1.2 AES-GCM(128) = 4.13 = 13.0
1.2 AES-GCM(256) = 5.1 ?
1.2 CHACHA20-POLY1305|= 5.11 ?
1.2 ARIA-GCM(128) = 6.1 ?
1.2 ARIA-GCM(256) = 6.1 ?
1.3 AES-GCM(128) = 5.1 ?
1.3 AES-GCM(256) = 5.1 ?
1.3 CHACHA20-POLY1305|= 5.11 ?
1.3 AES-CCM(128) > 5.16 ?

This translates to the following ciphers & ciphersuites.

Encryption cipher

TLS = v1.2 ciphers

TLS = v1.3 ciphersuites

AES-GCM(128)

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
DHE-RSA-AES128-GCM-SHA256
AES128-GCM-SHA256

TLS_AES_128_GCM_SHA256

AES-GCM(256)

ECDHE-ECDSA-AES256—-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
AES256-GCM-SHA384

TLS_AES_256_GCM_SHA384

ARIA-GCM(128)

ECDHE-ECDSA-ARIA128-GCM-SHA256
ECDHE-ARIA128-GCM-SHA256
DHE-RSA-ARIA128-GCM-SHA256
ARIA128-GCM-SHA256

ARIA-GCM(256)

ECDHE-ECDSA-ARIA256-GCM-SHA384
ECDHE-ARIA256-GCM-SHA384
DHE-RSA-ARIA256-GCM-SHA384
ARIA256-GCM-SHA384

CHACHA20-POLY1305

ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305
DHE-RSA-CHACHA20-POLY1305

TLS_CHACHA20_POLY1305_SHA256

AES-CCM(128)

TLS_AES_128_CCM_SHA256
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Kak noaknto4YnTb

o« SSL_CTX_set_options(ctx, SSL_OP_ENABLE_KTLS)
e SSL_sendfile(...)

122



be3 KTLS
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Pexxuum TLS SW + sendfile
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Pexxum TLS HW

 Intel QuickAssist Adapter nnu Intel Xeon Scalable (64xx/84xx)
« NVIDIA ConnectX-6 Dx (c KpunTo-Moaynem)

Dual-Port 100GbE/Single-Port 200GbE
SmartNIC

ConnectX-6 Dx SmartNIC is the industry’s most secure and advanced cloud network
interface card to accelerate mission-critical data-center applications, such as security,
virtualization, SDN/NFV, big data, machine learning, and storage. The SmartNIC provides
up to two ports of 100Gb/s or a single-port of 200Gb/s Ethernet connectivity and delivers

NVIDIA. [

the highest return on investment (ROI) of any smart network interface card. ConnectX-6
Dx is a member of NVIDIA's world-class, award-winning ConnectX series of network
adapters powered by leading 50Gb/s (PAM4) and 25/10Gb/s (NRZ) SerDes technology and
novel capabilities that accelerate cloud and data-center payloads.

LEARN MORE > >

Highlights

PORT SPEEDS MESSAGE RATE (DPDK) PCle LANES ENCRYPTION

2X'| OOI.IXZOOGb/s 215 million msgs/sec 16 Gen3/Gen4 IPSec‘ TLS‘AES'XTS
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Pexxum TLS HW

« NVIDIA ConnectX-6 Dx (C KpUnTo-MOoay1eM)

__ Seta e eswerkintertace “_ TeChnOIogy crypto

900-9X6AG-0048-STO MCX623105AC-VDAT 200GbE QSFP56 Single PCle 4.0 x16 Ethernet Enabled
900-9X6AG-0016-STO MCX623105AN-CDAT 100GbE QSFP56 Single PCle 40x16 Ethernet Disabled
900-9X6AG-0086-STO MCX623106AC-CDAT 100GbE QSFP56 Dual PCle 4.0 x16 Ethernet Enabled
900-9X6AG-0056-ST1 MCX623106AN-CDAT 100GbE QSFP56 Dual PCle 4.0x16 Ethernet Disabled
900-9X6AG-0076-STO MCX623106AS-CDAT 100GbE QSFP56 Dual PCle 40x16 Ethernet Disabled
900-9X658-0086-SBO MCX623436AC-CDAB 100GbE QSFP56 Dual OCP 3.0-PCle 40x16 Ethernet Enabled
900-9X658-0056-SB1 MCX623436AN-CDAB 100GbE QSFP56 Dual OCP 3.0-PCle 40x16 Ethernet Disabled
900-9X6AG-0018-STO MCX623105AN-VDAT 200GbE QSFP56 Single PCle 40x16 Ethernet Disabled
900-9X658-0046-SBO MCX623435AC-CDAB 100GbE QSFP56 Single OCP 3.0-PCle 40x16 Ethernet Enabled
900-9X658-0016-SBO MCX623435AN-CDAB 100GbE QSFP56 Single OCP 3.0-PCle 40x16 Ethernet Disabled
900-9X663-0083-SQ0 MCX621202AC-ADAT 25GbE SFP28 Dual PCle 4.0 x8 Ethernet Enabled
ANN-aYARR2-NN72-8NN MOXAR2 19202 AG-ANAT PINeINS QFD2R Niial DCla AN vR Ftharnat Nicahlad
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YHUM 6N1OKNPOBKIA

tis13_change_cipher_state
ossl_statem_server_post_work
state_machine
ssI3_read_bytes

ssi3_read

ssl_ read internal

one/n|A6/neAt/NaﬁvLeSs|Socket read -
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Kak cenydac

User Acceptor Selector

Device Thread Thread
Server

- % o
’ g

: ® (:S;
*:.443 129




[lpnBA3biIBaeM cesieKTopbl

User Acceptor Selector

Device Thread Thread
Server

Socket
*:.443
.J°\-.
— / *-443 '
*443 130




[lenaem o6LiNA aKLLENTOP

User Acceptor Selector

Device Thread Thread
Server

Socket {:(\-\-_)—:}
*:.443
d i L

*443 z 131

vvVvVYy

v

= / *.443
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PocT yTnnmnsauyum cpu

|
|
|
|
|
l
|

« profiler -e cpu Moo tewesssrgaat

one/nio/net/NativeSelector.select
one/nio/server/SelectorThread.run ‘
all

‘unction: one/nio/net/NativeSelector.epollWait (26,700 samples, 3.04%)|

132



PocT yTnnmnsauyum cpu

« profiler -e cpu JNeownoe Naesdecosomat

one/nio/net/NativeSelector.select
one/nio/server/SelectorThread.run
all

‘unction: one/nio/net/NativeSelector.epollWait (26,700 samples, 3.04%)|

|
. I
+ profiler -e cycles | SREsitmmmn =

one/nio/net/NativeSelector.epollWait

one/nio/net/NativeSelector.select
one/nio/server/SelectorThread.run
all

Zunction: one/nio/net/NativeSelector.epollWait (81,144 samples, 9.38%) 133




« profiler -e cpu

« profiler -e cycles |

ol etNatveSeecorepolat
onefifnet NteSeetorseet
e SeletrThrezd

“ncitn ongioeaveSelectorepelat (26,100 sample, 3 4%)

one/nio/net/NativeSelector.epollWait
one/nio/net/NativeSelector.select
one/nio/server/SelectorThread.run

function: one/nio/net/NativeSelector.epollWait (81,144 samples, 9.38%)|
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Cpu TpaTuTCa B OXXungaHmmn?

linux / kernel / sched / fair.c

Blame 13016 lines (10937 loc) - 346 KB &3 Code 55% faster with GitHub Copilc

11047 /*
11048 * Check this_cpu to ensure it is balanced within domain. Attempt to move
11049 * tasks if there is an imbalance.
11050 */
*» 11051 static int load_balance(int this_cpu, struct rq xthis_rq,
11052 struct sched_domain *sd, enum cpu_idle_type idle,
11053 int *continue_balancing)
11054 {
11055 int 1d_moved, cur_ld_moved, active_balance = 0;
11056 struct sched_domain *sd_parent = sd->parent;
11057 struct sched_group *group;
11058 struct rq *xbusiest;
11059 struct rq_flags rf;
11060 struct cpumask xcpus = this_cpu_cpumask_var_ptr(load_balance_mask);

110R1 ctriirt Th anu anvu — J




[lepepacnpepeneHne npepbiBaHNN

« An EEVDF CPU scheduler for Linux
https://lwn.net/Articles/925371/

EEVDF Scheduler

The “Earliest Eligible Virtual Deadline First” (EEVDF) was first introduced in a scientific publication in 1995 [1]. The
Linux kernel began transitioning to EEVDF in version 6.6 (as a new option in 2024), moving away from the earlier
Completely Fair Scheduler (CFS) in favor of a version of EEVDF proposed by Peter Zijlstra in 2023 [2-4]. More informa-
tion regarding CFS can be found in CFS Scheduler.
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OrpaHunynBaem Murpaunio npepbiBaHNN

« HacTpownka cpuset.sched_relax_domain_level

As of this writing, when this capability was introduced in Linux
2.6.26, on certain popular architectures, the positive values of
sched_relax_domain_level have the following meanings.

1

2

Perform immediate load balancing across Hyper-Thread
siblings on the same core.

Perform immediate load balancing across other cores in the
same package.

Perform immediate load balancing across other CPUs on the
same node or blade.

Perform immediate load balancing across over several
(implementation detail) nodes [On NUMA systems].

Perform immediate load balancing across over all CPUs in
system [On NUMA systems].
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MakcummanbHbI TEeCT

e [lepxum 0o 366 165 Gbps

- CPU Utilization - total ©

percent

bits per second

100

80

o Xentbit — npunoxeHune (user)

« KpacHblt — 94p0 (system)

o dnoneToBbI — npepbiBaHUA (softirq)
o CvHMNM — aunck (iowait)

e 3eneHbl — cBoboaHoe (idle)

60

40

20

0
16:00 16:12 16:24 16:36 16:48 17:00 17:12 17:24

- Interface - Traffic (bits/sec) - bondO
200G

160G
120G
80G « 3eneHbin — K cepsepy (in)
240G o CHUN — OT cepBepa (out)

o
16:00 16:12 16:24 16:36 16:48 17:00 17:12 17:24
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selectors: 160

affinity: true
pinAcceptors: true

O6HOBnﬂeM KOHCI)Vlr multiAcceptor: true

acceptors:
selectors: 88 - port: 80
affinity: true recvBuUf: 64k
sendBuf: 4m
acceptors: - port: 443
- port: 80 recvBuf: 64k
recvBuf: 64k sendBuf: 4m
sendBuf: 4m threads: 160
- port: 443 reusePort: true
recvBUF: 64k notsentLowat: 512k
sendBuf: 4m sst:
threads: 20 - protocols: TLSvl TLSv1l.1 TLSv1l.2 TLSv1.3

certFile: ./file.cert
reusePort: true

notsentLowat: 512k
ssl:
- protocols: TLSvl TLSv1l.1 TLSv1.2

privateKeyFile: ./file.key
rdrand: true

ticketsDir: ./tickets
kernelTlsEnabled: true

certFile: ./file.cert maxEarlyDataSize: 4096
privateKeyFile: ./file.key antiReplayEnabled: false
rdrand: true cacheMode: none

compressionAlgorithms: brotli 140
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one-nio 2.0

« https://github.com/odnoklassniki/one-nio
Upgrade to OpenSSL 3 #85 Edit <> Code -

SNV G incubos merged 1 commit into odnoklassniki:master from Blooof:master

£ Conversation 1 -o- Commits 1 [F) Checks o Files changed 66 +3,968 -385 mEEN

t@ Blooof commented - edited by incubos ~ Contributor = *** Reviewers

@ incubos v

Breaking changes

¢ The native part of one-nio now links and works only with OpenSSL 3 (tested on OpenSSL versions 3.0 and 3.2). The Assignees

OpenSSL library file must have name 1libssl.so.3 . @ incubos
Major changes
Labels

¢ Added support for Kernel TLS, including sendfile (https://docs.kernel.org/networking/tls-offload.html) None yet

¢ Added support for TLS early data (TLS1.3 0-RTT, https://docs.openssl.org/3.2/man3/SSL_read_early_data/)

¢ Added ability to export encryption keys (SSL keylog, https://docs.openssl.org/3.2/man3/SSL_CTX_set_keylog_callback/) Projects

¢ Added support for SSL certificate compression (RFC8879, None yet
https://docs.openssl.org/3.2/man3/SSL_CTX_set1_cert_comp_preference/)

¢ Added ability to use an external cache for SSL sessions (https://docs.openssl.org/3.2/man3/SSL_CTX_sess_set_get_cb/) Vilestone

Added ability to constrain selectors used by an acceptor ( one.nio.server.ServerConfig#pinAcceptors )
No milestone

Added ability to use a single acceptor thread for all sockets ( one.nio.server.ServerConfig#multiAcceptor )

¢ Added support for server-sent events in one.nio.http.HttpClient (https://html.spec.whatwg.org/multipage/server-
sent-events.html#server-sent-events)

Development

Successfully merging this pull request may
Also various fixes and optimizations. these issues.

Big thanks to: None yet


https://github.com/odnoklassniki/one-nio

selectors: 160
affinity: true
pinAcceptors: true

HaLu I-IyTb multiAcceptor: true

acceptors:
- port: 80
recvBuf: 64k
sendBuf: 4m
- port: 443
recvBuf: 64k
sendBuf: 4m
threads: 160
selectors: 24 reusePort: true
notsentLowat: 512k
ssl:
acceptors: - protocols: TLSvl TLSv1l.1 TLSv1.2 TLSv1.3
- port: 80 certFile: ./file.cert

privateKeyFile: ./file.key

rdrand: true

ticketsDir: ./tickets

kernelTlsEnabled: true

maxEarlyDataSize: 4096

antiReplayEnabled: false

cacheMode: none

compressionAlgorithms: brotli 143



BbiBOObI

e [IPNUNOXEHME HE XUBET B BakyyMe
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BbiBOObI

e [IPNUNOXEHME HE XUBET B BakyyMe

e [1pn BEPTUKaANbHOM MaCLLITa6l/IpOBaHI/II/I MOTYT ObITb ﬂpOGﬂeMbl
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BbiBOObI

e [IPNUNOXEHME HE XUBET B BakyyMe
e [PV BEPTUKANbHOM MacLUTabupoBaHWM MOryT ObiTb NPOB6IEMDI

e HeT cepebpsaHon nynm, eCTb METOANYHbIV MOUCK NPOBIEM

146



BbiBOObI

e [TPUNOXEHME HE XMBET B BaKyyMe
 [1py BEPTUKAIbHOM MacLUTabunpoBaHUM MOryT 6bliTb NPOBAEMDI
e HeT cepebpsaHon nynm, eCTb METOANYHbIV MOUCK NPOBIEM

« Ob6pallanTech 3a NOMOLLbIO K KOJIIeram n y4nmTtecb camMu
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BbiBOObI

e [TPUNOXEHME HE XMBET B BaKyyMe

 [1py BEPTUKAIbHOM MacLUTabunpoBaHUM MOryT 6bliTb NPOBAEMDI
e HeT cepebpsaHon nynm, eCTb METOANYHbIV MOUCK NPOBIEM

« ObpallanTech 3a NOMOLLbIO K KOMIeram v y4mTecb camu

e [lenanTte goknaabl!
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Cnacmnbo

Oner JlapoOHOB, PYKOBOAUTENb IrPYMrbl pa3paboTku



[TpoLwinbie poknaapl

« OcobeHHOCTU Pa3paboTKM BbICOKOHArPY>XEHHOro cepBepa Ha Java https://
youtu.be/glhOX-RkftY

« KewnpoBaHMe gaHHbiX BHe Java Heap https://youtu.be/h9AICWTaEVQ

o [lewesne, HagexHee, npoue https://youtu.be/uuGbbJhS/08

e [TnaTdopmMa gng Buoeo cpokom B kBapTan https://youtu.be/2bDZj9 hpul

« Kagpbl pewatoT BCé https://youtu.be/mych8dLvGks

o TIOHUM NaMaTb 1 ceTeBoun cTek https://youtu.be/iyTIMVTUNNM

« JVM npodannep ¢ 4yBCTBOM TakTa https://youtu.be/WoomehXd4NY

« Safepoint — 1 NycTb BECb MUP NogoxaeT https://youtu.be/rthWVvU9gWo
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