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CoBpemeHHoe pelueHne “’

( VS Code DAP
M
Emacs program
[ 4——>[Debug Adapter [ Debugger ]—h( (debugee) ]
[ Neowm Python, C++, C#, ...
OF.

» DAP - abctpakTHbIY npoTokoa cBasu mexay IDE n otnagumkom
* MI - MaWWHHO-OPUEHTUPOBAHHbIV TEKCTOBbIV MPOTOKOI,
MCNOAb3YEMbIV ANA yNPaBAeHUsA OTAa4uYMKaMM




Mpumep DAP-3anpoca

» Adapter message: {
"command”: "setBreakpoints”,
"arguments”: {

"source": {
“name”: “server.cpp",
"path”: "/home/anastasiia/MyProjects/test gdb/client-server/server.cpp”
i
"lines™: |
53
]J
"breakpoints™: [

{

"line": 53 Cneundukauyna DAP

}
I
"sourceModified”: false
¥
"type": "request”,
"seq": 26

¥




Mpumep MI-3anpoca

-break-insert ./server.cpp:53

Cneuundukauymnsa Ml



[MMpumep MI-oTBeTa

v ~done, bkpt={
number="3",
type="breakpoint”,
disp="keep",
enabled="y",
addr="0x0008555555556876" ,
func="main()",
file="server.cpp”,
fullname="/home/anastasiia/MyProjects/test gdb/client-server/server.cpp”,
line="53",
thread-groups=[ "11"],
times="0",
original-location="/home/anastasiia/MyProjects/test gdb/client-server/server.cpp:53”




Kak paboTtaeT oTnagka?




CtaBum breakpoint .

‘ VS Code

DAP
r——\'\ M
Emacs program
<«—»| Debug Adapte]—-v[ Debugger ]—b[ (debugee) J
)
Neovim / Python, C++, CH#, ...

» |DE oTtnpasaset 3anpoc B debug adapter (uepe3 DAP)
» debug adapter otnpasnsert 3anpoc B GDB (uepe3 Ml)
» GDB craBuT breakpoint B npouecce




Kak Bbirngaaunt breakpoint

GDB nepenuncbiBaeT MHCTPYKLUIO M BCTABAAET JIOBYLUKY

GDB

*gdb> break function

PROCESS MEMORY 1

—i REWRITE
1 Mov EAX 19W INT 3

(0XxCC) 71010101010 J -
b N N~ EXCEPTION TRAP!
MGV EAX . 10— |
INT3 (0OxCC)

17 >>> Debugging. ..

N



Kak Bbirngaant breakpoint x86

OxCC - oaHobBanToBbIM opcode nHcTpykummn INT3

YTo 9TO naéeT?

MO>HO 3aMeHUTb POBHO 1 6aunT
He HY>XHO 3HaTb AJINHY NHCTPYKLNY .

6e30MnacHO B 6ONbLUNHCTBE CAy4YaeB [breakpoint] CC 48 89 E5 ...

J1erKkO BOCCTaHOBUMTb Ha3a/

Kak 310 ncnonbsyetr GDB

[opurunan] 55 48 89 E5 ...




Kak BbirngaaunT breakpoint Ha
pa3HbIX apXUTEKTYypax

x86:
 [INT3 (OxCC) — 1 b6aut

ARM:

ncrnosiblyetca cneymanbHas nHcTpykuma (BKPT / BRK)
MHCTPYKLMU GUKCUPOBAHHOIO pa3mepa
ncxodHaa MHCTPYKLUMA Nepe3anncbiBaeTca Leakom



GDB noctaBun breakpoint

' VS Code

' ™
Emacs
-

Neovim
. 000 J

DAP

+—>

/

Ml

[Debug Adapt%_"[ Debugger ]—»[

program
(debugee)

J

Python, C++, C#, ...

O6paTHbIX NyTh:

GDB coobuaet B debug adapter
adapter coobujaet IDE
IDE o6HoBAseT Ul



[Tonapaem B breakpoint

[Mpoxogum nyTtb IDE -> GDB
GDB npogonxkaet BbINOAHEHME U
BbIMOJ/IHAET 6A0KNPYHOLLNA BbI3OB

waitpid - B :
waitpid — cucteMHbIn Bbi3oB Linux,

MO3BOJIAET NpOouUeCcCy >XX4atb N3MEHEHUA
COCTOAHNA APYroro npouecca nian
NMOTOKa



[Tonapaem B breakpoint ‘

* Mnpouecc AoLwen 40 NOBYLUKN s
GDB
it M po ueCCOp reHepM pyeT *gdb> break function

nckntoueHmve (Breakpoint Exception) PROCESS MEMORY |
[

T

‘ Mov EAX, X, 10 | 0 I

_I%EN_}INT3V

-+ 7(0xCC) F - 1010101010 -
— .79 X EXCEPTION TRAP! _

MOV EAX, 10—
~ INT3 (0xCC)
A & /\ BREAKPOINT HIT!

/'3 >>> Debugging...




[Tonapaem B breakpoint 7

« fAppo OC npeobpasyeT nckntoUveHmne
B curHan SIGTRAP n octaHaBamnBaeT
NOTOK OTAaXXMBAeMOro npouecca

« GDB c nomouwbto waitpid y3Han, uto
NOTOK OCTaHOBJIEH

* GDB cnpawwBaet y aapa NnpuymnHy
OCTaHOBKM (Si_code)

SIGTRAP — curHanbl, cB3aHHbIe C
OT/IaIkKoWn

* [lpoxoanm nyts GDB -> IDE

std: :cout <<




[Mpoaon>kaem BbINONIHEHNE

> <
RIP - Instruction Pointer Register (x86)
[Mpoxoavm nyTtb IDE -> GDB _
RIP = RIP - 1
GDB BpeMeHHO ybunpaeT 0BYLLKY U
BOCCTAHaB/ANBAET UCXOAHYHO MHCTPYKLUIO
OTkaTblBaeT yKasaTeb MHCTPYKLMM Ha3a4 PC - Program Counter (ARM)

= PC - sizeof(instruction)

18



[Mpoaon>kaem BbINONIHEHNE "

* VIHCTpyKUMA BbINONHAETCA
« GDB BO3BpalLaeT AOBYLLKY 1 BO30OHOBASAET BbINOJHEHME
* [lpoxoanm nytb GDB -> IDE



DWARF

dopmart oT1a404HON MHPOPMaL MK,
KOoTopas f0b6aBaseTca KOMMUAATOPOM
Cofep>xwur:

* repemMeHHble

*  bYyHKUNM

* TWUMbI

* COOTBETCTBME KOAA N NaMATU

20



21

“functions™: |

"name”:  "main”, D WA R I

"variables": [

I

L
"name™; "x",
"type" : Ilir_lt |I,

"location": DWAREF - Ha60p C€KL|,I/II7I

b "range"”: R 'debug—info - UTO €CTb B nporpaMMe
eSS » .debug_line - rpe 370 B ncxogHmKax

.debug_loc - rpge 310 n1exuT BO Bpems
BbINOJIHEHWA

"line mapping": [

"address":
"file": "main.c
"line": 1@




v VARIABLES

~ Locals

D
> WATCH
v CALL STACK

' osarver

main

22

[lepemeHHble

PAUSED ON ATTACH INFERIORS

server.cpp (56

[Mpoxoaum nyTtb IDE -> GDB

GDB ncnonb3syetr DWARF (nonyuaet .debug_info,
.debug_loc n .debug_line)

GDB uuTtaet cooTBeTcTBYIOWME HANTBI 13
namAaTu/perncrpa

GDB uHTepnpetnpyet gaHHbIe cOraacHoO Tuny,
noay4Yas 3Ha4yeHne nepeMeHHOM

[Mpoxoaum nyte GDB -> IDE



555
56

=7

Kak ctaBdATca breakpoints

Mbl pasobpann

YMeeMm BbIACHUTDb
NPUYNHY OCTaHOBKM

3HaeM, UTo Takoe
DWARF

23



Process

] npoueccoeB GDB  *

Inferior B GDB

* [lpeacraBaset npouecc

* Copep>XXUT COCTOSIHUE, KOTOPbLIM
ynpasnsetr GDB (MoToku, TOUkM
OCTaHOBa, CMMBOJ1A)

* MoxkerT cywecrtsoBaTtb A0 3arnycka

——————

npouecca ¢ >

—————

N T

\-———-————————————-———_-‘



|/
N

Y naneHHad otnagka 2

Windows Computer Android Phone °

2 GDB Remc?te Serlal_b GDB-server
Protqcol

: °
Visual Studio } i [ Android App }

Remote debugging

GDB-cepBep - KOMMNOHEHT Ha
LeneBown cucteme, obecneumBaet
B3ammogeunctesne mexay GDB u
OT/IaXkMBaeMoOW NporpamMmon.

Remote Serial Protocol -
NpoToKON 0bMeHa AaHHbIMU
mexay GDB n GDB-cepsepowm.



Kernel GDB-stub

kasperskyOS

26



27
Kernel GDB-stub (Kaspersky OS)

ApepHbin gdbstub

OaHo coegmHeHmne

[logkntoueHve K cnyvyanHomy
npoueccy

OcTaHaBAMBanacb BCA cmctema (40
HeJaBHEro BpeMeHu)
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A noyemy BoobLue TopmosnTt? Aytoncus
cTaHaapTHoro pacwumpeHus ot Microsoft
1 noyemy oHo Topmo3unTt ¢ KasperskyOS

C/C++

Microsoft € microsoft.com & 96,550,979 ) & & & raiy (598)
C/C+ + C/C++ IntelliSense, debugging, and code browsing.

>< Disable | ¥  Uninstall | ~ Auto Update 533




ApXUTEKTYpPHbIe pas3nnumna Linux u
KasperskyOS

Kaspersky OS

[ App

‘\\

J

(Kaxxkablt 6NOK - OTAENbHbIV NpoLuecc)

CeTb - BHYTPU aapa)

{ Kernel (gpavBepbl, FS,

|

—»{ FS

_4

Driver

—»{ Net

\‘

J
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[MonbITKN NpoaebaXKntb Heckonbko Linux =
NnpoLLeccoB B OAHON ceccui

e -exec add-inferior

« -exec inferior 2

* psaux | grep ~/client-server/client
« -exec attach 1855572

EMS @ DEBUG CONSOLE

-exec add-inferior

-exec inferior 2

-exec attach 1855572

e/anastasiia/MyProjects/test gdb/client-server/client...




[MonbITKN NpoaebaXkntb HeCKoNbKo Linux
NnpoLLeccoB B OAHON ceccui

perror
return 1;

s:cout << "The client is connected.\n";

memset(s: buffer, c: @, 1 (buffer));
O 54 ssize t bytes_read = read(fd: client_socket, buf: buffer, nbytes: (buffer)

Exception has occurred. X
Unknown stopping event

bytes read <= @
std: :cout << "The client has dis
break;

> WATCH

“ CALL STACK

: std: :cout << "Received:
> client [1257896] PAUSED ON BREAKPOINT '

v server [1257078] PAUSED ON EXCEPTION Siher eTrren s o
SLA: 51T g 5 5 = 2erve

moammemen 1 — ol Loems

main() server.cpp (541 ROBLEM DEBUG CONSOLE RMINA

-exec add-inferior




memset(s: buffer, c:
read(fd: sock, buf: butfer, nbytes: sizeof(buffer) - 1);

B 46 std: :cout << - "Response- from- the server: " << buffer << "\n";

Exception has occurred. X
Terminated

)
> WATCH '

v CALL STACK
close(fd: sock);

v server [578170] PALSED return @;

main() server.cpp (541
v client [578899] PAUSED ON EXCEPTION

main() client.cpp (46:1

3aBepLueH|/|e OAHOTO U3 OT/1Ia>XKMBaA€MDbIX NMpouecCoB NMPUBEIO K
3aBeEpLEHNHO BCEW ceccum OoT/N1a4dKN




[Debugger] Allow an option to only exit debugging once all inferiors have
exited #8102

(© Open

Assignees
. randomdude789 cpened on Sep 4, 2021 aas g

No one assigned
Type: Feature Request

Labels
Currently, once a single inferior exits, the entire debugging process exits as well. The only workaround available is to detach inferiors R ——
manually with gdb commands before they end. This is particularly problematic when gdb's detach-on-fork mode is tumed on in

complex programs with multiple fork calls. .
ype

The proposed solution is to add some user-facing option that will allow individual inferiors to exit without ending debugging. Since No type
multiple-inferior debugging seems to work fine otherwise, I'm hoping this is possible.
Projects

& 10 No

\No projects

3aBepLueHne O4HOro Npouecca NPMBOAMUT K 3aBEPLLEHNIO BCEN CECCUM
oTnaaku: Issue #8102

debugger

&



https://github.com/microsoft/vscode-cpptools/issues/8102

34

Newissue (0]

When debugging multiple inferiors with gdb, if one inferior exits the full

debug session stops #13893

(© Open

lostgoat opened on Sep 2, 2025

3aBepLueHmne OAHOro npouecca NPMBOANT K
3aBEpPLUEHWNIO BCEV CECCUM OTNaAKW: Issue #13893



https://github.com/microsoft/vscode-cpptools/issues/13893

[Visual C++] Allow child process debugging #1°11

O] Open

. zjturner opened on Nov 7, 2017

WinDbg has the .childdbg option which will automatically cause the debugger to attach to child processes when the parent calls
CreateProcess .

GDB has a similar option, where you can set it to follow forks. #511 is related, and a workaround is offered in the comments to
enable setting the follow fork mode to on. But this is not the ideal solution, because it doesn't provide any solution for the

Windows Debug Engine, cppvsdbg . It would be nice if the launch.json configuration supported a simple boolean variable,
debugchildprocess which you could set to true or false. By default it's false, and the user can override it.

® & e

HeT HopManbHOW NOAAEP>XKKN OTAAAKM AOYEPHUX MPOLECCOoB: Issue #1211



https://github.com/microsoft/vscode-cpptools/issues/1211

36

Multi-target debugging

For complex scenarios that involve more than one process (for example, a client and a server), VS Code
supports multi-target debugging. After you've started a first debug session, you can launch another debug

session. As soon as a second session is up and running, the VS Code Ul switches to multi-target mode:
¢ The individual sessions now show up as top-level elements in the CALL STACK view.

~ CALL STACK

ﬁlocalhﬂst:EDOO « Client RUNNING OTJ'I aﬂl Ka HeCKOj'I bKI/IX

www [26212] « Server PAUSED ON BREAKPOINT

i NPOLLeCCOB B HECKOJIbKO Ceccui

Layer.handle

next

Route.dispatch

Layer.handle

\‘EI’TOI’TYITIDLJS')

function router(req, res, next) {.process_params
next 275:10

function router(req, res, next) {.handle

¢ The debug toolbar shows the currently active session (and all other sessions are available in a

dropdown menu).

n O m  server %



https://code.visualstudio.com/docs/debugtest/debugging#_multitarget-debugging
https://code.visualstudio.com/docs/debugtest/debugging#_multitarget-debugging

RUN AND DEBUG  [> Client {} launchjson X databreaks.cpp server.cpp client.cpp

> PROCESSES { Server
v VARIABLES version : ©.2.0,
"configurations"”: [

Server

Vv Locals Client

"name”: “Server"”,

"type”: - "cppdbg”,

address = "request”: "launch",

opt = 1 "program”: " /home/anastasiia/MyProjects/test gdb/client-server/server”,

client_socket = 32767

n wow

addrlen cwd™: M.",
> buffer

"name”: "Client™,

“type™: “cppdbg”,

"request”: "launch”,

"program”: " /home/anastasiia/MyProjects/test gdb/client-server/client”,

" wow

cwd™: ".",

> WATCH

s CALL STACK
> LI server PAUSED ON BREAKPOINT
> L¥ Client PAUSED ON BREAKPOINT




OTnapka HecCKoJIbKMX ceccum

RUN AND DEBUG > Client {} launch,json X databreaks.cpp server.cpp client.cpp threaded_program.cpp threaded_prol

> PROCESSES { > 2 ¥ 9 0O Sewer v
version™: "®.2.0", —

"configurations™: [

~ VARIABLES
v Locals Client
server_fd = 3 "name”: "Server”,
client_socket = 32767 "type": "cppdbg"
B dbg”,
address = "request”:  "launch"”,
opt = "program”: "/home/anastasiia/MyProjects/test_gdb/client-server/server”,
drten - 16 "owd: LY,
> buffer =
3 str = = n, w7 "
ab name": "Client",
> fruits - "type”: "cppdbg”,
> Registers "request™: "launch"”,
"program”: "/home/anastasiia/MyProjects/test_gdb/client-server/client”,
"ewd™: ".",

> WATCH
v CALL STACK
> LFserver PAUSED ON BREAKPOINT

> LEclient PAUSED ON BREAKPOINT

Hy>xHO HacTpamBatb launch.json noa kaxkapln CLLeHapum
B KasperskyOS He nogaep>kaHa oT/iagka B HECKOJ/IbKO CECCUN
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New issue

Very long delay when a breakpoint is hit and many (150+) threads are

created by the program #9988

(O] Open

— S 1Sy OfTeYE ] g A Assignees
. jusid opened on Oct 12, 2022 - edited by jusid Edits » =

Environment
Labels

¢ OS and version: Ubuntu 20.04.5 LTS
* VS Code: 1.72.1

bug | debugger | performance



https://github.com/microsoft/vscode-cpptools/issues/9988

40

MHe He HpaBuTCA 3Ta aKcneanLma!
MHe He HpaBATCA 3TN MaTPOChI!
N Boobule... uto? [la! Het! MHe

BOOOLLE HNYEro He HpaBuTCA, cap!

byaem penatb camu...



microsoft/MIEngine B

The Visual Studio M| Debug Engine ("MIEngine")

MIEngine

HeBO3MOXXHOCTb OTN1aXXMBATbCA B
OZIHON ceccuu

id - Visual Studio Debugg
cxtension that works with Mi-snabled debUggsrs * Hawwu npobnemsl He B MpropuTeTe y
BUEh.. MENHTENHEPOB
. Zjntributors @ :szfes N St[al.r]s ¥ Sozrfs O E HOAAerKa q)opKa - prAOéMKaﬂ
| 3aJa4a
~ e TeKyLLI,aH peann3sayuni HeCTa6I/IJ'IbHa
VS Code +
cpptools
NG @@
4 N Ml .
VS Studio . . program
L jq—r[ MiEngine }—“'[ Debugger }_’[ (debugee) }

Python, C++, C#, ...

41



%

NATIVE
DEBUG

Native Debug

Native Debug
WebFreak | & 700.244installs | Y% d % ¥ (17) | Free

GDE. LLDE & Mago-MI Debugger support for V5Code

m Trouble Installing? 2

* He meunHcTpUMOBOE
* HeTt noaaep>kkn oTAaaKM HECKOIbKMX MPOLLECCOB
* Hert nogaep>kku attava K pid Ha remote

42



GDB Debugger - Beyond

GDB Debugger - Beyond
coolchyni | 2 130487installs | dedr d H  (8) | Free

Debugger with gdb for c.c+ + freepascal fortran and more.

* He menHcTprmoBOE
* He peannsoBaHa 6oabluas yacte DAP
* He nonyunnock HOpPManbHO OTNAANTb

43



CodelLLDB

Vadim Chugunov | & 10,143810installs | 9 v % % % (96) | Free

Debugger for native code, powered by LLDB. Debug C++, Rust, and other compiled languages.

m Trouble Installing? (2

Arm CMSIS Debugger

Arm i~ arm.com | & 4879%installs | Y % Y % % (0) | Free

Run and debug embedded and Edge Al projects on Arm Cortex-M single or multi core devices.
Connects via pyOCD to CMSIS-DAP or other GDB servers.

Install Trouble Installing? (2

Cortex-Debug
marus25 | 2, 1,457,908 installs | v % Y % H (40) | Free

CORTEX

Debug

ARM Cortex-M GDB Debugger support for VSCode

m Trouble Installing? =




Ncnonb3oBaHue gdb B peXxnme oTnago4vHoro
cepBepa gna cpepn paspadoTku (gdb -i=dap)

summary | shortlog | log | commit | commitdiff | ree

description
last change
URL

shortlog

2 hours ago

2 hours ago

7 hours ago

7 hours ago

12 hours ago
19 hours ago
21 hours ago
23 hours ago
23 hours ago
24 hours ago
26 hours ago
29 hours ago
36 hours ago
44 hours ago
44 hours ago
44 hours ago

gdb and binutils

Thu, 26 Mar 2026 13:10:36 +0300 (05:10 -0500)
git:/isourceware.org/git/binutils-gdb.git
sshi//sourceware org/git/binutils-gdb git
https://sourceware org/git/binutils-gdb.git

Aditya Vidyadhar... Fix asertion failure while analysing core files in... master

Tom de Vries [gdb] Add c_ctrl/c_unctrl

Alan Modra aout, ecoff and som free_cached_info

Alan Modra xcoff free_cached_info

GDB Administrator Automatic date update in version.in

Tom Tromey Hold the GIL while clearing gdbpy_reggroup_object_map
Jan Vrany gdb/python: add property ranges to gdb.Block object
Tom de Vries [gdb/record] Fix syscall exit recording for riscv

Tom de Vries [gdb/record] Fix syscall exit recording for arm

Jan Vrany gdb/MAINTAINERS: Update my email address

Jens Remus s390: Skip non-PIC shared library visibility linker...

Tom de Vries [gdb/remote] Use sevenbit_strings == true in escape_buffer
GDB Administrator Automatic date update in version.in

Tankut Baris... gdb: preserve type instance flags in 'x’ command

Tankut Barnis... gdb: track type instead of gdbarch for ‘next_address’

Tankut Baris... gdb: extract a function out of do_examine_next_address

commit

commit
commit
commit
commit
commit
commit
commit
commit
commit
commit
commit
commit
commit
commit

commit

commitdiff

commitdiff

commitdiff

commitdiff
commitdiff
commitdiff
commitdiff

commitdiff

commitdiff

commitdiff

commitdiff
commitdiff
commitdiff
commitdiff
commitdiff

commitdiff

ree

[lpoekT B cTagmnu pa3sutus

GDB DAP

Oleg Tolmatcev | & 624 installs |

GDB debugging from VSCode

Install Trouble Installing? =

)

45

| Fre

CyLecTByroLive paclimpeHmns

cnabble

40



Y10 Mmbl caoenann?

VS Code +
extension DAP

Ml

Emacs

[Debug Adapteﬂ—'[ Debugger ]—P[

program
(debugee)

)

g

Python, C++, CH#, ...

J
(oo

46



ApXUTEKTypa

[ DAPServer ]

A

EDAPReq uestHandLeJ

nenernpyer

[ExecutionManager]

[BreakpointManagea StackTraceManager
ynpaeneHue
’ WUCNOMHEHNEM
ynpaefeHne Toukamm
ol ((ynpasneHme CTEKOM

ycTaHaBAMBaeT -

ynpaenser

[ GDBBackend J

[ DAPNotifier ]

v ‘ yNpaBAsfeT npoLeccamu

ncnonp3ayet cepsip ? -

ynpasnaet
ynpasnseT NoToKaMK
nepemMeHHbIMK

[ ProcessManager ] [VariabLeManager} LThreadManager ’

47



KacTomMHble 3anpochl 1 CLUeHapun

handleNewProcess
listProcesses
addInferiors :

. used between a development tool (e.g. IDE or editor) and a
selectInferior
3anyck npuaoXeHnsa yepes

OTAENbHbIN MPoLecc

Debug Adapter Protocol

The Debug Adapter Protocol (DAP) defines the abstract protocol




OTnapka co ctapTta B Kaspersky OS

[MocTaBunu
MogknumMnucb K MopgknuMnucb K - ”
. NOBYLWKY Ha MorManu HoBbIN
cny4YamHoMmy — npoueccy- . —>
noaBneHue npouecc
npoueccy cnaBHepy

HOBOro npouecca

49



50

C yem CTONKHYNNCDb

pygdbmi 0.11.0.0

pip install pygdbmi @

loManager implementation #7109

O] Open

HenpaBuabHOEe ncnonb3oBaHuMe TanMayTa: Issue #109



https://github.com/cs01/pygdbmi/issues/109

HeouyeBUAHOCTN NMHTErpauvn c ”
VSCode

[louemy He obHoBUMACA UI?

[louemy IDE He oTnpaBaser
Kakme-TO 3anpochbl?

[louemy ...7
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Mouemy He o6HoBUNCA UI?

Invalidated Event

This event signals that some state in the debug adapter has changed and requires that the
client needs to re-render the data snapshot previously requested.

Debug adapters do not have to emit this event for runtime changes like stopped or thread
events because in that case the client refetches the new state anyway. But the event can be

used for example to refresh the Ul after rendering formatting has changed in the debug
adapter.



Mouemy IDE He oTnpaBngaeT Kakne-To 3anpochi?

Initialized Event

This event indicates that the debug adapter is ready to accept configuration requests (e.qg.

setBreakpoints , setExceptionBreakpoints ).

e adapters sends initialized event (afterthe initialize request has returned)

53



CMOTpUM, YTO NOSTYUYMNNIOCH

server.cpp X {} launchjson

client-server > €+ server.cpp > @ main
int main() {

while (true) {
memset (buffer, 8, sizeof(buffer));
ssize_t bytes_read = read(client_socket, buffer, si F(buffer) - 1);
if (bytes_read <= @
HOCTaBMM std::cout << "The client has disconnected.\n";

break;

breakpoint

std: :cout << "Received: " << buffer << ”\n"d

std: :string response = "Server response: ";
response += buffer;

send(client_socket, response.c_str(), response.length(), ©);

close(fd: client_socket);
close(fd: server_fd);

PROBLEMS i DEBUG CONSOLE TERMINAL OUTPUT SPELL CHECKER PORTS @

~/MyProjects/te:
>




[loarotoBMM KOHGUIypaumio 1 3anyCcTUM OTAaAKY

] File Edit Selection View Go Run [ O [Extension Development Host] test_gdb [SSH: gusarova-a]

RUNAN.. [> Runanddi~ % - €+ server.cpp {} launchjson X

“ PROCESSES wvscode > {} launchjson > JSON Language Features > [ ] configurations
{
"version": "@.2.e",
"configurations™: [

f¥> "type": "debug_adapter"”,
"request™: "launch"”,
"name™: "Run and debug”,
"gdbPath": "",
"program”: “"/home/anastasiia/MyProjects/test_gdb/client-server/server”
"verbose": true

~ VARIABLES

> WATCH
v CALL STACK

Add Configuration...

PROBLEMS @21 DEBUG CONSOLE TERMINAL OUTPUT SPELL CHECKER ORTS [>J) zsh-testgdb +~ [0 W :-- ~

~/MyProjects/test_gdl with anastasiia@gusarova-a




Monaay B main

RUNAN.. [> Runandd~ % -- €+ server.cpp X {} launchjson

 PROCESSES client-server > € server.cpp > @ main
anastasiia: /home/anastasiia/... #include <iostream>
#include <cstring>
#include <unistd.h>

#include <netinet/in.h>

constexpr int PORT = 65432;

~ VARIABLES - in0) {
int main

int server_fd, client_socket;

~ Locals

server_fd = -135871592 struct sockaddr_in address{};

client_socket = 32767 int opt = 1;
> address = 1, s int addrlen = sizeof(address);

opt = -135825632 char buffer[1024];

addrlen = 32767
server_fd = socket(AF_INET, SOCK_STREAM, 8);
if (server_fd == @) {
v CALL STACK perror("socket failed");

main server.cpp return 1;

> WATCH

catenrlnnt(carvar fd <Nl SNrKFT <N RFEIISFARNR | €n RFIISFPNRT

PROBLEMS 21 DEBUG CONSOLE TERMINAL QOUTPUT SPELL CHECKER PORTS @& Filter (

(e.g.

[Thread debugging using libthread_db enabled]
Using host libthread_db library "/lib/x86_64-linux-gnu/libthread_db.so

Breakpoint 1, main () at server.cpp:8
8 int main() {

RAant

a5

text, lexclude, \escape)

civanflant)) -



PROBLEMS 21 DEBUG CONSOLE TERMINAL OUTPUT SPELL CHECKER

> ./client-server/client

3anycTuUan KANeHTa,

Enter a message ('exit' to exit): 11%

] nonanu B breakpoint

RUNAN.. [ Runanddiv % - € server.cpp X {} launch,json

“ PROCESSES client-server > G+ server.cpp > @ main
anastasiia: /home/anastasiia/... int main() {

while (true) {
memset (buffer, @, sizeof(buffer));
ssize t bytes_read = read(client_socket, buffer, sizeof(buffer) - 1);
if (bytes_read <= @
“ VARIABLES std::cout << "The client has disconnected.\n";
v Locals break;

> Registers
std::cout << "Received: " << buffer << "\n";

std::string response = "Server response: ";
response += buffer;
> WATCH

send(client_socket, response.c_str(), response.length(), @);
v CALL STACK Paused on breakpoint-hit

main server.cpp (56

close(fd: client_socket);




[lobaBnM B ceccnto oTaagKm BTOPOU NpoLecce

J File Edit Selection View Go Run . .
Belect processes to display in the view

RUNAN.. [ Runanddiv 48 - G s root: /sbin/init splash (PID: 1)
~ PROCESSES — root: [kthreadd] (PID: 2)

anastasiia: /home/anastasiiay... root: [pool_workqueue ] (PID: 3)
root: [kworker/R-rcu_g] (PID: 4)
root: [kworker/R-rcu_p] (PID: 5)
root: [kworker/R-slub_] (PID: 6)
root: [kworker/R-netns] (PID: 7)

[

[

[

[

ﬁr? root: [kworker/0:0H-ev] (PID: 9)
O RARREES root: [kworker/R-mm_pe] (PID: 12)
root: [rcu_tasks_kthre] (PID: 13)
root: [rcu_tasks_rude_] (PID: 14)

root: [rcu_tasks_trace] (PID: 15)

v Temmdtlvm A IO (DM 120

v Locals
bytes_read = 3

response =

server_fd = 3

) File Edit Selecton View Go Run :** /d

RUNAN.. [> Runanddiv 43 - G+ sc anastasiia: ./client-server/client (PID: 982168)

 PROCESSES client-serve®> €+ server.cpp > &J main

anastasiia: /fhome/anastasiia/... int main() {




[lonyumnock gBa npouecca

) File Edit Selection View Go Run - &« SO [Extension Development Host] test_gdb [SSH: gusarova-a]

RUNAN.. [> Runanddiv €83 -+ €+ server.cpp G clientcpp 9+ X {} launchjson

 PROCESSES client-server > G+ client.cpp > @ main

anastasiia: /home/anastasiia/... int main() {
anastasiia: ./client-server/clie... while (true) {

if (message == "exit")
break;

' VARIABLES

) [rets send(sock, message.c_str(), message.length(), @);

bytes_read = 3 - "
memset (buffer, @, s of(buffer));

read(sock, buffer, sizeof(buffer) - 1);

response =
server_fd = 3
client_socket = 4 std::cout << "Response from the server: " << buffer << "\n";
> address =

> WATCH
“ CALL STACK =

close(fd: sock);

return 8;
v server  PAUSED ON ATTACH INFERIORS

main erver.cpp (56
v client PAUSED

__GI__ libc_read

ma‘w clientcpp 44

PROBLEMS &0 DEBUG CONSOLE TERMINAL OUTPUT SPELL CHECKER PORTS @& Jclient-server/client - test_ gdb —+




send(sock, message.c_str(), message.length(), @);

memset(buffer, @, s f(buffer));

read(sock, buffer, sizeof(buffer) - 1); I_IOCTaBVIM HOBbIVI

std::cout << "Response from the server: " << buffer << "\n"; breaprint (B Client)
n nonajaem B Hero

close(fd: sock);
return 8;

RUNAN.. [> Runanddiv €3 - server.cpp client.cpp X {} launchjson

PAUSED */ PROCESSES client-server > € client.cpp > & main s
iia: ii int main
anastasiia: fhome/anastasiia/... | ; ) S o coninde 5
anastasiia: ./client-server/clie... while (true) {

if (message == "exit"
break;

v VARIABLES
ok send(sock, message.c_str(), message.length(), @);

sock = 3 )
memset (buffer, @, sizeof(buffer));

e read(sock, buffer, sizeof(buffer) - 1);

buffer =
message = "123" std::cout << "Response from the server: " << buffer << "\n";
> Registers
> WATCH
v CALL STACK Running
> server PAUSED

close(fd: sock);
return 9;

v client PAUSED ON BREAKPOINT-HIT

main clientcpp (46




[lonagém cHoBa B nepsbin breakpoint (server)

if (bytes_read <= 0)

Vv VARIABLES std::cout << "The client has disconnected.\n";
break;

std::cout << "Received: " << buffer << "\n";

std: :string response = "Server response: ";
response += buffer;

> WATCH ,
send(client_socket, response.c_str(), response.length(), ©);

~ CALL STACK Running
v server PAUSED ON BREAKPOINT-HIT
main server.cpp (56 close(fd: client_socket);

> client PAUSED close(fd: server_fd);

PROBLEMS (40 DEBUG CONSOLE TERMINAL OUTPUT SPELL CHECKER
> ./client-server/client

Enter a message ('exit' to exit): 123
Response from the server: Server response: 123




OtnapkaB KOS

ping_LonneciLion_vring reqg reqs

ping_Connection_Ping_res res;

“ PROCESSES
Client (PID: 16)
Server (PID: 15)

req.value = value;

“ VARIABLES
“ Locals

28913359
(ping_Connection Ping(&proxy.base, &req, » &res,

fprintf(stderr, "¥s Ping(%d), result = %d\n", Tag, value, res.result
value res.result;

> WATCH
¥ CALLSTACK Runciog &) fprintf(stderr, "%s Pii failed\n", Tag, value);
v ping.Client (16.16) PAUSED ON BREAKPOINT-HIT
ping /proddir/build/examples/base/ping/arm64_kos/src/c...
main return value;
v ping.Server (15.15) PAUSED

nk_transport_recv

uint32 t pong(uint32 t value)

LER]

NFRIIG CONSOIF




[ VS Code

~

Emacs
G

{
Neovim

|

[MpnaTHbIN GOHYC

DAP
Ml

] program
A—D[Debug Adapter [ Debugger ]_’[ (debugee) )

Python, C++, CH#, ...

e DAP Ml
Neowm + <«—| Debug Adaptej—f[ Debugger —>
kwmspector

Python, C++, C#, ...

vimspector
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program
(debugee)




A nonpodbyem Neovim

s/H/s/main.epp_ 5 s/H/s/main.cpp
Set Dump B Stop » Cont > Pause ~ Next » Step ¢ Out
- Scope: Locals char buf[2] = :

*—

std::wstring ws =
std::ul6string ulé6s s
std::u32string u32s H

std: :vector<std: :wstring> vect_wstr = {
std::vector<std::ul6string> vect_ulé
2 } std: :vector<std: :u32string> vect_u32

p: {x =10,y = 20}
int i =

Add Delete +/- Set Dump

{
i

=M
arr[1] = 99;

p.x = i

std::cerr << p.x << std::endl;
std::cerr << arr[l] << std::endl;

if (!configure_net_iface(
DEFAULT_INTERFACE,
imspector.Watches[0] DEFAULT_ADDR,
: Kds ( ) (paused) source/Hello/source/main.cpp
_ 0: main@/home/anastasiia/MyProjects/mobile hel| stderr Consolex* Vimspector server
[Switching to Thread 1081.1081]

Thread 3 "Kds" hit Breakpoint 2, main () at /home/anastasiia/MyProjects/mobile_hel
lo/source/Hello/source/main.cpp:ud
yy int i = 0;

vimspector.StackTrace[0] [TY] 3,1 BHuzy vimspector.Console[0]




BbiBoabI

Y3Hanu o CTPOEeHUU TyAMUHra OTIaAKu

Yranybunaunce B TO, Kak BoobLLe paboTaeT oTnasaka
[Norosopuan 06 yaanéHHOW oTnagKe

[1O3HaKOMUANCH C CYyLLECTBYOLWMM OTNaZ404YHbIM TYJIMHIOM
Y3Hanu npo otnaaky B KasperskyOS
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YTo nonyunnn, peannsosaBs cBon -
Debug Adapter

* YaobHbIV nHTepdenc 4na OTAaAKM HECKOAbKMX MPOLLECCOB
* WN36aBnanch oT cywecTByroLwmx npobaem
*  OTKPbIN BOZMOXHOCTU AAS YAYULIEHNY

] File Edit Selection View Go Run -:- /d

1Selected OK

RUNAN.. [> Runanddi~ 8% -+ anastasiia: ./client-server/client (PID: 982168)
“ PROCESSES client-serve®> €+ server.cpp > @ main

anastasiia: /home/anastasiiay/... int main() {




> WATCH

v CALL STACK
> server [1845606]
v client [1846955]

main()

PAUSED ON BREAKPOINT
PAUSED ON EXCEPTION

client.cpp 4411

v PROCESSES client-server > S

anastasiia: /nome/anastasiia/... main

send sock, anastasiia: ./client-server/clie...

memset buffer,
O aa read sock,

Exception has occurred. X

Unknown stopping event v VARIABLES

v Locals

std: :cout << "Res

close sock) ;
return @;

> WATCH
v CALL STACK
PAUSED ON ATTACH INFERIORS

V' oserver

main server.cpp (56

> client PAUSED



read(fd:

® 46 std: :cou

Exception has occurred. X
Terminated

> WATCH

v CALL STACK
close(fd: sodg

return @;

v server [1850958] PAUSED
54:1

~ client [1851151] PAUSED ON EXCEPTION
main() client.cpp (46:1

v CALL STACK Paused on signal-received Thread 1.1 "client" received signal SIGTERM, Terminated.
il ' [Switching to Thread ex7ffff7e89740 (LWP 1877137)]
main () at client.cpp:10
10 int main() {

Program terminated with signal SIGTERM, Terminated.
oram no longer exists.
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[TonesHble cCbiIKn

KasperskyOS Community Edition C/C++ for Visual Studio Code

Debug Adapter Protocol (4to 370) * MIEngine

Debug Adapter Protocol (cneundukaumsa)  GDB B pexxuime DAP
GDB/MI nHTepdenc ¢ Pygdbmi

Cepwusa cTaten no otnajke * Vimspector

DWARF * Ortnaaka B KasperskyOS
Inferiors

YaanéHHasa otnaaka
Remote Protocol
Gdbserver

GDB-cepBep KasperskyOS



https://os.kaspersky.ru/development/
https://microsoft.github.io/debug-adapter-protocol/overview
https://microsoft.github.io/debug-adapter-protocol/specification
https://sourceware.org/gdb/current/onlinedocs/gdb.html/GDB_002fMI.html#GDB_002fMI
https://eli.thegreenplace.net/2011/01/27/how-debuggers-work-part-2-breakpoints.html
https://dwarfstd.org/
https://sourceware.org/gdb/current/onlinedocs/gdb.html/Inferiors-Connections-and-Programs.html
https://sourceware.org/gdb/current/onlinedocs/gdb.html/Remote-Debugging.html#Remote-Debugging
https://sourceware.org/gdb/current/onlinedocs/gdb.html/Remote-Protocol.html
https://sourceware.org/gdb/current/onlinedocs/gdb.html/Server.html
https://support.kaspersky.ru/kos-community-edition/1.4/debugging_kernelstub
https://github.com/microsoft/vscode-cpptools
https://github.com/microsoft/miengine
https://sourceware.org/gdb/current/onlinedocs/gdb.html/Debugger-Adapter-Protocol.html
https://github.com/cs01/pygdbmi
https://github.com/puremourning/vimspector
https://support.kaspersky.ru/kos-community-edition/1.4/debugging
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