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Primed cache (®

Non blocking
time

is 1,344.40 kB 1,349.30 kB 0.60 s

css 227.94 kB 228.36 kB 0.03s

images 21.37 kB VARYA (] 0.02s

xhr 20.96 kB 22.62 kB 1.79 s

html 7.55 kB 1.50 kB 0.05s

ws 0 kB 0.28 kB 0.75 s

Type Size Transferred

Cached responses: 0

Total requests: 36

Size: 1,622.22 kB

Transferred Size: 1,623.63 kB
Time: 3.22 seconds

Non blocking time: 3.24 seconds
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Performance Accessibility Best SEO
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N = HTTP RequesT G
IET /mdex html HTTP/

HTTP Response
HTTP/11 200 OK

(body daTa) -
S A LAt
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‘Magician/ - \ Magician
Client e _ Server
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B tcp-fast-open-minimal-example.pcapng.lz4

O mBERRE JeaEFT IHEE QAQaQAER

Time Source Destination Proto~~t Lengtt| Info
0.000000 192.168.1.197 192.168.1. 246 78 54907 - 8080 [SYN, ECE, CWR] Seq=0 Win=65535 Len=0 MSS=1460 WS=64 TSval=702491050 TSec

9.005536 192.168.1.246 8080 - 54907 [S ACK, ECE CK_|
0.005757 192.168.1.197 66 in=131776 Len=0 TSval=702491056 TSecr=2503300801
0.005830 192.168.1.197 P

0.009913 192.168.1.246 J 66 8080 - 54907 [ACK] Seq=1 Ack=1421 Win=68608 Len=0 TSval=2503300805 TSecr=702491056
0.009915 192.168.1.246 . 1456 HTTP/1.1 200 OK (text/plain)

0.009917 192.168.1.246 192 168. 1 197 66 8080 - 54907 [FIN, ACK] Seq=1391 Ack=1421 Win=68608 Len=0 TSval=2503300805 TSecr=70249
0.010061 192.168.1.197 192.168.1.246 66 54907 - 8080 [ACK] Seq=1421 Ack=1391 Win=130432 Len=0 TSval=702491060 TSecr=2503300805
0.010116 192.168.1.197 192.168.1.246 66 54907 - 8080 [ACK] Seq=1421 Ack=1392 Win=130432 Len=0 TSval=702491060 TSecr=2503300805
0.010205 192.168.1.197 192.168.1.246 66 54907 - 8080 [FIN, ACK] Seq=1421 Ack=1392 Win=131072 Len=0 TSval=702491061 TSecr=25033
0.013596 192.168.1.246 192.168.1.197 66 8080 - 54907 [ACK] Seq=1392 Ack=1422 Win=68608 Len=0 TSval=2503300810 TSecr=702491061
57.838686 192.168.1.197 192.168.1.246 1506 POST / HTTP/1.1 (text/plain)

57.849117 192.168.1.246 192.168.1.197 74 8080 - 54911 [SYN, ACK, ECE] Seq=0 Ack=1421 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=2
57.849120 192.168.1.246 192.168.1.197 1456 HTTP/1.1 200 OK (text/plain)

57.849123 192.168.1.246 192.168.1.197 66 8080 - 54911 [FIN, ACK] Seq=1391 Ack=1421 Win=65536 Len=0 TSval=2503358642 TSecr=81276
57.849321 192.168.1.197 192.168.1.246 66 54911 - 8080 [ACK] Seq=1421 Ack=1 Win=131776 Len=0 TSval=812761951 TSecr=2503358642
57.849381 192.168.1.197 192.168.1.246 66 54911 - 8080 [ACK] Seq=1421 Ack=1391 Win=130432 Len=0 TSval=812761951 TSecr=2503358642
57.849409 192.168.1.197 192.168.1.246 66 54911 - 8080 [ACK] Seq=1421 Ack=1392 Win=130432 Len=0 TSval=812761951 TSecr=2503358642
57.849501 192.168.1.197 192.168.1.246 66 54911 - 8080 [FIN, ACK] Seq=1421 Ack=1392 Win=131072 Len=0 TSval=812761951 TSecr=25033
57.854631 192.168.1.246 192.168.1.197 66 8080 - 54911 [ACK] Seq=1392 Ack=1422 Win=65536 Len=0 TSval=2503358649 TSecr=812761951

ON OV A W NEH

Frame 1: Packet, 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interf 00 45 00
Ethernet II, Src: Apple_36:0c:c7 (80:29:97:36:0c:c7), Dst: ChangwangTec_06:cc:f4 (a8 c5 c@ a8
Internet Protocol Version 4, Src: 192.168.1.197, Dst: 192.168.1.246 00 bo c2

06 01 01
Transmission Control Protocol, Src Port: 54907, Dst Port: 8080, Seq: @, Len: @ 00

®© ﬁ tcp-fast-open-minimal-example.pcapng.iz4 Packets: 20 Profile: Default
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e L
SYN + HTTP Request (data) g %\\‘
GET /index.html HTTP/1.1

Host: www.example.com Server

# (seq=x, TFO cookie, len=data) || processes request
and prepares
PESPOHSE

e, SYN ACK + HTTP Response (doTa)
HTTP/1.1 200 OK
Content-Type: text/html ==
X (seq y, ack=x+len(data)+1, len= response)
. \««;.‘/ﬂfzc.;A*’/_'

ACK
(ack=y+len(response)+1)

Magician e m Magician
Client ol g Server
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. tcp-fast-open-minimal-example.pcapng.iz4

e m iR FesEFT INEE QQAQAER

Source Destination | Protocol | Lengtt| Info
0.000000 192.168.1.197 192.168.1.246 54907 - 8080 [SYN, ECE, CWR] Seq=0 Win=65535 Len=0 MSS=1460 WS=64 TSval=702491050 TSec
0.005536 192.168.1.246 192.168.1.197 8080 - 54907 [SYN, ACK, ECE] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=2503
0.005757 192.168.1.197 192.168.1.246 54907 - 8080 [ACK] Seg=1 Ack=1 Win=131776 Len=0 TSval=702491056 TSecr=2503300801
0.005830 192.168.1.197 192.168.1.246 POST / HTTP/1.1 (text/plain)
0.009913 192.168.1.246 192.168.1.197 8080 - 54907 [ACK] Seg=1 Ack=1421 Win=68608 Len=0 TSval=2503300805 TSecr=702491056
0.009915 192.168.1.246 192.168.1.197 HTTP/1.1 200 OK (text/plain)
0.009917 192.168.1.246 192.168.1.197 8080 - 54907 [FIN, ACK] Seq=1391 Ack=1421 Win=68608 Len=0 TSval=2503300805 TSecr=70249
0.010061 192.168.1.197 192.168.1.246 54907 - 8080 [ACK] Seq=1421 Ack=1391 Win=130432 Len=0 TSval=702491060 TSecr=2503300805
0.010116 192.168.1.197 192.168.1.246 54907 - 8080 [ACK] Seq=1421 Ack=1392 Win=130432 Len=0 TSval=702491060 TSecr=2503300805
0.010205 192.168.1.197 54907 - 8080 [FIN, ACK] Seq=1421 Ack=1392 Win=131072 Len=0 TSval=702491061 TSecr=2503
0.013596 192.168.1.246 ] Seq=1392 Ack=1422 Win=68608 Len=0 TSval=2503300810 TSecr=702491061
57.838686 192.168.1.197 (text/plain)
57.849117 192.168.1.246 9000 ,» ACK, ECE] Seq=0 Ack=1421 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=2
57.849120 192.168.1.246 192.168.1.197 HTTP/1.1 200 0K (text/plain)
57.849123 192.168.1.246 192.168.1.197 8080 - 54911 [FIN, ACK] Seq=1391 Ack=1421 Win=65536 Len=0 TSval=2503358642 TSecr=81276
57.849321 192.168.1.197 192.168.1.246 54911 - 8080 [ACK] Seq=1421 Ack=1 Win=131776 Len=0 TSval=812761951 TSecr=2503358642
57.849381 192.168.1.197 192.168.1.246 54911 - 8080 [ACK] Seq=1421 Ack=1391 Win=130432 Len=0 TSval=812761951 TSecr=2503358642
57.849409 192.168.1.197 192.168.1.246 54911 - 8080 [ACK] Seq=1421 Ack=1392 Win=130432 Len=0 TSval=812761951 TSecr=2503358642
57.849501 192.168.1.197 192.168.1.246 54911 - 8080 [FIN, ACK] Seq=1421 Ack=1392 Win=131072 Len=0 TSval=812761951 TSecr=25033
57.854631 192.168.1.246 192.168.1.197 8080 - 54911 [ACK] Seq=1392 Ack=1422 Win=65536 Len=0 TSval=2503358649 TSecr=812761951

0040 08 Qa

Window: 65535 26 e ST / HTT
[Calculated window size: 65535] 2f P/1.1 ost: 192
Checksum: @x23cf [unverified] 31 .168.1.2 46:8080
[Checksum Status: Unverified) 55 User-Ag ent: cur

. 2f 1/8.18.0 - -Accept
Urgent Pointer: @ /& iiClonterteT

e o
TCP Option - Maximum segment size: 1460 bytes Content -Length:
TCP Option - No-Operation (NOP) 1289 aaaaaaa
TCP Option - Window scale: 6 (multiply by 64) 22223322 aaaaaaaa
TCP Option - No-Operation (NOP) sl

aaaaaaaa aaaaaaaa

TCP Option - No-Operation (NOP) aaaaaaaa aaaaaaaa
TCP Option - Timestamps: TSval 812761940, TSecr @ aaaaaaaa aaaaaaaa
TCP Option - SACK permitted aaaaaaaa aaaaaaaa

Kind: TCP Fast Open Cookie (34) aaaaaaaa aaaaaaaa
22222232 aaaaaaaa
Length: 10

Adaaaaaaa aaaaaaaa

3l Fast Open Cookie: 5c909d0606cd6c37 aaaaaaaa aaaaaaaa

[Timestamps] aaaaaaaa aaaaaaaa
[Client Contiguous Streams: 1] aaaaaaaa aaaaaaaa
[Server Contiguous Streams: 1] 2222aaaa aaaaaaaa
aaaaaaaa aaaaaaaa

—aamm——————————————

@® [ This TCP option's kind (tcp.option_kind), 1 byte Packets: 20 Profile: Default

14



POTOKOJIbHBIE ONTUMUSALIMA e

f§ — 1

[lakeTa [MakeT

Nonro, Ho HapéXHo BbicTpo, HO Cc HIOaHCaMu

15



POTOKOJIbHBIE ONTUMUSALIMA e

TCP Fast Open Q
TLS Early Data
TLS False Start

Q
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LN N | B tis1.2-minimal-example.pcapng.iz4

A A mBRE RFe->EF IR E QaaQaaERB
n

No. Source Destination Protocol Lengtt| Info

192.168.1.197 192.168.1.110 55713 - 8412 [SYN, ECE, CWR] Seq=0 Win=65535 Len=0 MSS=1460 WS=64 TSval=3979714821 TSe
0.003776 192.168.1.110 192.168.1.197 8412 - 55713 [SYN, ACK, ECE] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=2974
0.003993 192.168.1.197 192.168.1.110 55713 - 8412 [ACK] Seg=1 Ack=1 Win=131776 Len=0 TSval=3979714825 TSecr=2974016831
0.004824 192.168.1.197 8 TSecr=2974016831 [
0.004852 192.168.1.197 g Client Hello (SNI=tst.playtime.home)
0.007735 192.168.1.110 8412 - 55713 [ACK] Seq=1 Ack=1903 Win=63488 Len=0 TSval=2974016835 [ISecr=3979714825
Server Hello, Certificate, Server Key Exchange, Server Hello Done
0.014413 192.168.1.197 »110 8 % S & + : S=FSvart 749835 TSecr=297401684
0.015897 192.168.1.197 192.168.1.110 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
0.019762 192.168.1.110 192.168.1.197 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
0.019763 192.168.1.110 192.168.1.197 Application Data
0.019867 192.168.1.197 192.168.1.110 55713 - 8412 [ACK] Seq=1996 Ack=1763 Win=130752 Len=0 TSval=3979714840 TSecr=297401684
0.020388 192.168.1.197 192.168.1.110 Application Data
0.020419 192.168.1.197 192.168.1.110 Application Data
0.020576 192.168.1.197 192.168.1.110 Application Data
0.023743 192.168.1.110 192.168.1.197 8412 - 55713 [ACK] Seq=1763 Ack=2512 Win=63488 Len=0 TSval=2974016852 TSecr=3979714841
0.025734 192.168.1.110 192.168.1.197 Application Data
0.025818 192.168.1.197 192.168.1.110 55713 - 8412 [ACK] Seq=2512 Ack=1888 Win=131008 Len=0 TSval=3979714846 TSecr=297401685
0.127495 192.168.1.197 192.168.1.110 [TCP Keep-Alive] 55713 - 8412 [ACK] Seq=2511 Ack=1888 Win=131072 Len=0
0.131876 192.168.1.110 192.168.1.197 [TCP Keep-Alive ACK] 8412 - 55713 [ACK] Seq=1888 Ack=2512 Win=63488 Len=0 TSval=297401

Frame 7: Packet, 1485 bytes on wire (11880 bits), 1485 bytes captured (11880 bits)
Ethernet II, Src: ChangwangTec_06:cc:6c (a8:b8:e0:06:cc:6c), Dst: Apple_36:0c:c7 (
Internet Protocol Version 4, Src: 192.168.1.110, Dst: 192.168.1.197
Transmission Control Protocol, Src Port: 8412, Dst Port: 55713, Seq: 1, Ack: 1903,
Source Port: 8412
Destination Port: 55713
[Stream index: 0]
[Stream Packet Number: 7]
[Conversation completeness: Incomplete, DATA (15)] . PR
[TCP Segment Len: 1419] cl-+(
Sequence Number: 1 (relative sequence number) a 0--0
Sequence Number (raw): 2470524283 0--1
[Next Sequence Number: 1420 (relative sequence number)] orggézgl
Acknowledgment Number: 1903 (relative ack number) Vorone
Acknowledgment number (raw): 3596193137 1] Hom
= Header Length: 32 bytes (8) U t
Flags: 0x018 (PSH, ACK) ime.home
Window: 62 :11—me@a
[Calculated window size: 63488] 26030109
[Window size scaling factor: 1024) 70301093

Charkeums Ov231,2 [funva rifiadl
—

#

o ﬁ tis1.2-minimal-example.pcapng.iz4 Packets: 20 Profile: Default

19
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This document describes a technique that alleviates the latency
burden imposed by TLS: the client-side TLS False Start. If certain
conditions are met, the client can start to send application data
when the full handshake is only partially complete, namely, when the
client has sent its own ChangeCipherSpec and Finished messages (thus
having updated its TLS Record Protocol write state as negotiated in
the handshake) but has yet to receive the server's ChangeCipherSpec
and Finished messages. (Per Section 7.4.9 of [RFC5246], after a full
handshake, the client would have to delay sending application data
until it has received and validated the server's Finished message.)
Accordingly, the latency penalty for using TLS with HTTP can be kept
at one round-trip time.

When an earlier TLS session is resumed, TLS uses an abbreviated
handshake with only three protocol flights. For application
protocols in which the client sends data first, this abbreviated
handshake adds just one round-trip time to begin with, so there is no
need for a client-side False Start. However, if the server sends
application data first, the abbreviated handshake adds two round-trip
times, and this could be reduced to just one added round-trip time by
doing a server-side False Start. There is little need for this in
practice, so this document does not consider server-side False Starts
further.

False Start will not be needet

In a False Start, when the client sends application data before it
has received and verified the server's Finished message, there are
two possible outcomes:

o The handshake completes successfully: The handshake is
retroactively validated when both Finished messages have been
received and verified. This retroactively validates the
handshake. In this case, the transcript of protocol data carried
over the transport underlying TLS will look as usual, apart from
the different timing.

20
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Note that in practice, the TCP three-way handshake
[RECO793] typically adds one round-trip time before

the client can even send the ClientHello. See [RFC7413]
(TCP Fast Open) for a latency improvement at that level.

Note also that TLS versions 1.3 [TLS13] and beyond

are out of scope for this document. False Start will not
be needed with these newer versions since protocol flows
minimizing the number of round trips have become

a first-order design goal.

TOYKa 6aHK

21
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Appltcatlon Data (early) ;
ChangeCnpherSpec Finished
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B tis-false-start-minimal-example.pcapng.iz4

O mERR e EFT IEE QAQaER

Source | Destination Protocol | Lengtt| Info
192.168.1.197 192.168.1. 110 : ECE, CWR
192.168.1.110 8443 - 49248 [SYN, ACK, ECE] Seq-. Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=2948
192.168.1.197 . 16§ ) 48 3 776 Len=0 TSval=731058381 TSecr=2948745163

% Clxent Hello (SNI tst. playtlme.home)
192.168.1.110 . — g A=55536 Len=0 TSval=2948745168 TSecr=731058383
192.168.1.110 . sde TLSv1.2 Server Hello, Certxfxcate, Server Key Exchange
192.168.1.110 .168.1. TLSv1.2 Server Hello Done
192.168.1.197 .168.1.110 TCcP 49248 - 8443 [ACK] Seq=230 Ack=1454 Win=130368 Len=0 TSval=731058394 TSecr=2948745174
192.168.1.197 .168.1.110 TLSv1.2 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
192.168.1.110 .168.1.197 TLSv1.2 Change Cipher Spec, Encrypted Handshake Message
192.168.1.197 192.168.1.110 TCP 49248 - 8443 [ACK] Seq=323 Ack=1505 Win=131072 Len=0 TSval=731058399 TSecr=2948745181
192.168.1.197 192.168.1.110 TLSv1.2 Application Data
192.168.1.110 192.168.1.197 TLSv1.2 Application Data
192.168.1.197 192.168.1.110 TCcP 49248 - 8443 [ACK] Seq=438 Ack=2387 Win=130240 Len=0 TSval=731058403 TSecr=2948745186
192.168.1.197 192.168.1.110 TLSv1.2 Encrypted Alert
192.168.1.197 192.168.1.110 49248 - 8443 [FIN, ACK] Seq=469 Ack=2387 Win=131072 Len=0 TSval=731058404 TSecr=294874
192 168.1. 110 192 168 1.197 8443 - 49248 [FIN, ACK] Seq-2387 Ack=469 Hln-65536 Len-O TSva1=2948745190 TSecr=73105:

ey L. ccv
Version: TLS 1.2 (0x@303)
Random: c268d0321211252a2464el1a6f15c0b936aB8acbbbcecb738b8f4091682ded98dc
Session ID Length: @
Cipher Suites Length: 54
Cipher Suites (27 suites)
Compression Methods Length: 1
Compression Methods (1 _method)
Extensions Length: 125
Extension: renegotiation_info (len=1)
Extension: server_name (len=22) name=tst.playtime.home .hom ;st.play
Extension: ec_point_formats (len=2)
Extension: supported_groups (len=12) h2 -http/1.
Extension: application_layer_protocol_negotiation (len=14) *-
Extension: encrypt_then_mac (len=0)
Extension: extended_master_secret (len=0)
Extension: signature_algorithms (len=42)
LJAGT T12UZ70011Z_azsUuUuiau/a_CCUoTioL805T]
[JA4_r [.]: t12d2708h2_e02f,0033,0035,0039,003c,003d,0067,006b,009C, 009d, O(
[JA3 Fullstring: 771,49196-49200-159-52393-52392-52394-49195-49199-158-491¢
[JA3: 13f543425ba39@dacf7ac3b49df2de72]

—

k) ﬂ tis-false-start-minimal-example.pcapng.iz4 Packets: 19 Profile: Default
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does not work with
TLS False Start

. SN ] B TANGLED NODE 4
. NN { y (Frequency P—e—ma
TIME'S FABRIG N | Interference) .

- REQUIRES | "~ & .
= ) [%%4' .
“SYNCHRONIZED\ : N\

* .SUPPORT

" R
~ SPECIFIC SUPPORT
FOR FIRE HARMONICS .
IS MANDATOR Yemes
Y 1=

HARMONIC
. (Complex
. Resonances) |

e ——
ﬁI_EFREQUENCY

REQUIRED FOR

MAGICAL * CHNSEREEEINE  \\AGICAL
ANALYST 1 SR ANALYST2
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(TLS 1.3 0-RTT Handshake |
_(PSK Resumption) (..

~ Protected with
client_early_traffic_secret_0

ServerHello _____ @Gs —=

28
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TLS 1.3 0-RTT Handshake |
(PSK Resumption)

+ key_share*,
+psk key_ exchange modes,|

‘ +early._ data
I\ +pre_shared key

7. Protected wzth
 client_early_traffic_secret_0

ServerHello

+ pre_shared_key {EncryptedExtenszons} :
[;kﬂm_fe > {Finished) <—

Protected with
server_application_trafﬁc secret_0,

<& [Application Data] ===>>

Protected with
cllent apphcatlon trajfic secret_1

29
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B tis1.3-early-data-dual-minimal-example.pcapng.iz4

R e EF IHEE QQAAQAER

Source Destination | Protocol Lengtt| Info
192.168.1.197 192.168.1.110 78 52287 - 8413 [SYN, ECE, CWR] Seq=0 Win=65535 Len=0 MSS=1460 WS=64 TSval=3275862662 TSe:
192.168.1.110 192.168.1.197 74 8413 - 52287 [SYN, ACK, ECE] Seq=0 Ack=1 Win=65160 Len=0 MSS=1460 SACK_PERM TSval=2014
192.168.1.197 192.168.1.110 66 52287 - 8413 [ACK] Seq=1 Ack=1 Win=131776 Len=0 TSval=3275862671 TSecr=2014973017
192.168.1.197 192.168.1.110 7 8 8 s o=d==rels 1 % "

0.009846 192.168.1.197 192.168.1.11 Client Hello (SNI=tst.playtime.home), Change Cipher Spec, Application Data

0.013395 192.168.1.110 . . =0t 8413 - 52287 [ACK] Seq=1 Ack=1552 Win=64512 Len=0 TSval=2014973023 TSecr=3375862672
9.018693 192.168.1.110 . . . 4, Server Hello, Change Cipher Spec, Application Data

9.018695 192.168.1.110 192.168.1.197 TLSv1.3 Application Data, Application Data, Application Data

0.018793 192.168.1.197 192.168.1.110 TCP 52287 - 8413 [ACK] Seq=1552 Ack=2658 Win=129152 Len=0 TSval=3275862681 TSecr=201497302
0.019856 192.168.1.197 192.168.1.110 TLSv1.3 Application Data

0.024730 192.168.1.110 192.168.1.197 TLSv1.3 Application Data

0.024732 192.168.1.110 192.168.1.197 TLSv1.3 Application Data

0.024845 192.168.1.197 192.168.1.110 TCcP 52287 - 8413 [ACK] Seq=1626 Ack=3280 Win=130496 Len=0 TSval=3275862687 TSecr=201497303
0.323538 192.168.1.197 192.168.1.110 TCP [TCP Keep-Alive] 52287 - 8413 [ACK] Seq=1625 Ack=3280 Win=131072 Len=0

0.331730 192.168.1.110 192.168.1.197 TCcP [TCP Keep-Alive ACK] 8413 - 52287 [ACK] Seq=3280 Ack=1626 Win=64512 Len=0 TSval=201497

— e — —  — — ______— _______ ________ _________________________________ . .. ———1
LALGIHIZAVIIT PIN_NCY_CALIGHYE _WUUGE 3 | Ceii=a )

Extension: key_share (len=1258) X25519MLKEM768, x25519
v Extension: early_data (len=0)
Type: early_data (42)
Length: ©
[JA4: t13d031100_55b375c5d22e_89a986b382dc]
[JA4_r: t13de31100_1301,1302,1303_000a,000b,000d,0016,0017,0023,002a,002b,(
[JA3 Fullstring: 771,4866-4867-4865,0-11-10-35-22-23-13-43-45-51-42,4588-2¢
[JA3: 997371e3624fa504a4c6940b2662a23b]
Transport Layer Security
[Stream index: 0]
TLSv1.3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message
TLSv1.3 Record Layer: Application Data Protocol: Application Data
Opaque Type: Application Data (23)
Version: TLS 1.2 (0x0303)
Length: 61
Encrypted Application Data: 12bcdd3415f56714c7890b29e142062b8a7a024b50b801c5e
B —— e — [ ket ) bytes Reassembled TCP (1479 bytes)

o ﬁ Hello extension (tis.handshake.extension), 4 bytes Packets: 15 Profile: Default
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Ypa! &
N KnneHT, u cepBep oTnpaBunu
OaHHble paHbLue.
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TCP Fast Open Q

TLS Early Data
TLS False Start

QUIC O-RTT
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u. 4 .
b L
’ >
i -
" >
-

Phqée 1: Handshake & Connectio

Hondshake Packet (CRYPTO: ..)
‘. ................................................................................................ LN

Server sends its TLS flight,
providing 1-RTT keys.
Handshake Packet (CRYPTO: Finished)

* 1-RTT Packet (STREAM: Application Data)
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: :{\\54 Server/grantsladditional

1-RTT Packet (STREAM Frame with FIN bit)
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Phase 3: Connection Termination

1-RTT Packet (CONNECTION_CLOSE Frame)

SMClientiinitiatesconnectionlclosure

-
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. quic-minimal-example.pcapng.iz4

O mERRE Res2EF IEE QQQERE

[ I

Source | Destination Protocol Lengtt | Info

192.168.1.197 v - 1242 Initial, DCID=1cb3aaedf2921cb53399960c6a7c4fc3, SCID=e863cf@95b73f7a3c3b7d8a6d91721289!
0.014951 . .1. AT S TR D C DS 63 e ToS 57 3+ T a3 et T0uousT 72128 ’
0.014953 . .1. 640 Handshake DCID e863cf095b73f7a3c3b7d836d91721289895dd6f SCID=00000000000000025€73124!
0.016231 . .1. .1. QuIC 1242 Handshake, DCID=00000000000000025¢731248619¢78fa64516d61, SCID=e863cf@95b73f7a3c3b7d8a
0.016382 . .1. . .1. HTTP3 104 SETTINGS
0.016385 . .1. . «1. HTTP3 86
0.016393 . .1. . «1. HTTP3 86

0.016394 . 1. . TT P 58' HEADERS: GET https://tst.playtime.home:8414/t
0.019177 . o1 . TTP3 682 7

0.019303 . .1. . UIC 85 Protected Payload (KP@), DCID=00000000000000025¢731248619¢78fa64516d61,

0.021075 . .1. . .1. QUIC 85 =e8§3cf@95b73f7a3c3b7d8a6d917212898e5dd6f,
0.021076 . .1. . .1. HTTP3 848 | HEADERS: 200 OK, DATA, STREAM(@)

0.021229 . ols . ol. QuUIC 85 “ProteTtedPaytuvauTtRPe);OCT 25e731248619e78fab64516d61,
0.025482 . .1. . .1. QUIC ted Payload (KP@), DCID=e863cf@95b73f7a3c3b7d8a6d917212898e5dd6f,
15 0.083596 . .1. . .1. QuUIC eeted Payload (KP@), DCID=e863cf@95b73f7a3c3b7d8a6d917212898e5dd6f,

Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 251
Version: TLS 1.2 (@0x@303)
Random: a@6cd2f13775ba®3d24a5d5b196853¢6c00b8591d4870a67b8391cbd56¢cbeabl
Session ID Length: @
Cipher Suites Length: 6
Cipher Suites (3 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 204
Extension: server_name (len=22) name=tst.playtime.home
Extension: supported_groups (len=8)
Extension: application_layer_protocol_negotiation (len=5)
Extensio signature_algorithms (len=20)
Extensio key_share (len=38) x25519
Extension: psk_key_exchange_modes (len=2)
Extension: supported_versions (len=3) TLS 1.3
Type: supported_versions (43)
. - f Packet (124 t Decrypted QUIC (259 bytes)

. n Hello extension type (tis.handshake.extension.type), 2 bytes Packets: 156 Profile: Default
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Prerequisite: Client holds a session ticket
. (PSK) froma prewous connectlon |

4 Derives PSK, decrypts O-RTT data. |
. Processes it if early data is acceptd. y

1 ’ Contalns early-data keys
*before the handshake finishes,
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nt (Browser)

[ Prerequisite: Client holds a session ti
| (PSK) from a previous connection.  { = |

InltlaI[Cllent}gﬁo]WO-RTT DEfE) Ml Encrypted with 8
Y ey early-data keys. {i§

" Derives PSK, decrypts 0-RTT data. |
_ Processes it if early data is accepted. |

| - Contains early-data keys
il efore the handshake finishes.

' Server sends its TLS flight, |

CertlﬂcateVerlfy, Flnlshed] L providing 1-RTT keys. i

+1-RTT Data

Iient gn snv—daa E § e eer may send 1-RTT data as Snger sqnds its uII TLS %
_keys derived from PSK_@8 _ its Finished is sent, before client's Finished. {li flight, with 1-RTT keys. §

2 Handshake[Flmshed] (ACKs server flight)
. +1-RTT Data (client can now send 1-RTT data

Handake complete - 1-RTT keys established.
No further handshake messages required.
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. quic-0-rtt-minimal-example.pcapng.iz4

A0 mEBERRE

Time

0.153277
0.285829
0.285831
0.286485
0.287883
0.287884
0.288274
0.288295
0.291811
0.291814
0.292238
0.292835
0.303271
0.303278
0.303285
0.419726
0.420134
0.504611
0.504687
0.905716
0.905796

Source
192.168.1.197
198.18.120.134
198.18.120.134
192.168.1.197
198.18.120.134
198.18.120.134
192.168.1.197
192.168.1.197
198.18.120.134
198.18.120.134
192.168.1.197
192.168.1.197
192.168.1.197
192.168.1.197
192.168.1.197
198.18.120.134
192.168.1.197
192.168.1.197
192.168.1.197
192.168.1.197
192.168.1.197

]

¢ EPFINE QQQER

Destination
198.18.120.134
192.168.1.197
192.168.1.197
198.18.120.134
192.168.1.197
192.168.1.197
198.18.120.134
198.18.120.134
192.168.1.197
192.168.1.197
198.18.120.134
198.18.120.134
198.18.120
198.18.120
198.18.120%
192.168.1.197
198.18.120.134
198.18.120.134
198.18.120.134
198.18.120.134
198.18.120.134

Protocol
HTTP3
HTTP3
HTTP3
QuIC
HTTP3
HTTP3
QUIC
QuIC
HTTP3
HTTP3
QuUIC

QuIC /—m pected Payload (KPO), DCID= 01aa7aaf87a6475ac3d8f3af50a652ef0ceebcfa, PKN: 7, (
QUIC albd49fe @0fle, PKN: @, CRYPTO, Ci

QUIC
QUIC
QuIC
QuIC
QUIC
QUIC

Lengtt| Info
133 HEADERS: GET https://cloudflare.com/cdn-cgi/trace
579 SETTINGS
70
Protected Payload (KP@), DCID=01da7a8f87a6475dc3d8f38f50a652ef@ceebcfa,

Protected Payload (KP@), DCID=01da7a8f87a6475dc3d8f38f50a652ef@ceebcfa,
Protected Payload (KP@), DCID=01da7a8f87a6475dc3d8f38f50a652ef@ceebcfa,

HEADERS: 200 0K, DATA

DATA

Pgotected Payload (KP@), DCID=01da7a8f87a6475dc3d8f38f50a652ef@ceebcfa, PKN: 6, /

1322 -RTT DCID ecfe7ebaOc7217863998707231bd49fo SCID=

g Pro ecte- Payload (KP@), DCID=08a32011, PRN:

84) Protected Payload (KP@), DCID= 01da7a8f8736475dc3d8f38f503652ef0ceebcfa, PKN: 7, (
1322 Initial, DCID=0cfe7eba®c721786a9987072a1bd49f@, SCID=d120@fle, PKN: 2, CRYPTO, Ci
1322 Initial, DCID=@cfe7eba®c721786a9987072a1bd49f@, SCID=d1200fle, PKN: 3, PADDING, (
1322 Initial, DCID=@cfe7eba®c721786a9987072a1bd49f@, SCID=d120@fle, PKN: 4, CRYPTO, Ci
1322 Initial, DCID=@cfe7eba®c721786a9987072a1bd49f@, SCID=d1200fle, PKN: 5, PADDING, (

Handshake Protocol:

Client Hello (last fragment)

[2 Reassembled Handshake Fragments (1782 bytes):

#24(1230), #24(552)]

0060 00 00 00 S5e 03
00 80 00 o7
oc

Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 1778
Version: TLS 1.2 (0x0303)
Random: 1b4383ee7d5f92d448ec5d774b5ce890eldadc7bc1864e4df360blcO0@d71deda
Session ID Length: @
Cipher Suites Length: 6
Cipher Suites (3 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 1731
Extension: server_name (len=19) name=cloudflare.com
Extension: ec_point_formats (len=2)
Extension: session_ticket (len=0)
Extension: renegotiation_info (len=1)
Extension: extended_master_secret (len=0)
Extension: signed_certificate_timestamp (len=0)
> Extension: early_data (len=0)
'}

@ LK Hello extension (tis.handshake.extension), 4 bytes

o3

Oe,L-d5L ---

Reassembled TLS Handshake (1782 b...

Packets: 47 Profile: Default

TOYKa 6aHK
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Maximum Transmission Unit
O6biyHO 1500 6anT
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Maximum Transmission Unit Replay attack

O6biyHO 1500 6aunT [lo3BonseT aTakyoweMy oTrnpaBUTb
TOT XK€ NnakeT
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ANTOPUTNbI WIN®POBAHUA

CURVE
POINT:

-3\ PRIVATE
PN\ KEY

o o
l/? .
Y4\

EDWARDS
CURVE
POINT:

PUBLIC

KEY

TOYKa 6aHK
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RSA Curve25519
1. TpebyeT BbICOKOM SHTPOMNUMU 1. He TpeboBaTteneH Kk 'CY
2. TpebyeT gBa 60MbLIMX NPOCTbIX YMCSA 2. basoBas ToOUKa NeXXNT Ha KPUBOU

3. Kon-Bo 6uT kntova >=2048 3. KonnuecTtBo 6UT KNtoda Bcerpa 256
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IIBSP STAPLING

1. Initiate TLS handshake

Z xx\\\

er-> Cllent

— v
%) nSdel;_Og certl |cate
(+ ‘ocsP Responder U

I Cllent ->0CSP Respande

Il OCSP Request §

(Certificate Serial Number,
ssuer Name Hash, Issuer Key Hash).|

5. CA-> OCSP Responder: |

Certificate status
J.(good / revoked / unknown) ||

alt

<&= Signed OCSP Response===>>

(status, timestamp,
respon ersu;ature)

[Cemf cate status = good]
Continue TLS handshake
Secure communication established
[Certificate status = revoked] \!
[Certificate stitt = unknown /
h error] =—
Abort or fallback policy |

TOYKa 6aHK
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$ openssl s_client -connect www.stackoverflow.com:443 -status -servername www.stackoverflow.com
Connecting to 198.252.206.1

CONNECTED(00000005)

depth=2 C=US, O=Internet Security Research Group, CN=ISRG Root X1

verify return:1

depth=1 C=US, O=Let's Encrypt, CN=E7
verify return:1

depth=0 CN=www.stackoverflow.com
verify return:1

OCSP responses: no responses sent




OCSP STAPLING roura Gan

Y

OF OCSP STAPL

THE ART

| OCSP Request
(Certificate serial number,
|\ issuername hash) |

' Signed OCSP Response |
(status, timestamp, | |
|_responder signature) ||

v
: =3
=T =
| ServerHello, Certificate + CertificateStatus | o 8
""""" ; (stapled OCSP responﬂe) 6 G ] §
. ol
[Certificate status = good] 9 4
Q

Continue TLS handshake

LS S O N

S S S S




OCSP STAPLING

L¢$ openssl s_client -connect www.cloudflare.com:443 -status -servername ww.cloudflare.com
Connecting to 104.16.124.96

CONNECTED(00000006)

depth=2 C=US, 0=Google Trust Services LLC, CN=GTS Root R4

verify return:1

depth=1 C=US, 0=Google Trust Services, CN=WE1l

verify return:1

depth=0 CN=www.cloudflare.com

verify return:1

OCSP responses: number of responses: 1

OCSP Response Data:

OCSP Response Status: successful (0x0)

Response Type: Basic OCSP Response

Version: 1 (0x0)

Responder Id: 9077923567C4FFA8CCA9E67BD980797BCC93F938

Produced At: Apr 18 20:28:36 2026 GMT

Responses:

Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: B9BED5F1A61E40B24196BOC29E7E1A9D8BFCB520
Issuer Key Hash: 9077923567C4FFA8CCA9E67BD980797BCC93F938
Serial Number: FC16480808FFC32B13ADE752E0C4B713

Cert Status: good

This Update: Apr 18 20:28:36 2026 GMT

Next Update: Apr 25 19:28:35 2026 GMT

Signature Algorithm: ecdsa-with-SHA256

Signature Value:
30:46:02:21:00:c1:ca:80:53:b4:fc:64:66:08:a4:f1:30:86:
3c:91:98:2c:7a:68:6d:35:50:35:23:f1:d9:0d:ea:7b:al:ef:
b9:02:21:00:90:14:94:36:12:6€:93:7b:52:86:97:e5:d2:64:
f5:4f:9f:bb:97:2d:2d:20:d5:2€:60:40:25:06:51:e4:e5:9a

TOYKa 6aHK
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PO QAWIDI e

.082963 execve( S I y vars */)
.083635 brk(NULL) <0. >
.083795 access( , R_OK) = =1 ENOENT (No such file or directory) <@.
.083975 openat(AT_FDCWD, , O_RDONLY|O_CLOEXEC) = <0. >
.084075 fstat(3, {st_mode=S_IFREG| , st_size= , +ee}) =0 <0.
.084162 mmap (NULL, , PROT_READ, MAP_PRIVATE, 3, 0)
.084234 close(3) = 0 <0. >
.084298 openat(AT_FDCWD, » O_RDONLY|O_CLOEXEC) = <0.
.084367 read(3,
.084429 pread64(3,
.084491 fstat(3, {st_mode=S_IFREG| , st_size= y +e2}) = 0 <0, >
.084554 mmap (NULL, , PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) =
.084624 pread64(3,
.884683 mmap (NULL, , PROT_READ, MAP_PRIVATE|MAP_DENYWRITE, 3, 0) =
.084743 mmap( ; , PROT_READ|PROT_EXEC, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE,
.084814 mmap( ' , PROT_READ, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, )
.084872 mmap( . , PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3,
.084937 mmap( ’ , PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_ANONYMOUS, -1, @)
085016 close(3) = 0 <0. >
.085079 mmap (NULL, , PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) =
.085160 arch_prct1(ARCH_SET_FS, ) = 5 >
.085213 set_tid_address(
.085264 set_robust_list(
.085312 rseq(
085442 mprotect( ’ , PROT_READ)
.085531 mprotect( ’ , PROT_READ)
.085591 mprotect( 5 , PROT_READ) = -
.085667 prlimit64(0, RLIMIT_STACK, NULL, {rlim_cur= , rlim_max=RLIM64_INFINITY}) =
085751 getrandom( GRND_NONBLOCK) = <. >
.085812 munmap ( .
.085902 brk(NULL) = g >
.085952 brk( = . >
.086014 openat(AT_FDCWD, , O_RDONLY|O_CLOEXEC) =
fstat(3, {st_mode=S_IFREG| , st_size= .}) =0 <o. >
mmap (NULL, , PROT_READ, MAP_PRIVATE, 3, 0) = <
close(3) = 0 <0. >
fstat(l, {st_mode=S_IFCHR| , st_rdev=makedev( P >
openat (AT_FDCWD, , O_RDONLY) =
fstat(3, {st_mode=S_IFREG| , st_size=
fadvise64(3, @, ©, POSIX_FADV_SEQUENTIAL .
.086539 mmap (NULL, » PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1,
3.086603 read(3, en\ ceey ) = <0.
.086696 write(1, en\ )
7752 read(3,
.087865 munmap (
088085 close(3)
.088200 close(l)
close(2)

6 exit_group(0)
8 +++ exited with
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[lpoBepka nyTu MeTapaHHble

Mytb./..[.].]%20/\ flag.png C kakon ®C paboTaeM?
TOYHO BanuUAHbINA? EcTtb nn npaBa Ha uTeHue?
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HaKOHeLI,-TO HauvunHaeM YnTaTb.
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HesaMeueHHble NoaBOAHbIE KAMHM

1. KonupoaHue us agpa
B MOJIb30BaTE/IbCKOE NPOCTPAHCTBO

2. Bcé cMHXpOoHHO

3. bonbwune dpannbl He NOMeLaOTCA B Kel

TOYKa 6aHK
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KonupoBaHue
KonuposaHue Orp He noHnMaeT
KonupoBaHue .
Beb6-cepBep
KonupoBaHue
KonuposaHue
\}‘(onMpOBaHMe
[Monb3oBaTtenb

61



\__d
PO QAWIDI e

express = require('express');
app = express();

path = require('path’');

PORT 3000;

app.get('/', (req, res) {
options {
root: path.join(__dirname)

};

fileName = 'Hello.txt';
res,sendFile/fileName, options, (err) {
(err) {
console.error('Error sending file:', err);

{

console.log('Sent:', fileName);

62



TOYKa 6aHK

Orp opobpser

KonupoBaHue
KonupoBaHue
KonupoBaHue

Monb3oBaTenb

63



\__d
PO QAWIDI o

file = fs.readFileSync('index.html');

response.write(file);
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Application Submission Queue Lihux Kernel Completion Queue (Shared Ring  Disk/Network Device
User Space Wizard Arcane Scroll Grand Magus of the Core Arcane Crystal Grid Magical Golem

{ PREP Request Préﬁéadﬁoﬁ PREP) .- : I]

Inscribe Submission Glyphs (SQE) ‘ — :, | ¥
8O . B ;

||

io_uring_enter{submit, min_complete)

4
v
v
N
0
v
o~
N

Return (Focus back irhmediafely)
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A ’/Process Results w

The wizard il . \
quickls to =\ . .
meditating XT1- 49 I
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Query the Focus Orb [Poll/Wait] A ™%
i \_,V , Drow Energy

%/ (Result Available)

A

Application ‘ | Submission Queue (Shared Ring - .1 ' Linuk Kernel l Completion Queue (Share& liing - | 1 Disk/Network Device |
(User Space Wizard) ‘ ~ Arcane Scroll) ‘ (Grand Magus of the Core) | Arcane Crystal Grid) | (Magical Golem)
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file fs.readFile('index.html'):

response.write(file);
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!E stat() the scroll -
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thual path
open() file normall ,l
(noO DIRECT sigil) L

alt ) [magnitude < threshold]

@ read() or arcane sendfile() Q

part of data may enter ~ _:- v .
and linger in the /ther Cache™" * Data may enterand” !
lingerinthe ~
4

_\/\,—\N, /
PO OO0 'Y, /Ather Cache

', ? HTTP response with [~ %W e

—> completed scroll content ‘“

D The Chronos  The Akasha Q) 2
& |Nginx Worker ~ Data Keepers -
- (Disk / File S em)
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CIXATUE - 310 bA3A

200 (9
HTTP/2
15.76 kB (714.09 kB size)

unsafe-url

System

v Response Headers (436 B)

access-control-allow-credentials: true
access-control-allow-origin:

access-control-expose-headers: Content-Disposition

content-encoding: gzip
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CIXATUE - 310 bA3A

200 @

HTTP/2

15.76 kB (714.09 kB size)
unsafe-url

System

v Response Headers (436 B)
access-control-allow-credentials: true
access-control-allow-origin:
access-control-expose-headers: Content-Disposition

content-encoding: gzip

200 (9

HTTP/2
8.92 kB (714.09 kB size)

unsafe-url

System

v Response Headers (436 B)
access-control-allow-credentials: true
access-control-allow-origin:
access-control-expose-headers: Content-Disposition

content-encoding: zstd
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200 (9 Status 200 (?)
HTTP/2 Version HTTP/2
15.76 kB (714.09 kB size) 4.83 kB (714.09 KB size)

unsafe-url r Policy strict-origin-when-cross-origin

System DNS Re System

Response Headers (436 B) v Response Headers (434 B)
access-control-allow-credentials: true access-control-allow-credentials: true
access-control-allow-origin: access-control-allow-origin:
access-control-expose-headers: Content-Disposition access-control-expose-headers: Content-Disposition

content-encoding: gzip content-encoding: br

200 (9

sion HTTP/2
Transferred 8.92 kB (714.09 kB size)

Referrer unsafe-url

DNS Resolutio System
v Response Headers (436 B)
access-control-allow-credentials: true

access-control-allow-origin:

access-control-expose-headers: Content-Disposition

content-encoding: zstd
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100% ® RAW

Q0% ® Brotli
80% Zstd
70%
60%
50%
30%
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DBG - 310 HOBAf bA3A

| ACADEMIC MAGICIAN
L CLENT

~ MAGICAL CHRONICLE OF

DICTIONARY-BASED COMPRESSION.

iona: 3
match="/app°/js° ||

Some time later...

THE DICTIONARY MATURES

TOYKa 6aHK
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DBG - 310 HOBAf bA3A

Headers: IR e ————
| | Content-Encoding: dcb, X K
I ; Jappivljs

e T,

AR .i ‘eaders: Available-Dictiona l .
N :pZGm1A...2a2fFG4=: N 4
) 1" } /\z 1= | - ) :

4 Accept-Encoding: | 4
| gzip, br, 2std, dcb, dcz

 ACADEMIC SIS \ENERABLE
MAGICIAN  JREES pavioad:Detacompressed| Y ARCHMAGE
CLIENT . : sl SERVER
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Transferred
125.99 kB
Blocked By uBlock Origin
936 B
2.93 kB
40.29 kB
22.89 kB
0B
0B
0B
0B

0B

Size

459.60 kB

258 B
2.40 kB
39.46 kB
22.06 kB
344 8B
60 B
288 B
660 B

496 B

Priority
Highest
! owest
ow
Low
High
High
Lowest
Lowest
Lowest
Lowest

Lowest

[*] Headers Cookies Request Response Timings

s://lwww.google.com/search?q=test

200 @
HTTP/2
125.99 kB (459.60 kB size)
Highest

System

Response Headers (1.593 kB)
accept-ch: Sec-CH-Prefers-Color-Scheme
alt-svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
cache-control: private, max-age=0

content-encoding: br

TOYKa 6aHK
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DBG - 310 HOBAf bA3A

Transferred Size Priority [*] Headers Cookies Request Response Timings
73.42 kB 461.28 kB Highest { Filter He:

Blocked By uBlock Origin \owest )s://www.google.com/search?q=test

Blocked By uBlock Origin owest
Status 200
937 B 258 B Low @
/ n HTTP/2

2.93 kB 240 kB Low -
73.42 kB (461.28 kB size)

40.29 kB 39.46 kB High Request Priority Highest

0B 344 B Lowest D Resolutio System
0B 60 B Lowest v Response Headers (1.431 kB)

0B 288 B Lowest accept-ch: Sec-CH-Prefers-Color-Scheme
0B 660 B Lowest alt-svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000
cache-control: private, max-age=0

0B 496 B | Lowest content-encoding: dcb
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100%
90%
80%
70%
60%
50%
40%
30%
20%

10%
0%

33,78%

ZSTD

0,748%

BROTLI

TOYKa 6aHK

® RAW
® Standart dictionary

Custom dictionary

0,692%
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EARLY HINTS

<https://fonts.googleapis.com/>; rel=dns-prefetch
<https://cdn.example.com>; rel=preconnect, <https://cdn.example.com>; rel=preconnect; crossorigin

</style.css>; rel=preload; as=style; fetchpriority=high
</vendors.js>; rel=modulepreload; as=script; fetchpriority=high
</dictionary.dat>; rel="compression-dictionary"
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EARLY HINTS

rel="dns-prefetch" href="https://fonts.googleapis.com/">
rel="preconnect" href="https://cdn.example.com">
rel="preconnect" href="https://cdn.example.com" crossorigin>

rel="preload" href="/style.css" as="style" fetchpriority="high">
rel="modulepreload" href="/vendors.js" as="script" fetchpriority="high">
rel="compression-dictionary" href="/dictionary.dat">
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CNEKYAATUBHDIE NPRBUANA o s

YckopeHue Beb-

NPUNOXEHUIN 3a CHET
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HOpun AMenuH




CNEKYAATUBHDIE NPRBUANA roua G2

type

"prerender"

"where"
"href_matches": "/me"

// Nonutuka 3arpy3ku: immediate — "HacTonbko OLICTPO, HACKO/JbKO BO3MOXHO"
"eagerness": "immediate"

"where"
"selector_matches": ".product .with-banner"

// Tonutuka 3arpy3ku: moderate — npepsarpy3ka 3anyckaercsi yepes
// [Oeckton: 10 MC nocne HaBegeHusa Kypcopa

// Mobunku: 50 Mc nocne nonagaHvs KaHpupaTta BO viewport
"eagerness": "eager"

"where"
"selector_matches": ".promoted-product"

// NMonutuka 3arpy3ku: moderate — npepsarpy3ka 3anyckaeTcs yepes

// [eckton: 200 MC nocne HaBefeHus Kypcopa

// Mobunku: 500 Mc nocne oCTaHOBKM CKponna M B npegenax 30% viewport'a oT npeppigywero KaHgupara
"eagerness": "moderate"
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CEPBUG-BOPKEP roa e
|

YckopeHue Beb-
NPUNOXEHUIN 3a CHET
npen3arpysKu
CTpaHuLL: onbIT Ozon " %

HOpun AMenuH
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CEPBUG-BOPKEP

startTime (redirectStart)
(redirectEnd)
(workerStart)
(fetchStart)
Redirect Service Service HTTP
Worker Worker Cache

Early
Hints
(103)

(domainLookupStart)
(domainLookupEnd)
(connectStart)
(secureConnectionStart)
(connectEnd)
TCP TLS
DNS Request
QUIC
(requestStart*)Jf

(secureConnectionStart)

* requestStart may occur before connectionEnd, e.g. with TCP Fast Open
** pesponseStart is equal to firstInterimResponseStart if non-zero or finalResponseHeadersStart

Client-side delays can occur before the DNS, TCP/QUIC, and request phases, e.g. due
to connection/in-flight request limit.

(firstInterimResponseStart)

(responseStart**)

(finalResponseHeadersStart)

(responseStart**)

TOYKa 6aHK

Response

responseEnd
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COBPEMEHHbIE ®OPMATBI ME/IWA

srcset="./a-squoosh-screenshot-show-37b8d06c5a8c5_1920.avif"
type="image/avif"

srcset="./a-squoosh-screenshot-show-37b8d06c5a8c5_1920.webp"
type="1image/webp"

srcset="./a-squoosh-screenshot-show-37b8d06c5a8c5_1920. jpg"
type="image/jpeg"

src="./a-squoosh-screenshot-show-37b8d06c5a8c5_1920.png"
alt="MNenszax c ropamu"

width="600"

height="400"
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(—fursovaFursovs—MBP /Volumes/ADATA SD810

—$ 11 bank.html
-rwx a 1 fursov staff 1.2M Feb 26 10:27 bank.html
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||

—fursova@Fursovs-MBP /Volumes/ADATA SD810

L—$ 11 bank.html

-rwx a 1 fursov staff 1.2M Feb 26 10:27 bank.html

¥ NORMAL ZBCH sl

3992 matches on 34 lines

100



I
|

(—fursovaFursovs—MBP /Volumes/ADATA SD810
—$ 11 bank.html

-rwx a 1 fursov staff 1.2M Feb 26 10:27 bank.html

¥ NORMAL ABRSEEN & d !

3992 matches on 34 lines

r—fursovaFursovs—MBP /Volumes/ADATA SD810
—$ 11 bank-cleared.html

-TrwX a 1 fursov staff 20K Feb 26

10:58 bank-cleared.html
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223

/data-

¢!—/noindex—><div class="application"><div class="aA--yu9">¢—$—><div class="aboTVkU41l" data-tui-theme="light"><div style="background:® “><div data-atom-type="desktop-container" class="abwI9hWtp bbwI9hWtp"><a href="#skip-link-anchor" target="
_self" style="background:® " :"sklp link" class="abugqnPVuw abBHQSM2X aboio6Qfo" data-appearance="primary" data-underline="true" data-qa-type="tui/link">MponycTuTb HaBuraumw</a><nav class="cboTVkU41" aria-label="OcHoBHOe MeHKw" :”
navigation"><div class="abVFyyxXB"><div class="abfOmEDhl bbfOmEDh1"><a href="/" data-qa-type="uikit/clickable" class="fbfOmEDhl"><div style="outline:none" tabindex="-1"><div class="dbfOmEDh1"></div><img src="https://cdn.tbank.ru/static/pfa-multimedia
/images/33447f85-5b92-429-8d88-509bd152b47c.svg" class="abVFyyxXB" alt="T-baHk" data-schema-path="logo" data-item-name="logo" data-item-type="/" [EIEERREFI-"1ogoImg" /></div></a></div></div><div class="ab--d0gJ1lx"><ul class="cb--dOgJlx" :“men
u" data-schema-path="config.menu.response"><li class="db--dOgJi1x" [E EEREIR-"menu-item-0" data-schema-path="0" data-item-type="menu"><div area"><a href="/" title="YacTHbiM nuuam" style="color:inherit" aria-expanded="false" class="abugq
nPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="fb--dOgJlx" :"nmmk1(emf(»)ftiLLe">L{aCTHmM nuuam</ span></a></div><div><div class="abkfvU9aY fbkfvU9aY" [EEJEEAEERL-"menu-item-0-@ popover"><div class="jbkfvU9aY 1bkfvU9
ay" stylez”background:"><div class="ab-+uXPcdy"><div class="abHox26zu"><div class="ab5IGRjgd"><ul class="bb5IGRjgd" data-schema-path="0" data-item-type="column"><li class="cb5IGRjgd"><div data-schema-path="title" data-item-type="/" data-item-name
="baHk"><a href="/" style="color:inherit;display:block" :"cLick area title-item-0" class="abugnPVuw abBHQSM2X" data-appearance="none" data-ga-type="tui/link"><span class="ablSd4AiN">Bbank</span></a></div></1i><1li class="eb5IGRjgd" data-schema
-path="items" [EIERRERY-"text-item-0-0-wrapper"><div data-schema-path=".0" data-item-type="/cards/debit-cards/"><a href="/cards/debit-cards/" title="/le6eToBbie kapTh" style="color:inherit;display:block" SEREHESIRY-"click-area" class="abuqnPVuw abBHQSM2
X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" :"toxr, item-0-0-text">fle6eToBble KapThi</span></a></div></1i><1li class="eb5IGRjgd" data-schema-path="items" :"toxt item-0-1-wrapper"><div data-schema-path=".1"
data-item-type="/cards/credit-cards/"><a href="/cards/credit-cards/" title="KpeguTHbie kapTh" style="color:inherit;display:block" [EIEEREER-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw"
:"prtf1Lwre—@fPLexL">erumwme KapTbi</ span></a></div></1i><1li class="eb5IGRjgd" data-schema-path="items" :"texlfitem—szfwrapper"><div data-schema-path=".2" data-item-type="/loans/"><a href="/loans/" title="KpeauTbl u unoteka" styl
e="color:inherit;display:block" [EYERMRERd-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-ga-type="tui/link"><span class="abbygQORw" [EYEREEIR-"text-item-0-2-text">Kpeautsl u unoteka</span></a></div></1i><1li class="eb5IGRjgd" data
-schema-path="items" :"text~1tem—o—3—wrapper"><div data-schema-path=".3" data-item-type="/cards/debit-cards/tinkoff-black/junior/"><a href="/cards/debit-cards/tinkoff-black/junior/" title="fletckas kapta" style="color:inherit;display:block" ﬂ
="cli(k7area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" :"textfitem70—3—text">ﬂeTCKan KapTa</span></a></div></1i><li class="eb5IGRjgd" data-schema-path="items" [E}d [Ejd-"text-
item-0-4-wrapper"><div data-schema-path=".4" data-item-type="/cards/debit-cards/tinkoff-black/pension/"><a href="/cards/debit-cards/tinkoff-black/pension/" title="MNeHcnoHHaa kapta" style="color:inherit;display:block" click-area" class="abu
qnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" [EJEEREEId-"text-item-0-4-text">MeHcnonHas KapTa</span></a></div></1i><1li class="eb5IGRjgd" data-schema-path="items" [{EIEEASERY-"text-item-0-5-wrapper"><div data-s
chema-path=".5" data-item-type="/savings/deposit/"><a href="/savings/deposit/" title="Bknapn" style="color:inherit;display:block" :"click—area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw
" EIEELERy-"text-item-0-5-text" >Bknaabi</ span></a></div></1i><li class="eb5IGRjgd" data-schema-path="items" [EIEEREEI-"text-item-0-6-wrapper"><div data-schema-path=".6" data-item-type="/savings/saving-account/"><a href="/savings/saving-account/" titl
e="HakonuTenbHbii cuet" style="color:inherit;display:block" [IENEHMEIR-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" [EYEEREER-"text-item-0-6-text">HakonuTtenbHbil cueT</span></a></div></1
i><li class="eb5IGRjgd" data-schema-path="items" [EJERIRIR-"text-item-0-7-wrapper"><div data-schema-path=".7" data-item-type="/pro/"><a href="/pro/" title="Moanucka Pro" style="color:inherit;display:block" [EXERMEIRY-"click-area" class="abugnPVuw abBH
QSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" [EREREEIR-"text-item-0-7-text">Moanucka Pro</span></a></div></1i><1li class="eb5IGRjgd" data-schema-path="items" [EJERERIRY-"text-item-0-8-wrapper"><div data-schema-path=".8"
data-item-type="/loans/pos-loans/"><a href="/loans/pos-loans/" title="Paccpouka" style="color:inherit;display:block" [E ERARER-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-ga-type="tui/link"><span class="abbygQORw" =
"text-item-0-8-text">Paccpouka</span></a></div></1i><1li class="eb5IGRjgd" data-schema-path="items" :"toxt—item—of -wrapper"><div data-schema-path=".9" data-item-type="/dolyame/"><a href="/dolyame/" title="[flonamn" style="color:inherit;display
:block" [EEREEREIRS-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" [EJEEREIRa-"text-item-0-9-text">fonamu</span></a></div></1i><1li class="eb5IGRjgd" dataAschemaApath::"tex
t-item-0-10-wrapper"><div data-schema-path=".10" data-item-type="/cards/debit-cards/tinkoff-black/selfemployed/"><a href="/cards/debit-cards/tinkoff-black/selfemployed/" title="Camo3aHsTocTb" style="color:inherit;display:block" [ERERREIRe-"click-area"
class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" [EXEEERIRI-"text-item-0-10-text">CamMo3aHATOCTb</ span></a></div></1i><li class="eb5IGRjgd" data-schema-path="items" "text-item-0-11-wrapper"><
div data-schema-path=".11" data-item-type="/cards/debit-cards/tinkoff-black/foreign/"><a href="/cards/debit-cards/tinkoff-black/foreign/" title="WHocTpaHuam" style="color:inherit;display:block" [EIEERSIRY-"click-area" class="abuqnPVuw abBHQSM2X" data-
appearance="none" data-ga-type="tui/link"><span class="abbygQORw" "text-item-0-11-text">UHocTpaHuam</ span></a></div></1i></ul></div><div class="ab5IGRjgd"><ul class="bb5IGRjgd" data-schema-path="1" data-item-typ column"><li class="cbh5IGRj
gd"><div data-schema-path="title" data-item-type="/invest/" data-item-name="WHuBecTuumn"><a href="/invest/" style="color:inherit;display:block" A click-area title-item-1" class="abuqnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/li
nk"><span class="ablSd4AiN">WHBecTuuun</ span></a></div></1i><1li class="eb5IGRjgd" data-schema-path="items" :"textfitem—l—of‘.vrapper”><div data-schema-path=".0" data-item-type="/invest/account/"><a href="/invest/account/" title="Bpokepckuit cue
T" style="color:inherit;display:block" [EIEERAIRd-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-ga-type="tui/link"><span class="abbygQORw" [EXERERIRY-"text-item-1-0-text">bpokepckuit cueT</span></a></div></1i><li class="eb5IGRjgd"
data-schema-path="items :"textfitem—l—l-wrapper"><div data-schema-path=".1" data-item-type="/invest/iis/"><a href="/invest/iis/" title="WUC" style="color:inherit;display:block" "click-area" class="abugnPVuw abBHQSM2X" data-appear
ance="none" data-qa-type="tui/link"><span class="abbygQORw" [EEERETRE-"text-item-1-1-text">UUC</ span></a></div></1i><li class="eb5IGRjgd" data-schema-path="items" [ EERSIRE-"text-item-1-2-wrapper"><div data-schema-path=".2" data-item-type="/invest/re
commendations/"><a href="/invest/recommendations/" title="KaTanor 6ymar" style="color:inherit;display:block" [EIEREGERY-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" "text-ite
m-1-2-text">KaTtanor 6ymar</span></a></div></1i><li class="eb5IGRjgd" data-schema-path="items" [E{ERERIRY-"text-item-1-3-wrapper"><div data-schema-path=".3" data-item-type="/invest/pulse/"><a href="/invest/pulse/" title="Nynbc" styl color:inherit;dis
play:block" [ETEEESIRY-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" [EREEREIRd-"text-item-1-3-text">Mynbc</span></a></div></1i><1i class="eb5IGRjgd" data-schema-path="items" [EiEIRAIRd-"
text-item-1-4-wrapper"><div data-schema-path=".4" data-item-type="/invest/research/"><a href="/invest/research/" title="AHanutuka" style="color:inherit;display:block" :"clickfarea" class="abugnPVuw abBHQSM2X" data-appearance="none" data-ga-t
ype="tui/link"><span class="abbygQORw" ="textfitcm~1~1¢—text”>AHanMTmKa</span></a></div></li><11 class="eb5IGRjgd" data-schema-path="items" ="textfitem—l—b—wrappor"><d1v data-schema-path=".5" data-item-type="/invest/education/"><a hr
ef="/invest/education/" title="Akapemns" style="color:inherit;display:block" [EIEEREIR-"click-area" class="abuqnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" [{ETEERAERe-"text-item-1-5-text">Akagemna</span></a><
/div></1i><1li class="eb5IGRjgd" data-schema-path="items" :"textfitem—l—S-wrapper"><div data-schema-path=".6" data-item-type="/invest/web-terminal/"><a href="/invest/web-terminal/" title="TepmuHan" style="color:inherit;display:block"
[="click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" [ETEIREIRY-"text-item-1-6-text">TepmuHan</span></a></div></1i><li class="eb5IGRjgd" data-schema-path="items" [EJEBIGIR-"text-item-1-7-wra
pper"><div data-schema-path=".7" data-item-type="/invest/promo/margin/"><a href="/invest/promo/margin/" title="MapxuHanbHas Toprosns" style="color:inherit;display:block" FEJCEERER-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-q
a-type="tui/link"><span class="abbygQORw" [EXEEREIRe-"text-item-1-7-text">MapxuHanoHas Toprosna</span></a></div></1i><li class="eb5IGRjgd" data-schema-path="items" 1tem—1~8~wrapper"><div data-schema-path=".8" data-item-type="/pension/"
><a href="/pension/" title="flonrocpouHbie c6epexexns" style="color:inherit;display:block" [EIEERSERe-"click-area" class="abugnPVuw abBHQSM2X" data-appearance="none" data-qa-type="tui/link"><span class="abbygQORw" [EREEEEIRe-"text-item-1-8-text">flonrocpo
yHble cbepexenusn</span></a></div></1i></ul></div><div class="ab5IGRjgd"><ul class="bb5IGRjgd" data-schema-path="2" data-item-type="column"><1li class="cb5IGRjgd"><div data-schema-path="title" data-item-type="/mobile-operator/" data-item-name="Mo6unbHasn

test

AW © bank.html « LSP ~ html (] ADATA spsio @&f 223/284
?/7]
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Primed cache (?)

Non blocking
time

ijs 1,772.99 kB 483 kB Os

images 53.39 kB 20.47 kB Os

css 21.81kB 0 kB Os

html 9.20 kB 1.53 kB 0.02s

xhr 0.65 kB 2.62 kB 1.1 s

ws 0 kB 0.28 kB 0.53s

Type Size Transferred

Cached responses: 0

Total requests: 34

Size: 1,858.04 kB

Transferred Size: 507.89 kB
Time: 1.66 seconds

Non blocking time: 1.66 seconds

Performance Accessibility Best
Practices
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COOTbI TOME
BANHbI




COOThbI TOXKE BAMHDI e

HocTaTouHO NpPoCTO
NOroBOPUTb
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B-2ABEPHERIAE (WCNPABJIEHO) e

Primed cache (?)

=~/

Non blocking
time
1,772.98 kB 482.62 kB Os
58.05 kB 58.05 kB Os
21.81kB 0 kB Os
21.37 kB 20.47 kB Os
19.87 kB 4.39 kB 0.55s
9.20 kB 1.53 kB 0.01s
0 kB 0.28 kB 0.20 s

Size Transferred

Cached responses: 0

Total requests: 38

Size: 1,903.28 kB

Transferred Size: 567.33 kB
Time: 0.77 seconds

Non blocking time: 0.77 seconds

79

Performance Accessibility Best
Practices
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