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s Yem zaHnMmaeTca DevSecOps™?

- DDS
01 He paét katuts duin lEEP IW—E iNTI SEGURITY

:_ﬁ"‘) P‘

" a———-’“’“
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s [Mpobnema one-man-team

DevSecOps pain

=45

O1 Wnnio3nsa Bbibopa

SAST

INFRA SEC
DAST
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BUSINESS

1 Nnnmo3unga Bbibopa

02 W oounH B none BOVH
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s Bazosbin ClI/CD

build test deploy

d Dbuild-job W ® test-job]T W ® deploy-prod W

® test-job2 N
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s Bazosbin CI/CD

HeT security stage!

- security

® security N
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s 3a4deM security

O1 Cob6cTBEHHBIN KOO MOYXET
comoepy)KaTb YSI3BUMOCTW




3a4dem security

O1 CobcTBeHHbIN KOO MOXKET
cooepXXaTb YA3BUMOCTM

02 3ammMcTBOBAHHbIN KO, TOXKE
MOXET COOepP>KaTb YA3BUMOCTH
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w]” aaand...enter/




M W
s 3a4deM security

O1 Cob6cTBEHHBIN KOO MOYXET
comoep)XaTb YSI3BUMOCTW

02 3aumMcTBOBaHHbLIN KoM, TOXE
MOXET coaepyaTb YSI3BMMOCTW

O3 OkpyxeHne Toxxe MoXeT
coaep)aTb YA3BMMOCTH
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3a4dem security

O1
02

03

04 Yenoseueckuu pakTop

.env J

@@ -0,0 +1 @@
1 + API_KEY=a54df9cd-a513—-40cb-bffc-—
07351079651 c
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s Gitlab Cl Security templates

v

Templates

template.ymil

®

Uses | IUses

gitlab-ci.yml

0%

20%

Priject B

gitlab-ci.ymi

) B <
OoO—O0——0

CIPIPELINE

CD PIPELINE
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s Gitlab Cl Security templates
SAST

stages:
- bu1ld
- test #needed for template
- security
- deploy

\\\\ 1nclude:

- template: Jobs/SAST.qgitlab-ci.yml



Gitlab CIl Security templates

Pipeline Created by Stages

chore: added code % 0 @

H#1427725416 ¥ releasel -© fcc56342 X X

& Stage: test
latest

® semgrep-sast

€2



Gitlab CIl Security templates

OcTanbHble WabfoHb

stages:
- bulld
- test #needed for template

- security

- deploy

include:

tem
tenm

tem
tem

tem

w W W W W

Late:
Late:

Late:
Late:

lLate:

Jobs/SAST.gitlab-ci.yml
Jobs/Container-Scanning.gitlab-ci.yml

Jobs/Secret-Detection.gitlab-ci.yml
Jobs/SAST-IaC.latest.gitlab-ci.yml

Jobs/Dependency-Scanning.gitlab-ci.yml




Gitlab Cl Security templates

OcTanbHble WabfoHb

Status

& Running

O Passed

® 00:01:16
5 4 minutes ago

ML

Pipeline

chore: added sec templates:

#1427730434 ¥ releasel
o f4d163fd €

latest

chore: added code

#1427725416 ¥ releasel
o fcc56342 ¢

~hore: rect

Created by

.

p—
§.0.§

Stages

°(»

Stage: test

container_scanning

<
O ¢ &

kics-l1ac-sast
semgrep-sast

secret_detection

Q0 ) O

Q2
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s Gitlab Cl Security templates

Pe3ynbTaThbl

Artifacts

Total artifacts size 688.05 KiB

Artifacts Job Size Created

CO #142/7730434 -©o f4d163fd
¥ releasel

gl-sast-report.json  sast 34.58 KiB | & (O

job.log 'trace 3.70 KiB & O




Gitlab CIl Security templates

Pe3ynbTaThbl

{} gl-sast-report (10).json ®

N\

C: > Users > Work > Downloads > {} gl-sast-report (10).json > {} scan > {} scanner
“version”: "15.1.4",
“vulnerabilities™:

"id": 1Y E :,‘_-,k ’ )’ 70 ,885
“category”:
"name”: "Missir Instruction”,

"

"description”: "A user should be specified in the dockerfile, h
"cve”: "kics id:fd541200-402c-4333 4-36ef6709af2f:1:0",
"severity”: "Critical”,
“scanner”:

"id":

“name” :

}s

"location™:
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s Gitlab Cl Security templates. Profit

O1 MMopkntovaeTca B OOHY CTPOKY
02 He TpebyeT TOHKOW HAaCTPONKA

O3 EcTb anga pasHbIX CKaHEpPOB



M W

s Gitlab Cl Security templates. Profit

@ [lopkntoYaeTca B 0gHY CTPOKY
@ He TpebyeT TOHKON HACTPOUKA

@ ECTb O0na pa3HbIX CKaHEPOB

(') HOBCErgA ECTb HIOAHC




[Mpobnembl LLabnoHoB

@ Mo)xeT He paboTaTb N3 KOPOOKMN

[ ] [2024-08-26 17:11:05 +0000] [container-scanning] > Remediation is disabled; /builds/off.moiseev.andrey/devoops/Dockerfile ca
nnot be found. Have you set "GIT_STRATEGY and
"CS_DOCKERFILE_PATH ?

See https://docs.gitlab.com/ee/user/application_security/container_scanning/#solutions-for-vulnerabilities-auto-remediation
[ ] [2024-08-26 17:11:06 +0000] [container-scanning] > Scanning container from registry registry.gitlab.com/off.moiseev.andrey/d

evoops/releasel:f4d163fd7638f6b12b792e3f852eae2d762ec842 for vulnerabilities with severity level UNKNOWN or higher, with gcs 7.3.5 an
d Trivy Version: 0.52.1, advisories updated at 2024-08-26T12:12:59+00:00
[ ] [2024-08-26 17:11:07 +0000] [container-scanning] > Scanner has not created a file with results (tmp.json)
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M W
s Gitlab CIl Security templates. BbiBogbi

01 HeynpaBnaembiii Grioy CKaHepoB

02 3auvacTylo cnoxxHasa peanus3auns

03 HyxeH kacToMm nop, cebd



Gitlab Cl Security templates. BbiBogbi

01 Heynpasnaemsbiii pnoy ckaHepoB
02 3auvacTylo cnoxxHasa peanus3auns
03 HyxeH kacToMm nop, cebd

04 MNpsmasa 3aBucumocTb oT gitlab registry



M W
s Dependency confusion

Gitlab image
registry

PUSH

image:latest l

N\ A
&/~

N l
s
PULL

image:latest

Push

\\ {image:latest}

code Build Test Security Deploy
/ Gitlab Runners




M W
s Dependency confusion

DS_ANALYZER_IMAGE: "SSECURE_ANALYZERS_PREFIX/$DS_ANALYZER_NAME:S$DS_MAJOR_VERSION"

name: "$DS_ANALYZER_IMAGES$DS_IMAGE_SUFFIX"
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M W
s Haw wabnoH

andrey moiseev |/ Security-template

¥ main v security-template / .gitlab / templates / .secuirty-template.yml

Saosg chore: init
> Andrey Moiseev authored just now

5 .secuirty-template.yml [ 317B

~ ¢ .
§ eTalllal 1 e Fala
& ) Ul [ L |
LW W / s S 4 ] VW)

variables:

allow_failure: true

1

2

3

V7

> sast:
6

7 stage: security
8

9

secret_detection:
10 allow_failure: true
11 stage: security

£
.';
: 4 50%




M W
S YHYTO HaM HY>XHO

O1 NepeueHb security npakTuk,
KOTOpPbIE BHEOPAEM

Threat Model

’ \sec ‘

Secure Coding

Security as Code ——

Security Audit

DAST Pen Test Digital Sign Security Monitor



s YHYTO HaM HY>XHO

O1 MepeyeHb security npakTuK,

KOTOPBIE BREAPHEM sa public-security-tools  rroect agmi

Summary Repositories Members Labels Scanner P2P Preheat Policy Robot Accou

02 CobcTtBeHHble 06pasbl
019 CKaHepOoB

Name Y Artifacts
public-security-tools/cdxgen

public-security-tools/semgrep

public-security-tools/gemnasium

public-security-tools/dockle

public-security-tools/kics

[
[
U
U
L
L
U

public-security-tools/nodejsscan




9TO HaAM HY>XHO

O1 TMepeueHb security npakTuK,
KOTOpble BHEOPSAEM

02 CobcTtBeHHble 06pasbl
019 CKaHepOoB

O3 BHyTpeHHee registry,
4YTOObI X XPaHUTb

GitLab
Container Registry




s YHYTO HaM HY>XHO

O1 MepeyeHb security npakTuk,
KOTOpPble BHEOPSAEM

02 CobcTBeHHble 0bpasbl
0191 CKAHEePOB

03 BHyTpeHHee registry, - //TODO Add some useful code here
4YTOObI X XPaHUTb

04 Peanuzauns
security job




M W
s [lepe4yeHb NpaKTUuK

O1 Secret management — GitLeaks

OWASP Top 10:2021

A01:2027 — Broken Access Control




M W
s [lepe4yeHb NpaKTUuK

O1 Secret management — GitLeaks

02 SCA — Gemnasium

OWASP Top 10:2021

A06:2021 — Vulnerable and Outdated Components



s [lepe4yeHb NpaKTUuK

O1

OWASP Top 10:2021

02 A01:20271 — Broken Access Control

OWASP Top 10:2021

O3 SAST — nodejsscan
A02:20271 — Cryptographic Failures

\ 04 Additional SAST — Semgrep =  OWASP Top 10:2021

/, 05 IAC SAST — Kics A05:2021 — Security Misconfiguration
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s Secret management

- Xa kep
https://xakep.ru

=
AsTOoMOOUNM Kia MOXXHO 6b1f10 B3niomMaTtb yaaneHHo, 3Has

3 AHS Hasag — «3JTU aTtakyu MOrTIN BbINOMHATLCS yAaleHHO Ha nobom OGOpYD,OBaHHOM




M W
s Secret management

=SF Xa kep

IS https://xakep.ru

AsTOoMOOUNM Kia MOXXHO 6b1f10 B3niomMaTtb yaaneHHo, 3Has

3 AHS Hasag — «3JTU aTtakyu MOrTIN BbINOMHATLCS yAaleHHO Ha nobom OGOpYD,OBaHHOM

POST /apps/services/owners/apigwServlet.html HTTP/2
Host: owners.kia.com

Httpmethod: GET

Apiurl: /door/unlock

Servicetype: postLoginCustomer

Cookie: JSESSIONID=SESSION TOKEN;




M W
s Secret management

O1 Bepem copchl

. H gitleaks / gitleaks ' public
ckaHepa c github.com

<> Code () Issues 153 10 Pullrequests 65 L) Discussions

@gitleaks_8.18.4_linux_armv7.tar.gz
@gitleaks_8.18.4_linux_x32.tar.gz
gitleaks_8.18.4_linux_x64.tar.g 7
@gitlea ks_8.18.4_windows_armvé6.zip

@gitlea ks_8.18.4_windows_armv/7/.zip



M W
s Secret management

O1 Bepem copcobl
ckaHepa c github.com

02 lMunwem ceBon pokepdain



M W
s Secret management

FROM alpine:3.18.2

ARG GITLEAKS_VERSION=8.18.1

1
2
3
4 ARG GITLEAKS_SHA256="3e157a26081e296d4ch?4ef0d87441c9afcS5T392¢ch02957656ddScfeb7aatéc?”




M W
s Secret management

FROM alpine:3.18.2

ARG GITLEAKS_VERSION=8.18.1
ARG GITLEAKS_SHA256="3e157a26081e296d4ch?4ef0d87441cPafc5t392ch02957656ddScfeb7aatoc?”

RUN adduser -D gitleaks && \

apk update && apk upgrade --no-cache && \

apk add --no-cache git curl &&\

wget https://github.com/gitleaks/gitleaks/releases/download/v${GITLEAKS_VERSION}/gitleaks_S${GITLEAKS_VERSION}_
sha256sum /tmp/gitleaks.tar.gz > sha256sum.txt && \

O 00~ O 01 N NN -

e
«»



M W
s Secret management

1 FROM alpine:3.18.2

2

5 ARG GITLEAKS_VERSION=8.18.1

4 ARG GITLEAKS_SHA256="3e157a26081e296d4ch?4ef0d87441c9afcSt392ch02957656ddScfeb7aatéc?”
<

6 RUN adduser -D gitleaks && \

7 apk update && apk upgrade --no-cache && \

8 apk add --no-cache git curl &&\

9 wget https://github.com/gitleaks/gitleaks/releases/download/v${GITLEAKS_VERSION}/gitleaks_${GITLEAKS_VERSION}_
10 sha256sum /tmp/gitleaks.tar.gz > sha256sum.txt && \
11 cat sha256sum.txt && \
12 echo ${GITLEAKS_SHA256} && \

13 echo "${GITLEAKS_SHA256} /tmp/gitleaks.tar.gz" | sha256sum -c && \

14 tar xf /tmp/gitleaks.tar.gz -C /tmp gitleaks && \

15 rm -f /tmp/gitleaks.tar.gz && \

16 mv /tmp/gitleaks /usr/local/bin/gitleaks



M W
s Secret management

1 FROM alpine:3.18.2

2

5 ARG GITLEAKS_VERSION=8.18.1

4 ARG GITLEAKS_SHA256="3e157a26081e296d4ch?4ef0d87441c9afcSt392ch02957656ddScfeb7aatéc?”
<

6 RUN adduser -D gitleaks && \

7 apk update && apk upgrade --no-cache && \

8 apk add --no-cache git curl &&\

9 wget https://github.com/gitleaks/gitleaks/releases/download/v${GITLEAKS_VERSION}/gitleaks_${GITLEAKS_VERSION}_
10 sha256sum /tmp/gitleaks.tar.gz > sha256sum.txt && \
11 cat sha256sum.txt && \

12 echo ${GITLEAKS_SHA256} && \

13 echo "${GITLEAKS_SHA256} /tmp/gitleaks.tar.gz" | sha256sum -c && \
14 tar xf /tmp/gitleaks.tar.gz -C /tmp gitleaks && \

15 rm -f /tmp/gitleaks.tar.gz && \

16 mv /tmp/gitleaks /usr/local/bin/gitleaks

17

18 USER gitleaks

19 WORKDIR /home/gitleaks

20

21 RUN git config --global --add safe.directory 'x'

ENTRYPOINT [""]

N N
N N

i



s Secret management

O1 Bepewm copchbl
cKkaHepa c github.com

Harbor (O, Search Harbor...

K
< Projects < public-security-tools

=2 Projects

Logs gitleaks

02 MMuwem ceon pokepdaiin R —

ACTIONS v

D Artifacts Tags

D & sha256:8fbef708 latest

03 lMywunm Bo BHYTPEHHUI PEXNCTPU




M W

s WNkoHe4yHO YAML

I' security-template.ym|
secret detection:
stage: security
image:
name: "registry.resources.cloud.mts.ru/public-security-tools/gitleaks"
variables:
GIT_DEPTH: "50"
SECRET_DETECTION_HISTORIC_SCAN: "true"
services: []
allow failure: true
tags:
| - devoops—docker
script:
| - gitleaks detect ——exit-code "0" —--source . —-log-opts="—--all" —-report-path gitleaks-results.json
artifacts:
paths:
| - gitleaks—x.x

1
2
3
4
5
6
7
8
9

= R e R R
B B WN RS

=
o))




M W
s Secret management @

chore: added security

(© 2 jobs for security

in 9 seconds and was queued for 2 seconds

R latest

O~ 83492022 [2

£% No related merge requests found.

Pipeline Needs Jobs 2 Tests O

security

@ secret_detection o3



M W
s Cobepem ocTaribHble CKaHepbI

master v devoops_sectools /|  + v Find file Web IDE

Name Last commit Last update
3 dockle chore: sec 2 minutes ago
£ gemnasium chore: sec 2 minutes ago
[ gitleaks chore: sec 2 minutes ago
CI kics chore: sec 2 minutes ago
[ kubesec chore: sec 2 minutes ago
£ nodejsscan chore: sec 2 minutes ago
[ security-code-scan chore: sec 2 minutes ago
£ semgrep chore: sec 2 minutes ago

m+ README.md Initial commit 14 hours ago



M W
s JonuwemM Hy>XHble I>KOOb

.cyclonedx-reports:
artifacts:
paths:
- "%x/gl-shom-*.cdx.json"
- glL-dependency-scanning-report.json
reports:
cyclonedx: "x*/gl-sbom-*.cdx.json"

gemnasium-dependency_scanning:
extends:
- .ds-analyzer
- .cyclonedx-reports
variables:
g DS_ANALYZER_NAME: "gemnasium"
3/% GEMNASIUM_LIBRARY_SCAN_ENABLED: "true"



M W
s JonuwemM Hy>XHble I>KOOb

112 nodejs-scan-sast:
1 % allow_failure: true

114 stage: security

115 tags:

116 - devoops-gitleaks

11 Ly image:

118 name: "registry.resources.cloud.mts.ru/public-security-tools/nodejsscan"
119 script:

120 - njsscan . --json -o ${PWD}/nodejs-results.json

121 artifacts:

122 paths:

123 - nodejs-results.json

124

125

126 | kics-l1ac-sast:

127 allow_failure: true

128 stage: security

129 image:

130 name: "registry.resources.cloud.mts.ru/public-security-tools/kics"
131 entrypoint: [""]

132 tags:

453 - devoops-gitleaks

134 script:

135 - kics scan -s -p ${PWD} -o ./ --disable-secrets --report-formats json -o ${PWD} --output-name kics-results
136 artifacts:

137 name: kics-results.json

138 paths:

139 - kics-results.json

140 when: always



M W
s Ewe HemHOro YAML

81 semgrep:

82 stage: security

83 image:

84 name: "registry.resources.cloud.mts.ru/public-security-tools/semgrep"
85 artifacts:

86 paths:

87 - gl-sast-report.json
88 tags.:

89 - devoops-gitleaks

Q0 variables:

91 SEARCH_MAX_DEPTH: '4'
92 rules:

935 - if: true

94 exists:

95 - 'xkx/%.py'’

96 - 'x%/%.js’

//ﬁ' 97 - Tkk/%.jsX'
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M W

s Ypa — wabrnoH paboTaeT!

& .gitlab-ci.yml [% 123 bytes

-

D N0 0 001 NN DN P

stages:

build

test #needed for template

security
deploy

include:

- local:

'securlty-template.yml'

Pipeline Needs Jobs 5 Tests O

security

@ gemnasium-dependency_scanning

@ Kics-iac-sast

@ nodejs-scan-sast

@ secret_detection

@ semgrep

C))) [(QQ)) (L)) |(C2

€2
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M W
s [Mpobnembl

01 Bcé nomewaeTtca B gitlab artifacts

| @ failed | Job #489455 in pipeline #78059 for 7277a482 from security by :

s
Y .
whtT
LA S

' AHapen Moucees 3 minutes ago

Artifacts
[ © passed ] Job #489454 in pipeline #78059 for 7277a482 from security by ,{w} AHppeun Moucees 4 minutes ago
Name
Artifacts
[5) kics-results.json
Name Si:

[5) nodejs-results.json 74



M W
s [Mpobnembl

01 Bcé nomewaeTtca B gitlab artifacts

02 PesynbTtathbl AS IS

"query_name": "Type Has Invalid Keyword (v3)",

"query_id": "a9228976-10cf-4b5f-b902-9e962aadd37a",

"query_url": "https://swagger.io/specification/#schema-object",

"severity": "INFO",

“"platform”: "OpenAPI",

"category": "Structure and Semantics",

"experimental": false,

"description": "Schema Object define type should not use a keyword of another type",

"description_id": "d7b8c860",
"files": [

{

"file_name": "juice-shop-17.1.1/swagger.yml",

"similarity_id": "b55ac523ed10861992b2166d0c88b52df245bc9f4cb0f792d992c9d5e2ach8f1",
"line": 38,

"issue_type": "IncorrectValue",




M W
s [MpobnemMbl

01 Bcé nomewaeTtca B gitlab artifacts
02 PesynbTtathbl AS IS

03 MHoro damHonHros, NannJIanMHOB




M W
s [Mpobnembl

O1

02 PesynbTtaTthbl AS IS
03

04 Pa3pabotumku Korga BUAAT OTYHET =




M W
s [Mpobnembl HApQO peLwlaTb

r B
L 5

-

TnebyioT COBNEMEHHbIX
jobnem




M W
s YTO npepgnpumemM?

O1T Wcnonb3ayem MmyuHMManbHble Habopbl Npasun

< semgrep [ semgrep-rules Public

(> Code (-) Issues 46 19 Pull requests 2

0% 70%



M W
s YTO npepgnpumemM?

OT Wcnonb3yem MUHUManbHble Habopbl NpaBu

02 Peannsyem Tpurax

/ 0%

I |
HET, TBOA

TBOA Ouelie D I
gTHa HTE

HNTh

+

70%



M W
s YTO npepgnpumemM?

O1T Wcnonb3ayem MmyuHMManbHble Habopbl NPaBu

02 Peannsyem Tpurax

‘DevSecOpsineneaaernSecurity’
OTUCT\NA3NAVOTUMRY =~

O3 Cornacyem SLA c paspabotynkamm

0% 70%
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s YTO npepgnpumemM?

O1

02

03

04 Cospapvm ynob6Hbin pawboppn,

r - 9
0% 70%



s Defectdojo

= JdJEFECTJOJORRO

- a 0 & 2 3 1770  |¢° 0

A Dashboard Passing Products Active Engagements Last 7 Days Closed In Last 7 Days
MANAGE
@ b : @ 0 | 0 ¢ 0 I® 0
Accepted In Last 7 Days Failing Products Approaching SLA Violation Active Critical Findings
0 Engagements v
bo Tests : o 1 m 1769 = 0 e 0
W Findings ” Active High Findings Active Medium Findings Active Low Findings Not Scanned in 3 Months
& Endpoints a & 11 . T . T o
@& Historical Finding Severity ol Reported Finding Severity
IMPORT @ Crtcal @ High @ Medum @ Low @ Info BN Covcal NN Hob BN Medum NN Low [ Informational
1,800
I Add Findings
1,600
PLUGINS 1,400
@ License Manager 1,200
1,000
<§ AP| Connectors
800
BETA
600
& Changelog - 400
200

0% O59% 100%




M W
s W cHoBa YAML Development

5 defectdojo.template.yml [ 5.09KiB

1 variables:

2 DEFECTDOJO_ENGAGEMENT_PERIOD: 7

3 DEFECTDOJO_ENGAGEMENT_STATUS: "Not Started"

4 DEFECTDOJO_ENGAGEMENT_BUILD_SERVER: "null"

5 DEFECTDOJO_ENGAGEMENT_SOURCE_CODE_MANAGEMENT_SERVER: "null"
6 DEFECTDOJO_ENGAGEMENT_ORCHESTRATION_ENGINE: "null"

7 DEFECTDOJO_ENGAGEMENT_DEDUPLICATION_ON_ENGAGEMENT: "false"
8 DEFECTDOJO_ENGAGEMENT_THREAT_MODEL: "true"

9 DEFECTDOJO_ENGAGEMENT_API_TEST: "true"
10 DEFECTDOJO_ENGAGEMENT_PEN_TEST: "true"
11 DEFECTDOJO_ENGAGEMENT_CHECK_LIST: "true"
12 DEFECTDOJO_NOT_ON_MASTER: "false"
1 DEFECTDOJO_SCAN_MINIMUM_SEVERITY: "Info"
14 DEFECTDOJO_SCAN_ACTIVE: "true"
15 DEFECTDOJO_SCAN_VERIFIED: "true"
16 DEFECTDOJO_SCAN_CLOSE_OLD_FINDINGS: "true"
17 DEFECTDOJO_SCAN_PUSH_TO_JIRA: "false"
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Hannwem g)xoby ana co3gaHunsa engagement

36 script:

37 -

38 ENGAGEMENTID="curl -k --fail --location --request POST "${DEFECTDOJO_URL}/api/v2/engagements/" \
39 --header "Authorization: Token ${DEFECTDOJO_TOKEN}" \
40 --header 'Content-Type: application/json' \

41 --data-raw "{

42 \"tags\": [\"GITLAB-CI\"],

43 \"name\": \"#${CI_PIPELINE_ID}\",

44 \"description\": \"${CI_COMMIT_DESCRIPTION}\",

45 \"version\": \"${CI_COMMIT_REF_NAME}\",

Lb \"first_contacted\": \"${TODAY}\",

47 \"target_start\": \"S${TODAY}F\",



M W
s W cHoBa YAML Development

Hanuwem gyxkoby gna 3arpys3ku ot4yeTa B engagement

Q6 script:

97 -

98 curl -k --fail --location --request POST "${DEFECTDOJO_URL}/api/v2/import-scan/" \
99 --header "Authorization: Token ${DEFECTDOJO_TOKEN}" \

100 --form "scan_date=\"${TODAY}\"" \

101 --form "minimum_severity=\"${DEFECTDOJO_SCAN_MINIMUM_SEVERITY}\"" \

102 --form "active=\"${DEFECTDOJO_SCAN_ACTIVE}\"" \

103 --form "verified=\"${DEFECTDOJO_SCAN_VERIFIED}\"" \

104 --form "scan_type=\"${DEFECTDOJO_SCAN_TYPE}\"" \

105 --form "engagement=\"${DEFECTDOJO_ENGAGEMENTIDF\"" \

106 --form "file=@${DEFECTDOJO_SCAN_FILE}" \

107 --form "close_old_findings=\"${DEFECTDOJO_SCAN_CLOSE_OLD_FINDINGS}\"" \
108 --form "push_to_jira=\"${DEFECTDOJO_SCAN_PUSH_TO_JIRAF\"" \

109 --form "test_type=\"${DEFECTDOJO_SCAN_TEST_TYPE}\"" \

110 --form "environment=\"${DEFECTDOJO_SCAN_ENVIRONMENT}\""
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Hanunwem nHTerpaumnm ¢ HalWmMMM CKaHepamu

B defectdojopublish.template.yml [ 7.50 KiB

1 gemnasium-defectdojo:

2 extends: .defectdojo_upload

5 needs: ["defectdojo_create_engagement"”,,"gemnasium-dependency_scanning"]
4 variables:

5 DEFECTDOJO_SCAN_TYPE: "GitLab Depemggency Scaghing Report" #DD param useca
6 DEFECTDOJO_SCAN_TEST_TYPE: "GitLab-CI GemnaghLum"

7 DEFECTDOJO_SCAN_FILE: "gl-dependency-scanning-report.json"”

8 rules:

9 - 1f: $SEC_DISABLED

10 when: never

11 - 1f: $SEC_ENABLE_BRANCHES

12 when: always
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31 kics-defectdojo:
32 extends: .defectdojo_upload

) needs: ["defectdojo_create_engagement", "kics-liac-sast"]

34 variables: ,/
L DEFECTDOJO SCAN TYPE: "KICS Scamwv *(
KICS AScan”

36 DEFECTDOJO SCAN TEST TYPE: "GitlLab-C
\\\\\ 37 DEFECTDOJO_SCAN_FILE: "./kics-results.json
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Title / Type

Dependency Check Scan

Dockle Scan

Dockle Scan

GitLab Dependency Scanning
Report

GitLab Secret Detection
Report

Semgrep Scan (GitLab SAST
Report)

Trivy Scan (GitLab SAST
Report)

Trivy Scan (GitLab SAST
Report)

kics Scan (GitLab SAST
Report)

njsscan Scan (GitLab SAST
Report)

Showing entries 1 to 10 of 10

Date

Sept. 11, 2024 - Sept.

11, 2024

Sept. 11, 2024 - Sept.

11, 2024

Sept. 11, 2024 - Sept.

11, 2024

Sept. 11, 2024 - Sept.

11, 2024

Sept. 11, 2024 - Sept.

11, 2024

Sept. 11, 2024 - Sept.

11, 2024

Sept. 11, 2024 - Sept.

11, 2024

Sept. 11, 2024 - Sept.

11, 2024

Sept. 11, 2024 - Sept.

11, 2024

Sept. 11, 2024 - Sept.

11, 2024

Lead

Total
Findings

77

55

53

45

138

217

35

Active

(Verified)

77 (77)

2 (2)

2 (2)

55 (55)

53 (53)

45 (495)

6 (6)

217 (217)

35 (35)

Mitigated Duplicates Notes Reimports

0 0
0 0
0 0
0 0
0 0
0 0
0 0
132 0
0 0
0 0

0

0%

100%
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Hardening

O1 OnepaumoHHON cUcTEMDI

Network Config

Kernel Space

File permissions

OS Hardening

Disk Partitioning

Audit
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Hardening

O1 OnepaumoHHON cUcTEMDI

OpenSCAP
BASE

/ https://github.com/OpenSCAP/openscap
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Hardening

O1 OnepaumoHHON cUcTEMDI

02 KoHTenHepos

Container Runtime

Permissions

Trusted images

Container
Hardening

Audit
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Hardening

O1 OnepaumoHHON cUcTEMDI
QQuUAQ

02 KoHTenHepos t _

https://github.com/aquasecurity/trivy




Secure by default

Hardening

O1 OnepaumoHHON cUcTEMDI

02 KoHTenHepos

O3 Knactepos k8s

Pod Security

Network Security

K8s Hardening

Runtime Security
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Hardening

O1 OnepaumoHHON cUcTEMDI

02 KoHTenHepos

Kubescape

O3 Knactepos k8s
https://github.com/kubescape/kubescape
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JllenoHnpoBaHHaA 3alnTa

PERIMETER SECURITY

NETWORK SECURITY

INTRUSION PROTECTION | FIREWALL | SECURITY GATEWAYS

ADVANCED EMAIL SECURITY

BUSINESS CLASS EMAIL | VIRUS | SPAM | URL LINK PROTECTION

ENDPOINT PROTECTION

NEXT CENERATION ARTIFICIAL INTELLICENCE BASED PROTECTION

I ﬁ—H \ J \l | ( 5

(PROACTIVE) (REACTIVE)
POLICY MANAGEMENT MONITORING + RESPONSE
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01 Fail Safe 03 Secure by Design

02 LeastPrivilege 04 Economy of Mechanism
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01 Fail Safe 03 Secure by Design

02 LeastPriviege 04 Economy of Mechanism
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01 BHeppunu SAST
02 Bueppunu Gitlab security templates
03 Cobpanun cBou security template

04 lNoHann 410 Nnopa HaHATb DevSecOps
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