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ByteWeaver

UHCTpyMeHTUupoBaHue 6antkoga Bo
NMA BeNMKoro énara

AnekcaHgp AcaHoB, Android paspa6boTtuuk B OK, Tracer, ByteWeaver
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NTakK, Mbl yMeeM cobupaTb
OaHHble O Bbl30Bax MeTO4O0B
Yyepes systrace Ha YCTPOUCTBAxX
nonb3oBaTena B npojgakLlieHe!

Jla, HO eCcTb HOaHC. [1aHHbIX B
Tpencax Mano, N0OTOMY 4YTO Maso
roe paccrtaBneHbl Bbi30OBbI
Trace.beginSection u
Trace.endSection

Al Hy Bcég, kaneu|!
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HamM Hafo paccTaBuUTb Bbl30BbI BO
BCe MeToAbl XKLl Bcex akTUBHOCTEN,
910 100500 dpannos!

Bcex ¢pparMeHTOB, CEPBUNCOB,
pecunBepoB.
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Abangetb! A A xouy nonMmaTb BCe
TOCTbI B TeCTax...

A A Xo4y 3a5ormpoBaTb BCe
NnokKasbl BCEX YBEAOM/IEHUN, a TO
NOoNb30BaTENN XXaNyrTCA...

Ay MeHA TYT KpaLl
[TamaruTul..
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Tak, cton!

[laBan-kKka no nopsapky.



['ThaH

NcTtopua ByteWeaver

YTo Takoe bantkon

e Korga Mbl 6ygem ero npaBuTb

Kaknm obpasomM Mbl byaem 3To aenaThb
e /ICTOpUN N3 XXN3HU

e BbiBOAbI

[1naHbl Ha bygyulee
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UcTopua

OTKypa ecTb nowen ByteWeaver



UcTtopusa ByteWeaver

MepepaboTaH B ByteWeaver
® f3bIK KOHDUrypaumm

MonbiTKa B e OTAeNbHbIN NABANLWNHT e EOsbLLE
MepBbii niorupoBaxune e HoBble HO3Kenchl (O3KECOR
6anTKong, (fail) o [OHUT-TecTsl
2003 2018 2023
1997 2016 2022 2024

ASM
e OCHOBA BCEro AP0 nepesefeHo Ha HOBbIN
AGP
transformClassesWith

e HoBblIe HO3KENCbI

o MepBble HAPAbOTKM B paMKax MPOEKTa
e visitor pattern HPRBF Tpeiicep
e AutoTraceTransform
e OCHOBHOE AP0 Npeo6bpa3oBaHUMn
® /lHCTpymMeHTUpoBanun metogbl XKL,
e JueHb MHOrOo Xapakona
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YT0 Takoe 6anTKoA

HEMHOIo Teopun
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[Mpumep 6anUTKOAA

class Example { —’—>
fun execute(runnable: Runnable): Int {

public final int execute(java.lang.Runnable);

Code:
try { 0: aload_1
println("Going t n") 1: ldc o7
runnable.run() 3: invokestatic #23
} Cat;:niiﬁi Throwable} {“ e 6: nop
P § : ‘ : 7: ldc #25
} 9: getstatic #31
return 0 12: swap
} — > 13: invokevirtual #37
} 16: aload_1
L————> 17: invokeinterface #42, 1
22: goto 35
25: astore_2
26: ldc #44
28: getstatic #31
31: swap

32: invokevirtual #37
35: iconst_0

SPOILER ALERT!!!

ByteWeaver natuut
Havano/koHel PYyHKLUUN U
Bbl30Bbl PYHKLNU

36: ireturn
Exception table:
from to target type
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String runnable
Method kotlin/jvm/internal/Intrinsics.checkNotNullParameter:
(Ljava/lang/0Object;Ljava/lang/String; )V

String Going to run
Field java/lang/System.out:Ljava/io/PrintStream;

Method java/io/PrintStream.println:(Ljava/lang/Object;)V
InterfaceMethod java/lang/Runnable.run:()V

String What a Terrible Failure

Field java/lang/System.out:Ljava/io/PrintStream;

Method java/io/PrintStream.println:(Ljava/lang/Object;)V

6 22 25 Class java/lang/Throwable



[Mpmep 6anTkopa (Dalvik)

class Example { 4,—> .method public final execute(Ljava/lang/Runnable;)I
.registers 5
fun execute(runnable: Runnable): Int { .

.param p1, L t Ljava/lang/Runnable;
try {

println("Going to run") —————————— const-string ve,
runnable.run()
} catch (ex: Throwable) {

invoke-static {p1, v@}, Lkotlin/jvm/internal/Intrinsics;—checkNotNullParameter(Ljava/lang/Object;Ljava/lang/String;)V

println("What a Ter: Failure") line 7
} nop
return 0 line 8
} —————— > :try_start_6
} const-string ve,

sget-object v1, Ljava/lang/System;—out:Ljava/io/PrintStream;

L » invoke-virtual {vi, v@}, Ljava/io/PrintStream;—println(Ljava/lang/Object;)V

.line 9

» invoke-interface {p1l}, Ljava/lang/Runnable;—>run()V
:try_end_10
.catchall {:try_start_6 .. :try_end_10} :catchall_11

goto :goto_19

.line 10
:catchall_11

move-exception v@ nonchﬂ!

.line 11
.local vo, " :Ljava/lang/Throwable;
sget-object v1, Ljava/lang/System;—out:Ljava/io/PrintStream;

const-string v2, t a Terrible ilu
invoke-virtual {vi, v2}, Ljava/io/PrintStream;—println(Ljava/lang/Object;)V

.line 13

.end local vO #
:goto_19

const/4 vo, 0x0

HSEVEVAREL-VA)

return vo
.end method 13
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Kakou 6auTkoa Mbl MOXXEeM NpPaBUTD,
a KaKOn He MOXXeM



Korpga mbl npaBumM 6antkop,

.java
.kt

| KOMMUITATOP —

.aar
.jar

| maven/gradle

.class ’ BytJWeaver —

.class ’

Proguard (R8)

.class ’ Dex (R8) —

.dex ] AGP —

.aab

.xml
.png
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Kakum ob6pa3omM Mbl bygem ero npaBuUTb



[Toakno4ynm nnarvH

plugins { pluginManagement {
id version repositories {
} maven { url
H
}

KoHpurypupyem

byteweaver {

{
srcFiles +=
srcFiles +=
srcFiles +=

}
{
srcFiles +=
}
{

srcFiles +=

dannbl KOHOUrypaLumnm Ha
A3blke KOHQUrypauum
ByteWeaver

A

srcFiles +=
srcFiles +=



Onpepensaem Knaccbl 2

class io.reactivex.rxjava3.internal.operators.single.SingleFromCallable {
class * extends android.view.View {

class * extends java.lang.Runnable {

class * {

@SomeAnnotation
class ru.ok.android.* {

Mo>keM ncnosb3oBaTtb import

import ru.ok.android.app.NotificationsLogger;
import java.lang.String;
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Onpenenaem Mmetoabl

class * extends android.app.Activity {
void onCreate(android.os.Bundle) {

class * extends java.lang.Runnable {
void run() {

class * {

aru.ok.android.commons.os.AutoTraceCompat
* *( k%) {

class * {
* x(**x) {

20



BcTaBnsieM kop, B HaYyano/KoHew 2

class * {

aru.ok.android.commons.os.AutoTraceCompat

* *(*Fx) {

before void TraceCompat.beginTraceSection(trace);

}

after void TraceCompat.endSection();

class Main {
@AutoTraceCompat

public static void main(String[] args) {
System.out.println("Hello World

}

Dl

class Main {
@AutoTraceCompat
public static void main(String[] args) {
try {
TraceCompat.beginTraceSection("Main.main(String[])");
System.out.println("Hello World");
} finally {
TraceCompat.endSection();

}

21



3amMeHsieM Bbi30Bbl e

class io.reactivex.rxjava3.internal.operators.single.SingleFromCallable {
* subscribeActual( ***) {
java.lang.0Object java.util.concurrent.Callable.call() {
replace java.lang.Object ru.ok.android.utils.RxNpeChecker.checkCallableCall(self);

public final class SingleFromCallable<T> extends Single<T> { public final class SingleFromCallable<T> extends Single<T> {
final Callable<? extends T> callable; final Callable<? extends T> callable;
public SingleFromCallable(Callable<? extends T> callable) { public SingleFromCallable(Callable<? extends T> callable) {
this.callable = callable; this.callable = callable;
} }
@Override @Override
protected void sub prd

 fecerd CALTADLE s CALL( ) | s o st vt

} catch (Throv
Exceptions

RxNpeChecker.checkCallableCall(callable)

RxJavaPlugi
return;

22
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UcTopun
N3 XKXNU3HMU,

X NpoaoiXXeHune
U OKOH4YaHue

HoTupunkallkm




Kak nommaTtb TOCTbI

class * {
* *(*rx) {
void Toast.show() {
replace void ToastWatcher.show(self)

ToastWatcher {
: (toast: Toast) — Unit = {}

aJvmStatic
show(toast: Toast) {
(toast)
toast.show()

24
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Kak 3anormpoBaTb HOTUPUKaAL UK

class * {
* *(*F%) {
void NotificationManager.notify(String, int, Notification) { 3TO Ba)KHO:
replace void NotificationsLogger.logNotify(self, 0, 1, 2) HO nO'ﬂ,perM

nPUYMHaMm

NotificationsLogger {

aKeepName
(NotificationManager manager, String tag, int id, Notification notification) {
LogNotlflcatlonsUtll logNotification(notification, trace())
manager.notify(tag, id, notification)

25



Kak 3anormpoBaTb HOTUPUKaAL UK

s LogNotificationsUtil {
oid logNotification(Notification notification, String codeSrc) {

[MpoBepsaem pydunbHuk n3 remote config

Cobupaem gaHHble

OoTn paBiideM B aHalIMTUKY




Kak cHavyana Hu4yero He NoOHUMaThb... B

java.lang.NullPointerException

The callable returned a null value

java.util.Objects.requireNonNull(Objects.java:228)

© io.reactivex.rxjava3.internal.operators.single.SingleFromCallable.subscribeActual(SingleFromCallable.java:43)
io.reactivex.rxjava3.core.Single.subscribe(Single.java:4855)
io.reactivex.rxjava3.internal.operators.single.SingleSubscribeOn$SubscribeOnObserver.run(SingleSubscribeOn.java:89)
io.reactivex.rxjava3.core.Scheduler$DisposeTask.run(Scheduler.java:644)
io.reactivex.rxjava3.internal.schedulers.ScheduledRunnable.run(ScheduledRunnable.java:65)
io.reactivex.rxjava3.internal.schedulers.ScheduledRunnable.call(ScheduledRunnable.java:56)
java.util.concurrent.FutureTask.run(FutureTask.java:266)
java.util.concurrent.ScheduledThreadPoolExecutor$ScheduledFutureTask.run(ScheduledThreadPoolExecutor.java:301)
java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1167)
java.util.concurrent ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:641)

ru.ok.android.utils.NamedThreadFactory$1.run(NamedThreadFactory.java:35)
java.lang.Thread.run(Thread.java:929) ’
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SingleFromCallable<T> ds Single<T> {

Callable<?

SingleFromCallable(Callable<? e s T> callable) {

= callable;

@0verride

i subscribeActual(SingleObserver<?

{

Objects.requireNonNull( .call()
(Throwable ex) {

Exceptions. throwIfFatal(ex)

RxJavaPlugins.onError(ex)

> observer) f{




Kak cHavyana Hu4yero He NoOHUMaThb...

class io.reactivex.rxjava3.internal.operators.single.SingleFromCallable {
* subscribeActual( **x) {
—> java.lang.Object java.util.concurrent.Callable.call() {
replace java.lang.Object ru.ok.android.utils.RxNpeChecker.checkCallableCall(self)
}

[1>KeHepnKOB He cyLLecTByeT

)11 RxNpeChecker {
aSuppressWarnings( )
Object checkCallableCall(Callable callable) s Exception {
| Object result = callable.call(); <
f (result = null) {
' NullPointerException( + callable);

1 result;




... a MOTOM Ka-a-aK NoHATbl..

java.lang.NullPointerException

The callable returned a null value: 190.b@2f39178

=  ru.ok.android.utils.RxNpeChecker.checkCallableCall(RxNpeChecker.java:12)
io.reactivex.rxjava3.internal.operators.single.SingleFromCallable.subscribeActual(SingleFromCallable.java:43)
io.reactivex.rxjava3.core.Single.subscribe(Single.java:4855)
io.reactivex.rxjava3.internal.operators.single.SingleSubscribeOn$SubscribeOnObserver.run(SingleSubscribeOn java:89)
io.reactivex.rxjava3.core.Scheduler$DisposeTask.run(Scheduler.java:644)
io.reactivex.rxjava3.internal.schedulers.ScheduledRunnable.run(ScheduledRunnable.java:65)
io.reactivex.rxjava3.internal.schedulers.ScheduledRunnable.call(ScheduledRunnable.java:56)
java.util.concurrent.FutureTask.run(FutureTask.java:264)
java.util.concurrent. ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:637)
ru.ok.android.utils.NamedThreadFactory$1.run(NamedThreadFactory.java:35)

java.lang.Thread.run(Thread.java:1012)
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... a MOTOM Ka-a-aK NoHATbl..

ru.ok.android.api.rx.core.RxApiClient$$ExternalSyntheticLambdal —> 190.b:

aSingleton
RxApiClient {
aNonNull

<T> Single<T> execute(aNonNull ApiExecutableRequest<T> request) {
Single. fromCallable(() - .execute(request))
.subscribeOn( )
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... U Ka-a-aK NnouYmMHuTbl..

@Singleton
¢ RxApiClient {
aNonNull
<T> Single<T> execute(@NonNull ApiExecutableRequest<T> request) {
Single. fromCallable(() — executeNonNull(request))
.subscribe0On( )

aNonNull

<T> executeNonNull(@NonNull ApiExecutableRequest<T> request)
result = .execute(request)
(result = n ) {
String msg =
+ +tErequesit
+ + ApiRequests.extractLogTag(request)
+ + request.getOkParser()
NullPointerException(msg)

result




... U Ka-a-aK NnouYmMHuTbl..

java.lang.NullPointerException

Parsed api value was null. Request: UserinfoRequest{uids=780917803396}, method: users.getinfo, parser: b80.t@43beecO

<>

ru.ok.android.api.rx.core.RxApiClient.executeNonNull(RxApiClient.java:94)
ru.ok.android.api.rx.core.RxApiClient.lambda$execute$O(RxApiClient java:59)
ru.ok.android.api.rx.core.RxApiClient.$r8S$lambda$MM4lebPapgx3dsirxL9poH2nbac(RxApiClient java:0)
ru.ok.android.api.rx.core.RxApiClient$$InternalSyntheticLambda$1$dd62165dfd906473452f39e3ba095757fcd08abc10ab
68b78d799e365ed550bc$0.call(RxApiClient.java:4)
ru.ok.android.utils.RxNpeChecker.checkCallableCall(RxNpeChecker.java:8)
io.reactivex.rxjava3.internal.operators.single.SingleFromCallable.subscribeActual(SingleFromCallable.java:43)
io.reactivex.rxjava3.core.Single.subscribe(Single java:4855)
jo.reactivex.rxjava3.internal.operators.single.SingleSubscribeOn$SubscribeOnObserver.run(SingleSubscribeOn java:89)
io.reactivex.rxjava3.core.Scheduler$DisposeTask.run(Scheduler.java:644)
io.reactivex.rxjava3.internal.schedulers.ScheduledRunnable.run(ScheduledRunnable.java:65)
io.reactivex.rxjava3.internal.schedulers.ScheduledRunnable.call(ScheduledRunnable java:56)
java.util.concurrent.FutureTask.run(FutureTask.java:264)

java.util.concurrent ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:644)
ru.ok.android.utils.NamedThreadFactory$1.run(NamedThreadFactory.java:35)

java.lang.Thread.run(Thread.java:1012)
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KakoB ynoB?

e RxApiClient
e users.getInfo
e friends.getOnlineV2
o« friends.getOutgoingFriendRequests
e friends.invite
e LocalPhotoEditorFragment

e ¥ faxke He npuwnocbk ¢opkaTtb RxJaval
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Kak oboratutb SysTrace gna Tracer 0

bindApplication
activityStart l‘ Stream... S...
performCreate:ru.ok.android.ui.activity.main.OdklActivity A K '
OdklActivity.super.onCreate | OdklActivity.onlntent
} H [” ] H|\ infla.. | BaseCo... ||| in... ( ctivity.s ent. Tal

r commit

| i

activityStart ivity. m I
performCreate:ru.ok.android.ui.activity.main.OdklActivity .ui.activity.Sho...
.ui.activity.main.OdklActivity.onCreate(OdklActivity.java) .ui.activity.Ba...
dagger.a... OdklActivity.super.onCreate I OdklActivity.onintent androidx.appcom...
.ui.activity.ShowFragmentActivity.onCreate(... ity.Swi gme! | androidx.fragme...

.ui.activity.BaseActivity.onCreate(BaseActi... .ui.activity.main.OdklActivity.sh... ‘ .strea...

.ui.activity.compat.BaseCompatToolbarActiv. ity. St gm 1 Stream... S‘ '
.ui.activ... commit .stre... ‘
] an..| infla.. |BaseComp.. .ui.activity.. ) :
an.| (Wl [l .navigationm... | dagger.android.sup|
a ‘ _navigat... M
infla... [ \ ;
2 ] |
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Kak oboratutb SysTrace gna Tracer

class * extends ContentProvider

class *
@AutoTraceCompat * *(**%) onCreate()

class * extends Activity class * extends View
onCreate(Bundle) onAttachedToW1ndow()
onStart() onDetachedFromWindow()
onResume ()
onPause () before void TraceCompat.beginTraceSection(trace);

onDestroy()

class * extends Fra

after void TraceCompat.endSection();

r

onCreate()

handleMessage(Message)

onStart()
onResume () class * extends Handler.Callback
onPause() handleMessage(Message)
onDestroy()
onCreateView(LayoutInflater, ViewGroup, Bundle) class * extends JobIntentService
onViewCreated(View, Bundle) onHandleWork(Intent)

class * extends Service class * extends Runnable

onStartCommand(Intent, int, int) void run()
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; [0] id
LT ——————

(TR

.get() =

checkTimeouts()
(Exception e) {
Log. e(
.onException(e)

{
Thread.sleep( 000)

(InterruptedException ex) {

37
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A 4YTO CO BpeMeHEM CO60pKU?

e 3JTO Ha 60NbLUOM NpPOEKTE
 WMHKpemeHTanbHaa coopka paboTaeT
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BbiBOObl

YeMy Mbl Hay4Yyunuchb
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YTOo Mbl genanu Y10 Mornu ool

o [lo6aBnsanu norun o [106aBUTHb eLle KaKkoun
. logcat MOHUTOPUHI
. tracer e OnpepenaTtb (XKnesomn)

MepTBbIN Kop,

e [lo6baBnanu Tpencobl
e Bawiun BapuaHThbI

e systrace
e tracer

e MPNOTKPLINU YEPHbIN ALLUK
(pns TecToB)

e Uckanu n Haxogunu 6aru

40



Yero He cTtanu genaTtb, U BaM He CTOUT

e [lpaButb 6aru
e 3TO HEOYEBUOHO
e 3TO & B cTeKkTpeliice
e 370 & npu gebare
e 3T10 yBenuumsaet bus factor
e [eHepuTb “npoaykKTOBbLIN” KOA
e Tporanun TonbkKo “no6o4HbIn” KopA,

41



YTO Mbl MOHANU

¢ WMHorpa HY>XKHO KOMHYTb rny6yxe
e He Bcerpga Mbl MOXKEM NOANPABUTb UCXOAHDbIN KO,

e ByteWeaver — cneyundpuyecknin UHCTPYMeHT gne
cneuunduyeckux sagad

e KonaTtbcA B 6aNTKoge — 9TO OYEHb YB/IEKATENbHO!

42
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IELGEEE
bynyuiee
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[TnaHbl Ha byaylee

e before method args (ro/rw)

after method result (rw)

replace body (args, result)

stopship

M
HeMHOro AekoMnunsaumu ) &wa.../

maHO
log(x) » log("x = $x") (mathot fobpems o¢
go opensource

44



&) oK. TECH

Cnacunbo 3a
BHUMaHue!

3agaBauTte
BOMPOCHI

AnekcaHgp AcaHoB, Android paspa6boTtuuk B OK, Tracer, ByteWeaver
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