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O 4yém byaem roBoOpUTh?

*  MHOronoto4YHOCTb M aCMHXPOHHOCTbL B .NET

*  KWLWKM NPUMUTUBOB CUHXPOHM3ALNN N KONNEKLNM
* Korga OHM He CnNpaBAAOTCS C Harpy3kowu

* Y10 penatb?



. Task.Delay &

imerQueue



Polling & long polling

CepBep — BbINOAHAET AOATNE ONepaLnn, KINEHT — XAET UX.
Polling:
*  KnmeHT nepuogmyeckn cnpalumBaeT cepeep Npo pesynbraTt
Long polling:
*  KnmeHT oTnpasasfeT 3anpoc ¢ boabwum maumMaymom, a
cepBep OTBeYaeT Mo 3aBepLUeHUIO ornepauum
+ MeHbLnm 06BEM Tpaduka

+ KnneHT y3HaET o pe3ynbrate bbicTpee



3aaaya: timeout

XoTuMm nogoxaaTtb Task ¢ TamayTom:

await SendAsync();



PellieHne

var sendTask = SendAsync();
var delayTask = Task.Delay(timeout);
var task = await Task.WhenAny(sendTask, delayTask);

if (task == delayTask)
return Timeout;



[Tpobaembl npu long polling

* bosblune TavmayTbl
* MHoro napannenbHbIX 3aNpPOCOB
« => Bblcokas 3arpy3ka CPU



t's WinDbg time!

~*elclrstack

System.Threading.Monitor.Enter(System.Object)
System.Threading.TimerQueueTimer.Change(...)
System.Threading.Timer.TimerSetup(...)
System.Threading.Timer..ctor(...)
System.Threading.Tasks.Task.Delay(...)



Lock convoy

*  MHOro NoToKoOB MbITAOTCA 3axBaTUTb OAUH lock
* [log lock’'om BbInONHAETCA Mano Koaa

*  Bpemsa TpaTUTCA He Ha BbIMOJAHEHME KOAQA, @ Ha
CMHXPOHM3aLMIO NMOTOKOB

*  bAoKMpyrOTCA NOTOKK K3 Tpeanyna — OHN He BECKOHEYHbI



TimerQueue

* Ynpasnset Taumepamu B .NET npmnnoxeHnu

* Tanmepbl NCNOAb3YHOTCA B:
 Task.Delay
* CancellationToken.CancelAfter
 HttpClient
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TimerQueue under the hooad

* Global state (per-appdomain):
Double linked list of TimerQueueTimer
Lock object

* Routine, 3anyckatowasn callbacks Tanmepos
*  Tanmepsbl He ynopsaAOYeHbl NO BpeMeHM cpabaTtbiBaHWA

»  [lobaBneHue tanmepa: O(1) + lock
*  YpaneHue tanmepa: O(1) + lock
« 3anyck Taumepos: O(N) + lock
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NET Core fix

» Lock sharding

*  Environment.ProcessorCount TimerQueue’s
 Separate queues for short/long-living timers
* Short timer: time <= 1/3 second

https://github.com/dotnet/coreclr/pull/14527
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https://github.com/dotnet/coreclr/pull/14527

NET Framework 4.8

App.config

<AppContextSwitchOverrides value=
"Switch.System.Threading.UseNetCoreTimer=true"/>

https://github.com/Microsoft/dotnet-framework-early-access/blob/master/
release-notes/NET48/dotnet-48-changes.md
https://github.com/dotnet/coreclr/labels/netfx-port-consider
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https://github.com/Microsoft/dotnet-framework-early-access/blob/master/release-notes/NET48/dotnet-48-changes.md
https://github.com/Microsoft/dotnet-framework-early-access/blob/master/release-notes/NET48/dotnet-48-changes.md
https://github.com/dotnet/coreclr/labels/netfx-port-consider

Task.Delay: MOXHO 1 ellé 3pdekTnBHee?

» BinaryHeap

« [obaeneHune Taumepa: O(log(N)) + lock
» 3anyck Tanmepos: K*O(log(N)) + lock

* YnaneHune tanmepa: O(N) + lock

14



Task.Delay: BbIBO/Ab

° HO,[I,BO,[I,HbIe KaMHW Be34€ - Aa>XXe B CaMblX
NCMOJIb3YyEMbIX BE€LLaAX

* [lpoBognTe Harpyso4yHoe TeCTupoBaHue

* [lepexoguTte Ha Core, nony4yamte 6ar@ukchbl
(v HOBbIe Baru) NnepebIMU )
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2. SemaphoreSlim
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3aJa4a; CepBEPHbIV TOOTTAMHT

TpebyeTca orpaHMUYnNTb YNCNO NMapannenbHO
obpabaTbiBaeMbIX 3aNpPOCOB Ha CepBepE
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Semaphore

*  [IPUMUTMB CUHXPOHWM3ALMK, NOA KOTOPbIM
MoryT npontn N BOpkepOB O4HOBPEMEHHO

* OcTanbHble — XAYT B oUepeam

var semaphore = new SemaphoreSlim(N);

await semaphore.WaitAsync();

await HandleRequestAsync(request);
semaphore.Release();
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3a/la4a; CePBEPHbIN TPOTTANHT

YCcnoxHeHwue:
3anpocCbl HY>XKHO obpabatbiBaTb B LIFO nopsagke

*  SemaphoreSlim
» ConcurrentStack
«  TaskCompletionSource
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Failure

*  BblCOKOHarpy>xeHHOe nNpuaoxXeHume

* [loTpebnenne CPU npunaoxeHnem nepmoanyeckm
Bo3pacTtaet go 100%

* [lpobnema BoCnponsBogmaach Kaxabl AeHb Ha
C/ly4anHOM cepBepe

*  CHATb gamMn NOAYy4YMNOCh He Cpasy

procdump64 -c 70 -ma <pid> -accepteula
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Lock convoy

~*elclrstack

* WaitAsync — 150 threads
* Release — 900 threads

System.Threading.Monitor.Enter(...)
System.Threading.SemaphoreSlim.WaitAsync(...)
Throttling.ThrottlingProvider.ThrottleAsync(...)
Http.Server.HandleThrottlingAsync(...)
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SemaphoreSlim under the hood

State:
currentCount (remaining capacity)
Waiters queue (double linked list)
Sync object
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Try to implement lock-free semaphore

*  Onepaymm WaitAsync, Release — Hebnokumpyrowme
Mopagok — LIFO
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LifoSemaphore

« State:

» currentCount (remaining count)
»  Waiters (ConcurrentStack<TaskCompletionSource>)
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LifoSemaphore: WaitAsync

var decrementedCount = Interlocked.Decrement(ref currentCount);

if (decrementedCount >= 0)
return Task.CompletedTask;

var waiter = new TaskCompletionSource<bool>();
waiters.Push(waiter);

return waiter.Task;
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LifoSemaphore: Release

var countBefore = Interlocked.Increment(ref currentCount) - 1;

if (countBefore < 0)
{

if (waiters.TryPop(out var waiter))
waiter.TrySetResult(true);

PaboTtaet?
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TaskCompletionSource continuations

var tcs = new TaskCompletionSource<bool>();
/* Task 1 */

Console.WritelLine(1);
tcs.TrySetResult(true);
Console.WritelLine(2);

/* Task 2 */
await tcs.Task;
Thread.Sleep(-1);
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TaskCompletionSource continuations

var tcs = new TaskCompletionSource<bool>(
TaskCreationOptions.RunContinuationsAsynchronously);

/* OR */

Task.Run(() => tcs.TrySetResult(true));
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Race condition

using static Interlocked;
using Waiter = TaskCompletionSource<bool>;

Task WaitAsync() { void Release() {
var decrementedCount = var countBefore =
Decrement(ref currentCount); Increment(ref currentCount) - 1;

if (decrementedCount >= 0)

return Task.CompletedTask; if (countBefore < @)

{
if (waiters.TryPop(out var waiter))

var waiter = new Waiter();
waiter.TrySetResult(true);

waiters.Push(waiter);

return waiter.Task; }
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Race condition

using static Interlocked;

using Waiter = TaskCompletionSource<bool>;

Task WaitAsync() {
var decrementedCount =
Decrement(ref currentCount);

if (decrementedCount >= 0)
return Task.CompletedTask;

var waiter = new Waiter();
waiters.Push(waiter);

return waiter.Task;

void Release() {
var countBefore =

Increment(ref currentCount) - 1;

if (countBefore < 0)

{

if (waiters.TryPop(out var waiter))

waiter.TrySetResult(true);
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LifoSemaphore: Release

var countBefore = Interlocked.Increment(ref currentCount) - 1;

if (countBefore < 0)

{ Waiter waiter;
var spinner = new SpinWait();
while (!waiters.TryPop(out waiter))
spinner.SpinOnce();
waiter.TrySetResult(true);
}
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LifoSemaphore: CoreRT

LowLevellLifoSemaphore

* CMHXPOHHbIN

* Ha Windows ncnonb3yet B kadectse cteka Windows 10
Completion port

https://github.com/dotnet/corert/blob/master/src/
System.Private.Corelib/src/System/Threading/LowLevelLifoSemaphore.cs
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https://github.com/dotnet/corert/blob/master/src/System.Private.CoreLib/src/System/Threading/LowLevelLifoSemaphore.cs
https://github.com/dotnet/corert/blob/master/src/System.Private.CoreLib/src/System/Threading/LowLevelLifoSemaphore.cs

34€eCb OyaeT cpaBHEHME
Pa3HbIX ceMapOpOB

(V)
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BbIBOb

* He HagenTecCh, YTO KNLWKK GPpeMBOPKA BbIXXKMBYT NOA
BaLLleW Harpy3Kou

* [lpoLlie pelatb KOHKPETHYHO 3ada4uy, YEM OOLLMN Cydau
* Harpy3ouHoe TecTMpoBaHMe NOMOraeT He BCerja
*  Onacantecb 610KMPOBOK
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3. (A)sync 10
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Async 1O

System.Threading.Monitor.Enter(System.Object)

System.Threading.PinnableBufferCache.Restock(...)

— -4 -

System.Threading.PinnableBufferCache.Allocate(...)

System.Threading.Overlapped..ctor(...)
System.Net.HttpRequestStream...
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Overlapped

OVERLAPPED structure — contains information used in
asynchronous (or overlapped) input and output (1/0).

https://docs.microsoft.com/en-us/windows/desktop/api/minwinbase/ns-minwinbase-overlapped 37



https://docs.microsoft.com/en-us/windows/desktop/api/minwinbase/ns-minwinbase-_overlapped

Caching of OverlappedData

.NET 4.5.1

OverlappedDataCache

ConcurrentStack based
Lock free

.NET 4.5.2

PinnableBufferCache
- Two parts:

- Lock free for Gen2 buffers

- List+global lock for young
buffers

(optimizations to avoid pinning
in younger generations)
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PinnableBufferCache

Lock convoy:
* Ecam 3akOH4YNAnCL Bydepbl
* [lpwn BO3BpaTe OOBHLEKTOB B MY/
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Voodoo code

Environment.SetEnvironmentVariable(
"PinnableBufferCache_System.Threading.OverlappedData MinCount",
"10000") ;

new Overlapped().GetHashCode();

for (int 1 = 0; 1 < 3; i++)
GC.Collect(GC.MaxGeneration, GCCollectionMode.Forced);
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NET Core

» NativeOverlapped for OverlappedData
allocated on unmanaged heap

* Pinning Is unnecessary
* PinnableBufferCache removed

https://qgithub.com/dotnet/coreclr/pull/18360
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https://github.com/dotnet/coreclr/pull/18360

BbIBOb

* He BCe onTMmMM3aLMm o4MHAKOBO MOJE3HbI
* B 3TOT pa3 — NpocCTo NoBe3no
W cHoBa .NET Core (:
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4. Key-value collections
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Concurrent collections

* ConcurrentStack<T>
 ConcurrentQueue<T>
» ConcurrentDictionary<TKey, TValue>

44



ConcurrentDictionary

[lpMeHeHns:

* K>

* VHpekc

[1atochl:

*  BxoawT B CTaHAapPTHYHO brnbanoteky

*  YpobHble onepaunm (TryAdd/TryUpdate/AddOrUpdate)
* Lock-free uteHus

*  Lock-free enumeration
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NET Dictionaries: xalw-tabamua

int bucket = key.GetHashCode() % buckets.Length

O — 5 15— 10

null
lock

null

lock
& 3 —> 8

4




NET Dictionaries: xaw-1abamua

2 1 free
O3 | 5] 8|15 4 |10

I




ConcurrentDictionary: memory overhead

struct Dictionary.Entry class ConcurrentDictionary.Node
key * key
value * value
int hashCode  int hashCode
int next - object next

8 bytes overhead 28 bytes overhead
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ConcurrentDictionary: GC overhead

ConcurrentDictionary<Guid, Guid> Dictionary<Guid, Guid>
GC.Collect(2) GC.Collect(2)

Count Mean Count Mean

100 000 4.9 ms 100 000 | 69.15 us

1 000 000 61.9 ms 1 000 000 | 66.75 us

10 000 000 | 474.1 ms 10 000 000 | 67.59 us




ConcurrentDictionary: npocTble peLleHns

* QOrpaHunyeHune Ha pasmep
« TTL
 Sharding
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3aaada; MHAeKC

*  Hy>XHO XpaHuTb In-memory nHgekc <Guid, Guid>
* B uHaekce > 10° snemeHTOB

* [TOCTOAHHO MPOUCXOAAT UTEHUSA N3 HECKONbKMX NMOTOKOB,
3aMncK — peakme

° Hy>KHO YMETb Nepeynciiartb BCe 3/IEMEHTbI B KOJIJIEKLLNW
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Csom ConcurrentDictionary?!

*  Lock-free reads

*  Lock-free enumeration

*  Small memory overhead

*  Small GC overhead
 Single writer/many readers
* No LOH if possible
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Dictionary

int[] buckets;
Dictionary.Entry entries[];

Dictionary.Entry:
* key, value, hashCode
* 1int next
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Dictionary

* [loTokobe3onaceH Ha YTeHUe, eCan HeT nucaTteneun

*  YTO MOXET NOUTWN He TaK, ecam byayT 3anncm?

[Mpwn Resize yBnaenn buckets n entries pasHbix Bepcmn
[Mpoumntann mycop Bmecto Dictionary.Entry

[lepewnn No nHaeKCaM-CcCblikam B MyCcop

[1OTOK 3aUMKANACA NPU Nepexose Mo MHAEKCAM-CCbIIKaM
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Dictionary

* [loTokobe3onaceH Ha YTeHUe, eCan HeT nucaTteneun

*  YTO MOXET NOUTWN He TaK, ecam byayT 3anncm?

[Mpwn Resize yBnaenn buckets n entries pasHbix Bepcmn
[10TOK 3aUMKANACA NPU Nepexose No MHAEKCAM-CCblIKaM
[MpoumnTtann mycop Bmecto Dictionary.Entry

[lepewnn No nHAeKCaM-CcCblkamM B MyCop
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Tricks from NET Framework 1.1

System.Collections.Hashtable

“Hashtable is thread safe for use by multiple reader threads
and a single writing thread. It is thread safe for multi-thread
use when only one of the threads perform write (update)
operations” — MSDN
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Dictionary

* [loTokobe3onaceH Ha YTeHUe, eCan HeT nucaTteneun

*  YTO MOXET NOUTWN He TaK, ecam byayT 3anncm?

[Mpwn Resize yBnaenn buckets n entries pasHbix Bepcmn
[10TOK 3aUMKANACA NPU Nepexose No MHAEKCAM-CCblIKaM
[MpoumnTtanm mycop Bmecto Dictionary.Entry

[lepewnn No nHAeKCaM-CcCblkamM B MyCop

57



Tricks from .NET Framework 1.1

Dictionary.Entry canwkom 60abLION — ero Hesb3A NpoYnTaTb aTOMapHo
sizeof(DictionaryEntry) == sizeof(key) + sizeof(value) + 8

Nnan BcCé >xe MOXXHO?
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Clean reading

bool writing;
int version;

while (true)

{
int version = this.version;
bucket = buckets[index];
if (this.writing || version != this.version)
continue;
break;
}
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Dictionary

* [loTokobe3onaceH Ha YTeHUe, eCan HeT nucaTteneun

*  YTO MOXET NOUTWN He TaK, ecam byayT 3anncm?

[Mpwn Resize yBnaenn buckets n entries pasHbix Bepcmn
[10TOK 3aUMKANACA NPU Nepexose No MHAEKCAM-CCblIKaM
[MpoumnTtann mycop Bmecto Dictionary.Entry

[lepewnn No nHAeKCaM-CcCblkamMm B MyCop
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Trick from .NET Framework 1.1

Kak nepexoantb N0 NMHAEKCHbBIM CCblIKaM?
B Dictionary MOXHO nepeckounTtb Ha gpyron bucket

1.Read O
2. Delete 2 02 0 0
4.Read 1

PeweHune n3 Hashtable: otkazaTtbeca ot buckets n ccbinok



Obpabotka KONNN3NMA

DJIEMEHTbI XPaHATCA B MadCCUBE

|ﬂ,J'IFI Ka>XX40ro asieMeHTa HaydUnMMCA BbIUNCAATE NMOPAAOK o6xo,u,a

3anuce:
* B nepsyto cBOGOAHYIO AYenKy B nopsaake obxoaa
*  Ecnm cBobOgHbIX AUeeK HeT — resize
YT1eHue:
*  Wuwem anemeHT B nopsaake ob6xoga, Noka He HaUAEM NYCTYHO AYENKY
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[locnenoBateibHbI NOPAAOK 0OX0Aa

Ana anemeHta c hash = 2 Ansa snemeHTa c hash = 4

3104|1012 112131410




Trick from NET Framework 1.1

"Enumerating through a collection is intrinsically
not a thread safe procedure. Even when a
collection is synchronized, other threads can still
modify the collection, which causes the
enumerator to throw an exception.” — MSDN
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Trick from NET Framework 1.1

» Clean reading during enumeration
Elements may appears twice

+ Clean reading of entire buckets
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Csom ConcurrentDictionary?!

* Lock-free reads

* Lock-free enumeration

* Small memory overhead

« Small GC overhead
 Single writer/many readers
* No LOH if possible
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Avoid LOH: sharding

» CustomDictionary => CustomDictionarySegment

* MaccmB € aneMeHTaMn B CerMeHTe — MaJIeHbKUN
* MoxHO caenatb 6A0KNPOBKM CEFMEHTOB Ha

3anncb — noutn ConcurrentDictionary

Dictionary

Segment

Segment

Segment
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34€eCb OyaeT cpaBHEHME
pa3HbIX dictionary

(V)
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BbIBOb

* NET He npeaneH

* Hwnyero He naeanbHO

* [lpoBoguTe TeCcTupoBaHue

* 3HauTe, Kak paboTaroT CTaHAaPTHbIE KAacChl
* M3obpeTtante Benocmnnesbi

» Tectnpymnte Benocunesbl
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LINKS
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BOINMPOCH

% CKB KoHTYp EBreHnmn lNewkos

e-mail: peshkov@kontur.
DOTNEXT telegram/twit?;/r/vk?ré@i:ar:shk
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