MpumeHeHne TLA+ ansa achbdheKkTUBHOro
TeCcTUpoBaHUA pacnpeaeneHHbIX CUCTEM

Huknta CuHA4YeHKo
EBreHnn HYepHaukuu



BARSIC

PaccmoTpumM Halwl nNyTb K Bepudukaumm pacnpeneneHHom cuctembl
BARSIC (Binlog Asynchronous Replication System n Consensus)



BARSIC

PaccmoTpumM Halwl nNyTb K Bepudukaumm pacnpeneneHHom cuctembl
BARSIC (Binlog Asynchronous Replication System n Consensus)

« MoTtuBayms K cozgaHuio
« Kak peanusoBbiBarsicd
o [lovyemy xoTenock BepupuLmMpoBaTth



PaccmaTtpuBaemas 3agada

o [laHHble xpaHAaTca B HekoTopou bl
o X0OYEeTCcHa MakCMMM3npoBaTb AOCTYMNHOCTb CUCTEMbI

Y
L

> key1 -> value1
key2 -> value?2

S




PaccmaTtpuBaemas 3agada

« [laHHble xpaHAaTca B HekoTopou bl
o XoO4YeTcd MakCcuMusnpoBaTb AOCTYNHOCTb CUCTEMDI

« Bo3MOXHble nNpobnemsbl:
o Ynana malwumHa c b[]
o CeTeBble Henonagku

N
N

x > key1 -> value1
key2 -> value?2

N~

key1 -> valuel
key?2 -> value2

N, o




PaccmaTpuBaemas 3agaya

[laHHble XpaHATCA B HekoTopon b1

XoyeTtco MaKCUMN3NPOBATb AOCTYNHOCTb CUCTEMBDI

Bo3MoOXHbIe Npobnembi:
o Ynana mawuHa c b/]
o CeTeBble HenoJiaaku

PelleHune: pennukauma gaHHbIX

Y
S o

key1 -> value1
key2 -> value2

L S

key1™-> value1
key2 -> value2

R



Pennukauuna gaHHbIX

« [laHHble B cucTeme MOryT U3MEHSATbCH
« TpebyeTtcsa noggepXuBaTb COrMacoBaHHOCTb MeXAy KOMUSMU

s Y
N N NG

key1 -> valuet key1 -> valuet <
key2 -> value2 key2 -> value3

N~ ~




Leader-follower pennukauus

« Onepaunu yTeHusa bygem coBepllaTtb Had FlOOoMn Konueun
« Onepaunu 3anncu — TONbKO Haf BblAENEHHOW KONuen-nnaepom

©

N~

key3 -> value3 get key2

> key1 -> valuel key1 -> valuel

key2 -> value2 key2 -> value2

R




Leader-follower pennukauus

« Onepaunu yTeHusa bygem cosepluaTth Had FlOOoOM Konuen

« Onepaunu 3anncu — TONbKO Haf BblAENEHHOW KONuen-nnaepom
« [laHHble 3anncbiBaeM B NocrieaoBaTerbHbIW XXypHan onepauum

« Paccbinaem anemMmeHThbl XypHana

key1 -> value1
op2 | opi key2 -> value2

key1 -> valuet
key2 -> value4

opl | op2 | op3 | op4

___ l__ key1 -> valuet

op3 | op2 | opil key2 -> value3




Leader-follower pennukauus

. [lpun cboe nupepa cuctema nepecrtaet paborartb Ha 3anmcb
« MOXHO HasHa4aTb HOBOIO Nnaepa BpyYHYy agMuHamMmu
« Ho xo4deTca ObICTpPO, aBTOMATUYECKN U BE3 py4yHOU paboThbl

TN T
e

key e3 get key2
key1 -> value1 key1 -> value1 <
key2 -> value2 key2 -> value2

Mo o N




Leader-follower pennukauus

« Kak BbIbMpaTb HOBOro nmaepa rnpu cboe npexHero?
« Kak cornacoBblBaTb AaHHbLIE MeXOY KOMUAMnN?
« Kak BoccTaHaBnuBaTtb AaHHble rnocne cb6oa Konum?




fl BbILUEN B HHTEPHET




Leader-follower pennukauus

. Kak BblOnpaTb HOBOro nuaepa npun cboe npexHero?
« Kak cornacoBbiBaTb JaHHbIe MEXOY KONMUAMN?
. Kak BoccTaHaBnuBaTtb AaHHble nocre cbosa konum?

OTBEeT: anropuTMbl KOHCEHCcyca



ANropuTMbl KOHCeHcyca

[103BONAKOT COrNMacoBaHHO NPUHSATL PELLEHNE HAa HECKOSbKNX areHTax
C Y4ETOM BO3MOXXHbIX cOOeB

[Tpnmepbl:
. Paxos, MultiPaxos (Megastore, Spanner, Chubby, ...)
. Raft (etcd, TIDB, Consul, ...)



Team Paxos vs Team Raft Heidi Howard @ Hydra
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ANropuTMbl KOHCeHcyca

Paxos, MultiPaxos (Megastore, Spanner, Chubby, ...)
Raft (etcd, TIDB, Consul, ...)
ZAB (Zookeeper)

Viewstamped Replication (BARSIC)



Viewstamped Replication

Viewstamped Replication Revisited

OcHoBaH Ha payHaax (view)
B kaxgom payHae oguH

npe.qonpep,eneHHbm nunoep CLIENT 1 CLIENT n

B Ha4are Ka>K,E|,O|_O payH.ﬂ.a User Code User Code

peI:IJ'Il/IKI/I peLwatoT, 6yp,eT JIn OH VR Proxy VR Proxy

AOENCTBYHOLLUM : t

dencTByrowmmn nuaep

NMPUHNMaeET 3anpochbl U # # #

pennmumpyeT Ux ocTanbHbIM VR Code VR Code VR Code

rlpl/l C6oe ﬂl/l,ﬂ,e pa pe NIVKN Service Code Service Code Service Code

Ha4YMHalOT HOBbLIV payH[ REPLICA REPLICA REPLICA
view number 5 view number 5 view number 4

follower leader follower


https://pmg.csail.mit.edu/papers/vr-revisited.pdf

Hanucanu anropntm no craTtbe.
OTnagunu, npoTecTupoBanu.
Bcé B3neTeno.



Ara, NOBEPWUIIHY 1 bpeaasnHa




MMnnemMeHTUTb CTaTbM YMEIKOT BCE



Viewstamped Replication He npakTuyeH

2. When replica i receives STARTVIEWCHANGE mes-
sages for its view-number from [ other replicas, it
sends a (DOVIEWCHANGE v, I, v', n, k, i) message
to the node that will be the primary in the new view. B coobuieHunsx nepeaaetcsa BECb XXypHar onepauumn
Here v is its view-number, [ is its log. v’ is the view
number of the latest view in which its status was
normal, n is the op-number, and k is the commit-
number.

e The log. This is an array containing op-number

Bcé cocTosiHne XpaHUTcs B NaMaTy entries. The entries contain the requests that have
been received so far in their assigned order.




ynyduweHusa anroputma

. [lepecbinaem B cOODLLIEHNAX HE BECH J10T, a N0 4YacTaMm

e XpaHMM COCTOSAHNE NEPCUCTEHTHO, YTODbLI HE CKaymMBaTb €ro
NOSHOCTLIO NMPU pecTapTe y3na

« HaunHaem HoBLIe BbIOOPLI HE MO TauMepy, a Npu Habope
KBOpYyMa Xenatowmx (prevote)



Hanucanu bapcuka no cratbe, nony4ynnu
COBCEM OpYyron anropuTtm,

KOPPEKTHOCTb HE AOKa3aHa.

[Tlpobnema B Hac?



Ipyrue yXxe ctankmBariucb ¢ Takum!




BcnomHuM xpectomaTumHbIN npumep — Paxos

"
3.

% =

Acceptor



Paxos nerko

onuncobiBaeTCA

A Paxos Algorithm

This summarises our simplified, Raft-style Paxos algorithm.
The text in red is unique to Paxos.

Persistent state on all servers: (Updated on stable storage

before responding to RPCs)

currentTerm latest term server has seen (initialized to 0 on
first boot, increases monotonically)

log[ ] log entries; each entry contains command for state
machine, and term when entry was received by leader
(first index is 1)

Volatile state on all servers:

commitIndex index of highest log entry known to be com-
mitted (initialized to 0, increases monotonically)

lastApplied index of highest log entry applied to state ma-
chine (initialized to 0, increases monotonically)

Volatile state on candidates: (Reinitialized after election)

entries[] Log entries received with votes

Volatile state on leaders: (Reinitialized after election)

nextIndex[ ] for each server, index of the next log entry to
send to that server (initialized to leader commit index + 1)

matchIndex| ] for each server, index of highest log en-
try known to be replicated on server (initialized to 0, in-
creases monotonically)

AppendEntries RPC

Invoked by leader to replicate log entries; also used as heart-
beat
Arguments:
term leader’s term
prevLoglndex index of log entry immediately preceding
new ones
prevLogTerm term of prevLogIndex entry
entries[ ] log entries to store (empty for heartbeat; may
send more than one for efficiency)
leaderCommit leader’s commitIndex
Results:
term currentTerm, for leader to update itself
success true if follower contained entry matching pre-
vLogIndex and prevLogTerm
Receiver implementation:
. Reply false if term < currentTerm
. Reply false if log doesn’t contain an entry at prevLogIndex
whose term matches prevLogTerm
. If an existing entry conflicts with a new one (same index
but different terms), delete the existing entry and all that
follow it

IS

w

L

Append any new entries not already in the log
If leaderCommit > commitIndex: set commitIndex =
min(leaderCommit, index of last new entry)

i

RequestVote RPC

Invoked by candidates to gather votes

Arguments:

term candidate’s term

leaderCommit candidate’s commit index

Results:

term currentTerm, for candidate to update itself
voteGranted true indicates candidate received vote
entries[] follower’s log entries after leaderCommit
Receiver implementation:

1. Reply false if term < currentTerm

2. Grant vote and send any log entries after leaderCommit

Rules for Servers

All Servers:

o If commitIndex > lastApplied: increment lastApplied and
apply log[lastApplied] to state machine

o IfRPC request or response contains term T > currentTerm:
set currentTerm = T and convert to follower

Followers:

® Respond to RPCs from candidates and leaders

o If election timeout elapses without receiving AppendEn-
tries RPC from current leader or granting vote to candi-
date: convert to candidate

Candidates:

e On conversion to candidate, start election: increase cur-
rentTerm to next ¢ such that  mod n = s, copy any log en-
tries after commitIndex to entries[], and send RequestVote
RPCs to all other servers

o Add any log entries received from RequestVote responses
to entries[]

o If votes received from majority of servers: update log
by adding entries[] with currentTerm (using value with
greatest term if there are multiple entries with same in-
dex) and become leader

Leaders:

e Upon election: send initial empty AppendEntries RPCs
(heartbeat) to each server; repeat during idle periods to
prevent election timeouts

o If command received from client: append entry to local
log, respond after entry applied to state machine

o If last log index > nextIndex for a follower: send Appen-
dEntries RPC with log entries starting at nextIndex
- If successful: update nextIndex and matchIndex for fol-
lower
- If AppendEntries fails because of log inconsistency:
decrement nextIndex and retry
o If there exists an N such that N > commitIndex and a ma-

jority of matchIndex[i] > N: set commitIndex = N




KoppekTHoCTb Paxos goka3saHa

P2. If a proposal with value v is chosen, then every higher-numbered pro-
posal that is chosen has value v.

Since numbers are totally ordered, condition P2 guarantees the crucial safety
property that only a single value is chosen.

To be chosen, a proposal must be accepted by at least one acceptor. So,
we can satisfy P2 by satisfying:

P2%. If a proposal with value v is chosen, then every higher-numbered pro-
posal accepted by any acceptor has value v.

We still maintain P1 to ensure that some proposal is chosen. Because com-
munication is asynchronous, a proposal could be chosen with some particu-
lar acceptor ¢ never having received any proposal. Suppose a new proposer
“wakes up” and issues a higher-numbered proposal with a different value.
P1 requires ¢ to accept this proposal, violating P2%. Maintaining both P1
and P2? requires strengthening P2 to:

P2°. If a proposal with value » is chosen, then every higher-numbered pro-
posal issued by any proposer has value v.



Ho npobnemMbl Takue xe

Paxos Made Live - An Engineering Perspective

9 Summary and open problems

We have described our implementation of a fault-tolerant database, based on the Paxos consensus algorithm.
Despite the large body of literature in the field, algorithms dating back more then 15 years, and experience
of our team (one of us has designed a similar system before and the others have built other types of complex
systems in the past), it was significantly harder to build this system then originally anticipated. We attribute
this to several shortcomings in the field:

e There are significant gaps between the description of the Paxos algorithm and the needs of a real-world
system. In order to build a real-world system, an expert needs to use numerous ideas scattered in
the literature and make several relatively small protocol extensions. The cumulative effort will be
substantial and the final system will be based on an unproven protocol.

e The fault-tolerance computing community has not developed the tools to make it easy to implement
their algorithms.

e The fault-tolerance computing community has not paid enough attention to testing, a key ingredient
for building fault-tolerant systems.



https://www.cs.utexas.edu/users/lorenzo/corsi/cs380d/papers/paper2-1.pdf

Ewe oauH anroputm — Raft

times out,
new election
times out, ' receives votes
starts starts from majority of
up election servers
Candidate
‘ discovers current

discovers
server with
higher term

leader or new term



Raft nerko

ONnMnucCbiBaeTCA

Persistent state on all servers:
(Updated on stable storage before responding to RPCs)

currentTerm latest term server has seen (initialized to 0
on first boot, increases monotonically)

votedFor candidateld that received vote in current
term (or null if none)

log[] log entries; each entry contains command

for state machine, and term when entry
was received by leader (first index is 1)

Volatile state on all servers:

commitIndex index of highest log entry known to be
committed (initialized to 0, increases
‘monotonically)

lastApplied index of highest log entry applied to state
machine (initialized to 0, increases
monotonically)

Volatile state on leaders:

(Reinitialized after election)

nextIndex(] for each server, index of the next log entry
to send to that server (initialized to leader
last log index + 1)

matchIndex|] for each server, index of highest log entry
known to be replicated on server
(initialized to 0, increases monotonically)

AppendEntries RPC

Invoked by leader to replicate log entries (§5.3); also used as
heartbeat (§5.2).

Arguments:

term leader’s term

leaderId so follower can redirect clients

prevLogIndex  index of log entry immediately preceding
new ones

prevLogTerm term of prevLogIndex entry

entries[] log entries (o store (empty for heartbeat;

may send more than one for efficiency)
leaderCommit  leader’s commitIndex

Results:
term currentTerm, for leader to update itself
success true if follower contained entry matching

prevLogIndex and prevLogTerm

Receiver implementation:

1. Reply false if term < currentTerm (§5.1)

2. Reply false if log doesn’t contain an entry at prevLogIndex
whose term matches prevLogTerm (§5.3)

3. Ifan existing entry conflicts with a new one (same index
but different terms), delete the existing entry and all that
follow it (§5.3)

4. Append any new entries not already in the log

5. IfleaderCommit > commitIndex, set commitIndex =
min(leaderCommit, index of last new entry)

RequestVote RPC

Invoked by candidates to gather votes (§5.2).

Arguments:
term candidate’s term
i did ing vote
lastLogIndex index of candidate’s last log entry (§5.4)
lastLogTerm term of candidate’s last log entry (§5.4)

Results:
term currentTerm, for candidate to update itself
voteGranted true means candidate received vote

Receiver implementation:

1. Reply false if term < currentTerm (§5.1)

2. If votedFor is null or candidateld, and candidate’s log is at
least as up-to-date as receiver’s log, grant vote (§5.2, §5.4)

Rules for Serve

All Servers:

+ If commitIndex > lastApplied: increment lastApplied, apply
log[lastApplied] to state machine (§5.3)

« If RPC request or response contains term T > currentTerm:
set currentTerm = T, convert to follower (§5.1)

Followers (§5.2):

* Respond to RPCs from candidates and leaders

If election timeout elapses without receiving AppendEntries
RPC from current leader or granting vote to candidate:
convert to candidate

Candidates (§5.2):

On conversion to candidate, start election:

* Increment currentTerm

* Vote for self

* Reset election timer

* Send RequestVote RPCs to all other servers

If votes received from majority of servers: become leader
If AppendEntries RPC received from new leader: convert to
follower

If election timeout elapses: start new election

Leaders:

+ Upon election: send initial empty AppendEntries RPCs

(heartbeat) to each server; repeat during idle periods to

prevent election timeouts (§5.2)

If command received from client: append entry to local log,

respond after entry applied to state machine (§5.3)

If last log index > nextIndex for a follower: send

AppendEntries RPC with log entries starting at nextIndex

+ If successful: update nextIndex and matchIndex for
follower (§5.3)

« If AppendEntries fails because of log inconsistency:
decrement nextIndex and retry (§5.3)

If there exists an N such that N > commitIndex, a majority

of matchIndex[i] > N, and log[N].term == currentTerm:

set commitIndex = N (§5.3, §5.4).

Figure 2: A condensed summary of the Raft consensus algorithm (excluding membership changes and log compaction). The server
behavior in the upper-left box is described as a set of rules that trigger independently and repeatedly. Section numbers such as §5.2
indicate where particular features are di d. A formal speci ion [31] describes the algorithm more precisely.




KoppekTHOCTb Raft noka3aHa

9.2 Correctness

We have developed a formal specification and a proof
of safety for the consensus mechanism described in Sec-
tion 5. The formal specification [31] makes the informa-
tion summarized in Figure 2 completely precise using the
TLA+ specification language [17]. It is about 400 lines
long and serves as the subject of the proof. It is also use-
ful on its own for anyone implementing Raft. We have
mechanically proven the Log Completeness Property us-
ing the TLA proof system [7]. However, this proof relies
on invariants that have not been mechanically checked
(for example, we have not proven the type safety of the
specification). Furthermore, we have written an informal
proof [31] of the State Machine Safety property which
is complete (it relies on the specification alone) and rela-




CHoBa Takue xe npobrnemMbl

[oknag Ha Hydra 2022 - Solving Raft's practical problems in Tarantool

“... there is quite a big difference between the Raft implementation
and the production-ready Raft implementation. The difference is that
the system used on the production-ready requires more from the
system than can be provided by the canonical Raft.”


https://hydraconf.com/talks/f7082c470b8f4ddd894a940f892f40fb/?referer=/persons/7dbd6f5a6897481db4c8d1e18662481c/?version=2022

[Mpobnema byHaameHTanbHas

Peanunsauma npoTokona Ha NnpakTuke siBNAeTCs APYrnm
HeJoKa3aHHbIM MPOTOKOITOM



Kak yoeaOnTbCca B KOPPEKTHOCTH
peanun3auun npoTtokona?



Takon goknag yxe Oblis...

Ot anroputmMma a0 npoaa: Kak NoaonTu K Bepudukaumnm
pacnpeneneHHbIX CUCTEM

K

OT anropuTrma o
npoaa: Kak noaonTM! K
Bepupukauun
pacnpeneneHHbIX
cucrtem

Hukuta Nanywko
(BKonTakTe, VK)

++ 5 e
Saint s
@ ;laéhLoadH gorogeelght



https://highload.ru/spb/2023/abstracts/10101
https://highload.ru/spb/2023/abstracts/10101

Ba)XHble 0COOeHHOCTHU
pacnpepneneHHbIX CUCTEM



CocTosiHUe He onpenesrieHo

PaboTtatoT 3 mawunHbl, odbmMmeHunBaoTcs coobleHmnsamn. Nx Henb3s
OCTAHOBWUTb CTPOro OAHOBPEMEHHO U NPOBEPUTL KOPPEKTHOCTb
COCTOSIHUMN.

Henb3a coenartb Stop The World.



UcnonHeHne He oeTepMUHUPOBAHO

CobbITUA Ha KaXXOoM areHTe MOoryT NpoucxoauTb B NoOOM nopsaake:
« [lonyyeHune coobuleHns
« CpabartbiBaHne Tanmepa
e 3anucb Ha AUCK

UToObI y6EeanTbcs B KOPPEKTHOCTM HEODXOANMMO NPOBEPUTL BCE
BO3MOX)XHbIE€ CLIieHapuu UCMOSTHEHUSA



Hy)KHO nncatb cuCTeMmy B onpeaersieHHom euae

o B Bunage, noxoxem Ha NPOTOKOJ
. B Bunoe, ynobHoMm onsi TeCTMpoBaHus



Event-based mogenb (akTopHas mopenb)

« Bce areHTbl cucrembl npeancTaBJIAOTCA beHKLI,I/IFlMI/I Baa
(State, Event) -> (State, []JEvent)

o Tekyllee COCTOAHME aKTopa + coObITME = HOBOE COCTOSIHUNE
aKkTopa + nayka cobbITUI

o CoObITUA — 3TO NonyyeHne coobuleHns, cpabaTbiBaHME Tanmepa,
fsync 3anucm Ha guck, ...



Event-based mogenb (akTopHas mopenb)

« Bce areHTbl cnuctembl npeactaBnAaATCA PYHKUNMAMN BUaa
(State, Event) -> (State, []Event)

e func OnRequestMsg(msg RequestMsg) []PrepareMsqg
e func OnCommitTimeout () []StartViewChangeMsqg

e func OnFsync () PrepareOkMsg



BARSIC

Consensus moaynb
peanusyeT NpoTOKOI
KOHCeHcyca

HanucaH B aKkTOpHOM
cTune

Ero n tpebyetcs
BepupuLmMpoBaTh
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Disc

MOAYIb
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BARSIC
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Network
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AKTOpPbI NNerko TeCTUpoBaTb

. [logHnmaem nokanbHO HECKOMNbKO aKkTOpPOB

XpaHumMm oyepeab cobbITUN A0 Kaxaoro

BelObnpaem, B KakoMm rnopsiake cobbITUS CrydaroTCsl C akTopamu
. [locne kaxgoro cobbITna NpoBepsaemM MHBapuaHTbl CUCTEMBbI

cobbITHA coBbiTuA

: p @@ oo >
JlokanbHble A“Ce <: ® L Car0| ToKanbHble

Kananbl coobuieHni

JlokanbHble
coBbITHA



Fuzzing testing

Takyto mogenb yaoOHO TECTUPOBATh C NMOMOLLIbIO (pa33uHra.



Fuzzing testing

Pa33uHr — 310 TeCTUPOBaAHME KOAa Ha Cly4YanHbIX BXOOHbIX OaHHbIX

OYHKUMAM Ha BXOA AAl0TCA CryyarHble apryMeHTbl 1 aHann3npyrTcS
X peakuum Ha 3TO

Taknm ob6pa3om reHepmpyem 1 TECTUPYEM CyYanHble UCTMOMNHEeHNS
Koaa



Fuzzing testing

Takyto mogernb yaobHO TeCTUpoBaTb C NOMOLLIO pa33uHra:
bepem crnyyanHble gaHHble, UHTEPNPETUPYEM UX KaK id areHTa +
coObITUE U3 oYepean BCeEX COOLITUN

Takum obpasom reHepupyem criydamHble NoBeaeHUS
pacnpeneneHHou cucTtemsl



Jlerko nmutnposatb cooun

o COpocuTb COCTOSIHME aKkTopa B HavyanbHoe
« [Mpu nonyyeHnn coobLeHNA NPOUTHOPUPOBATL €ro C HEKOTOPOW
BEPOSITHOCTbIO



MMnNneMeHTUTbL cTaTbyu YMEKOT BCe
Pa33uUTb KOO YMET MHOrue



Fuzzing He ooOKa3biBaeT KOPPEKTHOCTb

o Fuzzing noneseH ona otnagky N HaxoXaeHns HETPUBUASIbHbIX
OLLUNOOK N KOPHEP KEWUCOB

. [lepebupatoTcs He BCe BO3MOXHbIE UCIMOSTHEHUS, a TOMNbKO
cryyanHble

o HeT rapaHTUM KOPPEKTHOCTU CUCTEMbI HA BCEX UCMONMHEHUAX



PopmanbHOe onmcaHue CUCTEMbI

o A3bIk cneundukaumm TLA+

. [losBonseT onucebiBaTth
nporpamMmbl U CUCTEMBI HA
doopmManbHOM A3blKe

« (OcHoBaH Ha TemMnoparsribHOu
noruvike

e WHcTtpymeHT TLC nposepser
KOPPEKTHOCTb MOAENU C
KOHEYHbIM YMCINOM COCTOSAHWUM




NMpumep cneundukaumm TLA+

Cneundounumpyem npuHumn Qupuxne:

“Ecnu 2onybu paccaxeHbl 8 KIemku, rnpudyem 4ucrio 2orybeu
borbwe qyucrna Krinemok, mo xomsi bbl 8 OOHOU U3 KITemoK Haxooumcs
bornee o0Ho20 2051ybs”



—— MODULE DirichletPrinciple —

anMep cneuMCbMKauMM TLA+ EXTENDS Integers

ASSIAE MERRIEEOTORTE 5 OTCTNE
Cneundouuupyem npuHumn Qupuxne:

VARIABLES pigeonCount, boxes

Init =
/A pigeonCount = 0
A boxes = [i \in 1..BoxCount > 0]

AddPigeon(i) =
A pigeonCount < MaxPigeonCount
A pigeonCount' = pigeonCount + 1

A boxes' = [boxes EXCEPT ![i] = boxes[i] + 1]

Next =
\E i \inm 1..BoxCount:
AddPigeon(i)

Spec =
Init A []J[Next]_<<pigeonCount, boxes>>

DirichletPrinciple =
(pigeonCount = MaxPigeonCount) =
\E i \in 1..BoxCount: boxes[i] > 1



NMpumep cneundukaumm TLA+

KOHCTaHTbI — NnapamMeTpbl CUCTEMBI:
e« MaxPigeonCount — MakCMMarbHOE CyMMapHOE YMCo ronyoen
e BoxCount — 4MCrO KNETOK

[NepeMeHHble — COCTOAHNE CUCTEMDI:
e« pigeonCount — cyMMapHoe 4ncro ronyben Ha gaHHbIN MOMEHT
e boxes —u4ncno ronyben B Kaxxgom U3 KIeTok

CONSTANTS MaxPigeonCount, BoxCount
ASSUME MaxPigeonCount > BoxCount

VARIABLES pigeonCount, boxes



NMpumep cneundukaumm TLA+

HavyanbHoOe coCTOsAHME:
e pigeonCount = 0
e boxes — MaccuB ONUHbI BoxCount, COCTOALWNN U3 HYIEW

ThHiE =
/A pigeonCount = 0
/A boxes = [1 \in 1..BoxCount — 0]



NMpumep cneundukaumm TLA+

Mepexonbl — BO3MOXHble COObITUSA B CUCTEME:
e« AddPigeon (i) — aobaBuTb 0gHOro ronybsi B KNETKy noa

HOMEpPOM 1
AddPigeon(i) =
/\ pigeonCount < MaxPigeonCount
/\ pigeonCount' = pigeonCount + 1

/A boxes' = [boxes EXCEPT ![1] = boxes[1] + 1]

Next =
\E 1 \in 1..BoxCount:
AddPigeon(i)



NMpumep cneundukaumm TLA+

Cneundcmkaums — COBOKYNHOCTb Ha4YarnbHOrO COCTOSHUA Init U
BO3MOXHbIX NepexonoB Next

Spec =
Init A [][Next] <<pigeonCount, boxes>>



NMpumep cneundukaumm TLA+

Cneuundmkauma takke 3agaercsa cBomMm rpachom coCcTosiHUM (He
obs13aTesibHO KOHEYHbIM)

pigeonCount = 1

////}V holes = [1, 0, 0]

AddpPigeon(1)
pigeonCount = 0@ [ _ pigeonCount = 1 s
holes = [0, 0, @] [ Ad4dPigeon(2)» po1es = [0, 1, 0]
Addpigeon(3)

pigeonCount = 1
holes = [0, 0, 1]

Yy N /v N Vv




NMpumep cneundukaumm TLA+

UHBapuaHTbl — OXXugaemMble YTBEPXKOEHNA MPO CUCTEMY:
e DirichletPrinciple — nocne paccagku Bcex ronyben B
KNETKM CYLLECTBYET KIeTKa, B KOTOpOW HaxoauTcst 6orblue OgHOro

ronyos

DirichletPrinciple =
(pigeonCount = MaxPigeonCount) =
\E i \in 1..BoxCount: boxes[i] > 1



N boxes = <<0, 0, 45>
N pigeonCount = 4

Nboxes = <<0, 1, 3>>
N pigeonCount = 4

A;opx,;n-n;;g-ng-_zy CONSTANT MaxPigeonCount = 4

CONSTANT BoxCount = 3
A pigeonCount =3 A pigeonCount = 4 SPECIFICATION Spec

T 5 7
A ==> INVARIANT DirichletPrinciple

R><7
27

N boxes = <<0, 0, 1>> Nboxes = <<0, 1, 1>> Aboxes = <<1, 0,2>> Nboxes = <<0, 3, 1>>

A pigeonCount = 1 ’ N pigeonCount =2 N\ pigeonCount = 3 ' N pigeonCount = 4

Aboxes = <<0, 0, 0>> ‘ N boxes = <<0, 1,0>> ' Nboxes = <<0, 2, 0>> ‘ Aboxes = <<0, 3, 0>> ‘! Nboxes = <<0, 4, 0>>
N pigeonCount = 0 N pigeonCount = 1 N pigeonCount = 2 ‘ N pigeonCount = 3 ‘\ A pigeonCount = 4
~ General

Nboxes = <<I, 0, 1>> Aboxes = <<I, I, I>> Nboxes = <<1,2, 1>>

N pigeonCount =2 A Count =3 A Count =4 . - : are T

sizeonCons “ piszonCoun I pissonCom Status: Succeeded (Fingerprint collision probability: 4.900000E-17)

Moo =1 q : _00- .00-
“‘ > | e

b ==

Aboxes = <<2, 0, 2>>

A pigeonCount = 4 v - e

‘ Time Diameter Found Distinct Queue
A pigeonCount =3

‘ 00:00:00 5 61 35 0
N pigeonCount =2 N pigeonCount = 4
Aboxes =<<2, 1,

Aboxes = <<2, 2, 0>>

A pigeonCount = 4 Module Action Total Distinct

DirichletPrinciple Init 1 1
g s o DirichletPrinciple AddPigeon 60 34

N boxes = <<3, 0, 0>>
A pigeonCount = 3

A boxes = <<3, 1, 0>>
A pigeonCount = 4

N boxes = <<4, 0, 0>>
A pigeonCount = 4



[MpoBepsiemble MHBapuaHTbl ansa BARSIC

e PrefixLogConsistency — onepauumn, kKotopble 6binn Korga-Tto
3aKOMMMWYEHBI, AOMKHbI MPUCYTCTBOBATb HA KBOPYME Y3r10B

PrefixLogConsistency =
\E Q \in Quorum:
K £ \ih Q:
IsPrefixOf(committedLog, Log(r))



[MpoBepsiemble MHBapuaHTbl ansa BARSIC

« CommitedLogMonotonic — €Cnm HeKoTopada onepaunst boina
korga-nmbo 3akoMmmumnyeHa, To oHa byaeTt npoaonmkaTb ObIThb
3aKOMMWYEHHON (HEMNBb3S1 PACKOMMMUTUTDL YXKE 3aKOMMUYEHHYIO

onepauuto)

CommittedLogMonotonic =
[][Next = IsPrefixOf(committedLog, committedLog')] vars



UHCcTpyMeHT npoBepku TLC

« CTtpout rpac coctoaHunm no cneymdumkaumm TLA+

o [lpoBepseT BbINOMHEHNE CBOUCTB N NHBAPMAHTOB Ha
NOCTPOEHHOM rpade COCTOAHUN

o Tak Kak rpa cTtpoutca ABHO, TO NPOBEPKE NoasiexaT TONMbKO
KOHeYHble Moaenm



OcobeHHocTn mogenu BARSIC

« Pa3smep XypHana onepaunn n 4ncno BbIDOPOB HE OrpaHNYeEHbI
CBEpPXY, @ 3HAYUT YNCIIO COCTOAHUN DECKOHEYHO

« [na nonydeHnsa sepudununpoBaHHOM Mogenu TpebyeTtcs ee
OrpaHNYUTb

« B TLA+ mogenu bapcuka pasmep XypHana u Yncro BblibopoB
OrpaHN4YMBalOTCA CBEPXY KOHCTaHTaMU

« Kak nokasbiBaeT npakTuka u MHTYNUua, orpaHU4YeHHbIX MoAeNeu
OOCTaToOYHO, YTOObI HaXoAUTb pas3nuyHble baru



MMnNneMeHTUTbL CTaTbU YMEKOT BCe
Pa33uTb Kog yMerT MHOorue
[Mlucatb Ha TLA+ ymerOT HeMHoOrue



KoppekTHOoCcTM TLA+ moaenu HeaAOCTaTO4YHO

« ®opmarnbHo onucanu cuctemy Ha TLA+
« C nomouwbto TLC model checker ydbeounuch B KOPPEKTHOCTU
cneunumpoBaHHON CUCTEMDI

« lMpobGnema: ToNbKO N0 KOPPEKTHOCTM MOAESNN HESb3S
yTBEP)KAAaTb O KOPPEKTHOCTM KOHKPETHOM peanunsaumm CUCTEMbI



Upesa pelueHus

« B TLC mopenb 3agaetcs KOHEYHbIM rpadpom
COCTOSIHUA

o [lyTb B rpage CoCTOAHUN, HAYNHAIOLLMNCS B
CTapTOBOW BEPLLUMHE, COOTBETCTBYET
HEKOTOPOMY UCMOSTHEHUNIO CUCTEMDbI

« Wpena: Hangem Takoe MHOXeECTBO NyTen,
4yTObOBI KaXgoe pebpo B rpade cocToAHNN
NOKPbIBANIOCb KaK MUMHUMYM OOHUM NyTEM, a
3aTreM 3KCnopTUpyem 1 NnpumMeHum ans
TECTUPOBAHUSA pearnbHON CUCTEMbI




[Toxoxue pewieHus

« Modelator — GitHub

o WVHCTpymMeHT aBTOMaTU4YEeCKOW reHepaumm TeCcToB No Mogenu
TLA+

« He cTpout rpa coctoaHumn, a NULLbL reHepupyeT criyvyaunHble
NCMONHEHUA B paMKax Moaenu


https://github.com/informalsystems/modelator

[Toxoxue pewieHus

. Kayfabe — Model-Based Program Testing with TLA+/TLC

« He noooepxuBaeTt OencTBud, MMeloLLMe HEHYNeBoe YMCTIO
aprymeHToB

o VlcnonbayeT cBegeHme K 3agavye 0 KOMMUBOSAXKEPE, XOTS
cyLlecTByeT bonee onTuMarnbHOE peLleHne

« OTcyTCTBYET B OTKPBITOM OOCTYNE, CYLLECTBYET TOMNbKO B BUAE
cTaTby


https://conf.tlapl.us/2020/11-Star_Dorminey-Kayfabe_Model_based_program_testing_with_TLC.pdf

ApXuUTeKTypa peLueHus

TLA+
cneuynduKauma

TLC model
checker

[MoKkpbiTHE
nyTaMH

[MpourpbiBaTesnb
UCNOJTHEHUM

MODULE Intro
EXTENDS Naturals, Sequences
CONSTANT Keys, N Keys and N are both defined in the config file
VARIABLES list
ASSUME (N € Nat) A (N >0)
Typelnvariant = list € Seq(Keys)

Init 2 list=()  Listinitialized empty

2 Insert(key) * ALen(list) < N
13 Alist’ = Append(list, key)

Delete 2 A Len(list) >0
17 Aist! = Tail(list)

21 Next 2 v3ke Keys: Insert(k)
2 v Delete

24 Spec 2 Init AD[Nextjsr

2 THEOREM Spec = O Typelnvariant
L
z

)

€1 &) €3

Consensus
MoAyrb

\ 4

\ 4
A 4



[MokpbiTUe NyTAMMU

« [laH opmeHTnpoBaHHbLIN rpad

. TpebyeTcs HanTK
onTuMarnbHOe No pasmepy
MHOXECTBO NnyTewu,
Ha4YMHalOLWKMXCSH B CTapTOBOU
BEpLUMHE, TaKoe, YTO Kaxgoe
pebpOo NOKpPbIBAETCS Kak
MUHUMYM OOQHUM N3 NyTEN




[MokpbiTUe NyTAMMU

« CBoauTcs K 3agade o
MaKCMMalIbHOM MOTOKE U
NOUCKY aunepoBa LuMKna B
rpade

o AcuMMNTOTUYECKAs CMOXHOCTb
O(D - |E|+ D?-|V|)

o [lony4yeHHble NyTU
9KCMOPTUPYIOTCA Ha OAUCK B
dopmaTte JSON




MpourpbiBaTesnb UCNOSTHEHUN

« JSON dann cogepxnt maccme UCNOMHEHUN (NyTeNn)

. Kaxgoe ncrnonHeHne cocTonT N3 cepmnarnm3oBaHHbIX COCTOAHNN
(BepLumMH) 1 nepexonos (pebdep)

« Takum obpasom, Kaxagoe UCTOSTHEHWE NpeacTaBnseT cobon
oyepenHoun TecT

. B xopge tectnpoBaHus Tpebyetca noceTuTb BCe nepexoabl 1
ybeamnTbCsa B cOrnmacoBaHHOCTM CUCTEMbI U MOAESNN B KaXA0OM
COCTOSAHUU



MpourpbiBaTesnb UCNOSTHEHUN

« Bce TecTbl UMEKT 00LWMIN KOHTEKCT, cogepXaLlunm TECTUPYEMYIO

peann3aumo CUCTEMbI, a TaKXXe HECKOJIbKO METOOB.
o MeTtoa nHnunanusauymm cucTemsl
o MeTopa cbpoca cuctemMbl B Ha4anbHOEe COCTOsIHUE
o MeToa oTobparkeHUsa COCTOAHNSA CUCTEMbI B MOAENbHOE COCTOSIHNE
o MeTtog BbI3oBa COOTBETCTBYHOLLEro AeNUCTBUSA No id ¢ 3agaHHbIMK
aprymeHTamm

type ModelMapping[S any] interface {
Init()
Reset()
State() S
PerformAction(int, []any)



AnroputmMm TeCTUpoBaHuA

1.

CuuntbiBaHne JSON dhanna ¢ nokpbiTnem rpada nyTsmMm 1 Bbi30B
MeToga Init ()

Bbi3oB MeToga State (), CpaBHEHME pesyfibTata C OXuagaemMbiMm U
nepexoa K wwary 4 ecnv aTto KOHeL nyTu

BbidoB mMeToa PerformAction (. ..) ONHA UCMOIMHEHNSA
ovYepenHoro AencTBma U nepexon K wary 2 anst oopaboTtku
cneayroLero CoCToAHNA Ha NyTu

BbI30B MeToda Reset () Ansa cbpoca CMCTEMbI B Ha4arnbHOE
COCTOSIHME U rnepexon K wary 2 ang obpaboTkm criegyroLero nyTu
(ecnn OH cyLLecCTBYET)



Mpouecc TecTupoBaHUA

cTaTbf

peann3auud

A

A

—HGYCﬂeLUHO—‘
v

BepupUuumMpoBaHHan

TECTUPOBaAHUE —ycnewHo—»,
peann3auud

A4

TLA+ moaenb




MMnnemMeHTUTb CTaTbu YMEKOT BCe
Pa33nTb Kog ymMerT MHorue

Mlncatb Ha TLA+ ymeroT HeMHorue
TecTnpoBaTb Ha ocHoBe TLA+ ymeloT eguHULUbI



PesynbTraTthl

. Camas bonbluaga npoBepeHHasd Mogenb, HA OCHOBE KOTOPOM Dbl
npotectupoBaH BARSIC, cogepxxana 6onee 108 BepLunH

« YOanochb BbISIBUTb HECKOMNbKO BaroB, KOTOPbIE HE NOBUMNUCH
NPUBbLIYHBIMW METOAAaMU TECTUPOBAHUS



PecnekT nauaHam

o [puropun byTtenko
o Hwnkonau Knumos

o [puropun lNetpocaH
o Wnba KokopuH

« Butanun AkceHos

o Hwukuta "anywko
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