QA Revolution: CoBpemMeHHble noaxoab|
U TexHonorum B embedded TecTUpoBaHUMU

KOHCTaHTUH
Bonkos

Flipper Devices A
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BonkoB KOHCTaAHTUH

PaboTtan B Embedded cdepe
pa3paboTYnKoMm

[Tncan cBoM aCUHXPOHHLIN TECTOBLIN
dpenMBOPK B PUHTEXE. React + Fastapi
Pabotan kak SDET B highload

Obyyato aBTOMaTM3aLnUnM TECTUPOBAHUS
PykoBOXYy TecTupoBaHueM B Flipper Devices
N aBTOMAaTU3NPYIO BCE YTO MOXKHO
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CopepxaHue:

Flipper Zero

Cosgaem cBoe AP
O hardware Oare

Komy nucatb TeCThl
[1naHbl Ha byayllee 1 BbIBOAL!
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Mbl Flipper Devices

N Mbl Nntobrm co3gaBaTthb KpyThle MPOEKTHI.
MHe B ronoBy npuluna reHmanbHasi ngesa u
Halla KOMMNaHMA Kak pa3 ngeanbHoO noaxoauT
[I151 ee BOMMOLLEHNS B XXN3Hb
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UTO Takoe Flipper
/ero

Flipper Zero — nopTtaTMBHOE YCTPOWUCTBO A1
NEeHTeCcTepoB W TUKOB, KOTOPLIN C BUAY
HanoOMMHaeT Wurpywky. [agker nossonsger
aHanmMa3npoBaTb AaHHble B pPaguonoToKax,
aMynupoBatb [ID B cCUCTeEMaxX KOHTPOMA
OOCTYyna, nepexsaTbiBaTb KOMaHAbl MyJrbTOB
ONCTAHUMOHHOINO ynpaefieHnsa wn MHOroe

apyroe.
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Flipper Zero

.
< -

LCD Monochrome Display —————— o
Low pewer, sunlight readeable ———— Directional Pad & Back Button

Menu navigation

GPIO Headers
5V tolerant IR LED & Reciever
800-950 nm

433 MHz Antenna e ;
100m range J=l= - : T - Speaker & Vibration Motor
— o7 o Notifications

Sub-1 GHz Transceiver 5
TICC1101 Chip y - | — USB Type-C
‘ s Charging and FW flashing

Low power MCU
STM32
———— 2000mAh Battery

. . 7 days of battery life
iButton Pins sy

1-Wire
125kHz Antenna
Proximity card operations
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UTO nenatb ecnu HeT API?
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YnpaBneHue

| Lock LE

] Set PIN
DUME rade |

b

K 8 Lock Menu J

Status Bar

Fead RAL
Saued
Add ranually

r ;f}lﬂoodzﬁood

T

&3 Passport /

\ % Favorite App /

I = — \

3 baduzb 1
B dolphin
Eyinfrared

Eanfc

\ mm Archive /
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Coenaem cBoe API C
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N Kak MHe nucaTb
TEeCTbl?

@pytest.mark.smoke
Pytest + allure, TpaHcnopT B BMAe protobuf def test_read(self, nav):
yepes USB/BLE. nav.nfc.go_into()
duKCTypbl AN JocTyna K dnunnepy u nav.go_to("Read")
PasfNYyHbLIM YCTPOUCTBaAM nav.press_ok()
state = nav.get_current_state()
assert "ReadingNFC" in state, "NFC Reading failed"

nav.go_to_main_screen()







— L IFFER

TecTbl CO cCTAHKOM

@pytest.mark.bench
class TestNfcBench(BaseCase):
def test_read_mifare_classic_1lk_card(self, nav, gator, reader_nfc):
with allure.step("Delete previous card, if possible"):
nav.delete_file("NFC", "Bench_nfc_0")
with allure.step("Go to NFC"):
nav.nfc.go_into()
with allure.step("Swim to NFC card"):
gator.swim_to(-10.0, -10.0, 15000)
with allure.step("Read a card"):
nav.go_to("Read")
nav.press_ok()
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He 3abbiBaemMm:

Ecnn aBTOTECTbI HE
3anycKarTCA aBTOMaTU4YeCKM,

TO Y BaC HET aBTOTEeCTOB!

*CcornacHo onpocy 2x YenoBek B oduce
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https://heisenbug.ru/talks/21e3024ab21c4d6b92be5665b36ceb72/
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[lagatoT aBTOTECThI UM UCTOPUA hardware
bara

NOT SURE IF | BROKE SOMETHING

\ "‘.
! 7;4-, —, :
a
»li "

imgfiip.com
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=

S—

Max Andreev 7:03 Pm

.

es Last reply 3 months ago
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YBenuumn tanmayThl
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Enterprise sleep
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Retry attempts
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[lonck yctpoucrtea
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PedakTop
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£33 Monitoring A°* (Y monitoring-bot A%
!&I‘.'_g Host PROBLEM notification AL\; SR
Host: monitoring-01.lan.flipp.dev PP [pp-er—coc S ,
: Runner: github-runner-04-flip_Teharg
IP: 172.30.1.68
Source:.
tate: DOWN
Log level: 3

Additional Info :
(No output on stdout) stderr: /usr/lib/nagios/plugins/check_ping: 1: ELF: not found SNEEC SOZERATAIDID R0 T7RL hot Found )

s
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dOCker kubernetes
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Kak nogrotoBuThb YCTPOUCTBO:

Hantn ycTponcTeo

[TpowinTb NporpamMmmaTopom
OTdopmaTupoBath SD KapTy

3anntb Heobxogmnmble panrsbl

- WX

Mounting S0 card
Failed

S
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Device management
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Think outside the box, but within

the container.

*HapogHas MyapocCThb
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Flipper update Data preparation Runner lifecycle
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Black Pill:

OTKnoYaeT NuTaHmne bartapeun
OTKnoyaeT nntaHme USB
OTkntoyaeT DATA nnHuUo USB

dunsnyeckn HaXxKMmMaeT KHOMKW
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usb 1-3:

usb 1-
| usb 1-

usb 1-

2] cdc_acm
| usb 1-3:

| usb 1-
] usb 1-3:
usb 1-
usb 1-3:
usb 1-
usb 1-3:
usb 1-

The culprit

USB disconnect, device number 101

: new full-speed USB device number 102 using xhci_hcd
usb 1-3:

New USB device found, idVendor=0483, i1dProduct=5740, bcdDevice= 1.00

: New USB device strings: Mfr=1, Product=2, SerialNumber=3
usb 1-3:

Product: Flipper Nyroplos

: Manufacturer: Flipper Devices Inc.
usb 1-3:

1

SerialNumber: flip Nyroplos
-3:1.0: ttyACMO: USB ACM device
USB disconnect, device number 102

: new full-speed USB device number 103 using xhci_hcd

New USB device found, idVendor=0483, i1dProduct=5740, bcdDevice= 1.00

: New USB device strings: Mfr=1, Product=2, SerialNumber=3

Product: Flipper Nyroplos

: Manufacturer: Flipper Devices Inc.

SerialNumber: flip Nyroplos




Internal (our API)

Device Reader Parser
manager (Arduino +

(factory board) Wiegand)

Relay Web/Mobile
controllers (prototyping
(device stage)
switching)

External (wrapper)

Readers (RFID,
NFC, iButton)

Bench (Laser
Engraver)
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JInyHOEe MHeHue:

Ecnu eCTb BO3MOXHOCTb YTO-TO
aBTOMaTU3UpPOBaTb, TO AenanTte

3TO cpa3y. ATO byAaeT nones3Ho.
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A KOMY Xe nucatb TeCTbI?

nn 600 TecToB 3a oaHYy Heaento
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NFC refactor

+38,245 -67,884 HIHENR

0/ 501 files viewed Review in codespace
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Application Layer

Examples of
products

Application
Protocol

Protocol

Initialization
Anticollision
Protocol
Activation

Physical
Characteristics

. NFC Forum specification

. Vendor specific

. International standard
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A MOXeT He Haao

aBTOMaTU3NpoOBaThb?
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Set the block to a value block
Return ACs to the test state
Increment + transfer with key A
Increment + transfer with key B
Decrement + transfer with key A
Decrement + transfer with key B
Restore + transfer with key A

hf
hf
hf
hf
hf
hf
hf

hf

mf
mf
mf
mf
mf
mf
mf
mf

value --blk 1 -k
wrbl --blk 3 -k
value --blk 1 -k
value --blk 1 -b
value --blk 1 -k
value --blk 1 -b
value --blk 1 -k
value --blk 1 -b

ffffffffffff --set 1000
fIfFffffffff -d ffffffffffff5d278a69ffffffffffff
ffffffffffff --inc 200

-k ffffffffffff --inc 100

ffffffffffff --dec 50

-k ffffffffffff --dec 350

ffffffffffff --res --transfer 1

-k ffffffffffff --res --transfer 1

Value set success

Write success

Increment fail

Increment fail

Decrement fail

Decrement fail

Transfer fail

Transfer fail

Restore + transfer with key B
Disable the whole sector

Read with key A

Read with key B

Write with key A

Write with key B

Set value with key A (write)

Set value with key B (write)

Set ACs to allow for writing

Set the block to a value block
Return ACs to the test state
Increment + transfer with key A
Increment + transfer with key B
Decrement + transfer with key A
Decrement + transfer with key B
Restore + transfer with key A

Rectnre + trancgfer with kev R

hf
hf
hf
hf
hf
hf
hf
hf
hf
hf
hf
hf
hf
hf

hf

mf
mf
mf
mf
mf
mf
mf
mf
mf
mf
mf
mf
mf
mf

mf

hf mf wrbl --blk 3 -k FFFfffffff

rdbl --blk 1 -k
rdbl --blk 1 -b
wrbl --blk 1 -k
wrbl --blk 1 -b
value --blk 1 -k
value --blk 1 -b
wrbl --blk 3 -k
value --blk 1 -k
wrbl --blk 3 -k
value --blk 1 -k
value --blk 1
value --blk 1
value --blk 1
value --blk

waliia —_h1lk

ff -d FIffffffffff7d25a869ffffffffffff
fFffffffffff

-k fFfFffffffff
fEffffffffff -d 11223344556677889960112233445566
-k ffffffffffff -d ©6112233445566778899123456123456
ffffffffffff --set 1000

-k ffffffffffff --set 500
fIEFffffffff -d fffffffffff7fo78869ffffffffffff
ffffffffffff --set 1000
fIfFffffffff -d ffffffffffff7d25a869ffffffffffff
ffffffffffff --inc 200

-k ffffffffffff --inc 100

ffffffffffff --dec 50

-k ffffffffffff --dec 350

ffffffffffff --res --transfer 1

L FFFffffFfffff __roec __trancfar 1

Read fail

Read fail

Write fail

Write fail

Value set fail

Value set fail

‘Write success
Value set success
Write success

Increment fail

Increment fail

Decrement fail

Decrement fail

Transfer fail

Trancfer fail
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"hf 14a raw -ack 3026",
"30 30 30 30 35 41 00 00 OO AA AA BD 84 0O 26 FF [ A8 56 ]",

"hf 14a raw -ack 3027",
"35 42 00 00 00 AA AA BD 84 00 26 FF 10 05 00 00 [ 5F D8 ]",

),
("hf l1l4a raw -ac A22A00050000", "BA"),

@pytest.mark.parametrize("command, expected_result", test_data_ascii_counter_0_pwd)
def test_ascii_counter_0_pwd(self, px, command, expected_result):
px_result = px.execute(command)

result = px_result[0]

assert expected_result == result
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O 4yeM He noroBopuUnu:

TecT framework v2
TecTupoBaHMe HOBbLIX YCTPOUCTB

MeTpuku B hardware (He Ha NPoON3BOACTBE)
Flipper + WEB / Mobile

CTOMMOCTb NoAAEPKKN
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BbiBOObI:

ABTOMaTU3NPOBaTbL MOXHO YTO YrogHo.

PewaTtb npobrnembl HEOOXOANMO NO MepPe NOCTYMNIEHUA U HE
OTKMagblBaTb, TEXA0MT yOUBaET.

Hy>XHO co3gaTb CUTyauuto rae nucatb TECTbl JIErKo, KTO UX
ObyneTt nucaTthb yXXe He BaXKHO.

Hy>XHO peluunTb, a Hy>KHa 1 100% cTabunbHOCTb
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= llrn rmrn nam |
o l nn,uruphuru ?
= I‘nFI

Reading 1,2
FASK O
m‘ PSK

Don't moue caord
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[TpuxoanTe nooodLlaTbCA

@KOSTYA_VOLKOV




