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HTTP3. MoTtuBauusa

HTTP 1.x/2

TLS (Optional)

TCP

Network (IP)

HTTP 1.x/2

HTTP 3

Network (IP)

HTTP 3

[NNpoToKkon TCP He 3HaeT 0 HE3aBMCUMOCTM NOTOKOB
B HTTP/2, n 31O 03Ha4aerT:

npobaema HOL blocking Ha ypoBHe TCP u3-3a
NOTEePAHHbIX UU 3a4ePXKaHHbIX NAKETOB
npesBpawiaerca B npobaemy 610KMpOBKU Havana
ouepeau gna HTTP.
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QUIC. NMpeumyliectBa

YcTaHOB/IEHME COeAMHEHUA npoucxoanT bbicTpee
Yny4ylweHHana o6paboTKa owmnboK

MepekntouyeHne mexay cetamm (Connection migration)
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KaK BKIIOYNTb?



HTTP2 vs HTTP3

Kak BKNoo4YnTb?

chrome://flags/

Q quic

Experiments

Available

Reset all

104.0.5112.81

Unavailable

@ Experimental protocol

Enable experimental QUIC protocol support. — Mac, Windows, Linux, ChromeOS, Android,

Fuchsia, Lacros

#enable-quic

Enabled v

Name

[] videoplayback?expire=16...
[] videoplayback?expire=16...
[] videoplayback?expire=16...

e R Ly~ IRy an

Name

[] videoplayback?expire=16...
[] videoplayback?expire=16...
[] videoplayback?expire=16...
[] videoplayback?expire=16...

Method

GET
GET
GET

~rr

Method

GET
GET
GET
GET

Status

200
200
200

Ann

SIEWE
200
200
200
200

Protocol

h3
h3
h3

(PN

Protocol

http/1.1
http/1.1
http/1.1
http/1.1
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WebSocket

WebSocket

HTTP 1/2

TLS(optional)

TCP

WebSocket

pAS



Head-of-line <A ©
blocking

Head-of-line blocking ns-3a ucnonbszosaHuna TCP

OTcyTCcTBYyEeT aBTOMaTUYECKOE BOCCTAaHOBJIEHUE
npw pa3pbiBe coeguHeHus

MoTeHuManbHbIK Nepee3q Ha http/3 aHHYNupyeTcsa
Hannumem nepenyHoro handshake Ha coegnHeHum

27



WebRTC

DATA MEDIA
SCTP

SRTP
DTLS

ICE,STUN, TURN

UDP

Network (IP)

WebRTC
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WebRTC

DATA MEDIA
SCTP

SRTP
DTLS

ICE,STUN, TURN

UDP

Network (IP)

WebRTC

TecHO cBA3aHHbIN CTEK Pa3/INYHbIX MPOTOKOJ10B

He Bcerpa HeobxopuMbie p2p coeguHeHus

«DK30TUUYHbIE» MPOTOKO/Ibl AN1A TPaHCNopTa U
6e3onacHocTu (ICE, DTLS, SCTP)

PAS)



WebRTC

DATA MEDIA
SCTP
SRTP
DTLS
ICE,STUN, TURN
UDP

Network (IP)

WebRTC

Ona cneumanusmpoBaHHbix Real Time npnunoXXeHUU HyXXHbI:

I'Iop,,qep)KKa KOOeKoB BbluMcnutenbHasa normka

WebCodecs WebAssembly

OpHopaHroBoe coegMHeHNe 3alWuLLeHHbIN NPOTOKON

P2P ?
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He pa3zpenunTtb



[MpoTOoKONbI

DATA MEDIA

WebSocket

HTTP 3

SCTP

HTTP 1.x/2

HTTP 1/2
TLS(optional)

DTLS

TLS (Optional)

ICE, STUN, TURN

Network (IP) Network (IP)

Network (IP)

HTTP 1.x/2 HTTP 3 WebSocket WebRTC



WebTransport



WebTransport

NpenmyuwiecTBa:

PaboTa B pamkax mopenun Beb-6esonacHocTun
BoaMoxkeH ¢ponbak Ha HTTP/2

PaboTaeT B pa3HbIX pexumax

Ncnonbayet Streams u Promises. PaboTaeT c async u await.

MoxxeT 3anyckatbca yepe3 WebWorkers

WebTransport

HTTP/Z HTTP/3Transport

TLS HTTP/3(S+D)

TCP QUIC(S+D)

Network (IP)

UDP

WebTransport
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HaTtarpamMmmbl

TCP -> NakeTbl

Ynopsapo4yeHHble, ynaKkoBaHHbIe faHHble ans
cbopKu coobLieHU c NPOBEPKOM LLeSIOCTHOCTHU
nepegaum

UDP -> [latarpammbl

MoToK paHHbIX 6e3 NpoBepKU Ha Hannume
OWNBOK 1 NoATBEPXKAEHNA 0,O0CTaBKU
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Pexxnmbl WebTransport
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Pexxnmbl WebTransport

CepBep

KnueHT
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Pexxnmbl WebTransport

CepBep
Stream #1

YnopsAaoYEHHbIN U HA

KnueHT

OEXHbIN
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Pexxnmbl WebTransport

CepBep KnueHntr
Stream #1

YnopsagoyeHHbIN U HAaQEeXHbIN
5 4 DEIZEEETE 4 Heynopsapo4veHHbIN U HEHaAEXHbIN,
HO OYeHb BbICTpbIN
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Pexxnmbl WebTransport

CepBep

o s )4
o7
0 f8

Stream #1

Datagrams

Stream #2

Stream #3

80
80
0§ 8

KnueHT

YnopsagoyeHHbIN U HAaQEeXHbIN

HeynopsipoyeHHbIN 1 HEHafEeXHbIN, HO OYeHb
6bICTpbIN

PeXXnM yacTUUHOM Hafle)XXHOCTU, HE rapaHTUpyeT
nopsaKa MeXxay NoToKkamMu, Ho 06xoauT
610KMpPOBKY 3aronoBKa
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Crtatyc WebTransport

WebTransport
W3C Working Draft, 23 June 2022

v More details about this document

This version:
https://www.w3.org/TR/2022/\WD-webtransport-20220623/

Latest published version:
https://www.w3.org/TR/webtransport/

Editor's Draft:
https://w3c.qgithub.io/webtransport/

History:
https://www.w3.org/standards/history/webtransport
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[MpoTokonbl. UcTopua noasneHus

1996

1997 2011

2015

2016 2021

o
HTTP/

A A
HTTP/1.1 WebSocket

HTTP/2

o
Havano  WebRTC
paboT Hap n
HTTP/3 QUIC

HTTP/3

Transport
(Active Draft)
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QUIC, WebTransport. TekyLwwmumn ctatyc

QUIC WebTransport

Libraries implementing HTTP/3
.
Name ¢ Client ¢ Server ¢ Programming language ¢ Company & Repository Ce p e p a a G O C# D e O CI t Pyt h
Isquic C LiteSpeed https://github.com/litespeedtech/Isquic& B H M * m I e n O n *
nghttp3 https://github.com/ngtcp2/nghttp3 &2
h2o https://github.com/h20/h20 &
libcurli221(23] https://github.com/curl/curl &
MsQuicl?4! Microsoft https://github.com/microsoft/msquic
proxygen C++ Facebook https://github.com/facebook/proxygen#quic-and-http3 &

Cronet C++ Google https://github.com/chromium/chromium/tree/main/net/quic &

Web Transport

NETI25) C# (using MsQuic)[26] Microsoft https://github.com/dotnet®

quic-go Go https://github.com/lucas-clemente/quic-go
http3 Haskell https://github.com/kazu-yamamoto/http3 &
Kwik Java https://github.com/ptrd/kwik &

Flupke Java https://bitbucket.org/pjtr/flupke &

aioquic Python https://github.com/aiortc/aioquic &

quiche Rust Cloudflare https://github.com/cloudflare/quiche &

neqo Rust Mozilla https://github.com/mozilla/neqo &

quinn Rust https://github.com/quinn-rs/quinn New i n C h rome 97

Nginx. https://quic.nginx.org/




Node JS quic support

James M Snell

https://github.com/jasnell

OcHoBHas tracking 3apaya no quic:
https://github.com/nodejs/node/issues/
38478

Roadmap

#2023

#i## Early Q1 (January)
- [C.1 &£ Ergonomic metrics API](#1-ergonomic-metrics-api)
- [***@ test-plans/DHT server mode scale test***](https://github.com/libp2p/test-plans

¢ Mid Q1 (February)
- [A.3 W WebRTC: Browser to Browser](#3-webrtc-browser-to-browser)

### End of Q1 (March)
- [B.3 § Add QUIC Transport](#3-add-quic-transport)
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['oe noTporaTtb?

KnueHT (nokanbHO):

WebTransport Python client Demo -
https://github.com/w3c/webtransport/tree/main/samples/echo

KnueHnT(B web):

Chrome - https://webrtc.internaut.com/wt/

UHL.‘https:/fwebrtc.internaut.com:5151/c01

Send data over WebTransport

Hello SBOL!

@® Send a datagram
© Open a unidirectional stream
O Open a bidirectional stream

| Send data ‘

connection
* Connection ready.
* Datagram writer ready.
* Datagram reader ready.
* Sent datagram: Hello SBOL!
* Datagram received: 11
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https://github.com/w3c/webtransport/tree/main/samples/echo
https://webrtc.internaut.com/wt/

He Bcerpaa
paboTaeT
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https://github.com/w3c/webtransport/tree/main/samples/echo
https://webrtc.internaut.com/wt/

[ oTOBUM
WebTransport



TexHonorum

Windows 11 cbopka 22000+
ASP NET CORE 6+

Visual studio 2022
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HeT odpumumanbHbIX
peLenToB
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f[oToBM WebTransport

https://github.com/wegylexy

https://github.com/wegylexy/webtransport

B wegylexy / webtransport ' Public

<> Code () lIssues 171 Pullrequests () Actions [ Projects [0 Wiki

¥ main ~ ¥ 1branch © Otags

B Server

B ServerDemo

[3 .dockerignore Add project files
[ gitattributes Add project

[ .gitignore Add project file

[ LICENSE Add project file
[ README.md Add project files
[ WebTransport.sin Add project file

@ Security |~ Insights

&, wegylexy Generate a custom certificate that works for Google Chrome 100

Go to file

tificate that works for Google Chrome 10
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f[oToBM WebTransport

OTKpbiBaeM pann
ServerDemo\Program.cs
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f[oToBM WebTransport

var runningInDocker = Environment.GetEnvironmentVariable("
DOTNET_RUNNING IN CONTAINER") == "true”;

using X509Certificate2 cert = CustomCertificate.Generate("Fly by Wireless
", "localhost™);

var hash = SHA256.HashData(cert.RawData);
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f[oToBM WebTransport

const transport = new WebTransport(“"https://localhost:4433/test”,{
serverCertificateHashes: | {algorithm: “sha-256",value:Uint8Array.from(atob
("FwMFeI3teNmcWeXgLcyVc092ISBoXDEs7ekXJA4QTC4="),c=>c.charCodeAt(©))}]})
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f[oToBM WebTransport

using QuiclListener listener = new(new QuiclListenerOptions()
{

ListenEndPoint = new(IPAddress.IPv6Any, runningInDocker

? 3297 : 4433),

ServerAuthenticationOptions = new()

{

ServerCertificate = cert

}s
IdleTimeout = TimeSpan.FromSeconds(30)

}.WithWebTransport());
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f[oToBM WebTransport

static async Task HandleConnectionAsync(WebTransportConnection connection,
CancellationToken cancellationToken = default)
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f[oToBM WebTransport

session.DatagramReceived += (s, e) =>

{

var length = e.Length;
Console.WritelLine($"Monyyunun patarpammy {length} byte(s)"”);

var buffer = ArrayPool<byte>.Shared.Rent(length);
e.CopyTo(buffer);

string result = string.Create(buffer.Length, buffer, (chars, buf) =>
{
For (int 1 = @; 1 < chars.Length; i++) chars[i]| = (char)buf|[i];

1)

Console.WritelLine($"Mony4yunu patarpammy c Tekctom {result}”);
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f[oToBM WebTransport

try

I

L
var sent = await session.SendDatagramAsync(buffer.AsMemory(0, length));
try

I
L

awalt sent.LostSuspect;

1
J

catch (TimeoutException)
{
Console.WritelLine("Datagram lost suspected.”);

1
J

await sent.Completion;

—
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f[oToBM WebTransport

string data;

J

L
using StreamReader reader = new(stream, Encoding.UTF8, leaveOpen: true);
data = await reader.ReadToEndAsync();

Console.WritaLine(data);
1
J

60



f[oToBM WebTransport

if (stream.CanWrite)

[f
L

using StreamWriter writer = new(stream, Encoding.UTF8, leaveOpen: true);
await writer.WriteAsync(data);

o1



3anyckaem!
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3anyck WebTransport

A8 0--00 [u- &

O6ospesatenb pelweHunii — nomck (Ctrl+x)

a F.q Pewenune "WebTransport® (2 npoekra 2)
b & [c#| Server
| 4 a[c ServerDemo
b &6 3@ Properties
b && 3asucumoctu
a [ ) Dockerfile
~ C= Program.cs




3anyck WebTransport

1) OTKpbiBaeM TepMUHan B nanke ServerDemo

2) BeinonHaem komaHay dotnet run
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3anyck WebTransport

| C\develop\webtransport\ServerDemo\bin\Debug\net6.0\ServerDemo.exe — a X

Certificate SHA-256 (Base-64): yxgQj/yS/HrkYP21SmtP7WOYU]jJE9KAdy@aICWBCy+U= |
TODO: rotate certificate before 2022-08-30 17:29:057
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3anyck WebTransport

const transport = new WebTransport(“"https://localhost:4433/test”,{
serverCertificateHashes: | {algorithm: “sha-256",value:Uint8Array.from(atob
("FwMFeI3t6NmcW6XgLcyVc092ISBoXDEs7ekXJA4QTC4="),c=>c.charCodeAt(9))}]})
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3anyck WebTransport

(x E! Elements  Console  Sources  Network  Performance = Memory  Application > ’51 H e

D] © topY @ ||Filter Default levels ¥ || 1 lssue: B 1

> new WebTransport("https://localhost:4433/test",{serverCertificateHashes:[{algorithm:"sha-
256" ,value:Uint8Array.from(atob("yxgQj/yS/HrkYP21SmtP7WOYU]J E9K4dyeaICNBCy+U=|" ),c=>c.charCodeAt(0))}1})
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3anyck WebTransport

B X i] | Elements  Console  Sources  Network  Performance  Memory » '.1 H B 1 H e

X

] © topY @ | |Filter Default levels ¥ l‘ 2lssues: B1 B 1 ' | &2

>

<o

> |

new WebTransport("https://localhost:4433/test", {serverCertificateHashes:[{algorithm: "sha-
256" ,value:Uint8Array.from(atob("yxgQj/yS/HrkYP21SmtP7WOYUjJE9KAdy@aICWBCy+U="),c=>c.charCodeAt(0))}]})

» Refused to connect to 'https://localhost:4433/test' because it violates the following Content  VM229:1
Security Policy directive: "connect-src 'self' uploads.github.com objects-origin.githubusercontent.com ww
w.githubstatus.com collector.github.com raw.githubusercontent.com api.github.com github-

cloud. s3.amazonaws.com github-production-repository-file-5claeb.s3.amazonaws.com github-production-
upload-manifest-file-7fdce7.s3.amazonaws.com github-production-user-asset-6210df.s3.amazonaws.com
cdn.optimizely.com logx.optimizely.com/vl/events *.actions.githubusercontent.com wss://*.actions.githubus
ercontent.com online.visualstudio.com/api/vl/locations github-production-repository-image-
32feab.s3.amazonaws.com github-production-release-asset-2e65be.s3.amazonaws.com insights.github.com ws
s://alive.github.com™.

WebTransport {incomingUnidirectionalStreams: ReadableStream, incomingBidirectionalStreams: ReadableStre
am, datagrams: WebTransportDatagramDuplexStream}
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3anyck WebTransport

(x ﬂ Elements Console Sources Network Performance Memory » ® 1 1 Q :

PO topY | ®© Filter Default levels ¥ 2 Issues: 1 1

> new WebTransport(“https://localhost:4433/test",{serverCertificateHashes:[{algorithm: "sha-
256" ,value:Uint8Array.from(atob("yxgQj/yS/HrkYP21SmtP7WOYUjJE9KAdy@aICWBCy+U="),c=>c.charCodeAt(0))}]1})

® »Refused to connect to 'https://localhost:4433/test’' because it violates the following Content  VM229:1
Security Policy directive: "connect-src 'self' uploads.github.com objects-origin.githubusercontent.com ww
w.githubstatus.com collector.github.com raw.githubusercontent.com api.github.com github-
cloud.s3.amazonaws.com github-production-repository-file-5claeb.s3.amazonaws.com github-production-
upload-manifest-file-7fdce7.s3.amazonaws.com github-production-user-asset-6210df.s3.amazonaws.com
cdn.optimizely.com logx.optimizely.com/vl/events *.actions.githubusercontent.com wss://*.actions.githubus
ercontent.com online.visualstudio.com/api/vl/locations github-production-repository-image-
32feab.s3.amazonaws.com github-production-release-asset-2e65be.s3.amazonaws.com insights.github.com ws

s://alive.github.com”.

< ’hkaransport {incomingUnidirectionalStreams: ReadableStream, incomingBidirectionalStreams: ReadableStre
am, datagrams: WebTransportDatagramDuplexStream}
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3anyck Chrome

B Aamunuctpatop: Windows PowerShell — O X
vindows PowerShell
(C) Kopnopauma MaitkpocodT (Microsoft Corporation). Bce npaBa 3awMueHbl. |

ycTaHoBuTe nocneaxwiw Bepcuw PowerShell ana HoBbix QyHkuui u ynyyqwenua! https://aka.ms/PSWindows

2S C:\Windows\system32> cd 'C:\Program Files\Google\Chrome\Application'

S C:\Program Files\Google\Chrome\Application> .\chrome.exe --user-data-dir=.\quic-userdatas4 --origin-to-force-quic-on
--ignore-certificate-errors-spki-list=yxgQj/yS/HrkYP21SmtP7W0OYUjJE9KAdy@aICWBCy+U=

2S C:\Program Files\Google\Chrome\Application>
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3anyck WebTransport

> const transport = new WebTransport(“"https://localhost:4433/test”,
{serverCertificateHashes:[{algorithm:"sha-
256" ,value:Uint8Array.from(atob("yxgQj/yS/HrkYP21SmtP7WOYU]jJE9K4d
y@aICWBCy+U="),c=>c.charCodeAt(0))}1})

< undefined

> const writer = transport.datagrams.writable.getWriter();
const datal = new Uint8Array([65, 66, 67]);
const data2 = new Uint8Array([68, 69, 70]);
writer.write(datal);
writer.write(data2);

< » Promise {<pending>}
> |
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3anyck WebTransport

[E8] C:\develop\webtransport\ServerDemo\bin\Debug\net6.0\ServerDemo.exe = O

Certificate SHA-256 (Base-64): yxgQj/yS/HrkYP21SmtP7WOYU]jJE9KA4Ady@aICWBCy+U=
TODO: rotate certificate before 2022-08-30 17:29:057

Listening on port 4433

:authority localhost:4433

:path /test

:origin chrome://new-tab-page

Received a datagram of 3 byte(s)

Received a datagram of 3 byte(s)

X
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3anyck WebTransport

€8] C:\develop\webtransport\ServerDemo\bin\Debug\net6.0\ServerDemo.exe — O

Certificate SHA-256 (Base-64): yxgQ3j/yS/HrkYP21SmtP7WOYUjJE9KAdy@aICWBCy+U=
TODO: rotate certificate before 2022-08-30 17:29:057

Listening on port 4433

:authority localhost:4433

:path /test

:origin chrome://new-tab-page

Received a datagram of 3 byte(s)

Received a datagram of 3 byte(s)

X
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3anyck WebTransport

const writer = transport.datagrams.writable.getWriter();
const enc = new TextEncoder();

writer.write(enc.encode( 'test’));
writer.write(enc.encode( 'ololololololo’));

Mpumep ¢

TeKCTa

—

const reader

OTrnpaBKOU while (true)

= transport.datagrams.readable.getReader();
{
const {value, done} = await reader.read();
if (done) {
break;

—

console.log(new TextDecoder().decode(value));
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3anyck WebTransport

:“ ] HENERS Console Network ®1

w
X

(x
® O Y Q Preserve log Disable cache

N

No throttling ¥ = 4+ 3

Filter Invert Hide data URLs

All |Fetch/XHR] JS CSS Img Media Font Doc WS Wasm Manifest Other

Has blocked cookies Blocked Requests 3rd-party requests

20 ms 40 ms 60 ms 80 ms 100 ms

Name Status Proto... Type Waterfall -
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3anyck WebTransport

Filter (J Invert () Hide data URLs
All  Fetch/XHR JS CSS Img Media Font Doc (WS) Wasm Manifest Other

() Has blocked cookies () Blocked Requests [ 3rd-party requests

I 5000 ms 10000 ms 15000 ms 20000 ms 25000 ms 300(1

Name Status Proto... Type Waterfall A

(pending) webtransport
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HoBble TexHOoNnormm Ha nogxone

[NaBanTe 6yoeM K HUM roToBbil

2021 2022 2022 2023 ?
‘ ‘ ‘ o) ® ! o . O o ‘
QGIC HT'I;'P/3 W;b QGIC Ba;u.le

Transport in Node.JS MpPUNoXXeHue
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Bonpochbi?

AHppen Bnacos

tg: @InnoAndrez
E-mail: innoavvlasov@gmail.com

Bacunuun MapkuTtaH

tg: @Markitan VvV
E-mail: mkt.dev@yandex.ru
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