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NMporpamma BeaeTt ced6s HenpaBUJILHO

Hawe npunoxeHue Yy>Kon YepHbIN ALWNK
EcTb ncxogHukmn @ EcTb Tonbko npouecc nnm uHapb
Mo>xem oTKpbITb B Xcode @ Habnopaem Tonbko nosegeHmne

Mo>xem noctasuTb breakpoints

Mo>kem coenatb print
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CopepixaHue

01 WUccnepoBaHue BHeapeHue

Mpo LLDB n nccnegosaHne [Mpo nHBLEKUMIO CBOEro Koaa
3anyLleHHbIX NPOoLEeCCOB ANns USMeHeHNs1 NoBeAeHUS
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CopepixaHue

01 Teopus u noaroroBka UccnepoBaHue
Mpo MHCTPYMEHTBI, Mpo LLDB n uccnenosaHue
OrPaHNYEHISt N OKPY>KEHIe 3aMYLLEHHBIX MPOLECCOB

03 BHeppeHne 04 OanbHeWwwue waru
Mpo NHBbEKLMIO CBOEro Koaa Npo nuTepatypy,

Ona nsSmMeHeHnsa noseneHuns peKoMeHOaunn N BbiIBOAbI
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WARNING!

[loknap HOCUT UCKNIUYUTESIbHO OOpa3oBaTeNbHbIN
xapakTtep

NMpumepbl He NpeAHa3Ha4vYeHb! A4S 06xoaa 3alUThbl,
HeCcaHKLMOHUPOBAHHOIo AocTyna

M BMewaTes/ibCTBa B Hy)>Xune cepsuCbl Win AaHHbIe ‘
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: 00 E + | > }J GreedyKitExample ) [ iPhone 17 Paused GreedyKitExample on iPhone 17 Pro

= main

B N aQa a @ @""‘A (9) 3 ImageViewController N Gree...rView 3 Mocks N Core...derer N Gree...View

I o q Ka onna v @ GreedyKitExample PID 54982 m GreedyKitExample ) @@ GreedyKit) @ UIKit ) @ Controller ) S ImageViewController ) [B locallmage

CPU 2% . g q
2 final class ImageViewController: UIViewController {

Pl IVALE Lacy val CUILI ULV ISHs GUIILSIILLUIILI VLSV Iew — |

— LLDB 9 Memory 57,7 MB o

£ Disk 14,9 MB/s
@ Network Zero KB/s private lazy var localImage: UIImage = {
1 FPS 0FPS guard
I_IO,D,Knl'OLlV'TbCﬂ K >KVIBOMy let path = Bundle.main.path(forResource: "image",

v @ Thread 1 Queue: com...read (serial)
ofType: "jpg"),

let image = UIImage(contentsOfFile: path)

NMPNIIO>XEHNIO

else {
fatalError("Test image is missing in the bundle")

. 97 start }
== return image = Thread 1: breakpoint 2.1 (1)
Thread 5 Queue: co...(concurrent) 10
Thread 6
com.apple.uikit.eventfetch-thread
Thread 8
Thread 9 > . path = "/Usersfigooor_bb/Library/Developer/CoreSimulator/Devices/2A81804D-8F78-433B-A365-8A04A58F6DE6/data/Container...
com.apple.coremedia.sharedRoot... > . image = 0x0000600003024510: Ulimage

2oL L s M >3 7 N @) @) & ochosure #1in ImageViewC Line: 31 Col: 21

Filter
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Touka Bxopa
— LLDB

MogknounTbca K XKNBOMY
NMPNIIO>XEHNIO

OcCTaHOBUTBLCS B HY>KHOW
TOuKe

000 = = I 2

BE Q1 aas Q@D B8

v @ GreedyKitExample PID 54982 @ @

CPU 2%
Memory 57,7 MB
Disk 14,9 MB/s
Network Zero KB/s
FPS 0FPS

v @ Thread 1 Queue: com...read (serial)
. 0 closure #1 in ImageViewContr...
(2) 1imageViewController.locallma...
. 2 ImageViewController.addimag...
(2 3 ImageViewController.viewWill...

. 97 start
> 0 Thread 2 Queue: TP...ueue (serial)
> 0 Thread 5 Queue: co...(concurrent)
> @ Thread 6
> 0 com.apple.uikit.eventfetch-thread
> @ Thread 8
> @ Thread 9
> m com.apple.coremedia.sharedRoot...

Filter

P GreedyKitExample ) [ iPhone 17

) Paused GreedyKitExample on iPhone 17 Pro

3 Gree...rView 3 Mocks N Core...derer 3 Gree...View

3 ImageViewController

GreedyKitExample ) @ GreedyKii) @@ UIKit ) @ Controller ) 3\ ImageViewController ) . locallmage

final class ImageViewController: UIViewController {

Pl IVALE L4y val CUILI ULSY ISHs GUIILSIILLUIILI VLSV Iew — |

10

private lazy var localImage: UIImage = {
guard
let path = Bundle.main.path(forResource: "image",
ofType: "jpg"),
let image = UIImage(contentsOfFile: path)
else {
fatalError("Test image is missing in the bundle")
}
return image = Thread 1: breakpoint 2.1 (1)

10

2oL L s M >3 7 N @) @) & ochosure #1in ImageViewC Line: 31 Col: 21

> . path = "/Usersfigooor_bb/Library/Developer/CoreSimulator/Devices/2A81804D-8F78-433B-A365-8A04A58F6DE6/data/Container...

> [l image = 0x0000600003024510: Ullmage
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Touka Bxopa
— LLDB

MogknounTbca K XKNBOMY
NMPNIIO>XEHNIO

OcCTaHOBUTBLCS B HY>KHOW
TOuKe

[MpoBepuTb, YTO NpoLecc
OenaeT Ha caMmoM fene

000 = = I 2
BE Q1 aas0@o B8

v @ GreedyKitExample PID 54982 @ @
CPU 2%

Memory 57,7 MB
Disk 14,9 MB/s
Network Zero KB/s
FPS 0 FPS

b Thread 1 Queue: com...read (serial)

Thread 2 Queue: TP...ueue (serial)
Thread 5 Queue: co...(concurrent)
Thread 6
com.apple.uikit.eventfetch-thread
Thread 8

Thread 9
com.apple.coremedia.sharedRoot...

}J (m;la'?enedyKltExample ) [ iPhone 17 Paused GreedyKitExample on iPhone 17 Pro

3 ImageViewController 3 Gree...rView 3 Mocks 3 Core...derer 3 Gree...View

GreedyKitExample ) @@ GreedyKii ) @@ UIKit ) @ Controller ) 3\ ImageViewController ) . locallmage =5

final class ImageViewController: UIViewController {

Pl IVALE LAacy val CUILI ULSV ISHs GUIILSIILLUIILI VLSV Iew — |

10

private lazy var localImage: UIImage = {
guard
let path = Bundle.main.path(forResource: "image",
ofType: "jpg"),
let image = UIImage(contentsOfFile: path)
else {
fatalError("Test image is missing in the bundle")
}
return image = Thread 1: breakpoint 2.1 (1)

10

2oL L s M >3 7 N @) @) & ochosure #1in ImageViewC Line: 31 Col: 21

> . path = "/Usersfigooor_bb/Library/Developer/CoreSimulator/Devices/2A81804D-8F78-433B-A365-8A04A58F6DE6/data/Container...
> [ image = 0x0000600003024510: Ulimage
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OS He o0Os13aHa
Hac nyckaTtb

CucTeMHble npoLecchl
3alUnLLEHbI

O @ @ Iidb -nFinder
[:igooor_bb@Igors-MacBook-Pro ~
$ Lldb -n Finder

(Lldb) process attach --name "Finder"
error: attach failed: attach failed (Not allowed to attach to pr

ocess. Look in the console messages (Console.app), near the deb
ugserver entries, when the attach failed. The subsystem that de
nied the attach permission will likely have logged an informativ
e message about why it was denied.)

no target
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OS He o0Os13aHa
Hac nyckaTtb

CucTeMHble npoLecchl
3alUnLLEHbI

[NogkntoveHne K HUM He
BCerga BO3MOXHO

© @ @ !lidb-nFinder
[:igooor_bb@Igors-MacBook-Pro ~

$ Lldb -n Finder
(Lldb) process attach --name "Finder"
error: attach failed: attach failed (Not allowed to attach to pr
ocess. Look in the console messages (Console.app), near the deb
ugserver entries, when the attach failed. The subsystem that de
nied the attach permission will likely have logged an informativ
e message about why it was denied.)

no target
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OS He o0Os13aHa
Hac nyckaTtb

CucTeMHble npoLecchl
3alUnLLEHbI

[NogkntoveHne K HUM He
BCerga BO3MOXHO

N aTo coBepLueHHO
HOpPMaJIbHO

© @ @ !lidb-nFinder
[:igooor_bb@Igors-MacBook-Pro ~

$ Lldb -n Finder
(Lldb) process attach --name "Finder"
error: attach failed: attach failed (Not allowed to attach to pr
ocess. Look in the console messages (Console.app), near the deb
ugserver entries, when the attach failed. The subsystem that de
nied the attach permission will likely have logged an informativ
e message about why it was denied.)

no target
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System Integrity
Protection (SIP)

1 MexaHn3m 3awuThl
CUCTEMbI

000 O Il A macos

O

Shut Down

)

Restart
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igooor_bb@vm-sonoma ~ % 11ldb -n Finderlj

NccnepoBaHue

1 K npoueccy MOXHO
NOAKIIOYNTBLCS NO ero
PID vnn nmeHn
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NccnepoBaHue

K npoueccy MO>XHO
NOAKIIOYNTBLCS NO ero
PID vnn nmeHn

[Mpu ocTaHoOBKE
otnpaensetrcsa SIGSTOP

o000 O Il 4 macos
igooor_bbevm-sonoma ~ % 1ldb —-n Finder
(11db) process attach —-—name "Finder"
Process 449 stopped
% thread #1, queue = 'com.apple.main-thread', stop re
ason = signal SIGSTOP
frame #0: 0x000000018b5f9c34 libsystem_kernel.dyl
ib 'mach_msg2_trap + 8
libsystem_kernel.dylib mach_msg2_trap:
—> 0x18b5f9c34 <+8>: ret

libsystem_kernel.dylib macx_swapon:
0x18b5f9¢c38 <+0>: mov x16,
0x18b5f9c3c <+4>: svc
0x18b5f9c40 <+8>: ret
Target 0: (Finder) stopped.
Executable binary set to "/System/Library/CoreService
s/Finder.app/Contents/Mac0OS/Finder".
Architecture set to: armé4e-—-apple-macosx-.
(11db) |}
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NccnepoBaHue

K npoueccy MOXHO
NOAKIIOYNTBLCS NO ero
PID nnn nmeHn

[Mpu ocTaHoOBKE
otnpaensetrcsa SIGSTOP

P00 O Il K macos
igooor_bbevm-sonoma ~ % 1ldb —-n Finder
(11db) process attach —-—name "Finder"
Process 449 stopped
* thread #1, queue = , stop re
ason =
frame #0: 0x000000018b5f9c34 libsystem_kernel.dyl
ib 'mach_msg2_trap + 8
libsystem_kernel.dylib mach_msg2_trap:
—> 0x18b5f9c34 <+8>: ret

libsystem_kernel.dylib macx_swapon:
0x18b5f9c38 <+0>: mov x16,
0x18b5f9c3c <+4>: svc
0x18b5f9c40 <+8>: ret
Target 0: (Finder) stopped.
Executable binary set to "/System/Library/CoreService
s/Finder.app/Contents/Mac0OS/Finder".
Architecture set to: armé4e-—-apple-macosx-.
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(11db) breakpoint set —-n "—-[NSView hitTest:]1" -C "po

NUccnepoBaHve Ericiage!

Breakpoint 1: where = AppKit —-[NSView hitTest:], addr
ess = 0x000000018f79c81c
MoykeM genatb TOUKM (1ldb) ¢ |

.- Process 449 resuming
(11db) |

Moxem ncnonb3oBatb
hitTest, 4to6bl HanTK
HY>XHbI OObEKT
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breakpoint set -n "-[NSView hitTest:]" -C "po $argl" -G1

30
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Co3paem Mpoponxaem 6e3
breakpoint OCTaHOBKMU

T T

breakpoint set -n "-[NSView hitTest:]" -C "po $argl" -Gl

l l

YKa3biBaeM NO WUMEHMU YKa3biBaeM KOMaHpAy, KoTopasd
Objective-C cenekTop BbIMO/IHUTCA MNPU KaX[om
cpabaTbiBaHUU
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(11db) breakpoint set —-n "—-[NSView hitTest:]1" -C "po

NccnepoBaHue  ERmgcd

Breakpoint 1: where = AppKit —[NSView hitTest:], addr
ess = 0x000000018f79c81c

(11db) c |
Process 449 resuming

(11db)

Mo>xem genaTb TOYKN
OCTaHOBKWU

Moxem ncnonb3oBatb
hitTest, 4to6bl HanTK
HY>XHbI OObEKT
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(11db) breakpoint set -n "—-[NSView hitTest:]" -C "po

NccnepoBaHue L , L

Breakpoint 1: where = AppKit —-[NSView hitTest:], addr

€SS = 0x000000018f79c81c

[(11db) c |

Process 449 resuming

(11db) |}

Mo>xem genaTb TOYKN
OCTaHOBKWU

Moxem ncnonb3oBatb
hitTest, 4to6bl HanTK
HY>XHbI OObEKT
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(11db) po $argl
MCC"QAOBaHme <TTrackingImageView: 0x1413f7aa0>
(11db) po $argl
<TIconCollectionView: 0x14190ce@0>
(11db) po $argl
<TTrackingImageView: 0x141361830>
(11db) po $argl
<TTitleBubbleView: 0x14098d400>
(11db) po $argl
<TTrackingImageView: 0x136f2ef20>
(11db) po $argl
<TTitleBubbleView: 0x1408df400>
(11db) po $argl
<TTrackingImageView: 0x14104f630>
(11db) po $argl
<TTitleBubbleView: 0x14089ac00>
(11db) po $argl
<TTrackingImageView: 0x1413f7aa0>
(11db) |}

1 OO6xopn BbINnONHAETCA
Mo NpUHUMNY
Responder Chain
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(11db) po $argl
MCC"QAOBaHme <TTrackingImageView: 0x1413f7aa0>
(11db) po $argl
<TIconCollectionView: 0x14190ce@0>
(11db) po $argl
<TTrackingImageView: 0x141361830>
(11db) po $argl
<TTitleBubbleView: 0x14098d400>
(11db) po $argl
<TTrackingImageView: 0x136f2ef20>
(11db) po $argl
<TTitleBubbleView: 0x1408df400>
(11db) po $argl
<TTrackingImageView: 0x14104f630>
(11db) po $argl
<TTitleBubbleView: 0x14089ac00>
(11db) po $argl
<TTrackingImageView: 0x1413f7aa0>
(11db) |}

1 OO6xopn BbINnONHAETCA
Mo NpUHUMNY
Responder Chain




avito.tech Mockaa 2026 000 () Il 4 macos

(11db) po $argl
MCC"GAOBaHme <TTrackingImageView: 0x1413f7aa0>
(11db) po $argl
<TIconCollectionView: ©x14190ce00>
(11db) po $argl
<TTrackingImageView: 0x141361830>
(11db) po $argl
<TTitleBubbleView: 0x14098d400>
Hy>XXHbIM 06beKTOM (11db) po $argl

O6xo[ BbINOMHAETCA
no NpUHUMNYy
Responder Chain

OKaxeTcsl nocneaHum <TTrackingImageView: 0x136f2ef20>

2Ll (11db) po $argl
<TTitleBubbleView: 0x1408df400>
(11db) po $argl
<TTrackingImageView: 0x14104f630>
(11db) po $argl
<TTitleBubbleView: 0x14089ac00>
(11db) po $argl
<TTrackingImageView: 0x1413f7aa0>
(11db) B
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(11db) po $argl
MCC"GAOBaHme <TTrackingImageView: 0x1413f7aa0>
(11db) po $argl
<TIconCollectionView: ©x14190ce00>
(11db) po $argl
<TTrackingImageView: 0x141361830>
(11db) po $argl
<TTitleBubbleView: 0x14098d400>
Hy>XHbIM 06bEKTOM (11db) po $argl

O6xo[ BbINOMHAETCA
no NpUHUMNYy
Responder Chain

OKaXeTcs nocreaHum <TTrackingImageView: 0x136f2ef20>

EAIMCRe (11db) po $argl
<TTitleBubbleView: 0x1408df400>
(11db) po $argl
<TTrackingImageView: 0x14104f630>
(11db) po $argl
<TTitleBubbleView: 0x14089ac00>
(11db) po $argl
<TTrackingImageView: 0x1413f7aa0>
(11db)
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000 (O Il J macos
l

(11db) expr -1 objc -0 ——
Enter expressions, then terminate with an empty line

Bbipa)XxeHus
to evaluate:
[ (NSView *)@Ox1413f7aa@ setHidden:11]

OVitO.tech Mocksa 2026

| 1:
[(11db) ¢
1 Vmeem appec o6bexTa, Process 449 resuming
KOTOPbIN Hac NHTepecyeT (11db) |
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(11db) expr -1 objc -0 —
Enter expressions, then terminate with an empty line

OVitO.tech Mocksa 2026

Bbipa)XxeHus

to evaluate:
- 1: [(NSView *)0@x1413f7aa@ setHidden:1]

[(11db) ¢
MImeem appec obbexTa, Process 449 resuming

KOTOPbIN HAC NHTepecyeT (11db) I

Moxem ncnonb3oBaTtb
€ro BblpaXeHunsax
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avito.tech Mockea 2026 000 ) Il 4 macos
(11db) expr -1 objc -0 —
Bb|pa)Ke|-||/|;| Enter expressions, then terminate with an empty line
to evaluate:
- 1: [(NSView %*)0x1413f7aa@ setHidden:1]
(11db) ¢
Viveem appec obbekTa, Process 449 resuming
KOTOPbI HAcC MHTepecyeT (11db)

Moxem ncnonb3oBaTtb
€ro BblpaXeHunsax

Bbipa>keHnss MO>XHO
nucatb Ha Swift
n Objective-C
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expr -1 objc -0 -- [(NSView *)0x1413f7aa0 setHidden:1]

42
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ObpawaemMcss K 06beKTy KaK K

BoinonHsaem Objective-C NSView
BblpaxeHune N MEeHAeM ero CBOWCTBO
expr -1 objc -0 -- [(NSView *)0x1413f7aa0 setHidden:1]

l

NeyaTaem onucaHwue
obbeKkTa Ha BbiIxope
(ypo6cTBO)

43
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Image Capture iPhone Mirroring Launchpad Mail (VET] Messages Mission Control
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Notes Passwords Photo Booth Photos Podcasts Preview
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Bbipa)xeHusi

1

Mo>kem nucatb bonee
CJTOXKHbI€ Bblpa>keHus

AppKit;

NSView *view = (NSView *)0x1413f7aa0;
[view setWantsLayer:1];

CALayer *layer = (CALayer x)[view layer];
[layer setBorderWidth:2.0];
[layer setBorderColor:[[NSColor redColor]

[view display];

CGColor]1];

47



OVitO.tech Mocksa 2026

Bbipa)xeHusi

1 Mo>kem nucatb bonee
CJTOXKHbI€ Bblpa>keHus

o VHorga HyxHo [o6aBnaTb
MMMOPTbI ANA CTaHAaPTHbIX
TUNOB

@import AppKit;

NSView *view = (NSView *)0x1413f7aa0;
[view setWantsLayer:1];

CALayer *layer = (CALayer x)[view layer];
[layer setBorderWidth:2.0];
[layer setBorderColor:[[NSColor redColor]

[view display];

CGColor]1];
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Bbipa)XxeHus

1 Mo>kem nucatb bonee
CJTOXKHbI€ Bblpa>keHus

o VHorga HyxHo [o6aBnaTb
MMMOPTbI ANA CTaHAaPTHbIX
TUNOB

AppKit;

NSView *view = (NSView *)0x1413f7aa0;
[view setWantsLayer:1];

CALayer *layer = (CALayer x)[view layer];
[layer setBorderWidth:2.0];
[layer setBorderColor:[[NSColor redColor]

[view display];

CGColor]1];
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Bbipa)XxeHus

1 Mo>kem nucatb bonee
CJTOXKHbI€ Bblpa>keHus

o VHorga HyxHo [o6aBnaTb
MMMOPTbI ANA CTaHAaPTHbIX
TUNOB

AppKit;

NSView *view = (NSView *)0x1413f7aa0;
[view setWantsLayer:1];

CALayer *layer = (CALayer x)[view layer];
[layer setBorderWidth:2.0];
[layer setBorderColor:[[NSColor redColor]

[view display];

CGColor]1];
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Bbipa)xeHusi

1 Mo>kem nucatb bonee
CJTOXKHbI€ Bblpa>keHus

o VHorga HyxHo [o6aBnaTb
MMMOPTbI ANA CTaHAaPTHbIX
TUNOB

AppKit;

NSView *view = (NSView *)0x1413f7aa0;
[view setWantsLayer:1];

CALayer *layer = (CALayer x)[view layer];
[layer setBorderWidth:2.0];
[layer setBorderColor:[[NSColor redColor]

[view display];

CGColor]1];
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000 (O Il < macos

Applications

Recents
Applications
Desktop
Documents

Downloads App Store Automator

Aa

Orange Contacts Dictionary
Yellow
Green
Blue
Purple
Gray

Image Capture iPhone Mirroring
All Tags...

FaceTime

Launchpad

Passwords

Calculator
Find My Freeform

Messages Mission Control

Photo Booth Photos Podcasts Preview

> B .
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I < macos

Applications

Recents
Applications
Desktop
Documents

Downloads App Store Automator

Orange Contacts Dictionary FaceTime
Yellow
) Green
Blue
Purple
Gray

Image Capture iPhone Mirroring Launchpad
All Tags...

U

Passwords

Calculator

Find My

D
L

L

Photo Booth

Calendar

Font Book

Photos

Freeform

Messages Mission Control

-
@

Podcasts Preview
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AppKit

NSView *view = (NSView *)0x115064bb0o;
[view setWantsLayer:1];

CALayer *layer = (CALayer x)[view layer];
BOOL -isRemoved = false;

(s [layer subviews]) {
([ (NSString*x)[s name] 1isEqualToString:@"Llldb_highlight"]) {
[s removeFromSuperlayer];
isRemoved = true;
[view display];

b

(!isRemoved) {
highlight = [CALayer layer];
[highlight setName:@"1ldb_highlight"];
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AppKit

NSView *view = (NSView *)0x115064bb0o;
[view setWantsLayer:1];

CALayer xlayer (CALayer *)[view layer];
BOOL -+isRemoved false;

(s [layer subviews]) {
([ (NSString*x)[s name] 1disEqualToString:@"Llldb_highlight"]) {
[s removeFromSuperlayer];
isRemoved = true;
[view display];

b

(!isRemoved) {
highlight = [CALayer layer];
[highlight setName:@"1ldb_highlight"];




BOOL isRemoved = false}

(s [layer subviews]) {
([ (NSStringx)[s name] -isEqualToString:@"1lldb_highlight"]) {
[s removeFromSuperlayer];
isRemoved = true;
[view display];

b

(!isRemoved) {
1d highlight = [CALayer layer];
[highlight setName:@"1lldb_highlight"];
[highlight setBorderWidth:2.0];
[highlight setBorderColor:[[NSColor redColor] CGColor]];
[highlight setMasksToBounds:0];
[highlight setZPosition:9999.0];

[highlight setValue:[view valueForKey:@"bounds"] forKey:@"frame"];
[layer addSublayer:highlight];
[view display];




BOOL isRemoved = false}

(s [layer subviews]) {
([ (NSStringx)[s name] -isEqualToString:@"1lldb_highlight"]) {
[s removeFromSuperlayer];
isRemoved = true;
[view display];

b

(!isRemoved) {
highlight = [CALayer layer];
[highlight setName:@"1ldb_highlight"];
[highlight setBorderWidth:2.0];
[highlight setBorderColor:[[NSColor redColor] CGColor]];
[highlight setMasksToBounds:0];
[highlight setZPosition:9999.0];

[highlight setValue:[view valueForKey:@"bounds"] forKey:@"frame"];
[layer addSublayer:highlight];
[view display];
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Kactomusauusa

1 Moxem co3gaTtb annac
0N KOMaHabl

2  3TO NPOCTO NCEBAOHUM
Ans nocregoBaTeribHOCTU
TeKcTa

3 Moxem nepepatb

napamMeTp TOJIbKO B KOHEL|

command alias pv expr -1 objc -0 —-- [self view]
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Kactomusauusa

1 Moxewm cosgartb regex-
anvac n genartb
noacTaBHOMY NapameTpa
B HY>XHOE MeCTO

command regex tb 's/(.+)/expr -1 objc -0 --
@import AppKit ; { NSView *view = (NSView *)%1;
view.wantslLa -~ = true; CALayer xlayer =
(CALayerx*) [vie. layer]; BOOL removed = 0; for (id
s in [layer subu. vers]) { if ([((NSString x)[s
name]) isEqualToS :ing:Q@"LLDBHightlight"]) { [s
removeFromSuperlayer]; removed = 1; [view
display]; break; } } if (!removed) { id hl =
[CALayer layer]; [hl setName:@"LLDBHightlight"];
[h1l setBorderWidth:2.0]; [hl setBorderColor:
[[NSColor redColor] CGColor]]; [hl
setMasksToBounds:0]; [hl setZPosition:99999.0];
[hl setValue:[view valueForKey:@"bounds"]
forKey:@"frame"]; [layer addSublayer:hl]; [view

displayl; } }/'
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Kactomusauusa

1 Moxewm cosgartb regex-
anvac n genartb
noacTaBHOMY NapameTpa
B HY>XHOE MeCTO

command regex tb 's/(.+)/expr -1 objc -0 -=
@import AppKit ; { NSView *view = (NSView *)%1;
view.wantsLayer = true; CALayer xlayer =
(CALayerx*) [view layer]; BOOL removed = 0; r (id
s in [layer sublayers]) { if ([((NSString x)[s
name]) isEqualToString:Q@"LLDBHightlight" ), { [s
removeFromSuperlayer]; removed = 1; [vic v
display]; break; } } if (!removed) { ic¢ hl =
[CALayer layer]; [hl setName:@"LLDBHightlight"];
[h1l setBorderWidth:2.0]; [hl setBorderColor:
[[NSColor redColor] CGColor]]; [hl
setMasksToBounds:0]; [hl setZPosition:99999.0];
[hl setValue:[view valueForKey:@"bounds"]
forKey:@"frame"]; [layer addSublayer:hl]; [view

displayl; } }/'
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[((11db) tb ©x1413f7aa@

Kactomusauna Bl

Mo>xem co3gaTtb regex-
anuac v genartb
nogcraBHOMYy napameTpa
B HY>KHO€ MeCTO
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I < macos
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avito teCh ockea @O O® () rrivate < 0 = github.com/DerekSelander/LLDB

KOMaH I I O Platform v  Solutions ¥ Resources ¥ Open Source v Enterprise v Pricing Q Sign in

DerekSeIander & DerekSelander /LLDB (Public L\ Notifications % Fork 207 v Star 1.8k

<> Code (©) Issues 1 i1 Pullrequests 4 (® Actions [ Projects (O Security |~/ Insights

B OpenSource MOXHO
BCTPETUTb KOJIJTIEKLUUN ) )

A collection of LLDB aliases/regexes and
FTOTOBbIX KOMaH.D. @ LoLgrep fixup broken lookup X, yoink co... 1f6c9cf - 3 months ago %) 377 Commits e s i £l e e

sessions

£ main ~ P o Q Gotofile [ <> Code ~ | About

B Media Updated book image to v2 8 years ago

nepeK CenaHnep I python debugging ios xcode
aBTOp KHUMN Advanced I8 lldb_commands fixup broken lookup -X, yoink com... 3 months ago Ildb

Apple Debugging and [ gitignore lgnore Media dir 8 years ago Readme

Reverse Englneerlng [ CHANGELOG.txt Updated changelong 6 years ago GPL-2.0 license

[ LICENSE Added Razeware LLC clause to LI... 6 years ago

doKyc Ha uccnegoBaHUAx
n pesepce

[ README.md [README.md] minor typo fix 6 years ago

[ _config.yml Set theme jekyll-theme-tactile 8 years ago

[0 README 38 GPL-2.0 license

LLDB
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lookup

KO M a Hnbl Perform a regular expression search for stuff in an executable
DerekSelander S

# Find all methods that contain the phrase viewDidLoad
(1ldb) lookup viewDidLoad

1 EB ()F)Ear153()LJr(:€B MO>XKHO # Find a summary of all the modules that have a (known) function containing the phrase viewDi
BCTPETUTb KONNEKLNN (1ldb) lookup viewDidLoad -s

rOTOBbIX F(C)hﬂiifill # Search for Objective-C code in a stripped module (i.e. in SpringBoard)
(1ldb) loo -x StocksFramework .

o [Hepek CenaHpep —

# Search for Objective-C code containing the case insensitive phrase init inside a stripped m

aBTop kHurn Advanced (1ldb) lookup -X (?1)init
/\F)F)IEB [)EBt)lJSJSJ|r]SJ Eir](j # Search for all hardcoded, embeded ‘char x' inside an executable containing the phrase xhttp
Reverse Engineering (1ldb) lookup =S http -m UIKit
# Dump all the md5'd base64 keys in libMobileGestalt along w/ the address in memory
2 ¢OKyC Ha MCC”eﬂOBaHMﬂX (1ldb) loo -S ~[a-zA-Z0-9\+] {22,22}$ —m lleoblleGestalt.dyIlb -1

n F)EBE3EBF)(:EB # Dump all the global bss code referenced by DWARF. Ideal for accessing ‘static' variables wh
(1ldb) lookup . —g HonoluluArt -1

# Look for phrase "nominal® (Swift's nominal type descriptors) in module "SwiftTest" and get
(1ldb) lookup -G SwiftTest nominal -1
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® O O® ([ rrivate 0 =]

github.com/facebook/chisel

@ Sign in

% Fork 804

O Platform v  Solutions ¥ Resources ¥ Open Source v Enterprise v Pricing

KomaHgbl

L\ Notifications 77 Star 9.2k

Chisel

Konnekuus komaHp,
oT Facebook *

dokKyc Ha noBcegHEBHOM
pa3paboTke

& facebook [ chisel (public

<> Code () Issues 44

¥ main ~ 24 ©

.'a Adam Ernst and facebook-github-bot R.. =B fdbf067 -5 months ago

B cChisel

B commands

[ .gitignore

[ CODE_OF_CONDUCT.md
[ CONTRIBUTING.md

(9 LICENSE

[ README.md

[ fbchisellldb.py

[ fbchisellldbbase.py

[ fbchisellldbinputhelpers.py

[T TR I PPN TT N1 RO A PRSNIY S RO TN Py

i1 Pull requests 6

(® Actions

Q Go to file

[Licensing] Switch from BSD+Pate...

Remove old options that no longer...

Remove pyc files and add gitignor...

OSS Automated Fix: Addition of C...

Add note to Contribution Guide ab...

[Licensing] Switch from BSD+Pate...

Format README

migrate fbobjc/ to ruff

formatting changes from black 22....

Rename chisel's fblldb to fbchiselll...

fiL_oDAacA

[ Projects

$ Models

| <> Code ~ \

O 467 Commits

6 years ago

5 months ago

11 years ago

6 years ago

5 years ago

6 years ago

2 years ago

11 months ago

3 years ago

5 years ago

00 wiki @ Security

About

Chisel is a collection of LLDB commands

to assist debugging iOS apps.

Readme

MIT license
Code of conduct
Contributing

Security policy

> Renames, Ranges, and the Co...

on Aug 17, 2020

Latest
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KomaHgbl
Chisel

1  Konnekumsa komaHg,
oT Facebook *

o  ®oKyc Ha noBceHEBHON
pa3paboTke

Command

pviews

pvc

visualize

fv

fvc

show/hide

mask/unmask

borderfunborder

caflush

Description

Print the recursive view description for the key window.
Print the recursive view controller description for the key window.

Open a UIImage , CGImageRef , UIView , CALayer , NSData (of animage),
UIColor, CIColor, CIImage, CGColorRef or CVPixelBuffer in
Preview.app on your Mac.

Find a view in the hierarchy whose class name matches the provided regex.

Find a view controller in the hierarchy whose class name matches the
provided regex.

Show or hide the given view or layer. You don't even have to continue the
process to see the changes!

Overlay a view or layer with a transparent rectangle to visualize where it is.
Add a border to a view or layer to visualize where it is.

Flush the render server (equivalent to a "repaint" if no animations are in-
flight).
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Ymeem uccnepgosaTthb 10601 npoLecce
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YMmeeM N3MEeHSATb noBeaeHve
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He xoTm Ka)xabin pa3 Bbi3biBaTtb LLDB
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main() {
srand(time(NULL));

printf ("Random number: %d\n", rand());
03
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BHeapeHune

XOoTnM NOgMEHNTb
cllydanHoe 3HayeHue

main() {

MoKeM BOCMonb30BaThbCs srand(time(NULL));

TexHukon Interposing printf ("Random number: %d\n", rand());
03
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int (* ) ( )3

_Atomic( ) orig_rand_atomic = NULL;

__attribute__((constructor))
init_orig_rand( ) {
pt = ( )dlsym(RTLD_NEXT, "rand");

(pt) {
atomic_store_explicit(&orig_rand_atomic, pt,
memory_order_release);




_Atomic( ) orig_rand_atomic = NULL;

__attribute__((constructor))
init_orig_rand( ) {
pt = ( )dlsym(RTLD_NEXT, "rand");

(pt) {
atomic_store_explicit(&orig_rand_atomic, pt,
memory_order_release);

}
}
custom_rand( ) {
orig_pt = atomic_load_explicit(&orig_rand_atomic,
memory_order_acquire);
(torig_pt) {
orig_pt = ( )dlsym(RTLD_NEXT, "rand");
atomic_store_explicit(&orig_rand_atomic, orig_pt,
memory_order_release);
}

1337;




_Atomic( ) orig_rand_atomic = NULL;

_attribute__((constructor))

init_orig_rand( ) {
pt = ( )dlsym(RTLD_NEXT, "rand");
(pt) {
atomic_store_explicit(&orig_rand_atomic, pt,
memory_order_release);
}
}
custom_rand( ) {
orig_pt = atomic_load_explicit(&orig_rand_atomic,
memory_order_acquire);
(lorig_pt) {
orig_pt = ( )dlsym(RTLD_NEXT, "rand");
atomic_store_explicit(&orig_rand_atomic, orig_pt,
memory_order_release);
}

return 1337;




custom_rand( ) {
orig_pt = atomic_load_explicit(&orig_rand_atomic,
memory_order_acquire);

(lorig_pt) {

orig_pt = ( )dlsym(RTLD_NEXT, "rand");

atomic_store_explicit(&orig_rand_atomic, orig_pt,
memory_order_release);

1337,

__attribute__((used))
static struct {
const void *replacement;
const void *original;
} dinterposers|[]
__attribute__((section("__DATA,__interpose"))) = {
{ (const void x)custom_rand, (const void *)rand }

s
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DYLD_INSERT_LIBRARIES
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000 (¢ Il < macos

'igooor_bb@vm-sonoma Inject % clang main.c —-o main
'igooor_bb@vm-sonoma Inject % ./main

Random number: 995012717

'igooor_bb@vm-sonoma Inject % ./main

Random number: 995029524

igooor_bb@vm-sonoma Inject % clang —-dynamiclib —-arch armé4 \
-0 interpose_rand.dylib interpose_rand.c

'igooor_bb@vm—-sonoma Inject % DYLD_INSERT_LIBRARIES=\
> "$PWD/interpose_rand.dylib" ./main

Random number: 1337

igooor_bb@vm-sonoma Inject %




avito.tech

000 U Il A macos

'igooor_bb@vm-sonoma Inject % clang main.c —o main
'igooor_bb@vm-sonoma Inject % ./main

Random number: 995012717

ligooor_bb@vm-sonoma Inject % ./main

Random number: 995029524

igooor_bb@vm-sonoma Inject % clang —-dynamiclib —arch armé4 \
—0 interpose_rand.dylib interpose_rand.c

'1gooor_bb@vm—-sonoma Inject % DYLD_INSERT_LIBRARIES=\
> "$PWD/interpose_rand.dylib" ./main

Random number: 1337

igooor_bb@vm-sonoma Inject %
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000 O Il < macos
'igooor_bb@vm-sonoma Inject % clang main.c —o main
'igooor_bb@vm-sonoma Inject % ./main

Random number: 995012717

ligooor_bb@vm-sonoma Inject % ./main

Random number: 995029524

igooor_bb@vm-sonoma Inject % clang —-dynamiclib —-arch armé4 \
—0 interpose_rand.dylib interpose_rand.c

'igooor_bb@vm—-sonoma Inject % DYLD_INSERT_LIBRARIES=\
> "$PWD/interpose_rand.dylib" ./main

Random number: 1337

igooor_bb@vm-sonoma Inject % [
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I'ne 3pechb iOS pa3paboTka?
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(AURLCompletion) (NSData *, NSURLResponse *, NSError x);

static inline void Swizzle(Class c, SEL o, SEL r) {
method_exchangeImplementations(
class_getInstanceMethod(c, o),
class_getInstanceMethod(c, r)

)3

NSString *HTTPMethodOrGET (NSURLRequest *r) {
r .HTTPMethod ?: @"GET";

NSURLSession (URLLoggerSwizzle)

+ ( )load {
dispatch_once_t once;
dispatch_once(&once, A{
Class c = g

Cuiart =>=1 A7 ~



NSURLSession (URLLoggerSwizzle)

+ (void)load {
static dispatch_once_t once;
dispatch_once(&once, *{
Class ¢ = self;

Swizzle(c,
(dataTaskWithRequest:completionHandler:),
(urllogger_dataTaskWithRequest:completionHandler:));

Swizzle(c,
(dataTaskWithURL:completionHandler:),
(urllogger_dataTaskWithURL:completionHandler:));

Swizzle(c,
(dataTaskWithRequest:),
(urllogger_dataTaskWithRequest:));

Swizzle(c,
(dataTaskWithURL:),
(urllogger_dataTaskWithURL:));
s
}

- (NSURLSessionDataTask *)urllogger_dataTaskWithRequest: (NSURLRequest *)request
completionHandler: (URLCompletion)completionHandler

{

ACILIDI L g == vt e~ 1TI1DDI o



NSURLSession (URLLoggerSwizzle)

+ ( )load {
dispatch_once_t once;
dispatch_once(&once, A{
Class c = g

Swizzle(c,
(dataTaskWithRequest:completionHandler:),
(urllogger_dataTaskWithRequest:completionHandler:));

Swizzle(c,
(dataTaskWithURL:completionHandler:),
(urllogger_dataTaskWithURL:completionHandler:));
Swizzle(c,
(dataTaskWithRequest:),
(urllogger_dataTaskWithRequest:));
Swizzle(c,

(dataTaskWithURL:),
(urllogger_dataTaskWithURL:));
1)
}

- (NSURLSessionDataTask *)urllogger_dataTaskWithRequest: (NSURLRequest *)request
completionHandler: (URLCompletion)completionHandler

{

ACILIDI L g == vt e~ 1TI1DDI o



NSURL *u = request.URL;
(u) NSLog(@"[URLSwizzle] %@ %@", HTTPMethodOrGET(request), u.absoluteString);

[ urllogger_dataTaskWithRequest:request
completionHandler:completionHandler];

(NSURLSessionDataTask x)urllogger_dataTaskWithURL: (NSURL *)url
completionHandler: (URLCompletion)completionHandler

{
if (url) NSLog(@"[URLSwizzle] GET %@", url.absoluteString);
return [self urllogger_dataTaskWithURL:url
completionHandler:completionHandler];
}

(NSURLSessionDataTask x)urllogger_dataTaskWithRequest: (NSURLRequest *)request {
NSURL *u = request.URL;
(u) NSLog(@"[URLSwizzle] %@ %@", HTTPMethodOrGET(request), u.absoluteString);
L urllogger_dataTaskWithRequest:request];

(NSURLSessionDataTask x)urllogger_dataTaskWithURL: (NSURL *)url {
(url) NSLog(@"[URLSwizzle] GET %@", url.absoluteString);
[ urllogger_dataTaskWithURL:url];




NSURL *u = request.URL;
(u) NSLog(@"[URLSwizzle] %@ %@", HTTPMethodOrGET(request), u.absoluteString);

[ urllogger_dataTaskWithRequest:request
completionHandler:completionHandler];

(NSURLSessionDataTask x)urllogger_dataTaskWithURL: (NSURL *)url
completionHandler: (URLCompletion)completionHandler

{
(url) NSLog(@"[URLSwizzle] GET %@", url.absoluteString);
[ urllogger_dataTaskWithURL:url
completionHandler:completionHandler];
}

essionDataTask *)urllogger_dataTaskWi equest: equest *)reques
(NSURLS ionDataTask *)urll dataTaskWithR t: (NSURLR t x) t {
NSURL *u = request.URL;
(u) NSLog(@"[URLSwizzle] %@ %@", HTTPMethodOrGET(request), u.absoluteString);
[ urllogger_dataTaskWithRequest:request];

(NSURLSessionDataTask x)urllogger_dataTaskWithURL: (NSURL *)url {
if (url) NSLog(@"[URLSwizzle] GET %@", url.absoluteString);
return [self urllogger_dataTaskWithURL:url];
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BHeapeHue

XCOde > P gﬂdm MeetupExample
s 3::;

Bosspalaemcs K s ST
DYLD_INSERT_LIBRARIES > @ Profe

> Snalyze
ebu-g +
Moxem nepenatb nyTb K > B A
JVHamMmn4eckonm bnbnumorteke

L'Iepe3 apryMeHTbl cxeMbI v DYLD_INSERT_LIBRARIES /L

Info Arguments Options Diagnostics

v Arguments Passed On Launch

v Environment Variables

+_

Expand Variables Based On  [J MeetupExample

Duplicate Scheme Manage Schemes... ¥ Shared
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'igooor_bb@vm-sonoma Inject % \
> SIMCTL_CHILD_DYLD_INSERT_LIBRARIES="$PWD/hook.dylib" \

BHenpeHme > xcrun simctl launch booted igooor.bb.MeetupExamplell
simctl launch

1  HyxHO ykasaTtb npedukc
SIMCTL_CHILD_




aVito.teCh Mocksa 2026 (X X ) Q) TS

macOS E?
'igooor_bb@vm-sonoma Inject % xcrun simctl spawn booted \ ]

> launchctl setenv DYLD_INSERT_LIBRARIES "$PWD/hook.dylib" }
BHepgpeHue i ’

launchctl

1 Jhiobon 3anyckaemblv
npoLecc yHacnenyeT atu
nepemMeHHbIe

MOXXHO MEHATL cam
cumynartop (SpringBoard)
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000 = + > MeetupExample ) [ iPhone 1  Finished running MeetupExample on iPhone 17 Pro

B RlAQ|A|l®| & B MeetupExample ) @8 MeetupExample ) 3\ ContentView ) [M! loadinitialData()

v MeetupExample .
N #Preview {

v @ MeetupExample
@) Assets ContentView()

3 ContentView
3 MeetupExampleApp

Line: 77 Col: 26

[URLSwizzle] GET https://api.chucknorris.io/jokes/random

[URLSwizzle] GET https://api.chucknorris.io/jokes/random
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NpumeHeHune

Simulator Status Magic

1 [llonynapras ytunuita gnsg
HaCTPOWKW BHELLHEro Bnga
cTtatyc-6apa cumynstopa

o2 Vcnonb3yetca Ans
MOArOTOBKM K CHarLLOT-
Tectam
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NpumeHeHune

Y10 Mbl ewe moxxem caenaTb

HacTtpauBaembin Status Bar
[MonHoueHHasa nMuTaums Kamepbl
LeTepMnHnpoBaHHOE BpeMs
LeTepMNHMpPOBaHHbIN paHLoOM

1 mHoroe gpyroe...
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3aK/ro4YeHne
JinTepaTtypa

01 Advanced Apple Debugging
and Reverse Engineering

KHura Oepeka CenaHpgepa
nopn n3pgarenbcteomMm Kodeco

03 Swift Secrets

KHura [>xoHa XonacBopTa, co3gartens
Injection, SwiftTrace n Fortify

Reverse Engineering the iOS
Simulator’s SpringBoard

Boictynnenne Oepeka Cenanpgepa,
rOe oH genaet nHTepecHble Tprokn ¢ LLDB
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JaK/iroueHue

BbiBOAbI

© LLDB — 6osblue 4YeM NpocTo OTiafgumK
© WccneoosaTtb MOXHO neranbHO

© TMoHumaHue nnathopMbl aenaet
Hac CusibHee
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Get in touch

CcbInkuy gna cBaA3un
M AanbHeuwero
obocyXaeHuvs

Uropb benos
iI0S Engineer
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