AHaTOMUSA 3aBUCAHUSA: KOoraa
thread pool 3akoH4uncs, a
CPU noytun nycton



LHuncknenmep

[1aHHbIM Ooknag HUMKOUM 0bpal3oM HE CBsI3aH C
KOMMaHUAMU, C KOTOPbIMX aBTOP COTPYOAHUYAET.



AKT |
Y3HauTe cBOU CepBUC UNNK
noyemy nposan 0Mn3Ko



Kak Tam npoa?

e Cuctema pabortaet cTabunsHoO
e baros HeT
e Pabotaem “HopmanbHO”



A A

/!,

|

WE®! BCE NPOMAJO!




Kak Tam npoa?

e Ecnuny Bac cenyac Bce HOpMarnbHO - 3TO HE 3HAYUT, YTO NPobBEeMbl HET.
e Ckopee Bcero, Bbl MPOCTO eLle He OOLUMMK:

O napTHep He aerpagvposan

o B[l He ynepnacb B IMMUTbI

O TSXKEenbIM 3anpoc He "norMman” KoMOMHaLKNIo YCITOBUN
e Ho npoBasn MOXeT ObITb PAAOM - CUMNTOMbI MPUXOAAT PES3KO.



be3 rmybokoro noHMMaHuA
"KaK 9TO YCTPOEHO"
HEeT YBEPEHHOCTMN...



C noHUMaHmnem ee Tem dosnee
HeT.
Ho, TaKk MHTepecCHee.



KapTa goknaga

AKT |: Y3HanTe cBon cepBuC uUnun novemy rnposasn 65m3ko

AkT Il: PaccnegoBaHue. RED n USE + nHumaeHT HaymMHaeTcsa ¢ Mernkoro bara

AkT lll: Cnacaem kopabnb: Bulkhead-nsonauus + Virtual Threads akcnepnmeHT
AKT IV: Jleunm TsKenbIn 3anpoc: oyepeamn, TpaHsakumn, circuit breaker, rate limiter



UTOo pa3bepem

TunoBon cepBuC K ero "ckpblTble" Npobnemsl
Observability: RED + USE, kak HanTu root cause
[MaTTepHbl CTabUNbHOCTU, KOTOPbLIE OOMXKHbI ObITh "Be3ae”
Cnacem cepBuC OT NageHus

[ToTOM BbIfNeYnM Harpy>XeHHbI eHONOUHT

Virtual Threads: roge nomorawT, rae HeT
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YHuBepcanbHasa 3-tier

e Presentation/Transport — Business/Domain — Data/lntegration

e [lpnBA3Ka K HalemMy CepBuUCY:
o Presentation: Tomcat + Spring MVC
o Business: Service layer, orchestration, TpaH3akuumn
o Data/lntegration: Hikari + Postgres + HTTP partner

11



D1 — 3-tier (Ted ): Tramsport « i D

Client

Transport /
Presentation

| D patahes te

-~ procesn)

Data / Integration

61 ¥ B

| Sermpen

WITH

Faposes metis
e

Observability

REDSUSE merprnn
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[lpoCcTOE NMPUNOXEHUA U
"'npoBan’” Ha POBHOM MECTE



Tpun eHONOWHTA

Heavy: /api/vi/dashboard/{id}" - SQL + partner HTTP + DTO
Admin: “/api/v1l/admin/status’ - gormkeH XuTb Bcerga, Ho xoauTt B B[]
Actuator: “/actuator/health’, ‘/actuator/prometheus’ - gormkeH oTBeyaTb Bcerga (MHade

pecTapTbl/dnannuHr)

14















[CODE IMAGE] KoHTpakTbl endpoint’'oB
(nceBao OpenAPI/koHTponnepsol)
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[Toyemy 3TO BaXXHO?

Heavy moxeT gerpagupoBaTb cam

Ho xyXe: OH MOXeT yTawmTb pecypchl 1 "nonoxute" admin/actuator

A Torga Bbl TepsaeTe ynpasreHne CUCTEMOWN: MOHUTOPUHI CNenHeT, opKkecTpaTop
HaynHaeT "ne4nTb" pectaptTammu
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Uto Mbl nmeem?

e Y10 nonyumnu: npuroxeHue ¢ 3 eHONOUHTaMu U "CKPbITON CBA3HOCTbIO" Yepes
obLure pecypchbl.
e Bce oHu aenart obwme pecypcbl NPUMOXKEHUS

21



AKT Il
VicTopmna oaHOro MHUMaeHTa



UTO cny4ymnocb?

e JlerkoBecHbl agMunHckun /admin/status’ oTBeyaeT NIoxo unu c owmbkamm
e [lpnnoxeHne Ha NNKOBbLIX Harpy3kax HAYNMHAET rnepesanyckaTbCcH
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[GRAFANA IMAGE] RED:
Duration/Errors no endpoint’am
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[GRAFANA IMAGE] CPU/Memory "Bce
OK"
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UTO cny4ymnocb?

e [lony4ynnu cTapToOBYIO TOYKY paccnenoBaHusd: "nerkme aHANOUHTLI yMepnu nepsbiMn”.
e [lepectanun cmoTpeTb Ha CPU Kak Ha rfiaBHbIn MHONKATOP.
e OcTanock: NOHATb KOPHEBYIO MPUYNHY?
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MeTtononorna RED

Requests: RPS no endpoint
Errors: 4xx/5xx + timeouts
Duration: p50/p95/p99 latency

RED oTtBeyvaeT: "nonb3oBaTesito nmioxo nunm xopowuo"
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MeTtooonorna USE

Utilization: ckonbko pecypca 3aHATO
Saturation: ckonbko Xxaet/odepenb/npusHaku yrnopa B JIMMUT
Errors: ownbkun pecypca (timeouts, rejects)

USE otBeuvaert: "kakon pecypc ctan y3kum ropsom”
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[lyTb 3anpoca

Tomcat npuHMMaeT 3anpoc

Tomcat BblaenaeTt paboynim NOToK 13 nyna
Kon 6epét JDBC connection u3 HikariCP
BbinonHaet SQL

[lenaet BHewHMn HTTP BbI30OB 1 XAOET
CobupaeTt oTBET 1 BO3BpALLAET KITUEHTY

A



A 4yTo B Tomcat?

Tomcat thread pool = Bxog B Hawly cucremy
e B Spring MVC “00bl4HbIN” 3anpoc 3aHMMAaET NOTOK 40 KOHLa obpaboTku
e Ecnunotok “koet” BA/HTTP - oH BCE paBHO 3aHAT
e Koraa ‘busy — max’, HoBble 3anpochl NpeBpaLlarTca B ovepedb
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Tpwn “30HbI OXXnaaHua"

e QOuepenb Ha Bxopae (backlog/accept queue)
e OxnpgaHue BbigeneHns worker thread (korga Bce 3aHATHI)
e Oxupanue BHyTpu worker thread (BA/HTTP/nokn)

31



T

A

Client

s

&

Sequence: Tomcat pacnpegenaet 3anpockl no worker threads

05 accept queue
{acceptCount)

Tomcat Connector
(maxConnections)

f
|I

Executor queue
(when all threads busy)

r
|
|

w
|
J

Tomcat Worker Thread
{minSpare..maxThreads)

‘ Spring MVC Handler

: TCP connect :
SR ————————

€
Client ‘

accept()

>

enqueue socket/request

>

assign worker thread

>

| handle request (SYNC)
' thread is occupied until end

response body

>

N,

Y

write response

<

05 accept queue
{acceptCount)

Tomcat Connector
{maxConnections)

i
|

l
LA

Executor queue
(when all threads busy)

f
|I

|
LV}

\
|

Tomcat Worker Thread
{minSpare..maxThreads)

‘ Spring MVC Handler







HikariCP: kno4yeBasa nages

HikariCP pool = xxectkun nummT goctyna kK b/l
e JDBC connection - KOHEYHbIN pecypc
e Korga nyn uncyepnat, ‘getConnection()” 6nokmpyeT noTtok o timeout
e B MVC 310 3HauynT: 3abnoknpoBaHHbIN NOTOK Tomcat npocTto “ctont”
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Tpn o4epegn B cucteme

e Ouepenb Ne1: Tomcat worker threads (busy/max + backlog)
e QOuepenb Ne2: Hikari pending (oXXngaHne KOHHEKTA)
e Ouepeab Ne3: Partner latency + in-flight/timeout rate
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ANATOMMA JDENCANHA

B28B Kabuner
[system]

DB Connection Pool

(M p

3anpoc CcorNMOnNE K YOPARARET COEARHEN iAMM
SA ¥ BJl. Owepe
(ovepens N2 npw
P.n‘av] OXMAAMMC CODAVMMOINN X
(nprocess) S BA (pending)

Buios swewnero AP Outbound Calls
(ovepoas Mo3 npn INTTP Client
MTTP sanpec pocre latency)
\ {HTTPS) Linpricess)] o
MNonszosarens [P My ANK
Qwep No3: OmmDaMe
1ABCDUISHAY o
\ [
e s r s rrmmsmmmmmmmm----- = W e N O L -

OQUEPELL M1 (Tomcat): R [ oMEPEAD N2 (Mekari): L

= JAHATE NOTORM

* JCUVE CTPEMMTIN

NEWOIAMIOTCR X maximumPootSize
MAKCIMD AN OMY NIACITY , > m.;(: :‘a\'
TOXOS

. uuutn;noom »ayT \ Knosess:e weTpixm:
NOTOK \ ¥TIP 28 -\ 2 | hikaricp_connections_active,
KMoueasse Me prec: A\ L | hikaricp_connections_pending

tomeat_threads_busy_threads, ' \
tomca threads_config, max thresds | | N
' > ~

sextermal_systeme
. <SHE KOMTROMPYUTCR
. MMM, =

Partner API (External)

. St
. coponc/nponaiaep

"QMEPEDD N3 (Buewreni APT). )



[GRAFANA IMAGE] USE: Tomcat
threads (util/sat)
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[GRAFANA IMAGE] USE: Hikari pool
(util/sat/errors)
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[GRAFANA IMAGE] USE: Partner
latency/errors (+ in-flight, ecnn ecTb)
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[THREAD DUMP IMAGE] Thread dump
"BCe XOyT"
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[lepueHTUNN: nodyemy p95/p99

pS0: “TMNnMYHBIN® 3anpoc

p95/p99: “xBocT”, KOTOpPLIN YonBaeT UX n busHec-npoueccol
Ouepean n BNOKMPOBKM BCerga cHavasa nposBsalTCS B XBOCTaX
CpenaHee MOXET bbITb “kKpacubiM’, a P99 - Ha rpaHu npoeana
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S0 latenc
p50 latency




RED vs USE

Yto nonyunnu: "pentreH" cuctemol: RED nokasbiBaeT 60nb, USE nokasbiBaeT y3koe
MECTO.

YTo pewumnu: Hawnwu, rge catypaumsa - 3To ovepeab oxmaaHud, a He CPU.

YTto ocTtanock: He neunTb heavy cpasy, a cHayana caenartb CUCTEMY
"HenoTonnaemon" (admin/actuator 00SMKHbI XUTb).
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AKT Il
Cnacaem kopabrnb: Bulkhead-
naonaumsa + Virtual Threads
OKCNEPUMEHT



VT: npoba

e [lonpobyem nepeBecTn Ha BUpPTYyarnbHble NOTOKU
e Bunaum, uyto Tenepb actuator ctan pabotaTb ObICTpee n Npobriema pecrtapTa ywrna
e [lpobnema c agMMHCKMM €HOMNOMHTOB COXPAaHSIETCS.
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Kopabnb: JVM, obLimne pecypchl

O6bwume Tomcat threads

O6wwun Hikari pool

Obwwue oxunaaHus BHewHero HTTP

N nmeHHo noatomy heavy cnocobeH BblTeCHUTb admin/actuator

46















ANATOMMA JDENCANHA

B28B Kabuner
[system]

DB Connection Pool

(M p

Janpoc cotnmnnonnn K YNPAUARET COEARHEN HAMM
A % BIl. Owepd
(ovepens N2 npw
pcndaq) OXMAAMNC CODAMMO N K
[i-process] BA (pending)

Buios swewnero AP Outbound Calls
(ovepoas Mo3 npn INTTP Client
mP sanpoc pocre latency)
x {HTTPS) L oss] IHWE B
Nonszosarens L P My AN
Qwep No3: OMMDAMKO
3 ABEDUIS AN o
\ i
> — Y [ ouEPEmb M2 (Makar):
ONEPENL M1 (Tomcat): \ Sove ¢ Yoa i |
< JAHATIE NOTOKM 4 TPeNw
NEHOI BOTCA X ‘ " ma':;nmm&o e
MAKCIMED MM OMY T ITY - 2 ::cn::o:- :‘S:“
TOXOS
. “““':m »ayT \ Koo NeTouxm:
noTox \ "‘T:,‘;’S'?"‘ | hikaricp_connections_active,
KMoueasse Me prec: A\ \ | hikaricp_connections_pending
tomeat_threads_busy_threads, ' \
tome at_threads_config_max_theeads | .
' > ~

sertemal_systeme
) <$HE KOMTROMPYETCH
. AN, >

Partner API (External)

: St
N copanc/nponangep

"QMEPEDD N3 (Buewreni APT). )



Bulkhead
(orpaHn4ymeaem in-flight)



Bulkhead: 4Tto peluaet

N3onnpoBaTb KOHKPETHYIO MHTErpaLmio N pecypchl nNog Hee

OrpaHnymMBaeT KOSIM4YECTBO OAHOBPEMEHHbIX BbI30BOB K NapTHEPY

He gaét “pasmHoxaTb oxungaHue” n 3aabmBaTtb CUCTEMY NOTOKAMW/KOHHEKTaMM
[lpeBpallaeT naBMHy TanMayToB B yrpaBnseMbl OTKas
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Bulkhead: 2 peanunsauumn

e Semaphore bulkhead: orpaHnYnBaem KOHKYpPEHTHOCTb 6€3 OTAENbHOro nyna
e Thread-pool bulkhead: nsonauna Ha otaenbHble NOTOKN + bounded queue

e [naBHoe: orpaHnunTsb in-flight 1 ynpaBnaTe oxxngaHmem cnora.
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Bulkhead: 4TO HacTpanBaem

e "maxConcurrentCalls’: ckofibko napannenbHbIX BbI3OBOB K MAapTHEPY BbliAEPXNM
e maxWaitDuration : rotoBbl N1 xaaTb CMOT WX Nagaem cpasy

e MeTtpuku: in-flight, rejected calls, wait time Ha cnoT
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€4 Container: Bulkhesd ann Partner AP

ryAcquined |
fir-process|

mnecute I shet
lin-process]

56



Sequence: Bulkhead orpannumnsaert in-flight k napTHépy

Bulkhead
{maxConcurrentCalls=N,

| Spring Service ‘ maxWaitDuration=W) HTTP Client ‘ ‘ Partner API

|
I acquire slot

: > ! |
alt ): [slot available] : : :
] ] d ] ]
| | proceed() > |
! ! ' HTTP st !
: : ; regue }:
: : :{ response :
| | It | i
! < resu !
[ | release slot | i
. 0K I I |
It{ J ] ]
[saturated] | i |
' reject (fail-fast) : : |
i OR wait W then reject [ I
. - | i
Spring Service Bulkhead HTTP Client ‘ ‘ Partner API

(maxConcurrentCalls=HN,
maxWaitDuration=W)




Bulkhead

UTo nonyyunu: npaBusibHYI0 Lenb: "CHavyana BbPKMBAEMOCTb, NOTOM
NPOU3BOAUTESIBHOCTL".

UTto pelumnu: obbscHMnK, nodyemy admin/actuator nagatoT 1 Kak KOHLENTYanbHO 3TO
neyuTcq.

UTo ocTtanock: nokasaTb BHeapeHue bulkhead n adpdekt Ha meTpukax (M He yOuTb
MOHUTOPWHT).
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[CODE IMAGE] KoHdour Bulkhead ans
heavy
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[CODE IMAGE] KoHdour Bulkhead ans
heavy
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[CODE IMAGE] KoHdour Bulkhead ans
heavy
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[GRAFANA IMAGE] do/nocne:
Actuator xuBeT
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[GRAFANA IMAGE] lo/nocne: Admin
cTan npeackasyem
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[Ipobnema akTyaTtopa

e Ecnureadiness/metrics noctosiHHO xoa4aT B B[l — co3gatoT Jon. KOHKYPEHLMIO
e Hikari ogunH, 3anpocoB cTano donbLue
e lTor: observability npeBpawiaetca B Harpy3sky Ha 4edULUNTHLIA pecypc
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[CODE IMAGE] lNpaBunbHbIn health:
liveness 6e3 B[], readiness akkypaTHO
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Bulkhead

e Y10 nonyumnu: cuctema He "ToHeT": actuator/admin BbPKMBaIOT.

e Y10 pewmnun: yopanu kackag "health He otBevaeT — pecTapTbl — Xyxe".

e Y10 ocTanocs: heavy BCeE elle MnJox - Tenepb jiedynm ero Kak npuHmnHy.
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VT: obelwlaHmne n peanbHOCTb

VT penatoT oxxuaaHue rnoTokoB AelleBre
Ho He cospatoT 6onblie JDBC connections
He yckopsoT napTHepa

BoiBoa: VT - ycunurtens, a He fiekapcTeBo
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[CODE IMAGE] MNepekntovatens Virtual
Threads
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[GRAFANA IMAGE] VT nomornm
actuator
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[GRAFANA IMAGE] VT HE nomornu
admin (ynop B b[/Hikari)
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VT: obelwlaHmne n peanbHOCTb

YTo nonyumnn: yecTHyto KapTuHy no VT,

UTo pewumnu: ynydwunnm "cepBUCHOCTL" YacTu nyTeun (actuator).

UTo ocTanochk: rnaBHbIN TSXKENbIW 3anpoc Bce paBHO ynupaeTcs B DB/downstream —
neyvm pyHgameHTasibHo.
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ACT IV:
"Ileunm heavy: ovepeau,
TpaH3aKuuu, circuit breaker,
rate limiter”



[lyTb 3anpoca

Tomcat npuHMMaeT 3anpoc

Tomcat BblaenaeTt paboynim NOToK 13 nyna
Kon 6epét JDBC connection u3 HikariCP
BbinonHaet SQL

[lenaet BHewHMn HTTP BbI30OB 1 XAOET
CobupaeTt oTBET 1 BO3BpALLAET KITUEHTY
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ANATOMMA JDENCANHA

B28B Kabuner
[system]

DB Connection Pool

(M p

3anpoc CcorNMOnNE K YOPARARET COEARHEN iAMM
SA ¥ BJl. Owepe
(ovepens N2 npw
P.n‘av] OXMAAMMC CODAVMMOINN X
(nprocess) S BA (pending)

Buios swewnero AP Outbound Calls
(ovepoas Mo3 npn INTTP Client
MTTP sanpec pocre latency)
\ {HTTPS) Linpricess)] o
MNonszosarens [P My ANK
Qwep No3: OmmDaMe
1ABCDUISHAY o
\ [
e s r s rrmmsmmmmmmmm----- = W e N O L -

OQUEPELL M1 (Tomcat): R [ oMEPEAD N2 (Mekari): L

= JAHATE NOTORM

* JCUVE CTPEMMTIN

NEWOIAMIOTCR X maximumPootSize
MAKCIMD AN OMY NIACITY , > m.;(: :‘a\'
TOXOS

. uuutn;noom »ayT \ Knosess:e weTpixm:
NOTOK \ ¥TIP 28 -\ 2 | hikaricp_connections_active,
KMoueasse Me prec: A\ L | hikaricp_connections_pending

tomeat_threads_busy_threads, ' \
tomca threads_config, max thresds | | N
' > ~

sextermal_systeme
. <SHE KOMTROMPYUTCR
. MMM, =

Partner API (External)

. St
. coponc/nponaiaep

"QMEPEDD N3 (Buewreni APT). )



N

,-'/ \\

User . .
E Click / Action )'E E E E
! ! HTTP request > ! !
SQL query (JDBC) }
| | < | |
E E E HTTP call E )4
| | | _response | |
E E{ JSON OTO E E E
- | | | |

Sequence: cTaHgapTHeIA 3anpoc (MVC + DB + Partner)

1‘ Web Ul (SPA) | | Core API (Spring MVC) | PDSE;?SQL

Render page

User

5N

A
#

™,
“

‘Web Ul (SPA) | | Core API (Spring MVC) "““?ﬁm



[GRAFANA IMAGE] USE: Tomcat
busy/max Bo Bpems heavy gerpagauum
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[GRAFANA IMAGE] USE: Hikari
pending pacTteTt
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[GRAFANA IMAGE] USE/RED: Partner
latency/timeouts
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Kak yntaTtb 3Ty KOppenauuto

e Ecnun Tomcat busy pacTtéTt u partner latency pactér — y3koe mecto downstream



Tomcat threads: busy vs max

Tomcat threads: current
— - - - L
400 e e o \
—— i — Al " = \
et = I".| m.-—r—‘—"‘ I'.I
'\.I\I I',
200 .h‘ 200 \
\ \
100
\'l @ & & & & @ \\
1:22:00 11:-23:00 11:24:00 1:25:00 TH26:00 Th27:00 M:28:00 L
Name - mz:00 m23:00 Nn:=24:00 M:2%:00 2600 mzr:on N:28:00
- max Hams
- busy = curment
HikariCP connections: active [ idle [ pending
300 1 . S —— -
e — ¥
200 - ¥
100 e - - - - - - - - - - - - - - - - - - - . - - - - - -
]
M:22:00 Th22:30 1N:23:00 M:23:30 1:24:00 1:24:30 M:25:00 TH:25:30 M:28:00 M:28:30 TH27:00 12730 Th:28:00 T:28:30
Hame
- pctive
- iy
]
Partner AP| latency p95 (demo.partner.call) Partner AP| latency p99 (demo.partner.call)
y s
% ey e 1 ————y o
\ E e 1
85 | .‘,_—4-"'--' \ gs | J \
y ~ = \‘x
\ -
\ \ ]
78 Y / ".I Bs f'.; i
— \
— 75 o
[:31 i\
—
§s
200 M:23:00 M:24:00
Hama

M:25:00

N:26:00 2700 T:28:00

T:x2:00 :23:00 N=24:00 M:25:00 M:26:00 M:27:00 1:28:00
Hamsg




Kak yntaTtb 3Ty KOppenauuto

e Ecnun Tomcat busy pacTtéTt u partner latency pactér — y3koe mecto downstream
e Ecnwu Hikari pending pacTéTt 6e3 pocTta partner latency — BeposiTHbl 4JIMHHbIE
3anpockbl/Nnokn/yTeykn connection
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Tomcat threads: busy vs max

Tomcat threads: currant

200 Ir - - - - - w w - - - - - - - -
400
150
200 -
._/ B
o 50 —
1:42:00 MAZI0 1M43:00 MAZTI0 M44:00 T:44:30 1:45:00 M:A5:30 T:48:00 MAE:3
Harma 42200 14230 1E43:00 11:43:30 T=44:00 1:44:30 4500  1:45:30 4800 11:46:3
= bugy Hame
- - CTEn
HikariCP connections: active [ idle | pending
oo - - - - - - - - - - - ; - - - -
50
-
:41:45 A 200 M:42:15 M:A2:30 M:42:45 M:45:00 4345 M:43:30 M43:45 Tedd:00 T:44:15 Thdd: 30 11:44:45 M:A5:00 M:45:15 M:45:30 Th:d5:45 M:46:00 485 Th48:30
Hamse
- active
-l
- Pamncling

Partner AP| latency p25 (demo.partner.call)

Ti8 ms.

Partner API latency p99 (demo.partner.call}

150 ms !
148 ms
4 ms 10 ms
M2 ms
130 ms
10 ms ‘\___/"\\._____._,_,_..Pf"—'-'—'—'—"'——.—-
4200  1:42:30 14300 14330 1:44:00 4430 14500 14530 1:46:00 11:46:3 TE42:00  11:42:30 1:43:00
Nama

Nama

\_/\_/"__._ _‘-_._rﬂ_'_,_,o—‘_'_'_-
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Kak yntaTtb 3Ty KOppenauuto

Ecnn Tomcat busy pactet u partner latency pactet — y3koe mecto downstream
Ecnun Hikari pending pacTeT 6e3 pocTta partner latency — BepOATHbI ANMMHHbIE
3anpockbl/Nnokn/yTeykn connection

CPU npun aToM MOXeT ObITb HU3KMM BO BCEX Cryvaax
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Process CPU (JVM) JVM Heap used vs max

= heap used

- hoap max




Thread dump

3 TMNOBbLIX KNacca “oXxXnaaHumn’:

1. WAITING/TIMED_WAITING Ha "getConnection()" (Hikari)
2. TIMED_WAITING Ha socket read / HTTP client (xkgém napTHépa)
3. BLOCKED Ha lock (noku B koge unum Ha yposHe JDBC/DB)
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"threadName' “http-nio-8088-exer

eName™: “java.base™

eVersion *21.0.
"LineNusber
vel

ttp-nio-8

waitedTime
“waitedCount
“lockNane "Java.util.¢ srrent.Comple e$Signaller@1ffal
“loc 1,
: true,
inNative": false,
uspended false,

WATTING®,

java.base
ion": %21.0.10
e thodName"
“LineNusber"
“className




J (VM) 3% JVM He




s W=

[lopagok nevyeHus

Time budget + timeouts + fail-fast
Circuit breaker

TpaHsakuum (kopoTkme) + DB bulkhead
Rate limiter Ha Bxoge

VT - TONbKO Kak yCunuTenb, ecrn HY>XHO
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Time budget + fail-fast

e Ecnuny sanpoca HeT 6logxeTa - OH NpeBpallaeTcs B "Be4yHoe oxungaHne"
e TanmayTbl = ynpaBrfieHne o4yepenbio
e bbICTpbIN OTKa3 ny4lle MacCcoBOro 3aBmcaHus
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[CODE IMAGE] Tanmaytbl HTTP
kKnueHTta + obwmm deadline
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Circuit Breaker

He nJobnBaem

aerpaavnpyroLwimmn
downstream



Circuit Breaker: 4to peluaet

e Korga downstream gerpagupyet, Mbl NepecTaém craTtb Tyada 3anpockbl “‘Ha aBoCb”
e YOupaem beccmbicrieHHOE OXuaaHue, ocBODOXOaeM pecypchbl
e CepBuUC OCTAETCA XUBbIM U NpeacKkasyemMo gerpagmpyer
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Circuit Breaker: noruka

e CLOSED: BCcé HopManbHO, cHMTaemM CTaTUCTUKY
e OPEN: cnuwkom MHOro owmnbok/MeneHHbIX BbI30BOB — pPeXXeM Bbl30Bbl ObICTPO
e HALF_ OPEN: npobyem orpaHM4eHHOE YNCIO 3anpocoB, NPOBEPAEM BOCCTAHOBIIEHME
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failure

threshold

exceeded success
Q fﬂ.lure

delay




€4 Container: Circuit Breaker nepen Partner AP

e AP

permiion] |
| fimprocess]

|
(mEncute il permitted
| Jinspracess

Partner Client
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Sequence: Circuit Breaker boicTpbift oTKas npu OPEN

Spring Service |

acquirePermission()

CircuitBreaker |

HTTP Client

Partner API

r o | I

alt__J) [CBOPEN] i i |

:{ CallNotPermitted Exception (@-fast) | : :

[CB CLOSED or HALF_OPEN permitted] ' | '
proceed() :

result

>

outcome

HTTP request

>

response/error/slow |

record metrics

i (failureRate/slowCallRate)

|

=<

Spring Service

| CircuitBreaker |

HTTP Client

Partner API




HacTpanBaem

OKHO CTaTUCTUKKN (CKOSTbKO 3aMpOCOB YYNTbIBAEM)
nopor ownbokK

Nopor MeasieHHbIX BbI3OBOB

Bpemsa B OPEN

CKOJibKO TecToBbIX Bbi3oBoB B HALF _OPEN
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(PAPUKA nnu AHUMALUWNA ona CB +
BH
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Bulkhead vs CB

e Bulkhead: orpaHnymnBaet napannensHocTb (in-flight)
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Bulkhead vs CB

e Bulkhead: orpaHnduBaet napannenbHocTb (in-flight)
e Circuit Breaker: oTcekaeT gerpagaunto (He Tpatnm pecypchbl Ha “nnoxon” downstream
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Bulkhead vs CB

Bulkhead: orpaHnumBaet napannensHocTb (in-flight)
Circuit Breaker: otcekaeT gerpagaumo (He TpaTumM pecypchl Ha “rnnoxon”
downstream)

CunbHbIN 3PdEKT Nony4vaeTcs TONbKO B KOMOMHALMWN.
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Sequence: deadline + bulkhead + circuit breaker (npasuneHBIR KOHBEREP)

lSpr'ng service | | Timeout/Deadiline | Bulkhead ] | circuitBreaker | | HTTP Client Fartner AFI

startideadiing)
S .

acguire slot

alt__J [no siot]
g, TEl et f Wt refect

fail-fast [ falback

* i
I SO O OO OSSO OSSOSO

acquirePermissiond)

alt ] [CB OPEN]

not permitted

release slot

fail-fast

fallback

[parmitted]

Ernceedu

HTTP request (bownded by deadline)

. TESPONSEIBITONSION . .eeeeeseesssssassanne,

outcome
.*. bl kit bndabdabdab il

record metrics

It

release slot

result

Spring Service .T':mem.utmeadine . [ Bulkhead | ( CircuitBreaker | [HTI'P Ehnt] . Partner API
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[1NnMHHaa TpaH3aKkuna v
3awmta bll



Nonszosarens

HTTP sanpoc
JHTTPS)

ANATOMMA JDENCANHA

JaNPOC COLANKONNE K
LY

(ovepens N2 npw
pending)
{nprocess] S

Banos swewnero AP
(ovepoas M3 npn
pocre latency)

ess)

Novirem
Owep

busy_threads, ' \
tomcat threads_config max thvesds | | 3

Ynpanaser ¢

tomcat_threads,

B28B Kabuner
[system]

DB Connection Pool

(M p

LHHEH iR M
x Bl Owepe
OXMANMNE COOAWMOINN K
BA (pending)

Out Calls

o

IHME Bt
My AN
No3: o oMW
1ABCDUISHAY o

ONEPEQL M1 (Tomcatl: ) |

= JAHATE NOTORM
NPHOIA MBOTCR X ‘ ‘_
MAKCIMD MM OMY NHCITY
NOTOXOS |
VTS JMIPOCH WYX \ MTTP 3anpoc
noTox N\ fHrTPSt

KMmoueose MeTpyecn: '

OMEPEDD Mo2 (Wakaei):
= BCUVE CTPOMMTEN K
maximumPootSize
- pending > 0: maem
coemmiermn x BA
| Knoyessse Mt
hikaricp_connections_active,
hikaricp_connections_pending

sextermal_systome
<EHE KOMTROMPYUTCH
AN, =

Partner API (External)

St
copanc/nponangep

"QMEPEDD N3 (Buewreni APT). )
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id)

yFor0b)

tStrino(
getsString(




ProfileRepository

PartnerCli

id) 4
y.findById(id);

t t.getPartnerin
PartnerRespon 3 1 <




[1NnnHHaa TpaH3akuuna

TpaH3akuua YacTo o3HavaeT: connection oepXuTcs 4o KoHLa MeToda

Ecnu BHYTpu ecTb BHewHW HT TP BbI30OB — Oep)Xum connection, noka Xaem ceTb
NTor: Hikari pending pactét, Tomcat threads 3aHaTblI oXkugaHmem, xBocCT latency
ynertaer

He anga Bcex 6busHec-cueHapueB 3TO BanuMaHo
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C4 Container: Tx + DB connection + External wait

HTTP request
[HTTPS]

Our System
[system]

«Contamers
Core API
[Speing MVC]

SYNC obpaborka

JDBC (HikariCP)

ccontamerx -txtunﬂ_conuherv
iy Partner API

PostgreSQL
[PostgreSQOL] [HTTP service]

JDBC connections finite External latency
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Sequence: aHTH-NATTEPH — BHEWHWA HTTP BHYTPH TpaH3axuum

7

Clignt

/N | Controlier | | Service (@Transactional) | | HikariCP Pool |

PostgresqL | Partner Client | | Partner API |

| HTTP request !1

' | call service

Y

|

| Tx begins :
| Connection may be held until method ends

getConnection()
Connection acquired

SQL (read/write)

|
>
>

result

| Still inside Tx B | 1
| Connection is still held | | ‘ '

HTTP call (SYNC) : i

[
-
>

S >

' [

i Waiting for downstream...\nDB connection is held\nTomcat thread is occupied ‘ﬁ

, . ! request

: 1 P B Lo SR, !

¢ fesponse

close()/return connection _ |

[ Tx commitsend ™

|_DTO
' -

MTTP response

Cient |Cont;olhr] | Service (QT;msudond)l [Hlkadéppool] ’“‘ésol lParme;'ClhntJ |Putn;rAH
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HikariCP c




KaK ne4ymm TpaH3aKkLuuu

CyxaemM TpaH3aKUMIo: TONbKO TO, YTO AENCTBUTENIbHO AOMKHO BblTb aTOMapHbIM
Ybupaem ceTeBble OXnaaHUs N3 TpaH3aKkuumn

Pasgensiem “noaroToBKy AaHHbIX 1 “‘commit”

[MpnHumn: transaction = KopoTkasa 1 npenckasyemasi
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application.yml ProfileRepos Wa ProfileService. java

package ru.jug.demo.hangdemo.service;

import

[@Service
public class ProfileService {

private final ProfileRepository profileRepository;

public ProfileService(ProfileRepository profileRepository) {

this.profileRepository = profileRepository;

@Transactional

public void updatePreviousScore(int id, int score) {

profileRepository.updatePreviousScore(id, score);




argSenvice java

s DashboardService {

ProfileRepositonry
PartnerClient

rofileServic

(ProfileRepository profileRepository, P p partnerClient, ProfileService

ileService)
profileRepository;

partnerClient;

profileService

onse

PartnerResponse partner f nt.getPartnerInfo(id);

.updatePreviousScore(id
hboardResponsel

rofile. 1d(),

rofile.

tnerInfo(partner.id(), partner




Bulkhead Ha b/

Hikari orpaHndmBaeT connections, HO He orpaHM4YMBaeT KONMYECTBO NOTOKOB,

KOTOpble XAOyT connection
Bulkhead Ha ypoBHe repository/service orpaHnunBaeT KOHKYPEHTHOCTb “TSXKEMbIX

onepaunn”
Pe3ynbTaT: MeHblle pending, MeHbLUe 3abuTbIX NOTOKOB Tomcat
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DoOuhead Java




Haw API



ANATOMMA JDENCANHA

B28B Kabuner
[system]

DB Connection Pool

(M p

3anpoc CcorNMOnNE K YOPARARET COEARHEN iAMM
SA ¥ BJl. Owepe
(ovepens N2 npw
P.n‘av] OXMAAMMC CODAVMMOINN X
(nprocess) S BA (pending)

Buios swewnero AP Outbound Calls
(ovepoas Mo3 npn INTTP Client
MTTP sanpec pocre latency)
3 JHTTPS) L oss] HIAE B
MNonszosarens [P My ANK
Qwep No3: OmmDaMe
JABCDUE AR ero
\ [
e s r s rrmmsmmmmmmmm----- = W e N O L -
ONEPEQL M1 (Tomcatl: ) | OMEPERD N2 (Makac: )
« JAHATIE NOTOKM - JCUVE CTPEMMTIN &
NEWOIAMIOTCR X ‘ maximumPootSize

- perding > 0: xaem

MAKCHMA R OMY NIRCITY N el By
TOXOS
. uuutn;noom »ayT \ Knosess:e weTpixm:
NOTOK \ "‘T:,‘y‘;;‘?"‘ | hikaricp_connections_active,
KMoueasse Me prec: A\ \ | hikaricp_connections_pending
tomeat_threads_busy_threads, ' \
tome at_theeads_config_max_thvesds | .
' > ~

sextermal_systeme
. <SHE KOMTROMPYUTCR
. MMM, =

Partner API (External)

. St
. coponc/nponaiaep

"QMEPEDD N3 (Buewreni APT). )

!mm,l'mby 1 19



[lpocTo yBennuntb maxThreads’

e YBesnimyeHne NoTOKOB YacTo:
O yBennyiMBaeT KOHKypeHuuto 3a b1
O yBenuymBaeT KONMNYECTBO OXMOaloLLMX NOTOKOB
o yxyawaer tail latency
e BbiBOA: TIOHUHI NOTOKOB paboTaeT TONMbLKO BMECTe C JIMMUTaMM HUXE MO CTEKY
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o application.yml|
servenr.

port: ${SERVER_PORT:8080}

e
ry:
1A 4

enabled: ${TOMCAT_MBEA [STRY_ENABLED:true}
threadsﬂ

max: ${TOMCAT_THREADS_MAX:500}

min-spare: ${TOMCAT_THREADS_MIN_SPARE:50}
accept-count: ${TOMCAT_ACCEPT_COUNT:500}




Rate limiter

e [IponyckHasa cnocobHOCTb cUcTEMbI KOHeYHa: bl/napTHEpP/Nynbl orpaHNYeHbl
e Ecnu BXxoQHOW NOTOK Bbille — o4yepenb pacTetr — p99 pacrer
e Rate limiter BBOOUT YeCTHbIN KOHTPAKT:

o nydwe 6bicTpbin 429/503

© 4em maccosble 30-cekyHOHble 3aBMUCaHUA
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Kak BblOpaTb NMMMUT

CmMmoTpumM MmeTpukun nocrie BHegpeHus timeouts + bulkhead + CB + domnkca Tx
Onpepgensaem ctabunbHbIM NoTonok throughput 6e3 pocrta oyepenen
CTaBuM JIMMUT YyTb HWXKE 3TOro NOTOSKa (C 3anacom)

[MpoBepsieM B Harpy3ke U KOppeKTUpyem
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p95 latency (dashboard)

13:43:15 13:43:30

Tomcat threads: busy vs max

13:43:00 13 3:4 ) 3:44:30  13:45:00  13:45:3( 13

- busy

13:46:30

13:44:30

p99 latency (dashboard)

Tomcat threads: current

13:47:30

13:45:30

13:48:00

13:46:30




RPS (dashboard

current

P30 latency (dashboard) P99 latency (dashboard)

208

TECR:30 1M:00:45




S0 latenc
p50 latency




Tomcat threads: busy vs max Tomcat threads: current

47.00 13:47:30

- current

=

13:46:00

13:47:00 13:47:18
== pctive (max 30s)

- pending (max 30s)




Partner API latency pB5 [demo.partner.call)

13:43:30 13:44:00 13 1 O 13:48:30 124600 124630 1324700

= parines pas

Latency (200): avg [ pO5 | poo (dashboard)

13:43:45

= avy (200}
- 5 (200)

C - i

DB bulkhead rejected [RPS) — demo_db_bulkhead_rejected_total
W0 reqls

75 reqfs

= rgjected

Partner AP latency p99 (demo.partner.call)

13:47:30 1348 12:43:30  13:44:00 124430 13:45:00 13:45:00  13:46:30  1247:00 134730 1348

= parinar pig

124630 246 134700 1247105

D8 bulkhead op latency p85/pi8 — demo_db_bulkhead_op_seconds

20 ms

"

134330 Th44:00 13:44:30 134500 13453 T3-48: 00 124630 134700 124730 148

- b ap pIs

= dbop pid



Latency (200): avg [ p85 | p89 [dashboard)

13:46:45 13:47:00 13:47:15 13:47:30 13:47:45 13:48:00

13:43:30 1 13:44:00 13:44:15 13:44:30 13:45:00 13:45:15 13:45:30 13:45:45 13:46: 0 13:46:15 13:46:30

13:43:15
= ey [200)
= a5 (200)
- (P

DB bulkhead rejected [RPS) — demo_db_bulkhead_rejected_total D8 bulkhead op latency p85/pBd — demo_db_bulkhead_op_seconds

W0 reqls 20 ms

7S rsqls
50 reqfs

25 reqfs
13:44:30 13:45:00 134530 246 13:46:30 13:47:00 134730

* + + * * + .

. -
13:44:30  13:45:00 i 13468200  13:48:30 134700

+ +*

0 reqfs —= * *
13:43:30  13:44:00

= db op p&s
= rejected rps = db op p&d

Process CPU [JVM) % JVM Heap used vs max

3 Gl

134600 14830 134700

13:43:30 13:44:00 13:44:30 13:45:00 134530 134800 3:48:30 134700 e
= Roap used

- Raap M

- g %




Tor

Huskun CPU He o3Ha4aeT, YTo cuctema 3goposa

300pOBbE = KOHTPOSb o4Yepenen oxmgaHus

Tpu rnaeHble oyepeaun: Tomcat / Hikari / Partner

[Mopsgok neveHnsa BaxkHee “MOAHbIX TEXHOMOrMn”

Virtual Threads nomoraroT, HO TOMbLKO HA NOArOTOBMEHHOM PyHOAMEHTE
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Nooabkoh =

[ lpakTN4YeCKUN YeKnnUcT

Hawbopa “3 ouepean” B Grafana

Time budget + timeouts Ha BHelLLHMEe 3aBUCUMOCTHU

Bulkhead Ha napTHépa (in-flight numur)

Circuit breaker Ha napTHEpa

Y6paTtb ceTeBble OxnaaHusa u3 TpaHsakumm + bulkhead Ha B[]
Rate limiter Ha Bxoge

[MoTowm - Virtual Threads (ecnn ecTb cMbICH)
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[ lecoyHuua

Peno3ntopuun ¢ kKogom

KoHdpurn (Tomcat/Hikari/Resilience patterns)
Grafana dashboard JSON

CkpunTbl Harpy3ku / cueHapum gerpagauunm
NHCTpyKUMSA “Kak BOCNPON3BECTU JTIOKanbHO”
CcbIkn
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Q&A
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