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HaaeXXHOCTb pacTeT
HEe OT KOJIn4YeCcTBa NPaKTUK

OHa pacTeT OT npaBuUribHO BbIOPAHHOTIO
criegytoLlero Liara



HaaeXXHOCTb pacTeT
HEe OT KOJIn4YeCcTBa NPaKTUK



A Terepb MOXHO NO3HAKOMUTbLCA

PATH

AHTOH — Customer Reliability

Engineering TeamlLead

Yandex Cloud

PaboTato ¢ npoaakLiH-CepBMcamm
KITMEHTOB.

PykoBoxy CRE-komMaHOou:
HaOEXHOCTb Ha rpaHuLe
KIMMEHTCKOWN CUCTEMBI U obnaka

3auem A 3aechb

[ToMOoYb BbIOpaTh NPaKTUKY,
KOTOpas 3aKpbIBAET PUCK
npodakillHa U nomoraeT
BbIMOMHATb cornacoBaHHble SLA

CRE
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OpgHa cuctema — JeThipe 93blk@a . newewT

HaaeXXHOoCTb BbIrMAAUT NOo-pa3HOMY

YTO Takoe HaOeXXHOCTb?

12



PATH CRE

OOHa cuctema — YeTbIpe A3blKa weoent (TSN

HaaeXXHOoCTb BbIrMAAUT NOo-pa3HOMY

BusHec Pa3paboTka [MpoBanaep
Kakou customer YTo npunoxeHue SLA KOMMNOHEHTOB,
journey Henb34 aenaet npu timeout, NOMEHbI OTKA30B,
notepaTb? CKONbKO retry n nonHon nnu orpaHn4eHmns
CTOUT NPOCTON? YacTUYHOU nnaTtgopmbl.

aerpagaummn?
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PATH CRE

OOHa cuctema — YeTbIpe A3blKa weoent (TSN

HaaeXXHOoCTb BbIrMAAUT NOo-pa3HOMY

busHec Pa3paboTka [MpoBaunpep

UTo c 3akaszamn? Kakou Hy>XeH nuMmuT [TocTpagan nu SLA

CKOMLKO 3aKa30B peTpaeB? cepBuca DB?

norepsann? Kakon KOMMNOHEHT [MoBnuanu nu
coount? orpaHN4YeHUS

UTO 00 3TOM cKa3zan

KINEHT? bouncer, balancer,

pooler.

12
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MAP — Operations / Demo INCIDENT R S

RPO/RTO defined

®parmeHT live map - Operations-Demo - Level 2

Operations Deterministic 99.0
Level 1 Level 2 Level 3 Level 4
Off-host backup RPO/RTO defined DR Plan RPO/RTO refined
Manually created Manual VM Custom VMs via
machines Images semi-automation
Manual
Remediation

CneBa — nepBble recovery-aptedakTbl. CnpaBa yxe HadnHaeTcs yTodHeHne n nposepka DR.

NcTouHuk: map.r9y.dev/beck/map.html



Demo, operations

1. RPO/RTO defined

Haw checkout - 05:53

MHUMOEHT CHANW NMMMNTOM PETPAEB.
CneayoLwmnm puck — notepst AaHHbix b.
Kak BoccTaHOBUM TOT e checkout?

Bonpoc [TIpocToun checkout / noTeps 3aka3oB

Aptedhakt RTO/RPO + TecTt BocCcTaHOBMEHUS

Checkout Pecypcbl K8s + gaHHble 3aka30B

% Velero ﬁ pgBackRest
~ Restore pecypcos Restore 3aka3oB
checkout B Kubernetes B PostgreSQL

r9y: RPO/RTO defined.
OSS: Velero, pgBackRest.

PATH

CRE
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Demo, operations

1. RPO/RTO defined

Haw checkout - 05:53

MHUMOEHT CHANW NMMMNTOM PETPAEB.
CneayoLwmnm puck — notepst AaHHbix b.
Kak BoccTaHOBUM TOT e checkout?

Bonpoc [TIpocToun checkout / noTeps 3aka3oB

Aptedhakt RTO/RPO + TecTt BocCcTaHOBMEHUS

Checkout Pecypcbl K8s + gaHHble 3aka30B

= Velero ﬁ pgBackRest
Restore pecypcoB Restore 3aka3oB
checkout B Kubernetes B PostgreSQL

r9y: RPO/RTO defined.
OSS: Velero, pgBackRest.

INCIDENT PATH CRE

Restore checkout

RTO, MuH TecToBbIN restore, MUH
30 75

RPO, MuH Backup interval, muH
5 15

PesynkTtaTr

Restore 75 muH > RTO 30 muH.
Checkout elle He yKnaabiBaeTcs B LENb.

A

17


https://github.com/velero-io/velero
https://github.com/pgbackrest/pgbackrest

PATH

MAP — Observability / Deterministic INCIDENT

215 - Synthetic Monitoring

Observability
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CEAUGGING, HO
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NALYTICS cv) YIZLA_ZATIE
IHEATMAF
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n YALLE LAURGH
2 i |
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map.r9y.dev

CRE



MAP — Observability / Deterministic INCIDENT PATH  CRE

Synthetic Monitoring

®parmeHT live map - Observability-Deterministic - Level 6

Observability Reactive 99.9
Level 4 Level 5 Level 6 Level 7
Host Ping Tests Synthetic APM Metrics and Traces
Monitoring
SSH to Grep Logs Centralized Log Realtime Automated Topology
Collection Centralized Log View
Analytics

Haw checkout: 6banaHcupoBLUmMK — npunoxenne — bl — order id.
CUHTETUKA NpoBeEpPHAET BECb NYyTb CO3OaHUA 3aKkasa.

NcTouHuk: map.r9y.dev/beck/map.html



Deterministic, observability

2. Synthetic monitoring

Haw checkout - 05:53

C 05:53 checkout oTthaBan ownbku.
[TpoBepsieM nyTb Yepes banaHCUPOBLLMK:
co3daThb 3aka3 — nony4vutb order_id.

Coom 05:53 Ownbkm n 3agepxka co3gaHns 3akasa

Npaktuka BHewHun POST /checkout kaxable 60 ¢

Ycnex HTTP 2xx + order _id + otBeT <2 ¢C
g blackbox exporter Y~ Grafana k6
HTTP-npoba Ha POST /checkout

Hall 6anaHCUpOoBLLMK + npoBepka order _id

r9y: Synthetic monitoring.
OSS: Prometheus® blackbox_exporter, Grafana k6.

PATH

CRE
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https://github.com/prometheus/blackbox_exporter
https://github.com/grafana/k6

Deterministic, observability

2. Synthetic monitoring

Haw checkout - 05:53

C 05:53 checkout oTthaBan ownbku.
[TpoBepsieM nyTb Yepes banaHCUPOBLLMK:
co3daThb 3aka3 — nony4vutb order_id.

Coom 05:53 Ownbkm n 3agepxka co3gaHns 3akasa

Npaktuka BHewHun POST /checkout kaxable 60 ¢

Ycnex HTTP 2xx + order _id + otBeT <2 ¢C
9 blackbox_exporter ~ Grafana_k6
HTTP-npoba Ha POST /checkout
Hall 6anaHCUpOBLLMK + npoBepka order _id

r9y: Synthetic monitoring.
OSS: Prometheus® blackbox_exporter, Grafana k6.

INCIDENT PATH

[lpoBepka checkout

[MpoBepka MHTepBan
POST/checkout —
. 60 c
order _id
Latency guardrail To4ka 3anycka
OtBeT<2cC 3 BHELLHEN CETH

PesynkTtaTr

3aka3s npoxogut Yepes LB — app — B[I.
order_id nony4yeH 3a < 2 C.

CRE

19


https://github.com/prometheus/blackbox_exporter
https://github.com/grafana/k6

MAP — Observability / Reactive

3/5 - SLI —- SLO — Error Budgets

Observability

5§ oowosco B OCTCAMINISTIC 820 B RCACTINE 1 Paos H
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OF FL : N TERNAL FAT
URIMING
PAANUALLY SREATED BANUAL Y IRAGES LSTYLE NOT HOLLS CONTINUOUS EXT=HNALHATE FHONG T WE OLOS
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map.r9y.dev

INCIDENT

SLI/ SLO / error budget

Reactive - Levels 8-9

PATH

CRE

C 05:53 checkout TepsieT 3akasbl.
SLI namepset ownbkn checkout;
SLO 3agaet gonyctmmble NoTepu.



MAP — Observability / Reactive INCIDENT PATH  CRE

SLI — SLO — Error Budgets

®parmeHT live map - Observability-Reactive - Levels 8-9

Observability Proactive 99.99
Level 7 Level 8 Level 9 Level 10
APM Metrics and Internal SLAs Error Budgets Record and Replay
Traces Traffic
Automated Service Level
Topology View Indicators (SLI)

Service Level
Obijectives (SLO)

Tot e nHunaeHT: owmnbkn checkout pacxoaytot 6toaxet. SLI — SLO — burn rate nokasbiBatoT
Macwitab yuepba.

NcTouHuk: map.r9y.dev/beck/map.html



Reactive, observability

3. SLI — SLO — error budget

Haw checkout - 05:53

B nHumaoeHTe petpaun ycununu céon b/.
Ywep6b nonb3oBaTento — OLLnOKK
npu co3gaHum 3akasa.

SLI 3akasbl ¢ order id / Bce nNonbITKK

SLO Hanpumep, 99,9% 3a 30 aHen

PeweHue Burn rate owumbok — npuoputet paboT

rb Sloth Pyrra
Burn alerts no SLO un brogoxeTt
owmnbkam checkout Hawero checkout

r9y: Service level indicators, service level objectives, error budgets.
OSS: Sloth, Pyrra.

PATH

CRE

21


https://github.com/slok/sloth
https://github.com/pyrra-dev/pyrra

Reactive, observability

INCIDENT PATH

3. SLI — SLO — error budget

Haw checkout - 05:53

B nHumaoeHTe petpaun ycununu céon b/.
Ywep6b nonb3oBaTento — OLLnOKK
Npu co3gaHnKn 3aKkasa.

SLI 3akasbl ¢ order id / Bce nNonbITKK

SLO Hanpumep, 99,9% 3a 30 aHen

PeweHue Burn rate owumbok — npuoputet paboT

r& Sloth Pyrra
Burn alerts no SLO un brogxeTt
owmnbkam checkout Hawero checkout

r9y: Service level indicators, service level objectives, error budgets.
OSS: Sloth, Pyrra.

broaxeT checkout

SLO, % [lepuon, gHeun

99,9 30

Checkout attempts B geHb Owmnbok cerogHsa

100 000 1200

PesynkTtaTr

Brogxet: 3 000 owmnbok 3a 30 gHewn.
1 200 3a geHb: burn rate 12x.

CRE

21


https://github.com/slok/sloth
https://github.com/pyrra-dev/pyrra

MAP — Infrastructure / Proactive

4/5

Infrastructure

Bl B covosco

B 19041 DEVELORNENT H
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INCIDENT PATH

Failure testing in prod
Proactive - Level 11

PeakTUBHO: orpaHn4mnnmn petTpau
N BOccTaHoBUIK checkout.

[lpoakTUBHO: 3aaepxmuBaem b/l.
[lpoBepsaemM NUMUT peTpPaEB

00 criegyrollero MHUMaeHTa.
HyXHbl 06a noaxoaa.

CRE



PATH CRE

MAP — Infrastructure / Proactive wcoent ([N

Failure Testing in Prod

dparmeHT live map - Infrastructure-Proactive - Level 11

- Proactive 99.99

Level 10 Level 11 Level 12
Auto Failover [Failure Testing in Prod J N+1 as standard
Auto Scaling Eliminate SPOFs (hardware Service Discovery

& software)

Failure Injection N+1 Regional Planning |L7 Global LB
Assured Capacity Load Real World Traffic Load L4 Regional Load
Testing Testing Balancing
Production Launch Platform Multi Region

Haw TecT: 3agepka oT BblbpaHHbIX checkout k primary PostgreSQL. NpoBepsem NnMMUT peTpaeB U
nonb3oBaTtenbcknn SLI.

NcTouHunk: map.r9y.dev/beck/map.html



PATH CRE

Proactive, infrastructure weoent ([T

4. Fallure testing In prod

Haw checkout - 05:53

B nHumgeHTe: 3agepxka bl — retry storm.
[ToBTOpAEM 3TOT CcLeHapun 1 NpoBepaeMm
NobaBrieHHbIN MMMUT PETPAEB.

[MnoTe3a 3agepka K primary — 6e3 retry storm

Blast radius BbibpaHHble checkout: <1% Tpaduka

Stop condition Checkout SLI H1xe 3agaHHoro nopora

ﬁ% Chaos_mesh ! LitmusChaos
3agepXkka nyTu CueHapun cbos bl
checkout — primary + npoBepka SLI

r9y: Failure testing in prod / basic chaos testing.
OSS: Chaos mesh, LitmusChaos.

23


https://github.com/chaos-mesh/chaos-mesh
https://github.com/litmuschaos/litmus

Proactive, infrastructure INCIDENT PATH CRE

4. Fallure testing In prod

Haw checkout - 05:53 TecT checkout

B nHumnpeHTe: 3apepxka bl — retry storm. [ MnoTesa capopmynnpoBaHa
[loBTOpPAEM 3TOT CLleHapU U NPOBEPAEM Blast radius orpaHuyeH
A00aBNEeHHbIV NMMMAUT peTpaes. [Tonb3oBaTenbckut SLI Habnogaem
MMnoTe3a 3agepxka Kk primary — 6e3 retry storm Stop/rollback nssecteH

Blast radius BbibpaHHble checkout: <1% Tpaduka

Stop condition Checkout SLI H1xe 3agaHHoro nopora

PesynkTtaTr
%% Chaos_mesh ! LitmusChaos .
3amepxkka nyTu CueHapwit c6os B[l PeTtpaun He pacTyT nasmHoun; SLI B Hopme.
checkout — primary + npoBepka SLI Ctapt — nocne 4/4 guardrails.

r9y: Failure testing in prod / basic chaos testing.
OSS: Chaos mesh, LitmusChaos.


https://github.com/chaos-mesh/chaos-mesh
https://github.com/litmuschaos/litmus

MAP — Observability + Operations / Autonomic
5/5 - Anomaly Detection + Autonomous Response

Observability + Operations
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INCIDENT PATH CRE

Anomaly detection + ARS

Autonomic - Levels 13—14

B 06:22 peTpau orpaHnynnu
BPYU4HYVIO.

Cnegyrowmn war: curHan — OTBET
— npoBepka SL| Hawero checkout.



MAP — Observability + Operations / Autonomic LJZE= 0 PATH CRE

Anomaly Detection + Autonomous Response

®parmeHT live map - Observability-Autonomic + Operations-Autonomic - Levels 13—15

Observability Autonomic 99.999

Level 13 Level 14 Level 15

Anomaly Detection Observability Integration
Across Tools

Near Miss Detection

Operations Proactive DDoS Autonomous Response Automatic Rollbacks

Countermeasures Systems

Load Prediction

ToT e checkout: 3amevaem aHomanuio bl — npumeHaem npoBepeHHoOe AencTeme —
noaTBEpPXJaeM BOCCTaHOBeHME 3aka3oB no SLI.

NcTouHuk: map.r9y.dev/beck/map.html



INCIDENT

Autonomic, observability + operations

5. Anomaly detection + autonomous response

Haw checkout - 06:22

B 06:22 peTpan orpaHuU4nnm Bpy4Hyo.
ABTOMaTM3NPyeM NpoBepeHHOE OeNUCTBNE
N NpOBEPAEM BOCCTAHOBIEHME 3aKa30B.

Detect PocTt 3agepxku bl + petpaeB checkout

Act Runbook: BKNOYNTb NUMUT peETPaEB

Verify [lona 3aka3oB c order_id BoccTaHOBIEHa

\} OpenSearch AD :\: Flagger
AHOMarnnu 3aepxKu - Ecnu BuHOBaT penua:
b/l Halwero checkout rollback no SLI

r9y: Anomaly Detection (Observability-Autonomic) + Autonomous Response Systems (Operations-Autonomic).
OSS: OpenSearch AD, Flagger.

PATH

CRE

25


https://github.com/opensearch-project/anomaly-detection
https://github.com/fluxcd/flagger

Autonomic, observability + operations

5. Anomaly detection + autonomous response

Haw checkout - 06:22

B 06:22 peTpan orpaHuU4nnm Bpy4Hyo.
ABTOMaTM3NPyeM NpoBepeHHOE OeNUCTBNE
N NpOBEPAEM BOCCTAHOBIEHME 3aKa30B.

Detect PocTt 3agepxku bl + petpaeB checkout

Act Runbook: BKNOYNTb NUMUT peETPaEB

Verify [lona 3aka3oB c order_id BoccTaHOBIEHa

\\ OpenSearch AD

>/
AHOManNun 3agep>KKu
b/l Hawero checkout

Flagger
Ecnu BnHoBaT penus:

rollback no SLI

INCIDENT PATH CRE

OTtBeT Ansa checkout

CurHan [lenctBue
DB latency anomaly Retry limit
Guardrail Verify
3akasbl CHOBa

Max 10% traffic
npoxoasaT

PesynkTtaTr
CurHan bl — retry limit — SLI 3aka308.

[lenctBne — no npoBepeHHOMY runbook.

r9y: Anomaly Detection (Observability-Autonomic) + Autonomous Response Systems (Operations-Autonomic).

OSS: OpenSearch AD, Flagger.

25


https://github.com/opensearch-project/anomaly-detection
https://github.com/fluxcd/flagger

KapTta Ne 2

The Way of SRE

7

~\

7

.

® Relationship Management >
- 53
4 N
® Learning Delivery >
- S
gl I,
® Measurement >
R v
8 By
® Knowledge Management >
R J
.
@ IT Management >
. 2
-
® Organisational Capability Development >

itoroaru.qithub.io/The-Way-of-SRE/mindmap

’r

~

® Observability >

\_ >

o N
® Reliability Engineering >

\_ =

'3 Y
® IT Infrastructure >

A 2

{ R,
® Programming / Scripting >

\_ 55

4 R
® Toil Reduction >

\_ =

4 N
® Configuration Management >

- =5

4 =
® Platform Engineering >

\_ =

I B
® Database Reliability >

o _J

& >
® Financial Management >

\_ _4

® Must Have @ Mandatory @ Nice to have @ On Demand

PATH

CRE

2) SRE Culture = SRE Engineering SRE Practices

s

~

2

® Incident Management >

. w

I N
® Problem Management >

N S

4 N
® Change Management >

. J

7 N
® Information Security >

X >~

~ R
® Secure Development >

N S

4 B
® Methods & Tools >

R =

' Y
® Professional Development >

N =

G =,
® Performance Management >

" =

O N
® Sourcing >

26


https://jtprogru.github.io/The-Way-of-SRE/mindmap/

KapTta Ne 2

The Way of SRE:
yem BOOOLLE MOXHO BNUATL?

itoroaru.qithub.io/The-Way-of-SRE/mindmap

IIIIIIII

SRE practices

26


https://jtprogru.github.io/The-Way-of-SRE/mindmap/

KapTta Ne 2

The Way of SRE:
yemM BOOOLLE MOXHO BNUATL?

SRE culture SRE engineering

Ownership, learning, Observability, SLO,
stakeholders, resilience, capacity,
collaboration performance

[MpekpacHo. Tenepb Mbl 3HaeMm eLle donbLue
Bellen, KOTOPpbIMU MOXXHO 3aHATbLCH

itoroaru.qithub.io/The-Way-of-SRE/mindmap

PATH

SRE practices

Incident, problem,
change, runbooks,
postmortems

CRE

26


https://jtprogru.github.io/The-Way-of-SRE/mindmap/

3ambicen aBstopa - Muwa CasuvH

The Way of SRE:
KapTa koMmneteHunn SRE

[1ns pycckos3blYHOro coobLyecTsa: oT junior go principal

[1na Koro

NcTouHuk: kommeHTapumn Muwn CasuHa K gokrnaay

PATH

Kyaa aanbuwe

CRE

27



INCIDENT MAP PATH CRE

3amblicen aBTopa - Muwa CaBuH

The Way of SRE:
KapTa koMmneteHunn SRE

[1ns pycckos3blYHOro coobLyecTsa: oT junior go principal

1na Koro EcTb cenvuac Kyaa panbue

MH>XXeHepy — pocCT 3 BeTBU, =/0 v1.0: 3aKpbITb Npobens.i.

OT junior Jo principal. KOMMeTEeHUUN. Kputepumn rotoBHOCTMI.
Tumnungy — rpengebl, [TpnopuUTETHLI ANA PONewn, KaTtanor abnoHoB.
OHOOPAWHT U nnaH ypoBHU SFIA, Kencbl n coaBTopbl
pPa3BUTUS. MaTepuansbl n3 coobLecTBa.

n best practices.

PedepeHC Ansa cBoero KOHTEKCTa, He CTaHAAapT.
JIlnyHbIM open source - bus factor = 1.

NcTouHuK: kommeHTapun Muwn CasuHa K goknany

27



Reliability hierarchy - pacwndpoBka

HTO 03HaA4aloT YPOBHM
reliability hierarchy

PATH

CRE

Foundation OcHoBa

The way of SRE, reliability hierarchy.

BuaeTtb cocTosiHMe cepBuca 1 npobnembl nonb3oBaTens

28



Reliability hierarchy - pacwndpoBka

HTO 03HaA4aloT YPOBHM
reliability hierarchy

PATH

CRE

Response PearnpoBaHue

OrpaHnymnTb yLepd n BOCCTaHOBUTbL CEPBUC

Foundation OcHoBa

The way of SRE, reliability hierarchy.

BuaeTtb cocTosiHMe cepBuca 1 npobnembl nonb3oBaTens

28



Reliability hierarchy - pacwndpoBka

HTO 03HaA4aloT YPOBHM
reliability hierarchy

PATH CRE

Learning Oby4yeHune Ha cbosx Pa3bupaTb npuynHbl 1 4OBOAUTL OENCTBUA 0 pe3ynbrarta
Response PearnpoBaHue OrpaHnymnTb yLepd n BOCCTaHOBUTbL CEPBUC
Foundation OcHoBa BuoeTtb cocTosiHne cepBuca mn npobnembsl NonbL30BaTeNs

The way of SRE, reliability hierarchy.

28



Reliability hierarchy - paclundpoBka wcoent  ([ETICHN  eaw ore

HTO 03HaA4aloT YPOBHM
reliability hierarchy

Prevention [TlpepoTBpaLleHne CHWXKaTb pUCK Yepes TeCTbl 1 be3onacHble N3MEHEHUS
Learning Oby4yeHune Ha cbosx Pa3bupaTb npuynHbl 1 4OBOAUTL OENCTBUA 0 pe3ynbrarta
Response PearnpoBaHue OrpaHnymnTb yLepd n BOCCTaHOBUTbL CEPBUC

Foundation OcHoBa BuoeTtb cocTosiHne cepBuca mn npobnembsl NonbL30BaTeNs

The way of SRE, reliability hierarchy. 28



Reliability hierarchy - pacwndpoBka

HTO 03HaA4aloT YPOBHM

reliability hierarchy

INCIDENT m PATH CRE

Planning [TnaHnpoBaHme YunTbiBaTb POCT Harpy3kn U HEXBATKY PECYPCOB 3apaHee
Prevention [TpegoTBpaLLeHune CHWXaTb pUCK Yepes TecTbl N be3onacHble UBMEHEHUS
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Foundation OcHoBa BuoeTtb cocTosiHne cepBuca mn npobnembsl NonbL30BaTeNs

The way of SRE, reliability hierarchy.
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HTO 03HaA4aloT YPOBHM
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UTto gormkHO paboTaTb paHbLie?

Reliabllity hierarchy: He necTHuUa, a
NpoBepKa PyHAaAMEHTa

IIIIIIII

The way of SRE, reliability hierarchy.
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UTto gormkHO paboTaTb paHbLie?

Reliabllity hierarchy: He necTHuUa, a
NpoBepKa PyHAaAMEHTa

IIIIIIII

Monitoring Bugnm nonb3oBaTenbCKUN CUMNTOM

The way of SRE, reliability hierarchy.

Foundation
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UTto gormkHO paboTaTb paHbLie?

Reliabllity hierarchy: He necTHuUa, a
NpoBepKa PyHAaAMEHTa

PATH CRE

Incident response YMeeM CcHATb Impact

Response

Monitoring Bugnm nonb3oBaTenbCKUN CUMNTOM

The way of SRE, reliability hierarchy.

Foundation
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YTo pomkHO paboTtaTtb paHbLue? wcwent  ([ETCR  eam CRE

Reliabllity hierarchy: He necTtHuuUa, a
NpoBepKa PyHAaAMEHTa

Postmortem/RCA [ToHnmaem, noyemy 3TO NPOM3OLLSIO Learning
Incident response YMeeM cHATb Impact Response
Monitoring Bugmnm nonb3oBatenbCKMU CUMMNTOM Foundation

The way of SRE, reliability hierarchy. 29



UTto gormkHO paboTaTb paHbLie?

Reliabllity hierarchy: He necTtHuuUa, a
NpoBepKa PyHAaAMEHTa

INCIDENT m PATH CRE

Testing & release He BHOCUM pUCK DECKOHTPOSILHO Prevention
Postmortem/RCA [ToHnmaem, noyemy 3TO NPOM3OLLSIO Learning
Incident response YMeeM CHATb Impact Response

Monitoring

The way of SRE, reliability hierarchy.

Buanm nonb3oBaTenbCKUN CUMITOM

Foundation
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YTo pomkHO paboTtaTtb paHbLue? wcwent  ([ETCR  eam CRE

Reliabllity hierarchy: He necTtHuuUa, a
NpoBepKa PyHAaAMEHTa

Capacity [ToHnmaem npenensl Planning
Testing & release He BHOCUM pUCK BECKOHTPOSIBHO Prevention
Postmortem/RCA [ToHnmaem, noyemy 3TO NPOM3OLLSIO Learning
Incident response YMeeM CHATb Impact Response

Monitoring Bugmnm nonb3oBatenbCKMU CUMMNTOM Foundation

The way of SRE, reliability hierarchy.



UTto gormkHO paboTaTb paHbLie?

Reliabllity hierarchy: He necTtHuuUa, a
NpoBepKa PyHAaAMEHTa

INCIDENT

PATH CRE

Development/product HaaeXHOCTb BCTPOEHAa B peLleHuns Strategy
Capacity [ToHnmaem npenensl Planning
Testing & release He BHOCUM pUCK DECKOHTPOSILHO Prevention
Postmortem/RCA [ToHMMaem, novemy 3To NPOM3OLLIOo Learning
Incident response YMeeM CHATb Impact Response
Monitoring Bugmnm nonb3oBatenbCKMU CUMMNTOM Foundation

The way of SRE, reliability hierarchy.
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Next best reliability step

UTOObLI BbIOpaThL cneayownny LWar,
3aJlanTe YeTbipe BONpoca

oe Mmbl? YTO MOXHO YTO paHbLUe?
?

Kakas obnactb CAENaTh: UTo aBnaeTcs

pearibHO Kakue npaktuku prerequisite/

orpaHn4nBaeT 3aKpbIBAIOT foundation?

cucTemy? 3TOT PUCK?

INCIDENT

MAP CRE

3auem?

Kakoun business
impact, ueHa
N CITOXKHOCTb?

Cnepylowum war = nepecevyeHme maturity, pucka, 3aBUCUMOCTEN U IKOHOMMUKM

30



ToT e checkout, Tenepb roadmap

He «cpgenatb Bce». CHATb KpynHeuLwume
Hen3BeCTHbIe Mo ovepeau

1. Synthetic + SLI

[lepecTaTtb y3HaBaTb 0 Npobneme OT Nonb3oBaTeNs

MAP

PATH

CRE

2. Retry guardrail

3aKkpbITb KOHKpeTHbIN failure amplification

3. DR test

[TpoBeputb RTO/RPO u recovery path

4. Chaos program

Pacwnputb Habop npoBepeHHbIX failure modes

5. Auto remediation

3aMblkaTb TONbKO 6e30onacHble NOBTOpAEeMble AENCTBUS
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ToT e checkout, Tenepb roadmap | INCIDENT

He «cpgenatb Bce». CHATb KpynHeuLwume
Hen3BeCTHbIe Mo ovepeau

MAP

PATH CRE

1. Synthetic + SLI [lepecTaTtb y3HaBaTb O Npobrneme OoT nosfib3oBaTens 1-2 Hepenu
2. Retry guardrail 3aKkpbITb KOHKpeTHbIN failure amplification 1 CNPUHT

3. DR test [TpoBeputb RTO/RPO u recovery path 1 game day
4. Chaos program Pacwnputb Habop npoBepeHHbIX failure modes [ToTOMm

5. Auto remediation 3aMbIKaTb TONbKO De3onacHble NOBTOPSIEMbIE OENCTBUS Ewe no3xe

Y Hac Bce eLle oaMH UHXeHep. Service mesh noka nonoxute obpaTHO
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AHTU-pattern

Kapta — He backlog

He skill tree He procurement
Autonomic — list

He donHanbHbLIN 6OCC, Hanuune

KOTOPOro 06A3aH:LI NHCTPYMEHTA
nobeanTb BCE He O3HayaeT

HaJIM4YNE MNMPaAKTUKU

Xopolaa KapTa nomMoraet oCo3HaHHO cka3aTb «He cen4yac»

INCIDENT MAP CRE

He maturity
score

Pa3HbiM obrnactam
CUCTEMBI HY>KEH
Pa3HbIN YPOBEHb
3PENOCTn

32



SLA—o3toBXOO,aHeuen . mcioew

User avalilability moxeT 6bITb Bbille SLA otaenbHOW
3aBUCUMOCTWU




SLA — 370 BX0A4, a He uenb INCIDENT wap cRe

User avalilability moxeT 6bITb Bbille SLA otaenbHOW
3aBUCUMOCTMU

KOMMNOHEeHT
npoBavaepa

SLA 99,9% oTHocuTCcS K
OTAEeNbHOU
3aBNCUMOCTMN.
[1ocTynHOCTL cepBuca
n3mMepaem OTOENbLHO.



INCIDENT MAP CRE

SLA — 9T0 BX0OA, a He uenb

User avalilability moxeT 6bITb Bbille SLA otaenbHOW
3aBUCUMOCTMU

KoMnoHeHT Cucrtema

npoBanaepa Multi-AZ, pesepBupoBaHue,
SLA 99.9% oTHOCUTCS K orpaHu4eHHble peTpaun, graceful
oTaesIbHOW —  degradation n bbicTpoe
3aBNCNMOCTMN. BOCCTaHOBJI1EHWNe.

[locTynHOCTbL cepBuca
namepsaem oTAenbHO.



SLA — 310 BXO/A, a He Lerb wooent  wae  ([ERTRN cre

User availability moxeT ObITb Bbille SLA oTAensHOW
3aBUCUMOCTMU

KoMnoHeHT Cucrema

npoBangepa Multi-AZ, pesepBupoBaHue,
SLA 99.9% oTHOCUTCS K orpaHu4YeHHble peTpaun, graceful
oTaesIbHOW —  degradation n bbicTpoe
3aBNCMOCTMN. BOCCTaHOBJI1EHWNe.

[locTynHOCTbL cepBUca
N3MepsemM OTAENBHO.

99,99% wunn 100% — 4yero MUMeHHO 1 3a Kakon nepuon?



SLA — 3TO0 BXOf, a He uenb INCIDENT  MAP cRE

User avalilability moxeT 6bITb Bbille SLA otaenbHOW
3aBUCUMOCTMU

SLA knneHta — obsasartenscTtBa; SLO/SLI — uenn n nsmepeHus.
KpUTHU4YHbIN cueHapun — OoNyCcTUMbIN yulepb — npoBepKa pesyrnbraTa.
100% 3a nepnog — U3MEpPEHHbLIN pe3ynbTarT.



OpraHun3aumnoHHas rpaHuua

ToT cambin checkout —
NpodaKLIH-CEPBUC KITMEHTA

KnueHT 3Haer

[TpnnoxeHne, busHec-cueHapuu,

3aBUCUMOCTU, UCTOPUIO PeLLUEHUN,
OonyctumMmbin impact

Client model

IIIIIIII
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[TpnnoxeHne, busHec-cueHapuu,

3aBMCUMOCTU, NICTOPUIO PeLLEHUN,
OonycTuMbIN Impact

Client model *  Cloud model

INCIDENT MAP CRE

OOnako 3HaeT

Failure modes cepBucoB, orpaHN4YeHuns
nnaTtgopmMbl, BHYTPEHHIOK 3KCnnyaTauuio,
3CKanaunoHHbIA KOHTEKCT
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OpraHun3aumnoHHas rpaHuua

ToT cambin checkout —
NpodaKLIH-CEPBUC KITMEHTA

KnueHT 3Haer

[TpnnoxeHne, busHec-cueHapuu,

3aBMCUMOCTU, NICTOPUIO PeLLEHUN,
OonycTuMbIN Impact

Client model * Cloud model —> Eoai=

INCIDENT MAP CRE

OOnako 3HaeT

Failure modes cepBucoB, orpaHN4YeHuns
nnaTtgopmMbl, BHYTPEHHIOK 3KCnnyaTauuio,
3CKanaunoHHbIA KOHTEKCT

—» Reliability roadmap
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Customer reliability engineering

[lpakTnkn CRE — anga npoaakiiHa

KIMNeHToB ¢ YyeTknmnm SLA

Yekan AC + B

Puckn npogakiwiHa 1 nnaH
ynydweHun nog SLA/SLO

Best practices

Hands-on

CoBMmecTHas paborTa:
apxXuTekTypa, NIMMnUTbI 1
0CODEHHOCTU CEPBUCOB

UHXXeHepHas
CUHXPOHU3aLUA

PuUckn, nameHeHus,
apPXUTEKTYpPa N KOHTEKCT
CUCTEMbI

Maintenance /
upgrade

OkKHO paboT, KoHTponb SLI,
rollback n nomoLb npu
cboe

KnneHTcKknun
incident+problem
management

NHxxeHepHbIn Tpek, RCA n
npenoTepalleHne
NOBTOPEHUS

Macnopt AC +
runbooks

SLA/SLO, RTO/RPO,
KOHTaKTbl U runbooks ans
npoaakiLiHa

INCIDENT

MAP PATH

JcKanauuwm

daKkTbl, TMNOTESbI,
OOMNONMHUTENbHAaY
ANAarHOCTUKA U KOHTEKCT

HA/DR-TecTbl

YYyeHus, oTyeT,
doakTnyeckmne RTO/RPO w
orpaHn4eHmns

35



Customer reliability engineering

[lpakTnkn CRE — anga npoaakiiHa

KIMNeHToB ¢ YyeTknmnm SLA

Yekan AC + B

Puckn npogakiwiHa 1 nnaH
ynydweHun nog SLA/SLO

Best practices

[1o 3anpocy

Hands-on

CoBMmecTHas paborTa:
apxXuTekTypa, NIMMnUTbI 1
0CODEHHOCTU CEPBUCOB

[1o 3anpocy

UHXXeHepHas
CUHXPOHU3aLUA

PuUckn, nameHeHus,
apPXUTEKTYpPa N KOHTEKCT
CUCTEMbI

Maintenance /
upgrade

OkKHO paboT, KoHTponb SLI,
rollback n nomoLb npu
cboe
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runbooks
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daKkTbl, TMNOTESbI,
OOMNONMHUTENbHAaY
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HA/DR-TecTbl

YYyeHus, OoTYeT,
doakTnyeckmne RTO/RPO w
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INCIDENT MAP PATH

[1Ba pexnma paboThbl

PerynapHbi KOHTYP NOMHUT

CUCTEMY.
3anpoCHbIN — AenaeT KOHKPETHYIo

NaboT

PerynsipHble [1lo 3anpocy

VIHXXeHepHaa CUHXPOHKU3aLUVS, Uekan, ackanauumn, hands-on,
KNUeHTCKnM incident management, maintenance/upgrade, HA/DR-TecThl

nacnopt VC / KOHTEKCT aKkcnnyaTauun

ITU PeXUMbIl He KOHKYpUpyrT. OOUH CHMXXaeT CTOMMOCTDb
KOHTEeKCTa, BTOPON — CTOMMOCTb KOHKPEeTHOU UHXXeHepHOU 3a4auu

36



Boaspawjaemca B 06:00

B 06:00 gexxypum paaom € KIMEHTOM

INCIDENT MAP PATH

06:00

-— >

OexypctBo CRE
+ 3cKanauus

MH>XeHepHbIN TPekK,
KOHTEKCT U KOHTpornb SLI

37



Boaspawjaemca B 06:00

B 06:00 gexxypum paaom € KIMEHTOM

INCIDENT MAP PATH

05:53 — perpagaunsa — 06:00 — BbI30B / ack - 7 MUHYT A0 NOAOKMOYEHUS

o 05:53 06:00

— >

Hderpapauuns OexypctBo CRE
+ 3cKanauums

MH>XeHepHbIN TPekK,
KOHTEKCT U KOHTpornb SLI

37



Boaepalwiaemca B 06:00 INCIDENT AP PATH
B 06:00 gexxypum paaom € KIMEHTOM

05:53 — perpagaunsa — 06:00 — BbI30B / ack - 7 MUHYT A0 NOAOKMOYEHUS

o 05:53 06:00

— >

Yekan + nacnopT OexypctBo CRE
+ CUHXPOHU3aLUuus + 3CKanauus
3HaewM critical flow, MH)XeHEPHbIN TPEK,

SLA/SLO, 3aBNCMMOCTU U PUCKK KOHTEKCT U KOHTpornb SLI
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Boaspawjaemca B 06:00

INCIDENT MAP PATH

B 06:00 gexxypum paaom € KIMEHTOM

05:53 — perpagaunsa — 06:00 — BbI30B / ack - 7 MUHYT A0 NOAOKMOYEHUS

No 05:53

Yekan + nacnopt
+ CUHXPOHU3aLUUSA

3Haewm critical flow,
SLA/SLO, 3aBNCMMOCTU U PUCKK

06:00

OexypctBo CRE
+ 3cKanauus

MH>XeHepHbIN TPekK,
KOHTEKCT U KOHTpornb SLI

IMocne

RCA + problem
management + DR

BbiBOO npeBpallaeTcad
B NpoBepsaAeMoe U3MeHeHune

37



BO3BpaLL||aeMC}'-| B 0600 INCIDENT MAP PATH

B 06:00 gexxypum paaom € KIMEHTOM

05:53 — perpagaunsa — 06:00 — BbI30B / ack - 7 MUHYT A0 NOAOKMOYEHUS

o 05:53 06:00 [locne

Yekan + nacnopt OexypctBo CRE RCA + problem

+ CUHXpPOHU3auus + 3cKanauuvs management + DR
3HaewM critical flow, MH>XeHepHbIN TPekK, BbiBOO npeBpallaeTcad
SLA/SLO, 3aBNCMMOCTU U PUCKK KOHTEKCT U KOHTpornb SLI B NpoBepsaAeMoe U3MeHeHune

LileHHocTb CRE He B TOM, 4TO B 06:00 nosaBnsaeTcsa eLle oanH UHXEHED.
LleHHOCTb B TOM, YTO OH He Ha4YMHaeT y3HaBaTb cuctemy B 06:00
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UTo penartb Tenepb

Ha4yHUTEe C NpakTuK,
KOTOpbIE YyXKe paboTaloT y Bac

3 - Y10 cHayana?

IIIIIIII

4 - Kak
npoBepuUTb?

38
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38



UTO penartb Tenepb

Ha4yHUTEe C NpakTuK,
KOTOpbIE YyXKe paboTaloT y Bac

2 - [pe npoden? 3 - Yto cHayana?

ConocTaBbTre
pe3ynbraTr 3TuX
NPaKTUK C pPUCKaMU U
OrpaHNYEeHNs M
CUCTEMBI.

INCIDENT

MAP PATH

4 - Kak
npoBepuUTb?

38



UTO penatb Tenepb

Ha4yHUTEe C NpakTuK,

KOTOpbIE YyXKe paboTaloT y Bac

2 - [pe npoden?

ConocTaBbTre
pe3ynbraTr 3TuX
NPaKTUK C pPUCKaMU U
OrpaHNYEeHNs M
CUCTEMBI.

3 - Yrto cHavyana®?

Bbibepute coceaHtoto
NPaKTUKY.

[1poBepLTE, rOTOB NN
HeobxoanMbIN
doyHOaAMEHT.

INCIDENT

MAP PATH

4 - Kak
npoBepuUTb?
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UTo genathb Tenepb

Ha4yHUTEe C NpakTuK,

KOTOpbIE YyXKe paboTaloT y Bac

2 - [pe npoden?

ConocTaBbTre
pe3ynbraTr 3TuX
NPaKTUK C pPUCKaMU U
OrpaHNYEeHNs M
CUCTEMBI.

3 - Yrto cHavyana®?

Bbibepute coceaHtoto
NPaKTUKY.

[1poBepLTE, rOTOB NN
HeobxoanMbIN
doyHAAMEHT.

INCIDENT

MAP PATH

4 - Kak
npoBepuUTb?
3apganTte BnagenbLua,
KPUTEPUN TOTOBHOCTU

M Crocob n3amepuTb
pesynbrar.

38



L’ITO .DlenaTb Teﬂepb INCIDENT MAP PATH

Ha4YyHUTE C NpaKTuUK,
KOTOpPbIE YKe paboTaloT y Bac

1 - Y10 YyXe eCcTb? 2 - 'oe npoben? 3 - Yto cHavana? 4 - Kak

OTMeTLTE Ha KapTe ConocTaBbTe BbibepuTe cocenHiow npoBepUTL?
MPAaKTUKN, KOTOPbIE pe3yrbraTr 3TUX MPAaKTUKY. 3aganTte BrnagenbLa,
KOhfaHﬂa NPaKTUK C PUCKaMn " MpoBepLTe, rOTOB N KPUTEPUN TOTOBHOCTH
OencTBUTENBbHO orpaHnM4YeHnAamMm Heo6X0aNMbIN N CocooO N3MEPUTb
NPUMEHAET. CNCTEMDI. beH,EI,aMeHT. pe3ynbrar.

[Mpumep Hawero cepBuca checkout
1- Y10 ecTb 2 - [pe npoben 3 - Yto cHavana 4 - KaKk npoBepuUTb

MOHWUTOPUHI XOCTOB. O cboe y3Haem CuHTEeTMKa 3aKasa, SRE/CRE, anept un
OT nonb3oBaTen4. 3atem SLI — SLO. order id3a<2c.




UTto penatb 3aBTpa. 3aBTpa, B 06:00 R W ra

06:00
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Y10 penarb 3asTpa. 3asTrpa, 0600 . ncPEd

[TyCcTb 3TO XOTS Obl OyOeT
HOBbIVN MHUMOEHT

A He TOT e caMbli, KOTOPbIN Mbl yXXe Tpu pasa Kpacmeo onncanu B RCA

06:00
. —————_—
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UTto penartb 3aBTpa. 3aBTpa, B 06:00

[TyCcTb 3TO XOTS Obl OyOeT
HOBbIVN MHUMOEHT

A He TOT e caMbli, KOTOPbIN Mbl yXXe Tpu pasa Kpacmeo onncanu B RCA

'ne Mbi? Kakou puck

CocTtosHune BaxHee'?

KOHKpPETHOW obnactu Impact, yacTora,
RTO/RPO,

error budget

INCIDENT MAP PATH

YTO cnepyrowee?

[1lpakTukKa

— UHCTPYMEHT
— NpPOBEPAEMbIN
pe3yneraT

39



NtormwmBeblIBOOABI . InciEaT

UTo 3abpaTtb U3 gokrnaga

YTOo NOHATL

40



PATH CRE

NT1orn n BbiBOAbI weoent [N

UTo 3abpaTtb U3 gokrnaga

YTOo NOHATL

HageXXHoCcTb — 3TO0
YCMELUHbIN CLeHapun

nornb3oBaTens.
SLI n TecTbl 31O
NPOBEPSIOT.

40



ITorn v BbiBOObI

UTo 3abpaTtb U3 gokrnaga

YTOo NOHATL

HageXHoCTb — 3TO
YCMELUHbIN CLeHapun

nornb3oBaTens.
SLI n TecTtbl 310
NPOBEPSIOT.

PATH

YTOo coenaTtb

CRE

40



PATH CRE

ITorm n BbiBOAbI weoent ([T

UTo 3abpaTb 13 goknana

YTO NOHATHL YTt0 B3ATH YTto caenaTtb
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Appendix: NCTOYHUK

r9y reliability map: opurnHan
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The way of SRE: opurmHan
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