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Updating your Flipper

Updating...

Release 0.81.1

Uploading Firmware to Flipper...

Updating...

1.1 MB

What's new
TL,DR
* New app: AVR Flasher. Can act as AVR ISP Programmer or
do read/write in standalone mode
* Storage: proper filesystem timestamps, bug fixes and
improvements
« Gui: icon rotation and remove obsolete icons, recursive
mutex in view model
+ BadUSB: new WAIT_FOR_BUTTON_PRESS command
* Build system: major ufbt update
* Furi: improved thread life cycle, ensures TCB release on
thread join
* FuriHal: naming cleanup, extra pulls on some pins
* WeatherStation: TX141TH-BV2 protocol extended support
* Nfc: bug fixes and improvements
* Picopass: dictionary attack progress, more details in info
screen

What's Changed

* View Model: recursive mutex by @DrZlo13 in #2532

* Improved thread lifecycle by @DrZlo13 in #2534

* Elite progress by @bettse in #2481

* RPC: increase max message size by @DrZlo13 in #2543
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) @\ Mobius
‘ VOIceS Of peace . HMKTO — HOCTpanan-mpS l”.

Voices of Peace — HukTo He nocTpagan.mp3 6,1 MB

MP3

AOKNAQL Mop kanotom 13.05 / 13:10 - 13:55 (UTC+4)

PasroHsiem BLE

|
General:

. . BLE u3HayanbHo 3a/lyMaH Kak TeXHONorus Ans o6MeHa AaHHbIMM C HU3KOI CKOPOCTbIo. Ho
Kind: MP3 audio

% . 4TO €C/IM Mbl XOTUM OBGHOBUTB MPOLUNBKY Ha NOAKIIOUEHHOM yCTpoicTee? Mnn cobpats noru?
1ze: es on ais Wnu otnpasuTb haiin? Torga Ham HyXHO BbKaTb MakcuMyM ckopocTu us BLE. Mpo aTo n
S 6 082 350 byt 6,1 MB disk
Where: Macintosh HD > USGI’S > nikitaku“kov = Downloads noiaeT peyb B JokNnaje: Kak pa6oTaeT BLE, Kakie napaMeTpbl y HEro ecTb U YTO U3MEHUTH
Created: Sunday, 23 April 2023 at 13:56 ANAYCKOPEHUA.
Modified: Sunday, 23 April 2023 at 13:57

#bluetooth #ble

Stationery pad
Locked
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Komy byaeTt noneseH goknaa,

Bbl xoTUTE yCKOpUTb BLE

Bbl nnaHnpyeTte pabotatb ¢ BLE

Bbl paboTtaeTe ¢ BLE

Bbl XOTUTE NOHATb KaK paboTtaeT BLE




CoaepKaHume:

Y10 TaKoe BLE
Kak ycTtpoeHHO BLE
Jlornyeckumn cnou BLE

dunsmyecknnm cnomn BLE
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1 mecsu aBTOHOMHOCTU
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CoaepKaHume:

Y10 Takoe BLE
KaK ycTpoeHHO BLE
Jlornyeckumn cnou BLE

dunsmyecknnm cnomn BLE
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BLE Stack

Application ’ Application (App) -‘
BLE Stack

Generic Attribute
Profile (GATT)

Controller
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DISCONNECT

Status: CONNECTED
BONDED

DEVICE INFORMATION

[0x180A |
PRIMARY SERVICE

MANUFACTURER NAME STRING @

| UUID: 00002A29-0000-1000-8000-00805F9B34FB |
Properties: READ

[Value:STM |
Hex: 0x53544D00
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Service

service 0000180d-0000-1000-8000-00805f9b34fh(
read char 19ed82ae-ed21-4c9d-4145-228e62fe0000,
read char 19ed82ae-ed21-4c9d-4145-228e61fe0000,
read write char 19ed82ae-ed21-4c9d-4145-228e63fe0000
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BLE API

struct Flipper( data class Flipper(

let name: String, val name: String,
let heartrate: Int, val heartrate: Int,

var ownerName: String var ownerName: String
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< All Health Data Heart Rate Add Data

H D w M

Heart Rate il 69-125...,

Nov 12-18, 2022

Latest: 10:09 AM

Show More Heart R4

About Heart Rate Resting Rate

Your heart beats approximag| 7 3

times per day, accelerating &'

dlavmsimbe maniadda afcand ol

Summary Sharing
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byteArray0f(1_000_000)
data.split(0, 509)
data.split (509, 1018)
data.split(1018, 1527)
data.split(1527, 2036)
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Serial Bluetooth Terminal

Kai Morich

MoKynKu1 B NPUNOXEHUN

4,6% 500 ThiC.+ €
2,45 TbIC. OT3bIBOB KonuyecTtBo ckaumBaHui IOnsa scex ®

YcTaHOBUTb Ha YCTPOMCTBaxX

m 210 NpUIoXeHNe MOXXHO CKavaTb Ha HEKOTOpPbIE 13 BallnX yCTpOﬁCTB.

Open the Mac App Store to buy and download apps.

BLE Serial Pro
nRF & CC2541 BLE UART terminal

Ed Nieuwenhuys
Designed for iPad

19,99 lei

View in Mac App Store 2
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CoaepKaHume:

Y10 Takoe BLE
Kak ycTtpoeHHO BLE
Jlornyeckmnm cnov BLE

dunsmyecknnm cnomn BLE
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YcTpouncTso naketa BLE

Op-Code Attribute Handle
(1 octet) (2 octets)

\_'_l—'—l

Header: 3 bytes, 13% Payload: 20 bytes, 87%




= LIFFER

Preamble
(1 octet)

Op-Code
(1 octet)

Access Address
(4 octets)

L2CAP Header
(4 octets)

Attribute Handle
(2 octets)

LL Header
(2 octets)

Data
(0-255 Bytes)

ATT Data
(0-251 octets)

Attribute Data
(6 to ATT MTU - 3 octets)

Payload: 20 bytes

CRC
(3 octets)
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Preamble Access Address LL Header Data CRC
(1 octet) (4 octets) (2 octets) (06-255 Bytes) (3 octets)
- \
\

-
- \

- \

-

-
- -
-
L2CAP Header ATT Data
(4 octets) (0-251 octets)
-
f”

”

\
\

f”
-

-
Op-Code Attribute Handle
(1 octet) (2 octets)

PHY header: 17 bytes, 3.2% Payload: 20 bytes, 54%
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Preamble Access Address LL Header Data CRC
(1 octet) (4 octets) (2 octets) (06-255 Bytes) (3 octets)
- - \
- \

-
- \

-
- \

-
- -
-
L2CAP Header ATT Data
(4 octets) (0-251 octets)
-

”’

’f

\
\

-
f”
_f
Op-Code Attribute Handle
(1 octet) (2 octets)

PHY header: 17 bytes, 3.2% Payload: 509 bytes, 96.8%
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ble_init_cmd_packet =

{{0,0,0}},
{.pBleBufferAddress = 0,

.BleBufferSize = 0,

.NumAttrRecord = CFG_BLE_NUM_GATT_ATTRIBUTES,
.NumAttrServ = CFG_BLE_NUM_GATT_SERVICES,
.AttrValueArrSize = CFG_BLE_ATT_VALUE_ARRAY_SIZE,
.NumOfLinks = CFG_BLE_NUM_LINK,
.ExtendedPacketLengthEnable = CFG_BLE_DATA_LENGTH_EXTENSION,
.PrWriteListSize = CFG_BLE_PREPARE_WRITE_LIST_SIZE,
.MblockCount = CFG_BLE_MBLOCK_COUNT,

.AttMtu = MOBIUS_MTU,

.SlaveSca = CFG_BLE_SLAVE_SCA,

.MasterSca = CFG_BLE_MASTER_SCA,

.LsSource = CFG_BLE_LS_SOURCE,

.MaxConnEventLength = CFG_BLE_MAX_CONN_EVENT_LENGTH,
.HsStartupTime = CFG_BLE_HSE_STARTUP_TIME,
.ViterbiEnable = CFG_BLE_VITERBI_MODE,

.Options = CFG_BLE_OPTIONS,

.HwVersion = 0,

.max_coc_initiator_nbr = CFG_BLE_MAX_COC_INITIATOR_NBR,
.min_tx_power = CFG_BLE_MIN_TX_POWER,

.max_tx_power = CFG_BLE_MAX_TX_POWER,

. rx_model_config = CFG_BLE_RX_MODEL_CONFIG,
CFG_BLE_MAX_ADV_SET_NBR,

CFG_BLE_MAX_ADV_DATA_LEN,

CFG_BLE_TX_PATH_COMPENS,

CFG_BLE_RX_PATH_COMPENS,

CFG_BLE_CORE_VERSION,

CFG_BLE_OPTIONS_EXT
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{

{{0,0,0}},

{.pBleBufferAddress = 0,
.BleBufferSize = 0,
.NumAttrRecord = CFG_BLE_NUM_GATT_ATTRIBUTES,
NumAttrServ = CFG_BLE_NUM_GATT_SERVICES,
AttrValueArrSize = CFG_BLE_ATT_VALUE_ARRAY_SIZE,
.NumOfLinks = CFG_BLE_NUM_LINK,
. ExtendedPacketLengthEnable = CFG_BLE_DATA_LENGTH_EXTENSION,
.PrWriteListSize = CFG_BLE_PREPARE_WRITE_LIST_SIZE,
.MblockCount = CFG BLE MBLOCK_COUNT,

.SlaveSca = CFG_BLE_SLAVE_SCA,

.MasterSca = CFG_BLE_MASTER_SCA,

.LsSource = CFG_BLE_LS_SOURCE,

.MaxConnEventLength = CFG_BLE_MAX_CONN_EVENT_LENGTH,
.HsStartupTime = CFG_BLE_HSE_STARTUP_TIME,
.ViterbiEnable = CFG_BLE_VITERBI_MODE,

.Options = CFG_BLE_OPTIONS,

.HwVersion = 0,

.max_coc_initiator_nbr = CFG_BLE_MAX_COC_INITIATOR_NBR,
.min_tx_power = CFG_BLE_MIN_TX_POWER,

.max_tx_power = CFG_BLE_MAX_TX_POWER,

. rx_model_config = CFG_BLE_RX_MODEL_CONFIG,
CFG_BLE_MAX_ADV_SET_NBR,

CFG_BLE_MAX_ADV_DATA_LEN,

CFG_BLE_TX_PATH_COMPENS,

CFG_BLE_RX_PATH_COMPENS,

CFG_BLE_CORE_VERSION,

CFG_BLE_OPTIONS_EXT

35
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Android

requestMtu Added in API level 21

)

public boolean requestMtu (int mtu)

Request an MTU size used for a given connection.

When performing a write request operation (write without response), the data sent is truncated to the
MTU size. This function may be used to request a larger MTU size to be able to send more data at
once.
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< i0S 10: 158 bytes

> {0S 10: 185+ bytes

maximumwWriteValueLength: Int {
min(freeSpace,
peripheral.maximumWriteValueLength(for: .withoutResponse))
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3amepbl ¢ ysennyeHHbim MTU
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Preamble Access Address LL Header DER:] CRC
(1 octet) (4 octets) (2 octets) (06-255 Bytes) (3 octets)
- \
- \

- \
-
” \

-
-

_ \
- \

L2CAP Header ATT Data

(4 octets) (06-251 octets)

- \
-
’f’ \
- \

-

N

Header: 17 bytes, 3.2% Payload: 509 bytes, 96.8%
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Preamble Access Address LL Header Data CRC
(1 octet) (4 octets) (2 octets) (06-255 Bytes) (3 octets)
- - \
- \

-
- \

-
- \

-
- \
- \
L2CAP Header ATT Data
(4 octets) (0-251 octets)

\_'_l—'—l

Header: 17 bytes Payload: 509 bytes, 96.8%
3.23% -> 3.21%
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createL2capChannel Added in API level 29

public BluetoothSocket createlL2capChannel (int psm)

Class

CBL2CAPChannel

A live L2ZCAP connection to a remote device.

i0OS 11.0+ iPadOS 11.0+ macOS 10.13+ Mac Catalyst 13.1+ tvOS 11.0+ watchOS 4.0+
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Class

CBL2CAPChannel

A live L2ZCAP connection to a remote device.
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Write without Response

hciCmdResult = aci_gatt_add_char(HRS_Context.HeartRateSvcHdle,
UUID_TYPE_128,
( Char_UUID_tx)char_rx_uuid,
MOBIUS_RX_MAXDATA_LEN,
CHAR_PROP_WRITE_WITHOUT_RESP | CHAR_PROP_WRITE,
ATTR_PERMISSION_NONE,
GATT_NOTIFY_ATTRIBUTE_WRITE,
10,
CHAR_VALUE_LEN_VARIABLE,
&(HRS_Context.SerialRxCharHdle));

(hciCmdResult == BLE_STATUS_SUCCESS) {
BLE_DBG_DIS_MSG ("Serial RX Characteristics Added Successfully %04X \n"
HRS_Context.SerialRxCharHdle);

BLE_DBG_DIS_MSG ("FAILED to add Serial RX Characteristics, Error: %02X !!\n",

-




hciCmdResult = aci_gatt_add_char(HRS_Context.HeartRateSvcHdle,
UUID_TYPE_128,
Char_UUID_tx)char_rx_uuid,

RESP) | CHAR_PROP_WRITE,

_PERMISS:
GATT_NOTIFY_ATTRIBUTE_WRITE,
10,
CHAR_VALUE_LEN_VARIABLE,
&(HRS_Context.SerialRxCharHdle));

(hciCmdResult == BLE_STATUS_SUCCESS) {
BLE_DBG_DIS_MSG ("Serial RX Characteristics Added Successfully %04X \n"
HRS_Context.SerialRxCharHdle);

BLE_DBG_DIS_MSG ("FAILED to add Serial RX Characteristics, Error: %02X !!\n",

-
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Write without Response
Andr0|d

00.DCDU act
characteristic.setValue(data);

log(Log.DEBUG, () -> "characteristic.setWriteTyp
characteristic.setWriteType(writeType);
log(Log.DEBUG, () -> "gatt.writeCharacteristi
return gatt. wrlteCharacterlstlc(characterlstlc)

return

by

peripheral.writeValue(data, for: serialWrite, type: .withResponse)

freeSpace —-= data.count
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Write without Response
Andr.c.)id

characteristic.setValue(data);
log(Log.DEBUG, () -> "characteristic.setWriteTyp

log(Log.DEBUG, () -> "gatt.writeCharacteristic("

return gatt.writeCharacteristic(characteristic);

return

by

peripheral.writeValue(data, for: serialWrite, type: .withResponse)

freeSpace —-= data.count
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3amepbl WW/R

180000

160000

140000

120000

100000

80000

60000

40000

20000

0




CoaepKaHume:

Y10 Takoe BLE
Kak ycTtpoeHHO BLE
Jlornyeckumn cnou BLE

Pusmyeckum cnouv BLE
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Connection Interval

Empty Empty Empty Empty Empty Empty Empty
Packet Packet Packet Packet Packet Packet Packet

Connection Event Length (5 ms)
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STM32

if(aci_12cap_connection_parameter_update_req(
gap—>service.connection_handle,
params—>conn_int_min,
params—>conn_int_max,
gap—>connection_params.slave_latency,

gap—>connection_params.supervisor_timeout)) {
FURI_LOG_E(TAG, "Failed to request connection parameters update");
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Android

requestConnectionPriority Added in AP level 21

)]

public boolean requestConnectionPriority (int connectionPriority)

Request a connection parameter update.

This function will send a connection parameter update request to the remote device.
For apps targeting Build.VERSION_CODES#S or or higher, this requires the
Manifest.permission#BLUETOOTH_CONNECT permission which can be gained with
Activity.requestPermissions(String[], int) .

Requires Manifest.permission.BLUETOOTH_CONNECT
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Interval: 30 - 50 ms,

Interval: 11.25 - 15 ms

Interval: 100 - 125 ms,

public static final int CONNECTION_PRIORITY_HIGH

public static final int CONNECTION_PRIORITY_LOW_POWER = 2;

Connection parameter update - Use the connection parameters recommended by the Bluetooth SIG.
This is the default value if no connection parameter update is requested.

Interval: 30 - 50 ms, latency: O, supervision timeout: 5 sec (Android 8+) or 20 sec (before).

See Also: commit 673¢c5903¢c4a920510c371af26e5870857a584ead »

public static final int CONNECTION_PRIORITY_BALANCED = 0;

Connection parameter update - Request a high priority, low latency connection. An application should
only request high priority connection parameters to transfer large amounts of data over LE quickly.
Once the transfer is complete, the application should request CONNECTION_PRIORITY_BALANCED
connection parameters to reduce energy use.

Interval: 11.25 - 15 ms (Android 6+) or 7.5
5 sec (Android 8+) or 20 sec (before).

10 ms (Android 4.3

5.1), latency: O, supervision timeout:

!

See Also: commit 4bc7

]
=

Connection parameter update - Request low power, reduced data rate connection parameters.

Interval: 100 - 125 ms, latency: 2, supervision timeout: 5 sec (Android 8+) or 20 sec (before).

57a584ead »

See Also: commit 673¢c5903¢c4a920510c371af26e58
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3amepbl WW/R, Connectionlnterval

200000

180000 T

160000

140000

120000

100000

80000

60000

40000

20000

0
1 357 9111315171921232527293133353739414345474951535557596163656769717375777981
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3amepbl WWR, Connectionlnterval

10000
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ret = hci_le_set_default_phy(ALL_PHYS_PREFERENCE,MOBIUS_PHY_TX,MOBIUS_PHY_RX);
(ret != BLE_STATUS_SUCCESS)

{
APP_DBG_MSG ( , ret);

APP_DBG_MSG (

}
{
}
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Android

setPreferredPhy Added in API level 26

)]

public void setPreferredPhy (int txPhy,
int rxPhy,
int phyOptions)

Set the preferred connection PHY for this app. Please note that this is just a recommendation,
whether the PHY change will happen depends on other applications preferences, local and remote
controller capabilities. Controller can override these settings.

BluetoothGattCallback#onPhyUpdate will be triggered as a result of this call, even if no PHY
change happens. It is also triggered when remote device updates the PHY.

For apps targeting Build.VERSION_CODES#S or or higher, this requires the
Manifest.permission#BLUETOOTH_CONNECT permission which can be gained with
Activity.requestPermissions(String[], int) .

Requires Manifest.permission.BLUETOOTH_CONNECT
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2M PHY, WW/R

200000

180000

160000

140000

120000

100000

80000
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2M PHY, WWR
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NTorosana Tabsanua

" Voopenwe | WWR__ | WW/R

N3HayanbHO ~200 b/s
YBennueHne MTU ~4K6/c ~140K6/c

YMeHbLleHue ~9k6/c ~140K6/c
Interval

2M PHY ~12K6/c ~140Kk6/c




F
PR E,
: -




FLIPPER [P

NTorosana Tabsanua

" Voopenwe | WWR__ | WW/R

N3HayanbHO ~200 b/s
YBennueHne MTU ~4K6/c ~140K6/c

YMeHbLleHue ~9k6/c ~140K6/c
Interval

2M PHY ~12K6/c ~140Kk6/c




