Azure Data Explorer

KaK OCHOBHas 6a3a AaHHbIX

Aptem MaH4eHKOoB
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Yto Takoe ADX?
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Kusto

Azure Data Explorer

[TonIHOCTbIO ynpasnaemas,
BbICOKOMNPOU3BOANTENbHAS
nnatdgopma ans aHanunaa 0osnbLnx
OaHHbIX, KOTOpasi MO3BOSISIET NErko
aHanusnposaTb bonbLIMe 06bEMBI
OAHHbIX NPaKTUYECKM B pearibHOM
BPEMEHM.



Kusto Query Language (KQL)

requests

| where timestamp > ago(1d)

| summarize
percentiles(duration,
by bin(timestamp, 1h)

| order by timestamp asc

, 90, 95), count()
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NHTerpauumn Azure

Azure
Data Factory

@ Azure Monitor

=
A 4
Application Insights F—u
Azure Log Analytics 1
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Event Hub

Azure Sentinel



Oken, ADX HyXeH ans
110roB, NOHSAN



3agada

Yto MbI NbiTanuck caenatb?
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[MpoekT X

Ham Hy>XHO eXkegHEBHO MOHUTOPUTDL
MHOIO CEPBUCOB N NPOBEPATb UX
rOTOBHOCTb Mo Habopy npaBurn
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[Mpnmep Habopa npaBurn

1. bBe3onacHoCTb

Ncnonb3yeT KoppekTHble cepTudmkaThbl

a
b. HacTtpoeHo aBTONpOAsieHne

o

AyTeHTuUumKaunsa BKNoyeHa

d. ABTOpMU3auus BKIOYEHA
2. [llnaTtdopma
a. Wcnonbsyetca .NET 8

b. be3onacHbin deploy

c. HactpoeH MOHUTOPUHT
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[1poekT X

[Mpumepbl nioros ans npoeepkn B ADX

CepBuc-karanor

INNorn dungoe B Azure DevOps
PennaHble MeTpukm

Runtime-noru ¢ cepsncos
NHdopmauma ns BHyTPEHHUX CEPBUCOB
[MpoBepkn nonuTtuk Azure

OTt4yetbl 0 Compliance

u ripoyee...
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Service A

Service B

Service C

ADX 1

Service D

ADX 2

ADX 3

Kak gaHHble nayt B ADX

~

Ha nposepky
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HauynHaem npoekT

TpeboBaHua

e He gybnmposatb source of truth
e XpaHuUTb BCHO UCTOPUIO UBMEHEHNN
e Cpenatb Ul ansa knuenta

e [loarpyxaTb nHopmauuto “ObicTpo”
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HauynHaem npoekT

NMpoGnemsbl

e PaspaboTtka mHOXecTBa AP| ans 4YteHus
e OrpomMHbI 00bEM AaHHbIX
e (Cxema gaHHbIX NOKa HEN3BECTHa

e (O0OecneuunTb real-time 3anuch oT KNMeHTa
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HauynHaem npoekT

Unewu

e |136eratb paspabotkm API B nonbay yteHna ADX
e [lepxaTb JaHHbIE N CXEMY MTMBKUMMN
e ArperMpoBatb CrOXHble JaHHble B HaLWleM KracTtepe

e BBopa oT nosnb3oBaTeneun Yepes append
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Start

Do you need to
frequently read and write
a specific record?
(Operational DB)

Investigate other options: SQL,

Hes » Cosmos DB, ETC

Can pipe data to Azure?

Must run on other clouds Yes: no—» Investigate other options

and on premise?

Yes:

Do you need to interactively analyze

logs, directly or via an application?

Perform long running
tasks including recurring
ETL and large ML model

training?

Investigate other options: Spark,

Yes ’ Azure Batch

Conduct time series analytics on metric

data from sensors, financial or other?

Classic data warehouse, Star
schema, TPCH like workload?

Investigate other options: Synapse

ves SQL pools

Need full text, strong json support?

Very small data? Yes No-#» Investigate other options

Yes

P Azure Data Explorer is a good option ~g—

[NMooxoaunTt nn Ham ADX?
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UTeHne 13 pasHbIX Knactepos

cluster( ).database(DDb).
| join
cluster( ).database(

on $left.ld == $right.Refld

).
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[Touemy Bce-Takn ADX?

COBMEeCTUMOCTb C UCTOYHUKaAMU
Cross-cluster 3anpochbl
[nHammnyeckasa cxema gaHHbIX
JlerkocTb aHanUTUKKn
[Tonb3oBartensckne yHKUMn
YMepeHHas

NnpPoOn3BOANUTESIbHOCTb

O

HeT TpaH3akuunu

HeT obHOBNEHUIN CTPOK
HeT cBAasen

HeT KOHCUCTEHTHOCTM
Hety Entity Framework
YMepeHHad

NPoOnN3BOANTEIIbHOCTb
20



CkopocTb 3anpocoB B ADX

Check

Check
| count
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CkopocTb 3anpocoB B ADX

Group
| join kind=inner Check on $left.Id == $right.Groupld
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CkopocTb 3anpocoB B ADX

ServiceCheck_Log

ServiceCheck_Log
| count
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CkopocTb 3anpocoB B ADX

ServiceCheck_Log

ServiceCheck_Log
| count
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CkopocTb 3anpocoB B ADX

Group
| join kind=leftouter Check on $left.Id == $right.Groupld
| join kind=leftouter ServiceCheck_Log on $left.Idl == $right.CheckId
| summarize
completed=countif(IsCompliant == true),
incomplete=countif(IsCompliant == false),
total=dcount(Serviceld)
by GroupId, CheckId



CkopocTb 3anpocoB B ADX

Group
| join kind=leftouter Check on $left.Id == $right.GroupIld
| join kind=leftouter ServiceCheck_Log on $left.Idl == $right.CheckId
| summarize
completed=countif(IsCompliant == true),
incomplete=countif(IsCompliant == false),
total=dcount(Serviceld)
by GroupId, CheckId



Kak paboTtaetr ADX BHYyTpKU?

1. XpaHeHune OaHHbIX

2. WHpekcauusa Tekcta

3. CxaTme KONoHOK

4. WMaonaumsa compute/storage
5. KewwmpoBaHue

6. PacnpeneneHHble 3anpochbl

ge s



v (3 ServiceCatalog

Log & Snapshot « DA Functions

Jx GetSnapshot

v Service_Log

XpaHUT BCHO NCTOPUIO [ Id (string)

N3MEHEHNN
M Name (string)

M Owner (string)
M CreatedAt (datetime)

v B Service_Snapshot

XpaHUT TONbKO / [ Id (string)

aKTyanbHYyo BEPCUIO
M Name (string)

M Owner (string)

28



Snapshots &

1 .create-or-alter function GetSnapshot(data:(*), uid:string, key:string="CreatedAt")

2

3 data

4 | summarize

5 key_agg = arg_max(column_ifexists(key, ''), *)
6 by column_ifexists(uid, '")

7 | project-away key_agg

8 }

1 GetSnapshot(Service_Log, uid="'Id')

2

3// OR

4

5 GetSnapshot(Service_Log, uid='Id', key='CreatedAt')



PelleHune

[leTanu apxuTekTypbl 1 peannsaumm
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Service

N/A from user

Group 1

Check 1

Check 2

Cxema npoBepku cepauca
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Kak ycTtpoeH [poekTt X

HTTP
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Kak ycTtpoeH [poekTt X

<

API

HTTP
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Kak ycTtpoeH [poekTt X

24 <5

Our ADX AP

HTTP
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Kak ycTtpoeH [poekTt X

74

User Catalog

Cross-cluster queries ‘

24 <5

HTTP
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Kak ycTtpoeH [poekTt X

24 7,4

Service Catalog User Catalog

I Cross-cluster queries ‘

j,J <5

Our ADX

HTTP
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74

ADX 1

74

ADX 2

74

ADX 3

Kak ycTtpoeH [poekTt X

24 7,4

Service Catalog User Catalog

I Cross-cluster queries ‘

j,J <5

Our ADX

HTTP

37



74

ADX 1

74

ADX 2

Service list /v J /v J
77 77

Service Catalog User Catalog

I Cross-cluster queries ‘

Raw

74

ADX 3

Z T <B

Azure Data Factory Our ADX

HTTP

Kak ycTtpoeH [poekTt X
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Azure Data Factory

@D Calculate complian... ®

Activities ¥

«

A Search activities

>

Move and transform
Synapse

Azure Data Explorer
Azure Function
Batch Service
Databricks

Data Lake Analytics
General

HDlInsight

Iteration & conditionals
Machine Learning

Power Query

v Validate [> Debug 4% Add trigger

Azure Data Explorer Commanc

v
Group01_Check01 1 Azure Data Explorer Commanc
' . v

Group01_Check02

Azure Data Explorer Commanc

v
! Group02_Check01 1 Azure Data Explorer Commanc
. v
q 4 Group02_Check02 1 Azure Data Explorer Commanc
) v

Group02_Check03

Parameters  Variables  Settings = Output

+ New
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Kusto SDK

40



[Mopgoepkka

NET

Java
Python
Golang
TypeScript
PowerShell
REST API

Microsoft®

NET
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Kusto SDK

NET C#
Azure Function

YnpasneHue (DDL)
UteHne gaHHbIX (DML)
3arpyska gaHHbix (DML)
A3bIKOBblE MHCTPYMEHTDI

42



Microsoft.Azure.Kusto.Data - Co3gaHune tabnuy (DDL)

using (var kustoClient = KustoClientFactory.CreateCslAdminProvider(kcsb))
i
var cmd = Kusto.Data.Common
.Cs1lCommandGenerator
.GenerateTableCreateCommand(
tableName,
new[ ]
{
Tuple.Create("a", "System.String"),
Tuple.Create("b", "System.Int32")

)3

await kustoClient.ExecuteControlCommandAsync(cmd);



Microsoft.Azure.Kusto.Data - YteHne (DML)

using (var kustoClient = KustoClientFactory.CreateCslQueryProvider(kcsb)) {
string database = "UserCatalog";
string query = "Users | where Email = 'john@doe.com'";

using (var response = awailt kustoClient.ExecuteQueryAsync(database, query,

}

by A

A4



Microsoft.Azure.Kusto.Data - 3annce (DML)

using (var kustoClient = KustoClientFactory.CreateCslAdminProvider(kcsb)) {
string database = "UserCatalog";
string query = @"
.set-or-append Users <|
datatable(Id:string, Email:string)
[
‘user-gquid-1', 'john@doe.com',
'user-quid-2', 'jane@doe.com',

",
b

using (var response = await kustoClient.ExecuteControlCommandAsync(database, query,

}
I

JiRY
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Microsoft.Azure.Kusto.Ingest - Maccosas 3anucbk (DML)

using (var ingestClient = KustoIngestFactory.CreateQueuedIngestClient(ingestKcsb)) {
string database = "UserCatalog";
string table = "Users";

string filePath = Path.Combine(
Directory.GetCurrentDirectory(),
"new_users.csv"

)5

var ingestProps = new KustoIngestionProperties(database, table) {
Format = DataSourceFormat.csv,
AdditionalProperties = new Dictionary<string, string>()
{
{ "ignoreFirstRecord", "True" },
}
Ie:

var result = await ingestClient.IngestFromStorageAsync(filePath, ingestProps);
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[Tapa peanbHbIX NPUMEPOB
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UTteHune

1 var cluster = "https://adxusers.eastus.kusto.windows.net";

2 var database = "ServiceCatalog";

3 var credential = new DefaultAzureCredential();

4 var kcsb = new KustoConnectionStringBuilder(cluster, database)

5
6

.WithAadAzureTokenCredentialsAuthentication(credential);

7 using (var client = KustoClientFactory.CreateCslQueryProvider(kcsb))

8 {
9
10
141
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32}

var serviceld
var query = @"
declare query_parameters(Serviceld: string);
Service_Snapshot
| where Id == Serviceld

Guid.Parse("464C53CB-5FCE-4827-ABEO-E50EFA2127D6" );

{15
b

var parameters = new ClientRequestProperties()

{

ClientRequestId = $"GetServiceDetails_{servicelId}",

s
parameters.SetParameter("Serviceld", serviceld.ToString());

var reader = await client.ExecuteQueryAsync(database, query, parameters);
var dataTable = new DataTable();

if (reader != null)
{
dataTable.Load(reader);

}

// Do something with the data
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1 var cluster = "https://adxusers.eastus.kusto.windows.net";
2 var database = "ServiceCatalog";

,,,—/———”" 3 var credential = new DefaultAzureCredential();
4 var kcsb = new KustoConnectionStringBuilder(cluster, database)

MopkntoyeHne 5 .WithAadAzureTokenCredentialsAuthentication(credential);
[§)
7 using (var client = KustoClientFactory.CreateCslQueryProvider(kcsb))
8 {
9 var servicelId = Guid.Parse("464C53CB-5FCE-4827-ABEO-E50EFA2127D6");
10 var query = @"
1.1 declare query_parameters(Serviceld: string);
12 Service_Snapshot
13 | where Id == Serviceld
14 g
15
16 var parameters = new ClientRequestProperties()
17 {
18 ClientRequestId = $"GetServiceDetails_{servicelId}",
19 s
20
21 parameters.SetParameter("Serviceld", serviceld.ToString());
22
23 var reader = await client.ExecuteQueryAsync(database, query, parameters);
24 var dataTable = new DataTable();
25
26 if (reader != null)
27 {
28 dataTable.Load(reader);
29 }

YreHune - i

31 // Do something with the data

32 }



1 var cluster = "https://adxusers.eastus.kusto.windows.net";

2 var database = "ServiceCatalog";

3 var credential = new DefaultAzureCredential();

4 var kcsb = new KustoConnectionStringBuilder(cluster, database)

MoaroToBka 3anpoca 5 .WithAadAzureTokenCredentialsAuthentication(credential);
7 using (var client = KustoClientFactory.CreateCslQueryProvider(kcsb))
8 {
9 var servicelId = Guid.Parse("464C53CB-5FCE-4827-ABEO-E50EFA2127D6");
var query = @"
1.1 declare query_parameters(Serviceld: string);
12 Service_Snapshot
13 | where Id == Serviceld
14 g
15
16 var parameters = new ClientRequestProperties()
17 {
18 ClientRequestId = $"GetServiceDetails_{servicelId}",
19 s
20
21 parameters.SetParameter("Serviceld", serviceld.ToString());
22
23 var reader = await client.ExecuteQueryAsync(database, query, parameters);
24 var dataTable = new DataTable();
25
26 if (reader != null)
27 {
28 dataTable.Load(reader);
29 }
YreHune - i
31 // Do something with the data

32 }



1 var cluster = "https://adxusers.eastus.kusto.windows.net";

2 var database = "ServiceCatalog";

3 var credential = new DefaultAzureCredential();

4 var kcsb = new KustoConnectionStringBuilder(cluster, database)
5 .WithAadAzureTokenCredentialsAuthentication(credential);

6
7 using (var client = KustoClientFactory.CreateCslQueryProvider(kcsb))
8 {
9 var servicelId = Guid.Parse("464C53CB-5FCE-4827-ABEO-E50EFA2127D6");
10 var query = @"
1.1 declare query_parameters(Serviceld: string);
12 Service_Snapshot
13 | where Id == Serviceld
14 g

MpueaAska 15

napamMmeTpos 16 var parameters = new ClientRequestProperties()
17 {

5555‘5\5\““~+H&\, ClientRequestId = $"GetServiceDetails_{servicelId}",
19 s
20
21 parameters.SetParameter("Serviceld", serviceld.ToString());
22
23 var reader = await client.ExecuteQueryAsync(database, query, parameters);
24 var dataTable = new DataTable();
25
26 if (reader != null)
27 {
28 dataTable.Load(reader);
29 }
YreHune - i

31 // Do something with the data
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BbinonHeHne
3anpoca

UTteHune

1 var
2 var
3 var
4 var

cluster = "https://adxusers.eastus.kusto.windows.net";
database = "ServiceCatalog";

credential = new DefaultAzureCredential();

kcsb = new KustoConnectionStringBuilder(cluster, database)

5 .WithAadAzureTokenCredentialsAuthentication(credential);

6

7 using (var client = KustoClientFactory.CreateCslQueryProvider(kcsb))

8 {
9
10
i1
12
13
14
15
16
17
18
19
20
21
22

var servicelId = Guid.Parse("464C53CB-5FCE-4827-ABEO-E50EFA2127D6");
var query = @"

declare query_parameters(Serviceld: string);

Service_Snapshot

| where Id == Serviceld

{15
b

var parameters = new ClientRequestProperties()

{

ClientRequestId = $"GetServiceDetails_{servicelId}",

2

parameters.SetParameter("Serviceld", serviceld.ToString());

23
"

25

var reader = await client.ExecuteQueryAsync(database, query, parameters);
var dataTable = new DataTable();

26
27
28
29
30
31
32}

if (reader != null)
{
dataTable.Load(reader);

}

// Do something with the data
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1 var cluster = "https://adxusers.eastus.kusto.windows.net";

2 var database = "ServiceCatalog";

3 var credential = new DefaultAzureCredential();

4 var kcsb = new KustoConnectionStringBuilder(cluster, database)
5 .WithAadAzureTokenCredentialsAuthentication(credential);

6
7 using (var client = KustoClientFactory.CreateCslQueryProvider(kcsb))
8 {
9 var serviceld = Guid.Parse("464C53CB-5FCE-4827-ABEO-E50EFA2127D6");
10 var query = @"
1.1 declare query_parameters(Serviceld: string);
12 Service_Snapshot
13 | where Id == Serviceld
14 g
15
16 var parameters = new ClientRequestProperties()
17 {
18 ClientRequestId = $"GetServiceDetails_{servicelId}",
19 s
20
21 parameters.SetParameter("Serviceld", serviceld.ToString());
22
23 var reader = await client.ExecuteQueryAsync(database, query, parameters);
24 var dataTable = new DataTable();

ObpaboTka 25

pesynbrata 26 if (reader != null)
27 {

~§§~§§~§‘\§““*28~_§, dataTable.Load(reader);
29 }
YreHune - i

31 // Do something with the data
32}
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3anucb

1 var cluster = "https://adxusers.eastus.kusto.windows.net";

2 var database = "ServiceCatalog";

3 var credential = new DefaultAzureCredential();

4 var kcsb = new KustoConnectionStringBuilder(cluster, database)

5 .WithAadAzureTokenCredentialsAuthentication(credential);

6

7 using (var client = KustoClientFactory.CreateCslAdminProvider(kcsb))

8 {

9 var query = @"

10 .set-or-append Service_Log <|

161 datatable (Id: string, Name: string, Owner: string, CreatedAt: datetime)
12 [

13 '464C53CB-5FCE-4827-ABEOQ-E50EFA2127D6"', 'Service_1',

14 'AA32820D-0BFC-47AB-99C2-229616F2FEF5', datetime( '2024-01-01"'),
15 ]

16 II;

17

18 var parameters = new ClientRequestProperties()

19 {

20 ClientRequestId = $"WriteServiceDetails_{serviceld}",

21 }s

22

23 var result = await client.ExecuteControlCommandAsync(database, query, parameters);
24

25 // Do something with the result

26 }
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MopgkntoveHne ——

3anucb

1 var cluster = "https://adxusers.eastus.kusto.windows.net";

2 var database = "ServiceCatalog";

3 var credential = new DefaultAzureCredential();

4 var kcsb = new KustoConnectionStringBuilder(cluster, database)
5 .WithAadAzureTokenCredentialsAuthentication(credential);
[§)

7 using (var client = KustoClientFactory.CreateCslAdminProvider(kcsb))

8 {

9 var query = @"

10 .set-or-append Service_Log <|

161 datatable (Id: string, Name: string, Owner: string, CreatedAt: datetime)

12 [

13 '464C53CB-5FCE-4827-ABEOQ-E50EFA2127D6"', 'Service_1',

14 'AA32820D-0BFC-47AB-99C2-229616F2FEF5', datetime( '2024-01-01"'),

15 ]

16 |I;

17

18 var parameters = new ClientRequestProperties()

19 {

20 ClientRequestId = $"WriteServiceDetails_{serviceld}",

21 }s

22

23 var result = await client.ExecuteControlCommandAsync(database, query, parameters);
24

25 // Do something with the result

26 }
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[NoproToBka
3anpoca

3anucb

1 var cluster = "https://adxusers.eastus.kusto.windows.net";

2 var database = "ServiceCatalog";

3 var credential = new DefaultAzureCredential();

4 var kcsb = new KustoConnectionStringBuilder(cluster, database)

5 .WithAadAzureTokenCredentialsAuthentication(credential);

6

7 using (var client = KustoClientFactory.CreateCslAdminProvider(kcsb))

8 {

9 var query = @"

10 .set-or-append Service_Log <|

161 datatable (Id: string, Name: string, Owner: string, CreatedAt: datetime)
2 [

13 '464C53CB-5FCE-4827-ABEOQ-E50EFA2127D6"', 'Service_1',

14 'AA32820D-0BFC-47AB-99C2-229616F2FEF5', datetime( '2024-01-01"'),
15 ]

16 II;

17

18 var parameters = new ClientRequestProperties()

19 {

20 ClientRequestId = $"WriteServiceDetails_{serviceld}",

21 }s

22

23 var result = await client.ExecuteControlCommandAsync(database, query, parameters);
24

25 // Do something with the result

26 }
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1 var cluster = "https://adxusers.eastus.kusto.windows.net";

2 var database = "ServiceCatalog";

3 var credential = new DefaultAzureCredential();

4 var kcsb = new KustoConnectionStringBuilder(cluster, database)

5 .WithAadAzureTokenCredentialsAuthentication(credential);

6

7 using (var client = KustoClientFactory.CreateCslAdminProvider(kcsb))

8 {

9 var query = @"

10 .set-or-append Service_Log <|

161 datatable (Id: string, Name: string, Owner: string, CreatedAt: datetime)

12 [
MpuBsi3ka 13 '464C53CB-5FCE-4827-ABEOQ-E50EFA2127D6"', 'Service_1',
napameTpos 14 ; 'AA32820D-0BFC-47AB-99C2-229616F2FEF5', datetime('2024-01-01'),

15

16 |I;

17

18 var parameters = new ClientRequestProperties()

1 {

20 ClientRequestId = $"WriteServiceDetails_{serviceld}",

21 }s

22

23 var result = await client.ExecuteControlCommandAsync(database, query, parameters);

24

25 // Do something with the result

26 }

3anucb
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O6paboTtka
pesynbTaTta

1 var cluster = "https://adxusers.eastus.kusto.windows.net";

2 var database = "ServiceCatalog";

3 var credential = new DefaultAzureCredential();

4 var kcsb = new KustoConnectionStringBuilder(cluster, database)

5 .WithAadAzureTokenCredentialsAuthentication(credential);

6

7 using (var client = KustoClientFactory.CreateCslAdminProvider(kcsb))
8 {

9 var query = @"

10 .set-or-append Service_Log <|
161 datatable (Id: string, Name: string, Owner: string, CreatedAt: datetime)
12 [
13 '464C53CB-5FCE-4827-ABEO-E50EFA2127D6', 'Service_1',
14 'AA32820D-0BFC-47AB-99C2-229616F2FEF5', datetime('2024-01-01'),
15 ]
16 II;
17
18 var parameters = new ClientRequestProperties()
19 {
20 ClientRequestId = $"WriteServiceDetails_{serviceld}",
21 }s
22
~\~\~\~\~\§\§i\\\* var result = await client.ExecuteControlCommandAsync(database, query, parameters);
25 // Do something with the result
26 }

3anucb
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[lepBOe BneyaTtneHue

MNniocobl MuHychbl

e Jlerko HayaTb Crnmwkom mHoro LOC/3anpoc
e PasgenbHble read n write onepaunu e PyyHoe Bpema xun3Hn QueryProvider
e HemHoro 3aBucumocTen (~3) e Raw KQL

e HioaHchl NpMBA3KK NapaMeTpoB

e |DataReader kak pesynbrar
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UTo nenaem panbLue?

5
1. Bepem kak ecTb 3

2. [Muwem pacwmpeHune nog Entity Framework ‘e

3. Twuwem cBoto GUBNNOTEKY @%}
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UTo nenaem panbLue?

1. BepeMm Kak ecTb r»fj
2. [lnwewm pacwmpenue nog Entity Framework :Wy

3. [wvwem cBoto GUONMOTEKY @%)
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Repository DataHydrator QueryBuilder Connection ProviderFactory
Query with parameters i
i Binded query string y
1 Get Admin/Query Provider i
e Return instance
Run query ‘
o Return DataTable
Cast results il

2 Return DTO/Scalar

Repository DataHydrator QueryBuilder Connection ProviderFactory

AbcTpaKkumsa bnbnnoTeku
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public class ServiceManager : IServiceManager

{

private readonly IKustoRepository repository;

public ServiceManager(IKustoRepository repository)

{
this.repository = repository;

}

// Client code goes here ...

3aBUCUMOCTb B KIMEHTCKOM Koae
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P
{

1
2
3
4
5
6
7
8

9
10
1|
12
13
14 }

UTteHune

ublic async Task<ServiceDetailsDto> GetServiceDetails(Guid serviceld)

var query = @"
Service_Snapshot
| where Id == @serviceld

T
b

var parameters = new Dictionary<string, object>

{

{ "serviceId", serviceld }

}s

return await repository.GetOne<ServiceDetailsDto>(query, parameters);

64



public async Task StoreServiceCheck(ServiceCheckDto serviceCheck)
{

var items = new List<ServiceCheckDto> { serviceCheck };

return await repository.Append("ServiceCheck_Log", items);

L
2
3
4
5
6

}

BTS - CsiIiCommandGenerator.GenerateTableSetOrAppendCommand()

3anucb
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DI Container

// Cluster metadata
var cluster = "https://clustername.westus2.kusto.windows.net/";
var database = "MyDatabase";

// Initial classes to work with Kusto
var connectionStringBuider = new KustoConnectionStringBuilder(cluster, database)
.WithAadApplicationKeyAuthentication("AADAppId", "AADAppKey", "AADAuthority");

var kustoProviderFactory = new KustoProviderFactory(connectionStringBuider);
var connection = new KustoConnection(database, kustoProviderFactory);

// Query utilities
var stringFormatter = new StringFormatter();
var arrayFormatter = new ArrayFormatter();

var queryBuilder = new QueryBuilder(
stringFormatter,
new Dictionary<Type, IQueryFormatter>()
{
{ typeof(string), stringFormatter },
{ typeof(List<object>), arrayFormatter },
s

var dataHydrator = new DataHydrator();

// Base Kusto repository (use it as a dependency in custom repositories)
var repository = new KustoRepository(connection, queryBuilder, dataHydrator);
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Appec 6a3bl 4aHHbIX

DI Container

// Cluster metadata
var cluster = "https://clustername.westus2.kusto.windows.net/";
var database = "MyDatabase";

// Initial classes to work with Kusto
var connectionStringBuider = new KustoConnectionStringBuilder(cluster, database)
.WithAadApplicationKeyAuthentication("AADAppId", "AADAppKey", "AADAuthority");

var kustoProviderFactory = new KustoProviderFactory(connectionStringBuider);
var connection = new KustoConnection(database, kustoProviderFactory);

// Query utilities
var stringFormatter = new StringFormatter();
var arrayFormatter = new ArrayFormatter();

var queryBuilder = new QueryBuilder(
stringFormatter,
new Dictionary<Type, IQueryFormatter>()
{
{ typeof(string), stringFormatter },
{ typeof(List<object>), arrayFormatter },
I

var dataHydrator = new DataHydrator();

// Base Kusto repository (use it as a dependency in custom repositories)
var repository = new KustoRepository(connection, queryBuilder, dataHydrator);
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DI Container

// Cluster metadata
var cluster = "https://clustername.westus2.kusto.windows.net/";
var database = "MyDatabase";

// Initial classes to work with Kusto
var connectionStringBuider = new KustoConnectionStringBuilder(cluster, database)
.WithAadApplicationKeyAuthentication("AADAppId", "AADAppKey", "AADAuthority");

var kustoProviderFactory = new KustoProviderFactory(connectionStringBuider);
var connection = new KustoConnection(database, kustoProviderFactory);

// Query utilities
var stringFormatter = new StringFormatter();
var arrayFormatter = new ArrayFormatter();

var queryBuilder = new QueryBuilder(
stringFormatter,
new Dictionary<Type, IQueryFormatter>()
{
{ typeof(string), stringFormatter },
{ typeof(List<object>), arrayFormatter },
I

var dataHydrator = new DataHydrator();

// Base Kusto repository (use it as a dependency in custom repositories)
var repository = new KustoRepository(connection, queryBuilder, dataHydrator);
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// Cluster metadata
var cluster = "https://clustername.westus2.kusto.windows.net/";
var database = "MyDatabase";

// Initial classes to work with Kusto
var connectionStringBuider = new KustoConnectionStringBuilder(cluster, database)
.WithAadApplicationKeyAuthentication("AADAppId", "AADAppKey", "AADAuthority");

CoeaunHeHne /

var kustoProviderFactory = new KustoProviderFactory(connectionStringBuider);
var connection = new KustoConnection(database, kustoProviderFactory);

DI Container

// Query utilities
var stringFormatter = new StringFormatter();
var arrayFormatter = new ArrayFormatter();

var queryBuilder = new QueryBuilder(
stringFormatter,
new Dictionary<Type, IQueryFormatter>()
{
{ typeof(string), stringFormatter },
{ typeof(List<object>), arrayFormatter },
I

var dataHydrator = new DataHydrator();

// Base Kusto repository (use it as a dependency in custom repositories)
var repository = new KustoRepository(connection, queryBuilder, dataHydrator);

69



YTunutbel gna
dopmmpoBaHung /
yTeHus
3anpocos

DI Container

// Cluster metadata
var cluster = "https://clustername.westus2.kusto.windows.net/";
var database = "MyDatabase";

// Initial classes to work with Kusto
var connectionStringBuider = new KustoConnectionStringBuilder(cluster, database)
.WithAadApplicationKeyAuthentication("AADAppId", "AADAppKey", "AADAuthority");

var kustoProviderFactory = new KustoProviderFactory(connectionStringBuider);
var connection = new KustoConnection(database, kustoProviderFactory);

// Query utilities
var stringFormatter = new StringFormatter();
var arrayFormatter = new ArrayFormatter();

var queryBuilder = new QueryBuilder(
stringFormatter,
new Dictionary<Type, IQueryFormatter>()
{
{ typeof(string), stringFormatter },
{ typeof(List<object>), arrayFormatter },
I

var dataHydrator = new DataHydrator();

// Base Kusto repository (use it as a dependency in custom repositories)
var repository = new KustoRepository(connection, queryBuilder, dataHydrator);
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// Cluster metadata
var cluster = "https://clustername.westus2.kusto.windows.net/";
var database = "MyDatabase";

// Initial classes to work with Kusto
var connectionStringBuider = new KustoConnectionStringBuilder(cluster, database)
.WithAadApplicationKeyAuthentication("AADAppId", "AADAppKey", "AADAuthority");

var kustoProviderFactory = new KustoProviderFactory(connectionStringBuider);
. var connection = new KustoConnection(database, kustoProviderFactory);
Penosuntopun ona
nCnornbL3oBaHnsA // Query utilities
var stringFormatter = new StringFormatter();
var arrayFormatter = new ArrayFormatter();

var queryBuilder = new QueryBuilder(
stringFormatter,
new Dictionary<Type, IQueryFormatter>()
{
{ typeof(string), stringFormatter },
{ typeof(List<object>), arrayFormatter },
I

var dataHydrator = new DataHydrator();

[)l (3()r1t53h1(3r // Base Kusto repository (use it as a dependency in custom repositories)
var repository = new KustoRepository(connection, queryBuilder, dataHydrator);
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BTopoe BnevatneHue

Mnocobl

e MeHbwe LOC/3anpoc

e Connection ynpasngaet QueryProvider
e EpumHCTBEHHas 3aBMCUMOCTb

e Epaunaa Toyka Bxoga anst Read/Write

e ABTOomaTudeckun mannuHr DTO

MuHychbl

HauvaTb yXXe He Tak nerko
Henpoctasa perncrtpauma B DI

Bce euwe He Entity Framework
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UTto ecnn...?

Y Hac MHOro naeun

Entities
Migrations (Delta)
Seeding

Query Builder
LINQ
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[laBanTe B open-source!

HO 3TO HE TO4YHO...
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Bpemsa penunaal

A yTO Cc TecTamn? &
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ADX + TecTbl

... 6e3 Azure MHJpaCTPYKTypbI

Kak TeCTUTb BHELLHME UCTOYHUKN?
Kak 3arpysuntb fake gaHHble?
Csoun ADX Ha paspabotyunka?
[Monyuntca nu B CI?
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Kustainer - Kusto in Container

Azure Data Explorer kak Windows-based Docker obpas.

Kusto.Explorer

Kusto.CLI

e JOCKEC

Kusto.Data
SDKs
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OrpaHun4veHus

PyHKUMA

Xpanunuwe (6e3 cxxatnsi)
Basbl 1 Tabnuubl
BHewHwne Tabnumupl
BesonacHocTb
Materialized views Ha 6asy

Hanuune MHTEepHETa

Kustainer

MecTo Ha xocTe

10000 / 10000

JlokanbHble channbl

He nopnepxuBaeTcs

1000

Heob6as3aTtenbHo

BecnnaTHbIN KnacTep

100 GB
10/100
He noanepxusaetcs

Azure ayTeHTU(MKaUms

HocTtyn k obnaky Azure
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3arpyska TeCTOBbIX OaHHbIX

NcnonHeHne *.kql dannos npu ctapte KOHTENHEpPA

1
2
3
4
5
6
7
8

9
10
1]
12
il

.drop tables (
Group, Check, ServiceCheck_Log,
ServiceCheck_Snapshot, ServiceException_Log,
ServiceException_Snapshot

)

.create tables
Group (Id: string, Name: string),
Check (Id: string, Name: string, Description: string),
ServiceCheck_Log (Serviceld: string, CheckId: string, IsCompliant: bool, CreatedAt: datetime),
ServiceCheck_Snapshot (Serviceld: string, CheckId: string, IsCompliant: bool),
ServiceException_Log (Serviceld: string, GroupId: string, IsApplicable: bool, CreatedAt: datetime),
ServiceException_Snapshot (Serviceld: string, GroupId: string, IsApplicable: bool)
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Agent job

F‘\‘_A nona g ent

i

CI/CD - Pipeline

Install Docker
Docker CLI installer

100
0

Install .NET Core
Use .NET Core

Install Test Platform

Visual Studio test platform installer

Start docker-compose

Docker Compose

Run tests in the project

Visual Studio Test

*windows-based images mode Sto p d OE ke r-com pose

Docker Compose

SN G~
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OKCNEPUMEHT yaarncs, Ho...
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>4GB RAM Ha Docker
Random

Timeout execution time
Konanuchb B

NcxXoaHUKax
Mano gokymeHTauumn

429 Too many requests

MHoro koga
Windows-based Docker
Concurrent query limit image

per core

Cross-cluster
Authentication issues
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CTOUT NN OHO TOro?

3aBUCUT OT CUTyauumn
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Koroa ctout

Ecnu Bbl B Azure

Het cTtpororo SLA
Perynupyemoe Kosi-BO
nonb3oBareneun

Cnabasa cTpyKkTypa AaHHbIX
PacnpegeneHHoe xpaHeHue
He Hy>XHbl CBA3U

[lonb3oBaTeNbCKUA BBOS

85



Pecypchbl

Azure Data Explorer - Docs

Azure Data Explorer Technology 101

ADX Policies and Limitations
Kusto SDK

Write First App

Kustainer Docs

Azure DevOps Orchestration
Sync and Delta

SDK Examples on Github
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https://learn.microsoft.com/en-us/azure/data-explorer/
https://azure.microsoft.com/en-us/blog/azure-data-explorer-technology-101/
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/management/policies
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/management/policies
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/api/get-started/app-hello-kusto?tabs=csharp
https://learn.microsoft.com/en-us/azure/data-explorer/kusto-emulator-overview
https://learn.microsoft.com/en-us/azure/data-explorer/devops
https://learn.microsoft.com/en-us/azure/data-explorer/kusto/tools/synckusto
https://github.com/Azure/azure-kusto-samples-dotnet
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