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TLA+: A State Machine of States and Steps
How many states are there?

ID: 1 Role: None
LEO: 0 HW: 0

ID: 1 Role: Leader
LEO: 0 HW: 0

ID: 1 Role: Leader
LEO: 1 HW: 1

ID: 1 Role: Leader
LEO: 2 HW: 2

ID: 1 Role: Leader
LEO: 2 HW: 2

ID: 2 Role: None
LEO: 0 HW: 0

ID: 1 Role: Leader
LEO: 2 HW: 2

ID: 2 Role: Follower
LEO: 0 HW: 0

FR

ID: 1 Role: Leader
LEO: 2 HW: 2

ID: 2 Role: Follower
LEO: 2 HW: 2

ID: 1 Role: Leader
LEO: 2 HW: 2

ID: 2 Role: Follower
LEO: 2 HW: 2

ID: 1 Role: Leader
LEO: 2 HW: 2

ID: 2 Role: Leader
LEO: 2 HW: 2

ID: 1 Role: Leader
LEO: 2 HW: 2

ID: 2 Role: Leader
LEO: 3 HW: 3

ID: 1 Role: Leader
LEO: 2 HW: 2

ID: 2 Role: Follower
LEO: 0 HW: 0

Start a node

Become leader

Receive message

Receive Message

Start a node

Become follower

Send fetch request

Send fetch response

Become leader

Shutdown node

Receive message



State State State State State

Init Next Next Next Next



Start a node

Shutdown a node

Become leader

Become Follower

Fetch Request

Fetch Response

Receive Message







/\ AND
\/ OR
\E there exists



/\ AND
\/ OR
\E there exists

def get_live_nodes():
live_nodes = set()
for node_id in N:

if node_data[node_id].role != ‘offline’:
live_nodes.add(node_id)

return live_nodes

set : filter

set of keys of node_data map : where role is not offline



/\ AND
\/ OR
\E there exists



/\ AND
\/ OR
\E there exists



/\ AND
\/ OR
# not equal



/\ AND
\/ OR
\A for all
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Beyond unit and integration testing
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Randomized System Testing
If you though integration tests were slow...



Test Agent

Test Agent

Test Agent

Test Agent

Test Agent

Test Agent

Randomized System Testing
Unleashing entropy, discovering the unexpected

Logs
Crash dumps
Metrics

Email



Case Study – RabbitMQ Quorum Queue Testing

























P

C

Actions
One publisher, one consumer constantly 

trying to publish and consume

1. Node 1 crashes

2. Node 3 network partitioned
3. Node 1 starts up and rejoins
4. Node 1-2 link congested

5. Network partition resolved
6. Node 2 catastrophic failure

(including data)
7. Node 3 failure
8. Node 2 starts up and rejoins

9. Node 1 network partitioned

10. Node 3 starts up and rejoins

12. Node 2 failure

13. Node 2 starts up and rejoins

14. Congestion on all links

15. Node 2 network partitioned

16. Partition resolved

17. Congestion alleviated

11. Partition resolvedA

Test
Log

Inject failures with Blockade
Collect docker logs
Monitor Invariants

Case Study –
RabbitMQ Quorum Queue Testing



Formal
Verification

Unit Test

Randomized
System Test

Integration TestA multi-layered test 
strategy for distributed 
systems.

or... Testing Hamburgers



Learning TLA+

 Leslie Lamport’s Video Series:
https://lamport.azurewebsites.net/video/videos.html

 Specifying Systems E-Book
https://lamport.azurewebsites.net/tla/book.html

 Hillel Wayne, Practical TLA+
https://www.apress.com/gp/book/9781484238288

 TLA+ subreddit
https://www.reddit.com/r/tlaplus/

 TLA+ Google Group
https://groups.google.com/forum/#!forum/tlaplus

https://lamport.azurewebsites.net/video/videos.html
https://lamport.azurewebsites.net/tla/book.html
https://www.apress.com/gp/book/9781484238288
https://www.reddit.com/r/tlaplus/
https://groups.google.com/forum/#!forum/tlaplus


Random and Fault Injection Tools

https://github.com/jepsen-io/jepsen

https://github.com/Shopify/toxiproxy

https://github.com/worstcase/blockade

https://github.com/netflix/chaosmonkey

https://jepsen.io/analyses

https://github.com/Vanlightly/ChaosTestingCode/blob/master/RabbitMqUdn/readme.md

https://asatarin.github.io/testing-distributed-systems/
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