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YTo npouncxoaut Bo sBpema co3gaHuna EKS knacrepa

Create EKS cluster Launch add-ons

Provision worker Launch
nodes workloads




CONTROL PLANE AND WORKER NODE COMMUNICATION

Network Load
Balancer

EC2 Worker

Control

ENI = Elastic Network Interface




Cloud9 env + eksworkshop pre-setup

Cloud9 - in-browser IDE, git-integration, code-formatting, terminals, etc.

[nsa npasuabHou paboTbl ¢ Amazon EKS knactepamMu — Hy>KHO HAaCTPOUTb
OKpYy>XeHue.

https://www.eksworkshop.com/020_prerequisites/workspace/
 Create IAM Role (for EKS management) and attach to Cloud9 instance
« Update IAM setting in Cloud9
* set "AWS managed temporary credentials” = OFF

 EKS RBAC pgonxeH ccblnatbCa Ha onpeaeneHHble, a He Temp creds
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https://www.eksworkshop.com/020_prerequisites/workspace/

Yactb 1 — 3ayem Ham eksctl
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Kakue 3apaum no ynpasneHuto EKS xotum pewsntb?

1. Ynpoctntb/aBTOMaTU3MpPOBaTh npoueaypy anrpenga EKS
2. EKS laC (~98%) via cluster_config.yaml
« VPC/Networking/Public-Private subnets
* Production-grade setup
3. Setup IAM (ldentity & Access Management)/Security for PODs
 ServiceRoles pna WorkerNodes
« RBAC/IAM
4. UeHTpanmn3oBaHHoe ynpasneHmne WorkerNodes pa3Hbix BApMaHTOB:
« SPOT / EC2 / Managed nodes / Fargate
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YacTtb 2 — 6a308Bble wtykn ana eksctl
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O KaKuX HaCTPOMKaxX NO-yMOJIYAHUIO HYXKHO 3HaTb U KaKue -
NPUMEHSATb

1. Tags — Hy>XHbI Bcerga

2. BblbpaTtb HYXHbIVN PEruoH

3. Ncnonb3yem (IaC gnsa Bcen KoHPUrypaumnmn)

© 2020, Amazon Web Services, Inc. or its Affiliates.
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Y10 ewie MOXHO HAaCTPOUTL?

1. He Hy>XeH kube config nocne co3gaHunsa knacrepa?

2. Onatb ctan Hy>XeH kube config? Mnun notepsnun, unn nonomanca?

3. Xotum co3gaTtb nHPpacTpyktypy (VPC/EKS), a NodeGroups — no3xe?

4. lMo3xe HacTtynuno? [lobasnsem:

© 2020, Amazon Web Services, Inc. or its Affiliates.
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Custom VPC CIDR

Default VPC CIDR=192.168.0.0/16

MpumMep custom vpc-cidr yepe3s eksctl cli:
eksctl create cluster --region=eu-west-2 --vpc-cidr 10.100.0.0/24

Nnun yepes ; -

apiVersion: eksctl.io/vlalpha5

kind: ClusterConfig

metadata:
name: cluster-2
region: eu-north-1

vpc:
cidr: 10.10.0.0/16
autoAllocateIPv6: true
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Demo — review basic cluster

Yaml, , ,

4
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https://eu-west-1.console.aws.amazon.com/eks/home%3Fregion=eu-west-1
https://eu-west-1.console.aws.amazon.com/ec2/v2/home%3Fregion=eu-west-1
https://eu-west-1.console.aws.amazon.com/cloudwatch/home%3Fregion=eu-west-1
https://eu-west-1.console.aws.amazon.com/cloudwatch/home%3Fregion=eu-west-1

YnpasneHue u Hactponka NodeGroups

NodeGroups == immutable, ocHoBaHbl Ha EC2 ASG (Auto-Scaling

Groups) — norn4yeckas rpynna pecypcos EC2 c o6wmmM ynpaBneHmem pecypcamm
N MaclWwTabupoBaHUEM.

MO>XHO MEHATb TOJIbKO NapaMeTpbl MaCLLUTPAbUPOBaHUSA: Konuyecmso HOO.

Y1066l N3MEeHNTb NapaMeHTbl NodeGroups, HY>KHO:
-> co3paTtb HoBYro NodeGroups

-> yaanutb ctapyto NodeGroups OpnacHO? !

N BCe 3TO XpaHUM N NpUMeHAaeM 4Yepes
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Kakue snabl NodeGroups 6biBatoT

"Reqgular” EC2

SPOT

Managed NodeGroups (aka ASG EC2 managed by EKS Control Plane)
Fargate for EKS

NN =

Mo>xHO MukcoBaTb Bce 4 Tuna NodeGroups!

Mo>xHO n06aBnaTb TAGS, MOXHO CKENNUTb.
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3anyckaem co3pnaHue Node Groups
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MepepbiB Ha Q&A (short)
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Managed NodeGroups vs “regular” — un/supported features

Tags (managedNodeGroups[*].tags) in managed nodegroups apply to the EKS
Nodegroup resource and do not propagate to ASG

iam.instanceProfileARN is not supported

The amiFamily field supports only AmazonLinux2
instancesDistribution field is not supported

volumeSize is the only field supported for configuring volumes

Control over the node bootstrapping process and customization of the kubelet
not supported fields: maxPodsPerNode, taints, preBootstrapCommands,
overrideBootstrapCommand, clusterDNS and kubeletExtraConfig.

CM. nonHbiv cnucok: https://eksctl.io/usage/eks-managed-nodes/#feature-parity-with-unmanaged-nodeqgroups
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https://eksctl.io/usage/eks-managed-nodes/

SPOT-based NodeGroups

SPOT parameters:
OnDemandBaseCapacity: default=0

onDemandPercentageAboveBaseCapacity : default=100

An update to this setting means a gradual replacement of instances to
maintain the specified number of On-Demand Instances for your base capacity.
When replacing instances, Amazon EC2 Auto Scaling launches new instances
before terminating the old ones.

spotAllocationStrategy: default=lowest-price

maxPrice: The maximum price per unit hour that you are willing to pay for a Spot
Instance.

instanceTypes: t3.small, m5.large, etc.
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IAM policies for NodeGroups

IAM policies gna NodeGroups (Ha kapTmnHke): EC2, ManagedNodeGroups, SPOT

nodeGroups:

- name: ng-1
instanceType: m5.xlarge
desiredCapacity: 1
lam:

attachPolicyARNs — Bawwun custom Policies withAddonPolicies:
B AOMO/IHEHUE K CMUCKY: imageBuilder: true

autoScaler: true
externalDNS: true
certManager: true
appMesh: true
ebs: true

fsx: true

efs: true
albIngress: true
XxRay: true
cloudWatch: true

nodeGroups:
- name: my-special-nodegroup
iam:
attachPolicyARNs:
- arn:aws:iam: :aws:policy/AmazonEKSWorkerNodePolicy

- arn:aws:iam::aws:policy/AmazonEKS_CNI_Policy

- arn:aws:iam::aws:policy/ElasticlLoadBalancingFullAccess

- arn:aws:iam::1111111111:policy/kube2iam
withAddonPolicies:

autoScaler: true

imageBuilder: true
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Fargate support via Fargate profile

YTto TaKkoe Fargate:

On-demand anactnyHbin nyn compute pecypcos (CPU, RAM) — He HYXHO
AyMaTb O cepBepax, nx Tunax. Bol NpocTo 3a4aéTe 06BEM HYXKHbIX PEeCypCOoB B

pamkax PODs u Bce.

(*) Fargate adds 256 MB to each pod's memory reservation for the required Kubernetes components
(kubelet, kube-proxy, and containerd).

Kaxxabin POD Ha Fargate nmeet ypoBeHb U3onsuuu, n He pasgenset kernel,
CPU, RAM, nnu ENI c gpyrummn PODs.

Ona 3anycka PODs Ha Fargate — Hy>XXHO onpeaennTb

Fargate profile — onucbiBaer, kakne PODs 6yayTt 3anyckaTtbcs Ha Fargate.
dWs



Fargate support via Fargate profile

Fargate profile Bkntoyaet B cebs:
* Pod execution role
« kubelet auth npu 3anycke
* IAM r/o Amazon ECR (Container registry)
* Subnet (private only)
» Selectors (namespace, labels (optional)) — po 5 wTykK

[Mpu co3paaHum Knactepa —fargate (default profile): default and the kube-
system namespaces

Co3aaeM Fargate npodpwunb c uMeHeM fp-dev:

eksctl create fargateprofile --namespace dev --cluster fargate-cluster --name

fp-dev WS

V"



Fargate profile via

Toxe camoe 13 yaml config:
eksctl create fargateprofile -f fargate-example-cluster.yaml

fargateProfiles:
- name: fp-default
selectors:

All workloads in tl

scheduled onto

- namespace: default

"‘\, j_{‘ \] ‘

All \
scheduled onto Fargate
- namespace: kube-system
- name: fp-dev
selectors:
All wi \
selecto
- namespace:
labels:
env: dev
checks: passed




YpaneHue Fargate profile

Ba>kHo! NMpouecc MoOXeT 3aHMMAaTb HEeCKOJIbKO MUHYT, N eC/1 He NMOCTaBUTb
“--wait"” To cpa3y nocne oreeta API eksctl pewnT, UuTO BCE 3aKOHUYMNOCD.

dWS
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YacTtb 3 — BaXKHble WwTyKn ana eksctl
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IAM Roles for ServiceAccounts — why?

[lo3BONAET Ha3HAYyaTb NepMuccum Ha goctyn kK AWS cepBmcaM Ha KOHKpPeTHbIe
PODs:

“associate an IAM role with a Kubernetes service account. K8s Service
account can then provide AWS permissions to the containers in any pod that
uses that service account.”

T.e. He HY>KHO 6onblue Ha3HavaTb poaun Ha camm WorkerNodes (kak 6b110
PaHbLLe).

“By default, all containers that are running on a worker node have all
permissions assigned to the Amazon EKS worker node IAM role that is attached

to the worker node.” ( )

dWs
N—)


https://docs.aws.amazon.com/eks/latest/userguide/worker_node_IAM_role.html
https://console.aws.amazon.com/iam/home%3Fregion=eu-west-1

IAM Roles for ServiceAccounts - configuration

Kak Ha3HauunTb 4yepes :

_no,u,,u,epmmsaeT --include and --exclude.

C HUMKM MOXKHO paboTtaTb, Kak ¢ NodeGroups (include/exclude/only-missing delete)

[laBanTe NOCMOTPUM, KakK 3TO BbIr/ISANT B

dWS
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EKS Knactep B cywecrsytowen VPC — Bbl otBeyaeTte 3a Networking
setup

« All subnets in the same VPC, within the CIDR range
o Sufficient number of subnets (minimum 2, in different AZs)
 Internet (IGW) and/or NAT gateways are configured correctly
* Routing tables have correct entries and the network is functional
* tagging of subnets
» kubernetes.io/cluster/<name> tag set to either shared or owned
» kubernetes.io/role/internal-elb tag set to 1 for private subnets
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EKS Knactep B cywecresytowen VPC — config.yaml

: all public subnets should have the property epiVersion: eksctll. io/vialohas
MapPubliclpOnLaunch enabled (i.e. Auto-assign public cnd: ilesterCOnfig
IPv4 address in the AWS console) hame: my-test

region: us-east-1
vpcC:
id: "vpc-11111"
cidr: "152.28.0.0/16"
subnets:
private:
us-east-1d:
id: "subnet-1111"
cidr: "152.28.152
us-east-1c:
id: "subnet-11112"
cidr: "152.28.144.0/21"
us-east-1a:
id: "subnet-11113"
cidr: "152.28.136




Yactb 4 — npopaKLUH WTYKU Ha eksctl
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CnUcoK BaXXHOro AnA npoaakLlueHa

1. NMpoBeputb Bepcnmn cuctemMHbix nnarnHos (CoreDNS, VPC CNI, etc)
 (O6HOBUTb, ecnIn TpebyeTcs

2. Hactpoutb kubelet configuration

[Mpoueaypa o6HoOBNEHUSA KnacTepa 40 MUHOPHOWN BEPCUN

4. Security hardening npogakwH knacrepa (e.g. private networking, restrict
public access, etc.)

o
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1. MpoBepuTb NAAruHbl Ha NpeaMeT nocaeaHUX Bepcum

CoreDNS: default=1.6.6 (upto EKS 1.16 link), latest=1.6.9 (link)
[lpoBepuThb:

F

O6HoBUTDL: link

VPC CNI: latest=1.6.3 (link)
[NpoBepuThb:

_

O6HOoBUTDL: link

dWS
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https://docs.aws.amazon.com/eks/latest/userguide/coredns.html
https://github.com/coredns/coredns/releases/tag/v1.6.9
https://docs.aws.amazon.com/eks/latest/userguide/coredns.html
https://github.com/aws/amazon-vpc-cni-k8s/releases
https://github.com/aws/amazon-vpc-cni-k8s/releases

2. Kubelet koHduUrypauus

[loueMy Ba>XHO 3TO HAaCTPOUTD:

"In the case of resource starvation the kubelet might not be able to evict pods
and eventually make the node become NotReady" — 3TO 3HQYUT, UTO Mbl MOXEM

HEOXULAHHO Mo Harpy3kou «noTepsaTb» HOAbl M3 K/lacTepa — OHM 6yayT
3aMeHeHbl Ha HOBbIE.

nodeGroups:

Link to all params - name: ng-1

instanceType: mba.xlarge
desiredCapacity: 1

systemReserved: resources reserved for e
kubernetes system components. opu: o0
Currently cpu, memory and local storage o ameralowtorage: IR
for root file system are supported. oysuemReserved
memory: "308Mi" -
kubeReserved: reserved for the host level eviciszigz:?torage: ”ml
system threads and kubernetes related threads. nodete. available:s “1oxt

featureGates:
DynamicKubeletConfig: true
RotateKubeletServerCertificate: true



https://github.com/kubernetes/kubernetes/blob/master/staging/src/k8s.io/kubelet/config/v1beta1/types.go

3. EKS cluster upgrade #1: o6HoBneHue Control Plane

MeHsieTe Bepcuio B M 3anyckaete upgrade:

© 2020, Amazon Web Services, Inc. or its Affiliates.
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3. EKS cluster upgrade #2: o6HoBneHUne cuctemHbix PODs

Kube-proxy:

AWS-node (VPC CNI):

CoreDNS:

(Ha Ty, koTOpYyto nogaepxusaeT EKS, ansa 1.16=1.6.6)

[lpoBEpPUTDL, YTO BCE 3aNyCTUAOCL N paboTaer:

© 2020, Amazon Web Services, Inc. or its Affiliates.

dWS



3. EKS cluster upgrade #3: o6HoBneHne NodeGroups

[ToMHMM, yTo NodeGroups — immutable, ana o6HoBneHUsa 6a3oBoro AMI HY>XHO:
B panne koHdurypaumm nomeHaTb Tos1bko M NodeGroups (aobasutb “-v2")
* Co3paatb HoBble NodeGroups ans Tex, KoTopble byaeM 06HOBAATD
« eksctl create nodegroup --config-file=<path>
 Ypanutb CTapble Nocne nepeMelleHna nogaos
« eksctl delete nodegroup --config-file=<path> --only-missing

Ba>kHo! This will drain all pods from that nodegroup before the instances are
deleted. All nodes are cordoned and all pods are evicted from a nodegroup on
deletion. —> Mo3TOMY He cTpawHo! ©

Ona Managed NodeGroups Bce npotue:
eksctl upgrade nodegroup --name={ng-name} --cluster={name}
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https://docs.aws.amazon.com/eks/latest/userguide/managed-node-update-behavior.html

4. EKS cluster NodeGroups - 3aKpbiBaem OT BHELUHero mmpa

[Mo-yMonyaHuto (ecim HMYyero He Hactpoutb) eksctl co3paet knactep B HoBoM
VPC: CIDR: 192.168.0.0/16, 8x (/19) subnets (3 private, 3 public & 2 reserved).

"Initial nodegroup is created in public subnets, with SSH access disabled
unless --allow-ssh is specified.

However, this implies that each of the EC2 instances in the initial nodegroup
gets a public IP and can be accessed on ports 1025 - 65535, which is not
insecure in principle, but some compromised workload could risk an access
violation.”

Boigep>xka ns eksctl gokymeHtaunm

: ncnonb3lyem privateNetworking: true (yaml)
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4. EKS hardening: APl endpoints & access CIDRs

Restric Public (internet) access to Kubectl API:

Restrict access to Kubectl APl from internet to limited CIDRs:

© 2020, Amazon Web Services, Inc. or its Affiliates.
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Yactb 5 — octanbHoOe n HoBoe Ha eksctl
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Pa3sHoe, HO none3Hoe #1

Custom AMis
 Ubuntu1804, Amilinux2, handmade

Enable CloudWatch logs for Control Plane: “*”, “all”, nan KoHKpeTHbIEe types:

cloudWatch:
clusterLogging:
enableTypes:

- "audit”
- "authenticator”

Pa3Hbie npuMepsbl eksctl yaml:
https://qgithub.com/weaveworks/eksctl/tree/master/examples
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https://github.com/weaveworks/eksctl/tree/master/examples

Pa3sHoe, HO none3Hoe #2

* QOverride instanceName in NodeGroups

* Manage SSH keys (from local, from EC2, inline)
« Enable CSI drivers support (EFS, EBS, FsX)

* Volume encryption in NodeGroups instances

« K8s secrets encryption with KMS keyARN

* NodeGroups: custom clusterDNS (one) or kubeletExtraConfig: clusterDNS
(multiple)

Gitops ( via Flux Helm Operator)
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https://github.com/fluxcd/helm-operator

MoppeprxKa Bottlerocket OS

nodeGroups:

~ name: nglopublic Supported regions
instanceType: m5.xlarge (AMl)-

desiredCapacity: 4

amiFamily: Bottlerocket ap-n0rtheaSt-1
ami: auto-ssm ° ap-SOUth-1

tabels: e eu-central-1 (Fra)

"network-locality.example.com/public": "true"

bottlerocket: e us-east-1

enableAdminContainer: true ° uS_West_z
settings:
motd: "Hello, eksctl!"

https://github.com/weaveworks/eksctl/blob/master/examples/20-bottlerocket.yaml
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https://github.com/weaveworks/eksctl/blob/master/examples/20-bottlerocket.yaml

Anekcangp N3tomos, AWS Sr Solutions Architect
Q&A aiziumov@amazon.de

Mbl nepe3anyctunn AWS RUS 6nor: https://aws.amazon.com/ru/blogs/rus/

aWS Contact Sales Support ¥ English ¥ My Account ¥

N

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

Contact Us

I need to speak with someone in sales. Contact Sales == Contact US!

I'm looking for technical support.
| have a compliance question.
I'm an AWS customer and I'm looking for billing or account support.

https://aws.amazon.com/

I'm looking for support from Amazon.com, Kindle, or Echo.

| cannot login to my AWS Account
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