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gRPC Middleware

= CheumnanbHbiX CNON, MeXay KnmeHToMm un cepeepom gRPC.

» MEexXaHU3M 419 pacwmpeHna GYHKLMOHaNbHOCTU TOT UK
0bpaboTKM 3anpocos

= ONUCbIBAKOT J10I KY pa6OTbI C nepexeayvyeHHbIM NMNakKeToM OaHHbIX.
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Middleware. AsTopuzauusa ¢ cloud.ru

google.golang.org/grpc/authz - ona co3paHusa CNOXXHbIX NOUTUK
ayTeHTUduKaumm (RBAC, etc)

cobcTBeHHble peanmn3aunm middleware pna npoBepkun ayTeHTUDUKALMKM 3anpoca

func UnaryServerInterceptor(authFunc AuthFunc) grpc.UnaryServerInterceptor {
return func(ctx context.Context, req any, info *grpc.UnaryServerInfo, handler grpc.UnaryHandler) (any, error) {

var newCtx context.Context

var err error

if overrideSrv, ok := info.Server.(ServiceAuthFuncOverride); ok {
newCtx, err = overrideSrv.AuthFuncOverride(ctx, info.FullMethod)

} else {
newCtx, err = authFunc(ctx)

}

if err !'= nil {
return nil, err

}

return handler(newCtx, req)
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https://github.com/grpc/grpc-go/blob/master/authz/grpc_authz_server_interceptors.go

Middleware. O6cepsabunmntm ¢ cloud.ru

Prometheus, OpenTelemetry MOHUTOPUHT 3anpocoB
PaclunpeHHoe normpoBaHuMe 3arnpocoB C UCNOoJIb30BaHMEM zap, zerolog, logrus, etc.

https://go.opentelemetry.io/contrib/instrumentation/google.golang.org/agrpc/otelgrpc -
odpuumanbHbint TpencnHr OpenTelemetry

func InterceptorLogger(l zerolog.Logger) logging.Logger {

return logging.LoggerFunc(func(ctx context.Context, lvl logging.Level, msg string, fields ...any) {
1 := 1l.With().Fields(fields).Logger()

switch vl {

case logging.LevelDebug:
1.Debug().Msg(msg)

case logging.Levellnfo:
1.Info().Msg(msg)

case logging.LevelWarn:
1.Warn().Msg(msg)

case logging.LevelError:
1.Error().Msg(msg)

default:
panic(fmt.Sprintf("unknown level %v", 1lvl))

}
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https://go.opentelemetry.io/contrib/instrumentation/google.golang.org/grpc/otelgrpc

[MpepnocbiNiKu ¢ cloud.ru

=  CnyyauHbIVM MEepPeHOC CTPOKMU

Auth e Headers (12) Body @ Pre-req. Tests Settings Cookies

eyJhbGciOiJSUzIMNilsimtpZCleImlw
MmRhODdmMLTAWZGYtNGE10C040
DFILWZiYjFiMjQOMzczMClsInR5cCl
6lkpXVCJ9eyLQVIGAOLjQstC10YIg0
orization header will YXQsNC60LXRgNGLOIJ9

atically generated
I send the request.
jre about

pken authorization.

Could not send request

Error: Invalid character in header content ["Authorization"] | View in Console
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[MpepnocbiNiKu

https://cloud.ru/vm/v1/servers?filters.availability_zones= e78c7f98-a11b-4b8b-aae4-1be21ab5c49

Params e Authorization Headers (9) Body e Pre-request Script Tests Settings

Query Params

Key Value Description

filters.availability_zones e78c7f98-al1b-4b8b-aae4-1be21ab5c49

Body Cookies (1) Headers (11) Test Results @3 sStatus: 400 Bad Request Time: 37 ms  Size: 654 B

Raw Preview Visualize

"code": 3,
"message": "Invalid Argument: expected availability_zone_id is uuid: e78c7f98-allb-4h8b-aaed-1be2lah5c49"
"details": []

¢: cloud.ru

JlnwHue npobensbl B 3anpoce

HeTnnoBble CMMBOJbI
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Middleware. Mogudukauus ¢ cloud.ru

BapuaHThl
MOONPULMNPOBATb
3anpocC
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Middleware. Mogudukauus ¢ cloud.ru

Bbipe3aeM nuiiHee Ha ppoHTE

MUHYCbI MKOCbI

= JenaeTt gpyras KoMaHpga * HeT

= He pabotaeTt gna API
= CJIO)XHO KOHTPOSIMPOBaTb
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Middleware. Mogudunkauus s cloud.ru

[MpaBMM Kog, BHYTPU BCEX KOHTPOJNEPOB

MNHYCbl MJOCbl

= MNOBTOPSiIEMOCTb kKoga, DRY = paboTtaet ona API
= OonbloOn TeX.AoNr

= peaJ/ibHO TOJIbKO OJ14
MaJ10Iro KoJin4yecTBa
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Middleware. Mogudunkauus s cloud.ru

cnonb3oBaTb Middleware

MNHYCbl MJOCbl

= pednekcus = peweHune B 20 CTpOK Kopaa
= JIErKO NoaaepXmBaTb
= JIerKo pacwmpaTb

= paboTaeT cpasy a1a Bcex
KOHTPOJ11EPOB
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Mopgudukauma sanpoca. Pedbnekcus & cloud.ru

func handleFields(value *reflect.Value, fieldNames ...string) {

elem := value.Elem()
if elem.Kind() == reflect.Struct {
if len(fieldNames) > 0 {
for _, name := range fieldNames {
field := elem.FieldByName(name)
handleField(&field)
}
} else {
for 1 := 0; i < elem.NumField(); i++ {
field := elem.Field(i)
handleField(&field)

7 D GoFunc
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Mopgudukauma sanpoca. Pedbnekcus & cloud.ru

func handleField(field *reflect.Value) {
if field.IsValid() && field.CanSet() {
switch field.Kind() {
case reflect.String:
trimValue := strings.Trim(field.String(), cutset: ™ \r\n\t")
field.SetString(trimValue)
case reflect.Struct, reflect.Pointer:

// pekypcuBHO 06pabaThiBAeM Moss, KOTOPble CTPYKTYPbI

// Pointer - T.K. B grpc Bce BJIOXEHHble CTPYKTYPb - yka3aTenu
handleFields(field)

default:
return
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Moandukauuma sanpoca. Benchmark s cloud.ru

CpaBHEHME CKOPOCTM 00paboTKM 3anpoca Ha YPOBHE KOHTPO/IEpOB
" Ha ypoBHe Middleware

ghz -c 100 -n 1000000 --insecure \
--proto api/proto/hello.proto \
--call hello.HelloService.HelloCloudRu \

-d '{"name":"AnekcaHpp ", "uuid":" 51478fd5-8fad-4efc-9c14-54219b2d400d"}"' \
localhost:9910
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Mopundunkaumsa sanpoca. Benchmark ¢ cloud.ru

Summary:
Name: Moguonkauma B KoHTponnepe
Count: 1000000
Total: 17.61 s
Slowest: 22.00 ms
Fastest: 0.06 ms
Average: 1.00 ms

Requests/sec: 56790.60

Response time histogram:
0.061 [1] |
2.254 [961167] |sssssuuuEEEEEEEEEEENNNNNNNNNNNNNNNNNNNEE
4.448 [37461] |mm
6.642 [861] |

2024
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Mopundunkaumsa sanpoca. Benchmark ¢ cloud.ru

Summary:

Name: Moguoumkaums B Middleware
Count: 1000000

Total: 17.31 s

Slowest: 10.44 ms

Fastest: 0.06 ms

Average: 0.98 ms

Requests/sec: 57786.01

Response time histogram:
0.060 [1] |
1.099 [677585] |sssssssssuEEEEEEEEEEEENNNNNNNNNNNNNNNNEE
2.137 [279268] |sssssssnsssnnnns
3.175 [39303] |unm
4.213 [3235] |
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Mopundunkaumsa sanpoca. Benchmark

METO[ “ AVG/REQUEST SLOWEST

Trim B
56790.60 1.00 ms 22.00 ms

KOHTponnepe

Trim B
) 57786.01 10.44 ms
Middleware

https://gitverse.ru/shakmaev/gofunc

PEno3nTOPUIN C KOOOM

¢: cloud.ru
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