TecTupyn cam c
Yandex.Tank

A dekTMBHOE Harpy3o4HoOe TeCTUPOBaAHMNE OIS TEX, Y KOro Mano BpeEMeEHM



A K10 1?

Nneu MIBaHKUH.

— Head of backend, 2022 - Present.

Past:
— Lead SE. EPAM
— Tech lead. SFT




O yeMm poknan?

Hcropus o1HOTO ITpoEKTa
TpeooBanus wiu SLA/SLO/SLI
TecThl ¥ Kak UX 3amycKaThb
HNucnekuus ceppuca 1 METOLOB

UTorn



UcTopust 0/HOIO NMPoOEKTA

K Ham B kOMaH 1y MPUIIIEN 3aKa34YHUK U TTOCTABII HAM KJIACCUUYECKYIO 33/1a4y -
pa3paboTaTh CEpBHUC, HA KOTOPBIN OXKUJAaeTCs MpUIUYHas Harpy3ka jgaxe B MVP.






HUcTopust 0{HOIO NMpoexKTa

Service Level Indicator (SLI)



HUcTopust 0{HOIO NMpoexKTa

RPS

Error rate
Latency
Availability



HUcTopust 0{HOIO NMpoexKTa

Service Level Indicator (SLI)

Service Level Objective (SLO)



HUcTopust 0{HOIO NMpoexKTa

RPS -500
Error late - 5%

Latency - 1s
Availability - 99.99



Bce eme Teopus

A Kak U3MEPUTH OCHOBHBIE MoOKa3arenu? CpenHee Bpems Uiv MPOLECHTUIIb ?

0.700, 0.720, 0.680, 0.660, 0.740, 0.750,
0.730, 0.670, 0.710, 0.200, 0.150, 0.300,
0.350, 0.400, 0.450, 0.500, 0.550, 0.600,
0.250, 0.320, 0.380, 0.420, 0.490, 0.530,
0.580, 0.620, 0.310, 0.370, 0.440, 0.510,
0.560, 0.610, 0.290, 0.340, 0.390

Cpennee apudmerndeckoe < 0.429
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Bce eme Teopus

Menuana nim SO npoLEHTHIIb

0.150, 0.200, 0.250, 0.290, 0.300,
0.310, 0.320, 0.340, 0.350, 0.370,
0.380, 0.390, 0.400, 0.420, 0.440,
0.450, 0.490, 0.500, 0.510, 0.530,
0.550, 0.560, 0.580, 0.600, 0.610,
0.620, 0.660, 0.670, 0.680, 0.700,
0.710, 0.720, 0.730, 0.740, 0.750

18-e yncno B ynopsagodeHHom cnucke: 0.510.
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Bce eme Teopus

Menuana

MenuaHa pazzenseT Ha0op JaHHBIX Ha JIB€ paBHbBIC YaCTHU U HE
3aBHCHUT OT BCEX 3HAUCHUU B HAOOPE, B TO BpeMsI KakK CpeHee
3HAYCHHUE PACCUMTHIBACTCS Ha OCHOBE BCEX YHCEN B HAOOpE, UTO
JIeJIACT €r0 YpE3BbIUYaiHO YYBCTBUTEIILHBIM K @aHOMAJIbHO
BBICOKMM WJIM HU3KUM 3HAUCHUSIM.

DT BBIOPOCHI MOTYT CYIIECTBEHHO UCKA3UTh CPEIHEE 3HAUCHUE,
JIeJIast €T0 MEHEE MPEACTABUTEIBHBIM ISl ONIMCAHUS LIEHTPAJIbHOU
TEHJICHIIUM Habopa JaHHBIX.

12



Bce emre Teopust

A Kak U3MEpPUTH OCHOBHBIE NoKa3arenu? CpegHee BpeMsl Ui MPOLECHTUIIb ?

1.0s 4

800 ms A

Bpemsa oTknkKa

400 ms

200 ms A

rpa¢MKBpeMEHMOTKﬂMKacemecaBBaBMCMMOCTMOTHMCﬂaBaﬂpOCOB

600 ms +

|

Bpems oTk/MKa cepBuca

- 50-1 nepueHTUIb
- 90-/ nepueHTUNb
- 95- nepueHTU b

= 99-1 nepueHTUNb

- CpepHee 3HavyeHue

Ul

20

40

3anpochbl

60

80
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HUcTopust 0{HOIO NMpoexKTa

Service Level Indicator (SLI)

Service Level Objective (SLO)

Service Level Agreement (SLA)
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Hamu corytanmieHus

Craprosbid RPS: 300

SLA:
- 99.9% nocTynmHOCTH CEpBHCA B TCUCHUE KAXKIOIO MECAIIA.

SLI:
- 97% Bcex 3anpoOCOB UMEKOT KO 2¥*, He Oosiee 3% error rate

SLO:
- find 99% - 300 mc, mo 95% 3a 500 Mmc.
- find top 10: 99% - 100ms, 95% - 200ms
- save: 99% - 2s, 95% - 1s
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UcTopust 0/HOIO NMPOEKTA
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Y10 100aBUTH B
CEPBHC, YTOObI
cooparb MEeTPUKH?

KeJIaTeIbHO U3 KOPOOKU U HUYETO
0OJIBIIIE HE TPOTATh

Prometheus
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Kak pa0oraer 31a cBsi3ka?

— — Job name: stock-service-l
metrics path: /actuator/prometheus
static configs:
- targets: ['stock-service-1:8084"]

&)
= &

# hitp://localhost:8084/actuator/prometheus

/actuator/prometheus
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Kaxertcs, mopa tectupoBarh? Hert, emie Teopust =(

— MexaHUuKHU:

VMUTUPYEM NOJIb30BATEIEH
U3MEpPEHUE IPOU3BOAUTEIILHOCTH U BPEMEHHU OTKJIMKA
aHaJIN3 PE3yJIbTaTOB
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Kaxercs, mopa TectupoBarh?

—_— MexaHUKU U 1eJIn

UMUTHpPYEM Ttonb3oBarenen - 300 rps
U3MEPEHNE TPOU3BOAUTEIBLHOCTH M BpEMEHH OTKJIMKA - S00ms mouck
aHaJIU3 pe3yJbTaToOB - KyJa CMOTPETH?
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TpeboBaHUs eCcTb, CEPBUC €CTb, KaKk TECTUPOBAaTb?

Hair cepBuc - 3to HTTP cepBuc. Haiiia 3aaua npoOuTh cepBUC Yepe3 BHENTHUN

URL u BbIiiTH Ha T€ UDPBI YTO, OT HAC KIYT.

Bcerpeuaiite: SAuaekc. TaHK - MHCTPYMEHT, Oiarogapsi KOTOpPOMY MOKHO
COKOHOMUTH Ky4uy BPEMEHH U HE NUCATh CBOE PEIICHUE, 0COOCHHO €CIU BPEMEHU

y Bac Her!
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Annekc.Tank &

"Aunexc. Tank" - 3T0 UHCTPYMEHT 115
MIPOBEJCHUS HArpy304HOI0 TECTUPOBAHUS
BEO-MPUIIOKEHUM U CITYXKO.

Komnonents! "Annekc. Tanka':

1. Core (A npo):

2. Load Agents (ATeHTBI Harpy3Ku):
3. Configuration (Kondurypaius)
4. Scenarios (CueHapun)

5. Metrics (MeTpuKku) 1 OTYETHI
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Aunexc.Tank

Cobepem 0a30BbIi KOHMUT I
HAIIero MnepBoro 3ampoca?

phantom:
address: "localhost"
port: "8085"

load profile:
load type: rps
schedule: const (1500,
writelog: all
ssl: false
connection test: true
uris:

- "/api/vl/stocks"

00s)
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Aunexc.Tank

JlobaBuM aBTOCTOI! CKa’)KEM HET
DDOS.

[EHEYICANFI{DDOS)YOU

autostop:
autostop:
- time (1ls,10s)

# if request average > 1s

- http(5xx,3%,1s) # if 500 errors > 1s
- http(4xx,3%,1s) # if 400 > 25%
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Anpekc.Tank

MoxxHo doynn?

phantom:
address: "localhost"
port: "8085"
load profile:
load type: rps
schedule: const (1500, 60s)
writelog: all
ssl: false
connection test: true
uris:
- "/api/vl/stocks"
telegraf:
enabled: false
autostop:
autostop:

- time(1ls,10s) # 1if request average > Ils
- http(5xx,100%,1s) # if 500 errors > 1s
- http (4xx,25%,10s) # if 400 > 25%
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CepBuC €CTh, KOH(UT €CTh, a KaK 3aIlyCTUTh?

docker run \
-v $(pwd):/var/loadtest \
--net="host" \
-it direvius/yandex-tank -c find-load.yml
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Anpekc.Tank

KpyTo, a kyzra cMoTpeTs?
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Anpekc.Tank

]
Terminal find-tank.sh
Data delay: 4s, RPS: 1,500

Percentiles (all/last 1m/last), ms:
253.
15

100.
99
99.
9S.
90.
85.
80.

0%
5%
0%
0%
0%
0%
0%

<
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[locne 3anmycka Bce Oyaer B KOHCOJE!

. HTTP codes:
. 52,608 +1,500 100.00% : 260 OK

. Net codes:
. 52,608 +1,500 100.00% : O Success

. Average Sizes (all/last), bytes:

Request: 31.0 / 31.0

. Duration: 0:00:39

. Author: root

Job: 680531 find stocks
Task:
Web: https://overload.yandex.net/680531

. Hosts: docker-desktop => localhost:8085

Ammo :

. Count: 90000

65.0%
ETA: 0:00:21
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HHI[CKC .Tank https:/overload.yandex.net/

# [

.,;’f i
I A MOXXHO JIM TOCMOTPETH Ha Irpaduku’? @._;TE_ I&:‘,
T

Quantiles

10
rpg

23:27:30 23:27:40 23:27:50 23:28:00 23:28:10 23:28:20

— rps ® 98% 95% 90% @ 8% ® 8% ® 75%
® 50%

Highcharts.com
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https://overload.yandex.net/

Anpekc.Tank

15 Feb 18:45:37

(/7\—
L 4
15 Feb 18:45:37 15 Feb 18:45:52 15 Feb 18:46:07

Overall const(1500, 60s)

Overview Extended analysis = Distributions | Tables ‘ ‘ Overall ‘

Cumulative quantiles

Quantile
99% 4.970
98% 2.250
95% 1.320
90% 1.070
85% 0.960
80% 0.890
75% 0.830
50% 0.650
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a POST 3anpoc?

CHOﬁHGp - KOH(l)I/Il“ MbI CUJIBHO HC ITIOMCHSICM, a BOT YYyTOK KOJa ITOITMCATh

npuaeTcs!

Y Anpekc. TaHk eCTh B IOKyMEHTAIIUU IIPUMEP TE€HEPATOPA MTATPOHOB IS
TaHKa, KOTOPBIA HAIIMCAaH Ha MUTOHE U €r0 J0CTATOYHO HPOCTO aJANTUPOBATh MO

Hac.
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a POST 3anpoc?

def generate_json():
body = {
"name": "content”,
"price": 1,
"description": "description’

}

url = "/api/v1/stock"

h = headers + "Content-type: application/json"
s1 = json.dumps(body)

ammo = make_ammo(method, url, h, case, s1)
sys.stdout.write(ammo)

f2 = open("ammo/ammo-json.txt", "w")
f2.write(ammo)
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a POST 3anpoc?

212

POST /api/v1/stock HTTP/1.1
Host: test.com

User-Agent: tank

Accept: */*

Connection: Close
Content-type: application/json
Content-Length: 61

{"name": "content", "price": 1, "description": "description"}

34



Aunpexc. Tauk u POST 3anpoc

Co3gaemM HOBbIN KOHAOUT UInn
MoandULMpyeM Cctapbii.

[MaBHOE yKasaTb Kakowu Tun
naTpoHa U cam NaTpoH.

Ynansaem URI, koTopble 6binu
no.

OcTarnbHoe MOXHO He TporaTtb.

phantom:
address: "localhost"
port: "8085"
ammo_type: phantom
ammofile: ammo-json.txt
load profile:
load type: rps
schedule: const (1500,

00s)
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POST. pe3yuabTarbl

Cumulative quantiles

99%
98%
95%
90%
85%
80%
75%
50%

Quantile
1.880
1.320
1.110
0.990
0.900
0.840
0.800

0.670
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Eme uyTok MeTpuK

Name Name
== PQOST /stock == POST /stock

== GET /stocks == GET /stocks
2024-02-15 19:08:45

| == POST /stock 0.115




IHouck

phantom:
address: "localhost"
port: "8085"
load profile:
load type: rps
schedule: const (1500, 60s)
writelog: all
ssl: false
connection test: true
uris:
- "/api/vl/stock?symbol=0OMCL"
"/api/vl/stock?symbol=TLGYW"



A 4YTO C NTOUCKOM?

Terminal find-one-tank.sh build.sh + v

Percentiles (all/last 1m/last), ms: . HTTP codes:

100.0% < 3,100.0 3,100.0 3,099.3 . 1,287 +339 100.00% : 200 OK

99.5% < 3,080.0 3,080.0 3,099.3

99.0% < 3,070.0 3,070.0 3,089.6 . Net codes:

95.0% < 3,040.0 3,040.0 3,066.6 . 1,287 +339 100.00% : 0O Success

90.0% < 3,000.0 3,000.0 3,049.3

85.0% < 2,885.0 2,885.0 3,039.9 . Average Sizes (all/last), bytes:

80.0% < 2,735.0 2,735.0 3,032.1 . Request: 42.4 / 42.4 -

19:14:42 [WARNING] Autostop criterion requested test stop: time(500ms,5s)

19:14:42 [WARNING] Autostop criterion requested test stop: Average response time higher than 500ms for 5s, since 17080:
19:14:42 [INFO] Finishing test...

19:14:42 [INFO] Stopping load generator and aggregator



A 4YTO C NTOUCKOM?

100.
99.
99..
95.
90.
85.
80.

— s vaATAET

Terminal

0% <
5% <
0%
0%
0%
0%
0% <

<
<
<
<

=aT

find-one-tank.sh

3,040

3,000.
2,885.
2,735.
19:14:42 [WARNING]

0
0
¢]

.0
0
0

0

3,100.
3,080.
3,070.
3,040.
3,000.
2,885.
2,735.
Autostop criterion requested test stop: time(500ms,5s)

build.sh

0

o 0 0o ©o o

0

3,099.3
3,099.3
3,089.6
.6
3
9

3,066

3,049.
3,039.
3,032.

Percentiles (all/last 1m/last), ms:
3,100.
3,080.
3,070.

1

.+_

V

. HTTP codes:
. 1,287 +339 100.00% : 200 OK

. Net codes:
. 1,287 +339 100.00% :

0 Success

. Average Sizes (all/last), bytes:

Request: 42.4 / 42.4

19:14:42 [WARNING]

Autostop criterion requested test stop: Average response time higher than 500ms for 5s, since 170801

19:14:42 [INFO] Finishing test...
19:14:42 [INFO] Stopping load generator and aggregator
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NHaekc

create index 1dx_symbol on stocks (symbol)
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https://www.postgresql.org/docs/16/static/sql-createindex.html
http://localhost:8080/?pgsql=db&username=postgres&db=postgres&ns=public&table=stocks

NMocne po6aBneHus:

Terminal

Data delay:

Percentiles (all/last 1m/last), ms:
100. 338.
99.
99.
95.
90.
85.

80.

0%
5%
0%
0%
0%
0%
0%

find-one-tank.sh

build.sh

<

<

<

<

<

<

<

338.

0.

o O B N3
© 0V W P g9 u;

4s,

0

RPS:

0.

o O P N3

1,502

O 0 RPN

8

11.

0.

© R R RPN
® 0V © P o W

S

v

. HTTP codes:
. 83,774 +1,502

. Net codes:
. 83,774 +1,502

. Average Sizes

Request: 42

100.00% : 200 OK

100.00% : 0O Success

(all/1last), bytes:

4/ 2.4 EEEENNNENNNNNENNNNNNENRRNANRRRNARRRRNNRRRNNRRNENY

19:19:42 [INFO] Phantom done its work with exit code: 0

19:19:42 [INFO] Finishing test...
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Jo6aBum 6anaHcep

a noyemy Obl He nginx?
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Jo6aBum 6anaHcep

Jlo6aBuM B prom erie MEeTpukK
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_ Ho ecTb OAUH HIOAHC...

Data delay: - s, RPS: 0

Percentiles (all/last 1m/last), ms: . HTTP codes:
. Net codes:

. Average Sizes (all/last), bytes:

22:39:56 [WARNING] Autostop criterion requested test stop: http(5xx,3%,1s)

22:39:56 [WARNING] Autostop criterion requested test stop: 5xx codes count higher than 3.0% for 1s, since 1709851192
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[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:
[07/Mar/2024:

A 3TO He OH

+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]
+0000]

"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET
"GET

/api/vl/stock?symbol=0CUP HTTP/1.0"
/api/vl/stock?symbol=AACG HTTP/1.0"
/api/v1/stock?symbol=NYCB HTTP/1.0"
/api/vl/stock?symbol=0CCI0O HTTP/1.0" 502 157 "-
/api/vl/stock?symbol=TLGYW HTTP/1.0" 502 157 "-
[/api/vl/stock?symbol=ACONW HTTP/1.0" 502 157 "-
/api/vl/stock?symbol=0ABI HTTP/1.0"
/api/vl/stock?symbol=0CUP HTTP/1.0"
[/api/vl/stock?symbol=TLGYW HTTP/1.0" 502 157
/api/v1l/stock?symbol=ADNWW HTTP/1.0" 502 157
/api/vl/stock?symbol=0ABI HTTP/1.0"
/api/v1l/stock?symbol=0MCL HTTP/1.0"
/api/vl/stock?symbol=ACONW HTTP/1.0" 502 157
/api/vl/stock?symbol=0ABI HTTP/1.0"
/api/v1l/stock?symbol=0MCL HTTP/1.0"
/api/vl/stock?symbol=APPL HTTP/1.0"
/api/v1l/stock?symbol=ADNWW HTTP/1.0" 502 157 "-"

k?

502 157 "-"
502 157 "-"
502 157 "-"

502 157 "-
502 157 "-

502 157 "-
502 157 "-

502 157 "-
502 157 "-
502 157 "-

° ll_ll
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Y@T

_ Ho ecTb OAUH HIOAHC...

@Throws (BeansException::class) new *
override fun postProcessBeforeInitialization(bean: Any, beanName: String): Any? {
if (beanName == "expensiveloader") {
runBlocking { this: CoroutineScope
logger.info { "Looks 1like we have a special scanner here >.<" }

for (i in 0 = .. = 60) {
logger.info { "scan: $i" }
delay(1.seconds)
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—_ YT0 Ba)XHO NOMHUTDL?

He 3a0b1BaiiTe nipo health checks u npaBunbHOM UX HACTPOUKOM.
Cnenure 3a mpoOaMu U 32 BpEMEHEM HX OIpOCa.

48



Terminal

find-one-balancer.sh

Hopmanusauusa Tpaduka -

Data delay: 4s,

Percentiles (all/last 1m/last), ms:
294,
39.
15.
2.
1.
1.
1.

100.
99.
99.
95.
90.
85.
80.

0%
5%
0%
0%
0%
0%
0%

<

A N AN AN AN A

294

i

1.
1

.0
39.0
15.0
2.5
.8
6
S

o 00U O OO

5

RPS: 1,501

9.

1

P RPN DN O
g o~ 00 N NN

9

Local -+

. HTTP codes:

. 84,778 +1,501 100.00% : 200 OK

. Net codes:
. 84,778 +1,501 100.00% : O Success

Request:

yaydyllaeM nokKasartesim uin HeT?

. Average Sizes (all/last), bytes:

42.4 / 42.4 EEEEEEEEEEEEERRENEERRRNNNRNENNNRRRNNRRE RN

19:32:27 [INFO] Phantom done its work with exit code: 0
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Omun cepBuc - 2.7 mc 99%

PesynbTathbl

Yepes NGINX — 15 mc 99%
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—_— UTtoru!

HAaIMCAJIN ITPOCTHIE TECTHI HA
TaHKE

nporectupoBanu GET u POST
CHENaIU MaTPOHBI JJIs1 TAHKA
U3YYUIU KOH(GUT U HACTPOUKHU
TeCcTa

MIPOUHCIIEKTUPOBAIU CEPBUC
YCKOPWJIN TPUBHUAJIbHBIA MTOUCK
n00aBuIM OaIaHCUPOBKY 1IEHOM
CKOpPOCTH
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Call to action!

TecTnpoBaTb Harpy3kom 4OCTaTOYMHO NPOCTO N €Cnn Yy Bac HET BoNbLION
KOMaHAbl, Bbl cTapTan Uin npocTto XoTUTE caMm Norpy3nTbca B Aebpu
TecTupoBaHus - genauvrte aTo!
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TODO

HopmupoBaHue Harpy3ku ¢ MOMOIIbIO HArPYy304YHOI'O TECTUPOBAHUS, HO

3TO "Apyras uCTopus’
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Cnacunbo 1 xenar ygauu!

S

e
Eplacth ot ke
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