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Y10 fOo/MmKeH ymeTb AenaTtb Kowenek?

» XpaHeHune npmBaTHON MHMOPMaLIA

 be3onacHoCTb

 Pe3epBHOE KOMMpoBaHME 1 BOCCTAHOBJIEHNE

e B3anmooencrtseume ¢ 3KOCUCTEMOU
e OTobparkeHne nHpopmaumm 0 Kom4yecTse akTUBOB
 OTnpaBka aKTVBOB

e [logonncb coobLeHnn n cMapT KOHTPAaKThI



O630p ocHOBHbIX OMuonuotek ana Web3
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e Ethers.|s



OTnpaBka TpaH3akuuu npv nomowym ethers.js

import {ethers} from 'ethers'

async function sendTransaction(to: string, amount: number) {
const provider = new ethers.providers.StaticJdsonRpcProvider( 'http://localhost:8545", {
chainId: ,

)

const signer = new
ethers.Wallet (' '0x69b39aa2fb86c7172d77d4b87b459ed7643¢cl1ledb052536561e08d7d25592b373");

const balance = await provider.getBalance(signer.getAddress())
console.log( 'before: ', balance.toString())

const tx = { to, value: ethers.utils.parseEther(amount) }
const signedTx = await signer.signTransaction(tx);

const txHash = await provider.sendTransaction(signedTxXx)
console.log( 'txHash', txHash)

const balanceNew = await provider.getBalance(signer.getAddress())
console.log( ' 'after’', balanceNew.toString())

sendTransaction( 0xAl16842b28FF96Ec695008996F0D85BE705A2¢c4Dd ", ).then(() => { })



[ eHepaunsa MHeMoOHU4YecKoun hpa3bl

function chunkSubstr(str: string, size: number) {
const numChunks = Math.ceil(str.length / size)
return Array.from({length: numChunks}, ( , 1) => str.substring(i * size, (1 + 1) * size))

}

function bytesToBits(bytes: Buffer): string {
return Array.prototype.slice.call(bytes, 0).map(b => (b).toString(2).padStart(8, "0")).join("");

}

function deriveChecksumBits (bytes: Buffer): string {
let hash = Buffer.from(sha256(bytes), 'hex');
return bytesToBits(hash).substring(0, bytes.length * / ) ;

}

export function entropyToMnemonic(entropy: Buffer) {

let bits = entropy.reduce((acc, byte) => acc + byte.toString(2).padStart(8, "0"), "") +
deriveChecksumBits (entropy)

let chunks = chunkSubstr(bits, ) .map( (binary) => parselInt(binary, 2));
return chunks.map((binary) => mnemonicWordlist[binary]).join(' ');



[lonyyeHue cupg opas3bl

import {pbkdf2Sync} from "pbkdf2";

export function getSeedPhrase(mnemonic: string, passphrase = ''): Buffer {
let saltBytes = mnemonic${passphrase}
return pbkdf2Sync(mnemonic, saltBytes, , , shabl2');

}




llony4yeHune npuBaTHOro Kjro4a

 HD (Hierarchical Deterministic) path

« m’/44°/60°/0°/0

import HDKey from 'hdkey';

const hdkey = HDKey.fromMasterSeed(seed);
const privateKey = hdkey.derive(hdPath).privateKey.toString( 'hex');




[MonydyeHue nydonvyHOro Ksro4a n agpeca

import {keccak256} from "js-sha3";

import elliptic from 'elliptic’;

export function accountInfo(privateKey: string): { publicKey: Buffer, address: string } {
const ec = new elliptic.ec( ' secp256kl’');
const key = ec.keyFromPrivate(Uint8Array.from(Buffer.from(privateKey, 'hex')));
const pk = key.getPublic(false, 'array').slice(l);

const publicKeyHash = keccak256(Buffer.from(pk));

return {
publicKey: Buffer.from(key.getPublic(true, ‘'array')),
address: '0x' + publicKeyHash.slice(-40),

t



B3aunmopgeuncrtBue ¢ 6nokyenHom yepes JSON-RPC

import {EVM ENDPOINT} from "@/eth/constants”;

export async function makeJsonRPCRequest<T>(method: string, params: any[] = []): Promise<T> {
const resp = await fetch(EVM ENDPOINT, {
method: 'POST',
headers: {
'Content-Type': ‘application/json',
}r
body: JSON.stringify({
jsonrpc: '2.0°',
method,
params,
id: 1,
})
})i

const json = await resp.json();
return json.result;



3anpoc 6anaHca

import BN from "bn.]js";

try {
const balance = await makeJsonRPCRequest<string>('eth getBalance', [address, 'latest'])

console.log( 'before:', balance)

} catch (e) {
console.log( 'error:', e.message())

}



[logroToBka TpaH3akLUM K OTrNpaBKe

1 import {UnsignedTransaction} from "@ethersproject/transactions";

2 import {makeJsonRPCRequest} from "@/eth/make-json-rpc-request";

3 import BN from "bn.js";

4 import {EVM CHAIN ID, MIN GAS} from "@/eth/constants";

5

6 export async function prepareTransaction(from: string, to: string, amount: BN): Promise<UnsignedTransaction> {
7 const nonce = await makeJsonRPCRequest<string>('eth getTransactionCount', [from, 'latest']);
8 const gasPrice = await makedsonRPCRequest<string>('eth gasPrice');
9

10 let estimateGas = MIN GAS;

11 try {

12 const resp = await makeJsonRPCRequest<string>('eth estimateGas', [{
13 from,

14 to,

15 value: '0Ox' + amount.toString('hex'),

16 maxFeePerGas: gasPrice,

17 maxPriorityFeePerGas: gasPrice,

18 1)

19
20 estimateGas = (new BN(resp, )).mul(new BN(2));
21 } catch (e) {
22 }
23
24 return {
25 chainId: EVM CHAIN 1ID,
26 data: '0x',
27 gasLimit: '0Ox' + BN.max(estimateGas, MIN GAS).toString( ' 'hex'),
28 type: 2,
29 maxFeePerGas: gasPrice,

30 maxPriorityFeePerGas: gasPrice,

31 nonce: parselnt(nonce, ),

32 to: to,

33 value: '0Ox' + amount.toString('hex'),

34 }i

35 }



[lognucb n oTnpaBka TpaH3aKUuun

1 import BN from "bn.js";
2 import {makeJsonRPCRequest} from "@/eth/make-json-rpc-request";
3 import elliptic from "elliptic”;
4 import {keccak256} from "js-sha3";
5 import {serialize} from "@ethersproject/transactions";
6 import {prepareTransaction} from "@/eth/prepare-transaction";
7
8 export async function transfer(privateKey: string, from: string, to: string, amount: BN): Promise<string> {
9 const tx = await prepareTransaction(from, to, amount);
10 const encodedTx = serialize(tx);
11
12 const txHash = keccak256 (Buffer.from(encodedTx.slice(2), 'hex'));
13
14 const ec = new elliptic.ec( 'secp256kl’);
15
16 const signature = ec.sign(
17 Buffer.from(txHash, 'hex'),
18 Buffer.from(privateKey, 'hex'),
19 {canonical: true}
20 ) 7
21
22 const signedTx = serialize(tx, {
23 Vv + (signature.recoveryParam ? signature.recoveryParam : ),
24 r: '0x' + signature.r.toString( 'hex'),
25 s: '0O0x' + signature.s.toString( ' 'hex'),
26 })
27
28 return await makeJsonRPCRequest<string>('eth sendRawTransaction', [signedTx]);

29 }



LLindbpoBaHue npuBaTHoro kiro4va keccak256

import BN from 'bn.js’;

import {CURVE N} from './constants';

import {accountInfo} from './account-info';
import {keccak256} from "js-sha3";

function hashPasswordToBN(message: string) {
return new BN (keccak256 (message), 'hex');

}

export function encryptPrivateKey(privateKey: string, password: string): { nonce: string,
publicKey: string } {
const hash = hashPasswordToBN (password) ;
const nonce = new BN(privateKey, 'hex').sub(hash).umod(CURVE N);
const {publicKey} = accountInfo(privateKey);
return {

nonce: nonce.toString( ' 'hex'),
publicKey: publicKey.toString( 'hex'),

}i



HewmndpoBaHmne npuBaTHoro kKiao4va keccak256

import BN from 'bn.js’;

import {CURVE N} from './constants';

import {accountInfo} from './account-info';
import {keccak256} from "js-sha3";

function hashPasswordToBN(message: string) {
return new BN (keccak256 (message), 'hex');

}

export function decryptPrivateKey(shareEncrypted: { nonce: string, publicKey: string }, password:

string): string {

const userInputHash = hashPasswordToBN(password) ;

const pk = new BN(shareEncrypted.nonce,
‘hex').add(userInputHash).umod (CURVE N).toString( 'hex').padStart(64, '0');

const info = accountInfo(pk);

if (info.publicKey.toString( ' 'hex') !== shareEncrypted.publicKey) {

throw new Error( Incorrect password');

}

return pk;

}



Yrpo3bl ANng KowlesnbKa

e YTeps npuBaTHOro kjto4va / MHEMOHMKA

e XpaHeHne B NnaMATy He3aWwmn@poBaHHOIo NPUBaATHONO Kiovya/MHEMOHKKA

e DUWMHIOBbLIN canT

 YenoBeyeckun pakTop



Jawmura

e [lanTe nonb3oBaTesnito CoOXPaHNTb CBON MHEMOHUK 1 NPOBEPLTE YTO OH 3TO
TOYHO caenan!

 Oby4yeHne nonb3oBaTens rpamMoTHOCTHU
o 3alundpoBaTb NpmMBaTHbLIN KoY / MHEMOHUK (Dpasy
* [/Icnonb3oBaTb XO0No4Hble KOLWenbKK, Takne Kak Ledger

* [/Icnonb3oBaTb CTOPOHHUE XpaHuUnuLla, Takne kak Metamask nnm Wallet



JlokanbHble ceTn Ang TecTtupoBaHna web3 npunno)xeHns

> npx hardhat init
> npx hardhat node

Started HTTP and WebSocket JSON-RPC server at http://127.0.0.1:8545/

Accounts

WARNING: These accounts, and their private keys, are publicly known.
Any funds sent to them on Mainnet or any other live network WILL BE LOST.

Account #0: Oxf39Fd6e51aad88F6F4ce6aB8827279cffFb92266 (10000 ETH)
Private Key: Oxac0974bec39a17e36badabb4d238ff944bacb478cbed5efcae784d7bf4f2ff80



Cnacmnbo 3a BHUMmaHue



