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NnaH-kankaH

a OOuwee noHATMEe 6e30nacHOCTU LienoYvky NocTaBoK
(Supply Chain) B kOHTEKCTE pa3paboTku

O630p muposbix ctaHgapToB SLSA, OWASP SCVS,
CIS SSCSG

Pa3bop atak Ha ueno4ky noctaBok (Supply Chain).
e [MpuMepbl TEXHMK 31TOYMbILLUSTIEHHUKOB N NOAXOAbI

OEeTEKTUPOBaAHNA

OueHka pucka komnpomeTauum yepesd Supply Chain
3aBucumocTen. [letanbHbl 0030p METPUK OSS
CTOPOHHUX KOMMOHEHT, KOTOPbIE MOXHO U HY>XHO
CMOTpPETb




BBoAHbLIE

* Open Source-3aBMCUMOCTU Be3e
* HE ncnonssoats Open Source-3aBUCMMOCTU HEBO3MOXHO

* Vlicnonesoeate Open Source-3aBUCUMOCTU BakHO De3onacHo

SECURE SUPPLY CHAIN



BBoAHbLIE

“You can't trust code that you did not totally create
yourself. Especially code from companies that employ
people like me”.

Bbi moxxeme 0ogepsimb KOOY, MOJibKO ecriu 8bl
Harnucarnu e2o camu. OcobeHHO Herlb35 008epPsiMb
KOOy om KomriaHuu, komopkle bepym Ha pabomy
makux KakK .

Ken Thompson, 1984
“Reflections on Trusting Trust”




Be3onacHocTb Lenoyku noctaBok (Supply Chain)

ObecneyeHne besonacHOCTH , 1o koTopomy 10
nonagaeTt B opraHmM3auunto, OT MOMEHTa ero co3gaHus Unu NokKynku oo

aTdalla NCMNoJib30BaHNA.

SOURCE THREATS BUILD THREATS

s e e e o e s &

Producer ——— Source + Build + Package |—>— Consumer

Dependencies

DEPENDENCY THREATS
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Nouyemy 6e3onacHocTb Supply Chain — npobnema?

P> Packt Hub

Malicious code in npm ‘event-stream’ package targets a
bitcoin wallet and causes 8 million download...

Last week Ayrton Sparling, a Computer Science major at CSUF, California disclosed

B 20 1 8 r_ - that the popular npm package, event-stream, contains a...

28 Honb. 2018,

3aBragenuv nonynspHom
ounbnmnotekon B8 NPM

B BegomocTu
Reuters: npu atake Ha SolarWinds xakepbl yKpain AaHHble
—  KoHTppasegku CLUA -
Xakepbl, B3nomasLume IT-komnaHuio SolarWinds B npowwnom rogy, NOXUTWAK AaHHbIE O
B 2020 r KOHTppasBeAblBaTE/bHbIX Onepaumnax CWAwn CaHKul-‘IOHHOﬁ NONMUTUKE...
' 7 OKT. 2021,

NoCTaBKa yA3BUMbIX |
OOHOBIIEHUIN N4 KITMEHTOB

M Bleeping Computer
Lazarus hackers deploy fake VMware PyPI packages in
VMConnect attacks

North Korean state-sponsored hackers have uploaded malicious packages to the PyPI

B 2023 I' a (Python Package Index) repository, camouflaging one of...
31 aBr. 2023r.

BpefoHOCHbIN nakeT B PyPI,
noxoxun Ha vConnector
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Nouyemy 6e3onacHocTb Supply Chain — npobnema?

B roa B cpeaHeM pacTeT KOJIN4YeCTBO aTak
Yyepes LENOYKY NMoCTaBOK



HO INMOYEMY BCE XE
BE3SOINACHOCTD
SUPPLY CHAIN —



Nouyemy 6e3onacHocTb Supply Chain — npobnema?

Administration Priorities The Record Briefing Room Espanol

THE WHITE HOUSE

MAY 12, 2021

Executive Order on Improving the
Nation’s Cybersecurity

Cim: » BRIEFING ROOM » PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws of

the United States of America, it is hereby ordered as follows:

Section 1. Policy. The United States faces persistent and increasingly
sophisticated malicious cyber campaigns that threaten the public sector, the
private sector, and ultimately the American people’s security and privacy. The
Federal Government must improve its efforts to identify, deter, protect
against, detect, and respond to these actions and actors. The Federal
Government must also carefully examine what occurred during any major

cyber incident and apply lessons learned. But cybersecurity requires more

11



Nouyemy 6e3onacHocTb Supply Chain — npobnema?

THE WHITE HOUSE

SsEIiIlilesiinactinaic fii) fiiviees Gl D e ) T

vendor’s current stage, next steps, and points of contact for questions;

(iii) incorporating automation throughout the lifecycle of FedRAMP,
including assessment, authorization, continuous monitoring, and compliance;

(iv) digitizing and streamlining documentation that vendors are
required to complete, including through online accessibility and pre-
populated forms; and

(v) identifying relevant compliance frameworks, mapping those
frameworks onto requirements in the FedRAMP authorization process, and
allowing those frameworks to be used as a substitute for the relevant portion

of the authorization process, as appropriate.

Sec. 4. Enhancing Software Supply Chain Security.
(a) The security of software used by the Federal Government is vital to the

Federal Government’s ability to perform its criti nctions. The

development of commercial software often lacks y, sufficient

focus on the ability of the software to resist att( te controls to
prevent tampering by malicious actors. There is ed to implement
more rigorous and predictable mechanisms for ensu products
function securely, and as intended. The security and integrity of “critical
software” — software that performs functions critical to trust (such as
affording or requiring elevated system privileges or direct access to
networking and computing resources) — is a particular concern. Accordingly,
the Federal Government must take action to rapidly improve the security and
integrity of the software supply chain, with a priority on addressing critical

software.
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Nouyemy 6e3onacHocTb Supply Chain — npobnema?

THE WHITE HOUSE

Administration Priorities The Record Briefing Room Espanol

SsEIiIlilesiinactinaic fii) fiiviees Gl D e ) T

vendor’s current stage, next steps, and points of contact for questions;
(iii) incorporating automation throughout the lifecycle of FedRAMP,

including assessmen horization. continuous monitoring. and compliance:

Sec. 4. Enhancing Software Supply Chain Security.

(a) The security of software used by the Federal Government is

of the authorization process, as appropriate.

Sec. 4. Enhancing Software Supply Chain Security.

(a) The security of software used by the Federal Government is ital to the

Federal Government’s ability to perform its criti nctions. The

development of commercial software often lacks y, sufficient

focus on the ability of the software to resist att te controls to
prevent tampering by malicious actors. There is a ed to implement
more rigorous and predictable mechanisms for ensu at products
function securely, and as intended. The security and integrity of “critical
software” — software that performs functions critical to trust (such as
affording or requiring elevated system privileges or direct access to
networking and computing resources) — is a particular concern. Accordingly,
the Federal Government must take action to rapidly improve the security and
integrity of the software supply chain, with a priority on addressing critical

software.
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O030p cTaHpapTOB

a SLSA (Supply-chain Levels for Software Artifacts)
a OWASP Software Component Verification Standard (SCVS)

a CIS Software Supply Chain Security Guide (SSCSG)
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SLSA (Supply-chain Levels for Software Artifacts)

dpenmBOpK, YEK-NUCT TPeOOBaHUI, KOTOPbIE AOIKHbI ObITb YYTEHbI B

besonacHou ueno4dke noctaBok (Supply Chain)

SOURCE THREATS

BUILD THREATS

G

Producer > Source

Draft Version 1.0
Open for Comments

SOURCE THREATS

B Compromise source repo

C Build from modified source

15

6 84 8 a

=

A Submit unauthorized change

> . Build Package > Consumer
Dependencies
DEPENDENCY THREATS
DEPENDENCY THREATS BUILD THREATS
D Use compromised dependency E Compromise build process

F Upload modified package
G Compromise package registry

H Use compromised package



SLSA (Supply-chain Levels for Software Artifacts)

VIHTepecCHbIN goknaa no TeMe LenoYvek nocTaBok:

16



SLSA (Supply-chain Levels for Software Artifacts)

SOURCE THREATS BUILD THREATS

N

A = A & & L 4o

Producer —>—[ Source J++{ Package ]+ Consumer

[
............ /

————————————————

————————————————

DEPENDENCY THREATS
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SLSA (Supply-chain Levels for Software Artifacts)

nonynspHbIX OUBMNOTEK NMEIOT XOTH Obl OAUH KOMMMT,
KOTOPbIN ObIN co3gaH U BAIUT TOSIbKO OHUM
pa3paboTYMKOM

18



SLSA (Supply-chain Levels for Software Artifacts)

— MHbopMaLUst O TOM, KTO co3aar OAUH UIU HECKOSbKO MPOorpamMMHbIX

apTquaKTOB N Kakune 3T1aribl U MaTepualibl MCMNoJsib3oBalinCb A4 co3gaHnUA 3TUX

aptedpaktoB. dopmat (https://github.com/in-toto/attestation).

19




SLSA (Supply-chain Levels for Software Artifacts)

— MHbopMaLUst O TOM, KTO co3aar OAUH UIU HECKOSbKO MPOorpamMMHbIX

apTquaKTOB N Kakune 3T1aribl U MaTepualibl MCMNoJsib3oBalinCb A4 co3gaHnUA 3TUX

aptedpaktoB. dopmat (https://github.com/in-toto/attestation).

" type": "https://in-toto.io/Statement/v0.1",
"subject": [

{

"name": "output.txt",
"digest": {
"sha256": "a948904f2T0f479b878197694b30184b0d2edlclcd2alec0fb85d299a192a447"
}
}
1,
"predicateType": "https://slsa.dev/provenance/v0.2",
"predicate": {
"buildtype": "https://www.jenkins.io/Pipeline”,
"builder": {
"id": "http://jenkisDashboard/job/public test/122/"
}
"invocation": {
"configSource": {

"uri": "git://github.com/Samsung/slsa-jenkins-generator.git@refs/heads/main",

20



SLSA (Supply-chain Levels for Software Artifacts)

Gitlab nnatHasa Bepcusa - Onuma RUNNER GENERATE ARTIFACTS METADATA =
‘true” B Bawewm .gitlab-ci.ym!| gpanne

“ Why GitLab Platform Solutions Pricing Resources Company Contact us Q Talk to an expert Get free trial Sign in

Jun 22,2022 - Dov Hershkovitch &

GitLab 15.1 Release

GitLab 15.1 released with SAML Group Sync and SLSA
level 2 build artifact attestation

Today, we are excited to announce the release of GitLab 15.1 with SAML Group Sync, SLSA level 2 build
artifact attestation, links to included CI/CD configuration, enhanced visibility into value stream with
DORA metrics, and much more!

These are just a few highlights from the 30+ improvements in this release. Read on to check out all of the
great updates below.

Join us on June 23rd as we celebrate DevOps! GitLab co-founder and CEO, Sid Sijbrandij, will introduce
best-selling author and DORA co-founder, Gene Kim. Gene will share his research and expectations for
the future of DevOps then GitLab VP of Product, David DeSanto, will share how GitLab is evolving The
One DevOps Platform to meet that future. We'll also unveil a new program to support your career
aspirations. You won't want to miss this one-hour virtual event. Reserve your seat now!

To preview what's coming in next month’s release, check out our Upcoming Releases page, which
includes our 15.2 release kickoff video.
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SLSA (Supply-chain Levels for Software Artifacts)

GitHub Actions ¢ nnaruHom - https://github.com/slsa-framework/slsa-github-generator

Onsa Jenkins - hitps://github.com/slsa-framework/slsa-jenkins-generator Ol
e

= O slsa-framework / slsa-github-generator Q Type (7 to search D + - (OIS l.J

<> Code (O Issues 237 i1 Pullrequests 10 ® Actions [ Projects |~ Insights

3 slsa-github-generator Pusic ®Watch 11 ~ % Fork 106 - ¥ Star 334 -

LAy |7 oomnches: §) 20 Tags = O slsa-framework / slsa-jenkins-generator Q Type (7] to search b + -0 Inla L ,'
“ .
)y saisati ra and | i feat - . : .
bt = At IS POIREEE <> Code! (D! Issues: §F 19 Pullrequests 2 (® Actions () Security |~ Insights
I .github feat: renan
o, i i ~
& acions i e y slsa.]enkms-generator Public ® Watch 8 % Fork 5 v Yy Star 19 =
B8 github fix(deps): u
B images docs: Updz ¥ main ~ ¥ 2Branches © 0 Tags Q Gotofile t Add file ~ <> Code ~ About
B intemal revert: “fea A proof-of-concept SLSA provenance
renovate-bot Add renovate.json (#1 0Oe56af0 - lastyear %) 12 Commits i
B s . w ison (#1) year O generator for Jenkins
B sisa fix(deps): v B8 docker [DOC] Update License location last year [0 Readme
. ianail v &8 MIT license
) version e 8 example Add example and config files 2 years ago - )
Activi
3 .gitignore fix: markda v
8 plugin [DOC] Update License location last year = Custom properties

[ .golangci.yml chore: gole

; ¢ 19stars

[B LICENSE [DOC] Update License location last year
[ .markdownlint.yaml chore: Add 2
® 8 watching

B3 .markdownlintignore ci: Add mal [ README.md [DOC] Update README.md last year % 5forks
O yamlintyaml chore: Add [ renovate.json Add renovate.json (#1) last year Report repository
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https://github.com/slsa-framework/slsa-github-generator

SLSA (Supply-chain Levels for Software Artifacts)

HyxeH B nepByto odepenb anga npounssoautens MO, 4ytobbl MOXHO ObINIO cKa3aTb:
9710 gaet bonblue goBepust Ans

nonb3oBaTensd u 3actaBnseT npousogntens O oTHocUTLCS K BbIbOpy cOopkn bonee
TLLATESBHO.

SOURCE THREATS BUILD THREATS

6 6 664 6 a

Producer —>— Source ———( Build )——>——| Package |—>— Consumer

Dependencies

DEPENDENCY THREATS
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SLSA (Supply-chain Levels for Software Artifacts)

Kyverno third-party ayout, nposognmbi komnaHuen Ada Logics, no utory
KOTOPOro ObIfin TakkKe OLleHEHbI PUCKM LIENOYKN NOCTAaBOK B COOTBETCTBMM C SLSA.

LAl geL Ore duldCK sSuridee iaenuiea auring uie wtnredl modaetung: FoliLy pypdsses, 1.e. WIiere arnl
internal attacker attempts to submit a request that bypasses a policy deployed by the Kyverno
admin.

The SLSA review found that Kyverno complies at the highest level (SLSA Level 3). Kyverno builds
its releases on GitHub Actions and includes verifiable provenaace'with releases, which makes
Kyverno hardened against a series of well-known attaekVectors in Kyverno's software supply-

Ada Logics Ltd




SLSA (Supply-chain Levels for Software Artifacts)

SOURCE THREATS BUILD THREATS

N

A = A & & L 4o

Producer —>—[ Source J++{ Package ]+ Consumer

[
............ /

————————————————

————————————————

DEPENDENCY THREATS
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OWASP Software Component Verification Standard (SCVS)

Ctanpapt OWASP SCVS:

- HanpasrieH Ha ynyduweHne 6e30nacHOCTU U
KayecTBa uenoyek nocrtasok 10O

Software Component - chopmynumpoBaH OOCTaTOYHO KpaTKo

Verification Standard 5
 COCTOUT U3 LUECTUN KOHTpOINen

26



OWASP Software Component Verification Standard (SCVS)

HeobxoanuMocTb MHBEHTapU3aLUm

TpeboBaHUA K cogep>XMMmomy cneumndukaumm nporpamMmmHoro
obecneveHus (SBOM)

TpeboBaHUsA K NpaBUIIbHON HACTpPoWKe cpenbl cObopKu

TpeboBaHuMsA K ynpaBneHuo NakeTamm

AHann3 KOMMNOHEHTOB Ha YA3BMMOCTU, KAYECTBO N Hanuyune
OnacHbIX NMUUEH3NN

COop nHdopmaumm 0 NPONCXOXKAEHNN NAKETOB U UX
MoanduKaLnun

27



OWASP Software Component Verification Standard (SCVS)

@D[UHSD ( Get Started BOM Maturity Model

S e Verification Requirements
Frontispiece

Preface Description

Using the SCVS = ) )
Component can be analyzed with linters and/or static analysis tools
Assessment and Certification

V1: Inventory Requirements 3 Component is analyzed using linters and/or static analysis tools prior to use

V2: Software Bill of Materials (SBOM)

Requirements Linting and/or static analysis is performed with every upgrade of a component

PR L S An automated process of identifying all publicly disclosed vulnerabilities in third-party and open source

V4: Package Management : components is used
Requirements

5: Component Analysis Requirements . An automated process of identifying confirmed dataflow exploitability is used

V6: Pedigree and Provenance

. An automated process of identifying non-specified component versions is used
Requirements

Guidance: Open Source Policy : An automated process of identifying out-of-date components is used

Appendix A: Glossary
An automated process of identifying end-of-life / end-of-support components is used

Appendix B: References
An automated process of identifying component type is used
An automated process of identifying component function is used

An automated process of identifying component quantity is used

An automated process of identifying component license is used




CIS Software Supply Chain Security Guide (SSCSG)

ONUCbIBAET 3Tanbl LLENOYKN NOCTaBOK MPOrpaMmmMHOro
obecnevyeHusd, HaumHas ¢ JobaBneHua Kkoga paspaboTYMKoOM U
3akaH4umBas goctaBkou 1O KnneHTy.

PykoBO4CTBO cornacyeTtca co
cTaHaapTamu 6e30MacHOCTH, TaKUMK Kak @ conerter
SLSA, n Bkntoyaet 6onee 100

pekomMeHAaumMmn B NATU OCHOBHbIX
KaTeropusx.

@ CIS Benchmarks™

CIS Software
Supply Chain

Security Guide
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CIS Software Supply Chain Security Guide (SSCSG)

1. Source Code: ynpaBneHne UCXo4HbIM
KOOOM NPUNOXXEHUS

2. Build Pipelines: besonacHOCTb COOpKU

3. Dependencies: ynpaBneHue

3aBMCUMOCTAMU
4. Artifacts: ynpaeneHue aptedakramu @ internet Security @ asBenchmarks®
cbopKu
5. Deployment: 3awmTta npouecca
pa3BepTbiBAHUSA NPUITOXEHUSA U CIS SOftwa e
CBsI3aHHbIX bannoB 1 KoHMUrypaumm Supply Chain

Security Guide

30




CIS Software Supply Chain Security Guide (SSCSG)

CornacHo nyHkTty 3.1.8 CIS Software
Supply Chain Security Guidelines,
BO3pacCT nakeTa AoimkeH bbiTb bonbLue 60
OHEN: 3Ta Mepa npegoCcTopPOXXHOCTU
NOMOXET n3dexarb BHeApPEHUS
noTeHUManbHO BPeAOHOCHbIX CTOPOHHNX
NakeToB U 0becneunTb OCTaTOYHOE
BpPEMS Ha UX NPOBEPKY.

31

3.1.8 Ensure all packages used are more than 60 days old

—

Description
Use packages that are more than 60 days old. =

Rationale
Third-party packages are a major risk since an organization cannot contt
and there is always the possibility these packages could be malicious. It
practice to remain cautious with any third-party or open-source package
ones, until they can be verified that they are safe to use. Avoiding a new |
organization to fully examine it, its maintainer, and its behavior, and gives
determine whether or not to use it.

noTe Developers may not use packages that are less than 60 days old

Audit
For every package used, ensure it is more than 60 days old.

Remediation
If a package used is less than 60 days old, stop using it and find another



O0630p cTaHpapTOB

a SLSA (Supply-chain Levels for Software Artifacts)

a OWASP Software Component Verification Standard (SCVS)
e CIS Software Supply Chain Security Guide (SSCSG)

OWASP | Standard

<CIS. et Security’ (® c1sBenchmarks™

Draft Version 1.0
Open for Comments

CIS Software
Supply Chain

Security Guide




CAMOE YA3BMMOE 3BEHO
LIEMNMOYKUM NMOCTABOK — 3TO



CAMOE YA3BMMOE 3BEHO
LIEMNMOYKUM NMOCTABOK — 3TO



BCcnoMHuUm

“You can't trust code that you did not totally create
yourself. Especially code from companies that employ
people like me”.

Bbi moxxeme 0ogepsimb KOOY, MOJibKO ecriu 8bl
Harnucarnu e2o camu. OcobeHHO Herlb35 008epPsiMb
KOOy om KomriaHuu, komopkle bepym Ha pabomy
makux KakK .

Ken Thompson, 1984
“Reflections on Trusting Trust”




Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Conduct Open-Source
Supply Chain Attack

Develop and Advertise Distinct
Malicious Package from Scratch

Create Name Confusion with
Legitimate Package

Subvert Legitimate Package
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Develop and Advertise Distinct
Malicious Package from Scratch

S Pa3pabomka u npodsuxeHue omaoesibHo20
8pedOHOCHO20 rnakema ¢ Hyns

37



Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

@
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Paspabotuuk RIAEvangelist _

dev.by
( . https://devby.io > HoBOCTH

ﬂonynﬂprm npm-nakeT ygasqaet U nepe3anncoiBacT ...

18 map. 2022 r. — OgHako Tenepb 00HapyXWNoChb, YTO HEKOTOPbIE BEPCUM U3BECTHOM

bubnuotekn node-ipc, Toxe nogaepxusaemoit RIAEvangelist, cogepxar ropasgo 6onee ...
@ SC Media

https://iwww.scmagazine.com > ...

What happens when 'protestware’' sabotages open source ... i) Forowger

https://portswigger.net > npm...
17 map. 2022 . — As RIAEvangelist updated Node-ipc, he updated the version numbers as

well, triggering automatic updating of code for many downstream users. " ... NPM maintainer targets Russian users with data'W'pmg

21 map. 2022 r. — 'RIAEvangelist’ (aka Brandon Nozaki Miller) embedded malware — or

‘protestware’, as he dubbed it — into Node.JS module node-ipc's latest ...
m Student Pocket Guide
https:/iwww.thestudentpocketguide.com > ...

RIAEvangelist's anti-war "protestware" bashed by FOSS ... ;

Hacktivist RIAEvangelist sparked outrage beyond the FOSS (Free and Open Source B
Software) community after uploading “protestware” (read malware) to his own ...

[TogO0OHbIX XaKTUBUCTOB MOXHO OTCIIEXXMBaTb B PENO3UTOPUN
https://qithub.com/toxic-repos/toxic-repos
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Develop and Advertise Distinct
Malicious Package from Scratch

S Pa3pabomka u npodsuxeHue omaoesibHo20
8pedOHOCHO20 rnakema ¢ Hyns

40



Pa36op aTtak Ha ueno4ky noctaBok (Supply Chain)

Starjacking - TexHuKa akTyanbHa ans nakeTHolx MmeHegpkepoB NPM/Yarn, PyPi u

RubyGems. 3akrno4aeTcs B Kpaxke nonynapHOCTU («3BE3O0YEK») Y HYXKOro

N3BECTHOIO MNaKeTa.

41




Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

@ Search Gems... Q RELEASES BLOG GEMS GUIDES SIGN IN SIGN UP

Openssygﬁ

OpenSSL for Ruby provides access to SSL/TLS and general-purpose cryptography based ) Star | 229
on the OpenSSL library. -

RELEASES BLOG GEMS GUIDES SIGN IN SIGN UP

GEMFILE:

[gem ‘openssl', '~> 3.2'

INSTALL:

[ gem install openssl

It wraps the OpenSSL library. ) Star || 229
P!
TOTAL DOWNLOAD:!
434
GEMFILE:
[gem 'openssl-custom', '~> 2.2', '>= 2.2.2' FOR TSRS
434

INSTALL: LICENSE:

[ gem install openssl-custom RUBY

REQUIRED RUBY VERSION:
>=2.2.0
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Conduct Open-Source
Supply Chain Attack

Develop and Advertise Distinct
Malicious Package from Scratch

Create Name Confusion with
Legitimate Package

Subvert Legitimate Package
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Create Name Confusion with
Legitimate Package

Co3sdaHue 8peO0OHOCHbIX Nakemos,
MOXOXUX Ha JleaUmUuMHbIe

44



Pa36op aTtak Ha uenoydky noctaBoK (Supply Chain)

XX

45

Combo-squatting

Altering Word Order

Manipulating Word Separators

Typo-squatting

Built In Package

Brandjacking

Similarity Attack

Omitting Scope or Namespace

Al Package Hallucination



Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

colors_ or

» Published 4 years ago

E Code (»Beta ) 9 0 Dependencies &% 21436 Dependents @ 26 Versions

Install

- : . _ » npm i colors ©
e “-dependencies ““devDependencies

Please check out the roadmap for upcoming features and releases. Please open Issue~*=

colorsss_
0.0.2 « K

- node examples/normal-usage.js
First some yellow text This package di

provide feedback, and check the develop branch for the latest bleeding-edge upd

+ Published 5 days ago

get color and style in your node.js console

[ﬁ Explore [sema) 9 7 Dependencies & 0Dependents @ 2 Versions

not have a README. Add a README to your package so {

. Install
Underline that text how to get started. e
q A > npm 1 colorsss
0 v
RO E Keywords
dEﬂp T:‘E BA§H y + Weekly Downloads
. g 100
ansi terminal colors
Version License
0.0.2 MIT
Unpacked Size Total Files
50.9 kB 20
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

.e nuget Packages Upload  Statistics Documentation  Downloads  Blog Sign in
Search for packages... 0
Downloads Full stats —
) NLog.Web.AspNetCore 53¢ o
E—C Total .

& Prefix Reserved

.NETS5.0 | .NETCore 3.1 | .

.NET CLI Package Manager

Current version 532.8K

Per day average 27.1K
Script & Interactive Cake

e nuget Packages Upload Statistics Documentation Downloads Blog Sign in

Search for packages... £

Downloads Full stats —

i) NLog.Web.AspNetCore.Targets.Gelf 130 -
Tota .
416.1K

Current version

.NET CLI Package Manager PackageRefe Script & Interactive
L L L : Per day average 334




Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Dependency Confusion - 3anyTblBaHWE MeEHeOXepa naketa Bo BpeMs ckadmBaHUA
NoKarnbHbIX 3aBUCUMOCTEN. [ 3TOro 3noyMbILUITIEHHUKM MOTYT 3arpy»<aTb B
0oOLLEeOOCTYMNHbIN PENO3UTOPUN BPEAOHOCHLIN MAKET C TEM XXE UMEHEM, YTO U

BHYTPEHHUN.

PIP
] 5 2. 3.
Private package index Public package index
Original Malicious
Qweb Qweb
2021.03.1 69420.0.0
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Dependency Confusion - 3anyTblBaHWE MeEHeOXepa naketa Bo BpeMs ckadmBaHUA
NoKarnbHbIX 3aBUCUMOCTEN. [ 3TOro 3noyMbILUITIEHHUKM MOTYT 3arpy»<aTb B
0oOLLEeOOCTYMNHbIN PENO3UTOPUN BPEAOHOCHLIN MAKET C TEM XXE UMEHEM, YTO U
BHYTPEHHUN.

ubuntu-s-1vcpu-1gb-fral X |l Download and install- T/ X | S FH{AIEE x | €) projectdiscovery/httpx: " X Wl n

& C O 8 shein.com/

3] Import bookmarks... %) Getting Started #) New Tab

280 2eh :
® N Network {3 Inspector Console [ Debugger {} StyleEditor () Performance {Jx Memory [ Storage - Accessibility 835 Application ¢ Cookie Editor & HackTools 01 (] - X
Sources Outline [@ BI Il
+ 3 Main Thread L
» & api-pa
v @ assets.dotfashion.cn Ctrl+P G C
*B » 4
» axios@0.21.1/dist Ctrl+Shift+F Findin files 'O
Ctrl+/ Showallsh




Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Dependency Confusion - 3anyTblBaHWE MeEHeOXepa naketa Bo BpeMs ckadmBaHUA
NoKarnbHbIX 3aBUCUMOCTEN. [ 3TOro 3noyMbILUITIEHHUKM MOTYT 3arpy»<aTb B
0oOLLEeOOCTYMNHbIN PENO3UTOPUN BPEAOHOCHLIN MAKET C TEM XXE UMEHEM, YTO U
BHYTPEHHUN.

& Neutral Pumpkin Mews

npm Q_ search packages m Sign Up Sign in

@pizza-hut-us-development/client-core
9999.9.9 « Public « Published 3 months ago

B Readme [ code (g} & 0Dependencies &> 0Dependents @ 1versions

This package does not have a README. Add a README to your package so that users know how to get started.

Keywords

nnnnn
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Kak nsoexarb Dependency Confusion?

[MpoBeEpPUTL, HET N yXe B 06LWeO0CTYNMHOM NakeTHOM MeHeIKepe Bawmx onbnmotek

MNMpumepsbl ana NPM: https://www.npmjs.com/package/YOUR-PACKAGE-NAME
https://npmjs.com/org/SCOPE-NAMES

Ncnonb3oBaTb BO3MOXHOCTM dhainoB 6rokMpoBku ons obecneveHns 6e3onacHoro ynpaeneHus
3aBNCMMOCTSIMM

lNpumep: package-lock.json onga NPM mnnn Gemfile.lock gna Ruby

cnonb3oBaTtb cneaywwmne MHCTPYMEHTDI:

* YTtunuta https://qithub.com/visma-prodsec/confused npoBepsieT, 3aHATbI NN UMEHA
NpUBaTHbIX MAKETOB B MYOINYHbIX PEMO3NTOPUAX

* YTtunuta https://github.com/sonatype-nexus-community/repo-diff npoepseT, HET Nn
B MPOKCMpPYyEMBbIX peno3utopmnsax Nexus NakeToB C TAaKMMU K€ MMEHAMM, YTO U B NPMBATHbIX



https://www.npmjs.com/package/YOUR-PACKAGE-NAME
https://npmjs.com/org/SCOPE-NAMES
https://github.com/visma-prodsec/confused
https://github.com/sonatype-nexus-community/repo-diff

Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Subvert Legitimate Package

1~ Paspywumb 3aKOHHbIU
nakem
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Inject into Sources of Legitimate
Package

Inject During the Build of
Legitimate Package

Distribute Malicious Version of
Legitimate Package
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Become Maintainer - 3noymbIlLUIEHHUK 3aCTaBNSIET aBTOPOB 3aOPOLLEHHbIX
NakeToB nepenaTtb cebe rnpasa Unn PermcTpupyeT Ha cebss peno3nTopun Nog UMeHeM
Opyroro, KoTopbln ObIN paHee ygarneH unu CMeHU Ha3BaHue.
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Pa3b6op aTtak Ha ueno4ky noctaBokK (Supply Chain)

Become Maintainer - 3noymbIlLUIEHHUK 3aCTaBNSIET aBTOPOB 3aOPOLLEHHbIX
NakeToB nepenaTtb cebe rnpasa Unn PermcTpupyeT Ha cebss peno3nTopun Nog UMeHeM
Opyroro, KoTopbln ObIN paHee ygarneH unu CMeHU Ha3BaHue.

P> Packt Hub

Malicious code in npm ‘event-stream’ package targets a
bitcoin wallet and causes 8 million download...

Last week Ayrton Sparling, a Computer Science major at CSUF, California disclosed
that the popular npm package, event-stream, contains a...

28 HoA0. 2018 T.

event-stream B 2018 . -
3aBnagenu nonynspHou
ononunotekon B8 NPM
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OueHka pucka komnpomeTtauum vyepe3s Supply Chain 3aBucumocten

[TonynapHOCTb
ABTOPCKUI COCTaB
AKTUBHOCTb coobulecTBa

3anHTepecoBaHHOCTb B 6€30nacHOCTU
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OueHka pucka komnpometauum vyepe3s Supply Chain 3aBucnmocrtem

MeTpuka

0 [TonynapHOCTb

o, Js-funzip Pusic

¥ master ~ ¥ 1branch © 0tags

e SheetJSDev initial commit

& node-unzip Fuwic

¥ master ~ P 4abranches © 16tags

G EvanOxfeld 0.1.11

®Watch 5 ~ % Fork 2 - vy Star 4 -

Go to file Add file ~ About

“funzip’ for nodejs

a94ffe9 on Jul 19, 2018 ¥ 1 commit
0 Readme

® Watch 14 ~ % Fork 331 - vy Star_609 -

cowofie  Addfie~ About 5

node.js cross-platform unzip usi
5a62ecb on Sep 9, 2014 (9 86 commits streams
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OueHka pucka komnpometauum vyepe3s Supply Chain 3aBucnmocrtem

MeTpukKa

e AKTMBHOCTb coobulecTBa

This repository has been archived by the owner on Oct 31, 2018. It is now read-only.
—_

@ AnkiTools (Public archive ) ® Watch 2 ~ ¥ Fork 7 |~ | Yy Star 58

Go to file ¢> Code ~ About

an Anki *.apkg and collection.anki2

¥ master ~ ¥ 2branches © 0tags

Q patarapolw Deprecation warning - use ankisync instead. fab6836 on Oct 31, 2018 O 74 commits reader and editor
B .idea Deprecation warning - use ankisync instead. 5 years ago @ ankitools.readthedocs.io
—_—
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OueHka pucka komnpometauum vyepe3s Supply Chain 3aBucnmocrtem

MeTpukKa

° 3anHTepecoBaHHOCTb B 6€30nacHOCTU

= O facebook / react Q + <~ (O & l._.'

<> Code (5 Issues 1.1k i Pullrequests 397 () Actions [ Projects [0 wiki @ Security

3l ¥ main ~ react/ SECURITY.nd (O Q Gotofile t

e AlicanC Create SECURITY.md (#1578 1b6e269 - 4 yearsago 1) History

| Preview | Code Blame 7 lines (4 Bytes Raw D & 2 ~

Reporting Security Issues ¢

If you believe you have found a security vulnerability in React, we encourage you to let us know right away. We will
investigate all legitimate reports and do our best to quickly fix the problem.

Please refer to the following page for our responsible disclosure policy, reward guidelines, and those things that should
not be reported:

https:/iwww.facebook.com/whitehat
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OueHka pucka komnpometauum vyepe3s Supply Chain 3aBucnmocrtem

Bbubnunorteka cosnaHa HegaBHO

colorsss
0.0.2 ¢+ Public ¢ Published 5 day/s ago
[3 Readme !i Ex;\) 9 7 Dependencies & 0Dependents @ 2 Versions

This package does not have a README. A E to your package so that users know

Install (

> npm 1 colorsss

how to get started.

Keywords
¥+ Weekly Downloads

ansi terminal colors

Versi\‘\ License
0. MIT
Unpackéc Size Total Files
50.9 kB 20
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BbiBOAbI

BesonacHocTb Supply Chain — aTo obecneyeHne 6e3onacHoCTU , NO
koTopomy O nonagaet B opraHn3aumio, OT MOMeHTa CO34aHUA UNKU NOKYMKN 40 UCMNONb30BaHUA

HBeHTapusaums:
BmecTe ¢ 9TuM npoLue nckatb 10O camoe YA3BMMOE 3BEHO

3

Camoe yA3BUMO€E 3BEHO LIEMOYKN NMOCTAaBOK —

7

| —~ I rlpeBeHTI/IBHbIe Mepbl. CMOTPETb, YTO Mbl YCTaHaBJINBaAEM,



Q&A



CINACUBO 3A BHAMAHNKE!

TATbAHA KYLOBOIJ
BE,EI,YLLI,I/IVI AHATTMTUK-UCCIIEOQOBATEJIb b
'K « COJTAP»

t.kutsovol@rt-solar.ru
@Iuttatiana



