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3auyeM 3TOT AOKAAA?

s JEP 444: Virtual Threads
«/t 1s nhot a goal to change the basic
concurrency model of Javax»

» Java Renaissance by Georges Saab
«No need to change paradigms,
Jjust make threads better»

MUZ Plat.Form



Kotlin: coroutines Go: goroutines

CTek stackless stackful
NMAaHMpoBaHue dispatcher GMP-MmoAeADb
NMepekKAoYeHUe ABHbI® TOHKN B AIO6OM MecTe

p MPUOCTaAHOBKMU
dyHKUMS,
npeBpalleHHas KaK MOTOK, HO TOAbKO
MHTyMu‘Mﬂ KOMMUAATOPOM B CUADHO AcellleBAe

KOHeYHbIX aBTOMAT
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Java: virtual threads Go: goroutines

CTtek stackful stackful
NMAaHUpoOBaHUe MN-MoAeADb GMP-MmoAaeADb
NMepekAOUYeHUe B AlO60OM MecTe* B AlO6OM MecTe

KaK MOTOK, HO TOAbKO KaK MOTOK, HO TOAbKO
MHTyMu‘Mﬂ CUADHO ALl eBAe CUADHO Af€lleBAe
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The Go Memory Model

Version of June 6, 2022

Introduction

The Go memory model specifies the conditions under which reads of a variable in one
goroutine can be guaranteed to observe values produced by writes to the same variable in a
different goroutine.

Advice
ANA HAlTNCaHUWA

KOHKYPEHTHbIX
rnporpamMm Ha Go
|
He 06593aTeNbHO |
3HATb MOAEANb :
l
|
1

Programs that modify data being simultaneously accessed by multiple goroutines must
serialize such access.

To serialize access, protect the data with channel operations or other synchronization
primitives such as those in the sync and sync/atomic packages.

If you must read the rest of this document to understand the behavior of your program, you
are being too clever.

F1IaMATH

Mon't be clever.

\

‘------J
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Project Loom: Fibers and Continuations for the Java
Virtual Machine

«Fibers can provide a low-level primitive upon which

Interesting programming paradigms can be
implemented, like channels, actors and dataflow...»
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MTAaH
o SaYeM 3TOT AOKAAA

e [MpepeKBU3InTbLI
e AKTOPbDI
» KaHaAbl n CSP

e [laTTepH Pipeline

s WTOMM
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[MpepekBU3UTDI
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int x, vy, z
volatile boolean ready false

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Thread 1 Thread 2

; = 20 ; Whch\ |Cqu’\
oy = 13 i Thread.onSpinWait()
oz = 42

........................................................................................................................

N < X
I I .
I I .
DNEEDN
NN N O
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- class Item { int x, vy, z }
flnal BlockingQueue<Item> queue = new L1nkedBlock1ngQueue<>()

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Thread 1 Thread 2
var item = new Item() var item = queue.take()
1tem.x = 20
1tem.y = 13 item.x == 20
item.z = 42 item Ly == 13
gqueue.add(item) item.z == 42
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'MAQH

« lpepeKBU3IUTHI
e AKTOPbDI

s KaHaAbl u CSP

e [laTTepH Pipeline

s WTOMM
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AKTOpPbDI
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Mutable
state
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abstract class Actor<M> implements AutoCloseable {
private final BlockingQueue<lM> mailbox = new LinkedBlockingQueue<>()

private final Thread worker = Thread.ofVirtual().unstarted(this::runLoop)

public void start() { worker.start() }
public void close() { worker.interrupt() }

protected abstract void onMessage(l message) 4 LNOMKa 06paboTKU

private void runLoop() {
try {
while (!Thread.currentThread().isInterrupted()) {
M message = mailbox.take()

onMessage (message)
r1oUMep:

MHOIOMNMOAB30BATEABCKUU

Thread.currentThread() .interrupt () HYaTl C OTANbHbIMU
y KOMHATaMM

1
} catch (InterruptedException e) {

}
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AKTOPbI: KOraoa UCNMOAb30OBaTb?

e CPU-bound
MAapPaAAEAbHbIE 3aAa4YU

@ MHOIro HesaBMCUMBbIX
stateful-cywHocTen

a ObLwee rnobanbHoOe
COCTOAHMe

e B paMkax opHOU
CYLLUHOCTU 0bpaboTKa
MOCAEAOBAaTEAbHAA

@ CAULLUKOM MHOIo
coobLLUEeHN B OAUH
aKTOP

e B3amMoaencTeume
BblpakaeTcsa yepes
cCoobLLUeHNS
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s KaHaAbl u CSP
e [laTTepH Pipeline

s WTOMM
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ZELEVVIRY
commuhnicating
sequential
processes
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CSP: process

e [lOAYyYaeM BXOAHOE coobLueHme
e OObOpabaTblBaeM
@ [lopaeM pe3yAbTaT Ha BbIXOA

e Function<In, Out> - 3TO TOXe npouecc ?
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CSP: sequential

»Process «........ Blocking
ey
v. thread Queue

@ [lpouecc - BUPTYAAbHbIM MOTOK-06pPaboOTUMK
@ BblUMTbIBAeT BXOAHYIO O4YEepeAb
e ObpabaTbiBaeT MU MULLIET B BbIXOAHVYIO o4YepeAb

e O6bpaboTka no FIFO
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CSP: communicating

& Bce B3anMMoAencTBUME MeXXAy npoueccamm -

TOABKO Yepes OTrnpaBKy CoOObLLEeHUN
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YnpolweHHada MmoaeAb CSP

e KaXkAblM npouecc-o6paboTUmMK B3aMMOAENCTBYET
TOABKO CO CBOUMU o4YepeAdaMnN: BXOAHOU N BbIXOAHOU

@ OTnpaBKa-U-NMoAy4YeHME Yepes o4yepeab AaeT
happens-before: npoueccaM He HapAO AYMaTb 06
MNOTOKOOE30MaCHOCTU

e KOHTpPAKT: BAAAEHUME OBBEKTOM MOCAE ero nepeaaym
yepes oyepeab npekpaLlaeTcd
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abstract class Processor<In,Out> implements AutoCloseable {

private final BlockingQueue<In> input
private final BlockingQueue<Qut> output
private final Thread worker = Thread.ofVirtual().unstarted(this::runLoop)

Processor(BlockingQueue<In> input, BlockingQueue<Out> output) { this.input = input;this.output = output }

public void start() { worker.start() }
public void close() { worker.interrupt() }

NOrnKa 06paboTKM

”‘
*

.
I“‘

protected abstract Out doProcessing(In message) «fes=sssssssnnuennss
private void runLoop() {
try {
while (!Thread.currentThread().isInterrupted()) {

In in = input.take() B Mbl MOXXeM 3abAOKMpPOBaTbCS Ha odepean: take()
Out out = doProcessing(in) B Kak NoHATb, UTO BXOAHbBIX A@HHbBIX BOAbLLE HET?
output.put(out) .
! B Kak NnoAy4YaTb AAHHbIE U3 HECKOABKUX OUYEPEeAEN?
} catch (InterruptedException e) { B Kak caeAaTbh KOPPEKTHOE 3aBepLUEHME BCEX
Thread.currentThread() .interrupt() npoLeccoB?

t MUZ Plat.Form Java nocae Loom | 24



Ana CSP
HY)XHO YTO-TO
AYyUllle ouyepeaun
Ho uTto?
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KaHaA (go-style)

@ [lOAYyYEeHMEe M OTNPaBKa COODLLEHUNS:
send() un receive() - 6A0KMpyOLLME

@ 3aKpbITUE KaHAAaQ:
close() - TOAbKO OAMH pa3

2 bydepmnsnpoBaHHbIN: OAOKNPOBAHME 3aBUCUT OT
OCTaBLLUEenNca eMKOCTU

e HebydepmsmpoBaHHbIN: rendezvous points
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select {
case msg := <-channelA:

fmt.Println("Received from channel A:", msg)

case msg := <-channelB:
fmt.Println("Received from channel B:", msg)

@ HO B Java HeT HM KaHAAOB,

HY onepaTopa select
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BbuoAamorteka Jox

README Contributing Apache-2.0 license More ~

2 be3 BHeLWHUX
3aBUCUMOCTEMU

Jox

_ . @ Java 21+

Virtual-thread based safe concurrency & streaming for Java.

@ KaHaAbl -

addeKTUBHaANA
e Fast & scalable, completable channels, with Go-like select s (Java n
214) peaAnsaumusa ms Kotlin

e Programmer-friendly structured concurrency (Java 25 only)

Includes:

* Finite & infinite streaming using flows, with reactive streams

compatibility, (blocking) I/O integration and a high-level, ® n OAAep)KKa S e-L e Ct B
“functional” API (Java 25 only) CTMAe Go

Find out more in the documentation available at jox.softwaremill.com.
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var ch = Channel.<Integer>newBufferedChannel(10)

ch.send(1)
System.out.println("Sent 1")
ch.send(2)
System.out.println("Sent 2")
ch.send(3)
System.out.println("Sent 3")
System.out.println("Received: " + ch.receive())
System.out.println("Received: " + ch.receive())

System.out.println("Received: " + ch.receive())

+ + + +

System.out.println("Received: " + ch.receive())

MU® Plat.Form

396/N0KUPYETCH
HaBCEerAa
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var chl = Channel.<Integer>newBufferedChannel(1)
var ch2 = Channel.<Integer>newBufferedChannel(1)
var ch3 = Channel.<Integer>newBufferedChannel(1)

ch2.send(29)
ch3.send(32)

for (int 1 = 0; i < 3: i++) {

0; Received: 29 var received = select(

1: Received: 32 chl.receiveClause(),

386A0KUPYETCS ch2.receiveClause(),
" ch3.receiveClause()

*
*
*
*
*
*
*
’0
*
*

P System.ouvt.println(i + ": Received: " + received)
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CSP: koraa uCnoAb3oBaThb?

e CPU-bound
NapaAAEeAbHble 3apAa4UYnN™

e Llenodyku
B3aMMOAENCTBYHOLLMX
npoLeccoB

e [lpocTon

e KOMMNOHEHTbI cAabo request-response

CBA3aHDbI

e [lepepada BOAbLLUOIO
N3IMEHAEMOr o
COCTOAHUS

e MHOIMo NMpoueccos
ODOAbLUYIO YAaCTb
BPEMEHU XXAYT
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e [laTTepH Pipeline

s WTOMM

MUZ Plat.Form

Java nocae Loom | 32



NMaTTepH Pipeline
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MUZ Plat.Form

TXN #10437
437
L 2 Supplier Co,

£1.250.00
TXN #1043,

o
suppier

12509

$1,250,09

TXN #1043,

Supplie

o
$1,250.09

[ T™N#043,

Supplier o,

| $1.25009

v
Bannpauuns
y

Perncrtpaung BO
BHEWHEN CUCTEME
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PacuyeTHas cucteMa NAATEXXHOMU CUCTEeMbl «Mup»

@ Hy>XHO obpabaTbiBaTb MHOIMO TPAaH3aKUMNM
KOHKYPEHTHO M MapaAAEAbHO, MAKCUMUN3UNPEM
MNPOMYCKHYK CNOCOBHOCTDb

@ DBbIAO: KaXXAQ4a TPAH3aKUMA 3TO OTAEAbHAA Lernoyka m3
B3aMoAaencTByrowmnx akka-aktopos

@ Murpauma c akka no HeCKOAbKMM MPUNYMNHAM:
ANLEH3UA, CAOXXHOCTb NMOAAEPXKKN - XOTUM peLueHne

npotLue
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BapuaHT 1: VT Ha TpaH3aKuuio

®  AAG KadXKAOU
TPaH3aKUMM CO3AaEM
BUPTYAAbHbIV MOTOK-
0b6paboTUmK
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BapuaHT 1: VT Ha TpaH3aKuuio

TXN #10421 TXN #10422 TXN #10423 TXN #10424 TXN #10425

Supplier Co Northwind Ltd. Vertex Supply Bluel rvices Apex Components
$980.00 $1,250.00 $2,175.00 $750.0( $3,420.00

®  AAF KaXKAOU
TPaH3aKUMM CO3AaEM
BUPTYAAbHbIV MOTOK-
0b6paboTUmK

® BupT. NOTOKUN AeLleBble
- byaeT
XopoLlo paboTaTtb (?)
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VT Ha TpaH3aKLUUIO - OCO6EeHHOCTM

& Bce paBHO HY>XeH KakKOW-TO OrpaHnYnTeAb KOANYECTBA
BUPTYAAbHbIX MOTOKOB

@ CPU-bound 3apayun: orpaHmyeHbl YUCAOM FAEP B
npoLleccope + oTCyTCTBUE preemption

2 |O-bound 3apa4M: orpaHMYeHbl MPONYCKHOM
CMNOCODOHOCTbIO BHELLUHEN CUCTEMDI
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TIMEOUT

BpeMms 0>KUA,aHuS

ygBeJsinyerHume yucna zanpocos
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https://netflixtechblog.medium.com/performance-under-load-3e6fa9a60581

VT Ha TpaH3aKLUUIO - OCO6EeHHOCTM

& Bce paBHO HY>XeH KaKOM-TO OrpaHUYnNTEAb KOANYECTBA

BUNPTYAAbHDbIX NMOTOKOB
rAobanbHbiM java.utlil.concurrent.Semaphore

2 CPU-bound 3apaun: orpaHnyeHbl YUCAOM AAEP B

npoueccope + oTcyTcTBUE preemption
java.util.concurrent.Semaphore no koAn4yecTBy 9aep

2 |O-bound 3apa4U: orpaHUYeHbl NPOMNMYCKHOW

CMNOCOOHOCTbIO BHELLUHEN CUCTEMDI
java.util.concurrent.Semaphore, aMmnmpuyeckmum nopabop
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BapuaHT 2: pipeline
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TXN #10424

TXN  BluePeak Services

Northy $750.00
$1,: May 14,2025

09:41AM

:j

MUZ Plat.Form

BapuaHT 2: pipeline

veeseeenenans DTAMBI O6PEOOTKY,
CSP-npovyeccopes!
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BapuaHT 2: pipeline

AN KOUTUYHBIX 3TAMNOB
UCTIOABL3YEeM He OAMH
[1pOLeccop, B
HECKOABKO
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Pipeline - oco6eHHOCTH

@ Llenoyka m3 cBA3aHHbIX MPOU3BOAUTEAEN-
noTpebuTenenm (3TanoB), KAaXKAbIM N3 KOTOPbIX
PABOTAET KOHKYPEHTHO M MAapPaAAEAbHO APYI C APYIFOM

® WcnoAab3yeM CSP - He pAyMaeM rnpo memory model

2 AAG KOUTUYHbIX 3TANoB UCMOAb3YEM MYA
OOpPaboOTUMKOB

® EcTecTBeHHbI backpressure - ecAm MCNoAb3yem
oydepnsnpoBaHHble KaHAADI
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s WTOMM
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NTorm
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KAaccuuyeckass MOA@Ab KOHKYPEHTHOCTU He HY)KHA?

Understanding Real-World Concurrency Bugs in Go

Tengfei Tu*
BUPT, Pennsylvania State University
tutengfei.kevin@bupt.edu.cn

Linhai Song
Pennsylvania State University
songlh@ist.psu.edu

Abstract

Go is a statically-typed programming language that aims
Lo provide a simple, efficient, and safe way to build multi-
threaded software. Since its creation in 2009, Go has ma-
tured and gained significant adoption in production and
open-source software. Go advocates for the usage of mes-
sage passing as the means of inter-thread communication
and provides several ne 1currency mechanisms and li-
braries to ease multi-threading programming. It is important
to understand the implication of these new proposals and the
comparison of message passing and shared memory synchro-
nization in terms of program errors, or bugs. Unlorlunalt-ly
as far as we know, there has been no study on Go’s concur-
rency bugs.

In this paper, we perform the first systematic study on
concurrency bugs in real Go programs. We studied six pop-
ular Go soflware including Docker, Kubernetes, and gRPC.
We analyzed 171 concurrency bugs in total, with more than
half of them caused by non-traditional, Go-specific problems.
Aparl from root causes of these bugs, we also studied their
fixes, performed experiments to reproduce them, and e
uated them with two publicly-available Go bug detectors.
Overall, our study provides a better understanding on Go's
concurrency models and can guide future researchers and
practitioners in writing better, more reliable Go software
and in developing debugging and diagnosis tools for Go.

CCS Concepts - Computing methodologies — Con-
current programming languages; » Software and its en-
gineering — Software testing and debugging,.

*The work was done when Tengfei Tu was a visiting student at Pennsylvania

Xiaoyu Liu
Purdue University
liu1962@purdue.edu

Yiying Zhang
Purdue University
yiying@purdue.edu

Keywords Go; Concurrency Bug; Bug Study

ACM Reference Format:

Tengfei Tu, Xiaoyu Liu, Linhai Song, and Yiying Zhang. 201¢

derstanding Real-World Concurrency Bugs in Go . In Proceedings
Architectural Support for Programming Languages and Op-

erating Systems (ASPLOS’19). ACM, New York, NY, USA, 14 pages.
https://doi.org/10.1145/3297858.3304069

1 Introduction

Go [20] is a statically typed language originally developed
by Google in 2 er the past few years, it has q
gained attraction and is now adopted by many types of soft-
ware in real production. These Go applical range from
libraries [19] and high-level software [26] to cloud infrastrue-
ture software like container systems [13, 36] and key-value
databases [10, 15].

A major design goal of Go is to improve traditional multi-
threaded programming languages and make concurrent pro-
gramming easier and less error-prone. For this purpose, Go
cenlers ils multi-threading design around two principles:
1) making threads (called goroutines) lightweight and easy
to create and 2) using explicit messaging (called channel)
to communicate across threads. With these design princi-
ples, Go proposes not only a set of new primitives and new
libraries but also new implementation of existing semantics.

It is crucial to understand how Go’s new concurrency prim-

anisms impact concurrency bugs, the type of
bubs that is the most difficult to debug and the most widely
studied [40, 43, 45, 57, 61] in traditional multi-threaded pro-
gramming languages. Unfortunately, there has been no prior
work in studying Go concurrency bugs. As a resull, to date,
it is still unclear if these concurrency mechanisms actually
make Go easier to program and less error-prone to concur-
rency bugs than traditional lansuages.

KoAnyecTBO H6aroB
NPUMEPHO TaKoe e,
KaK AAS KAACCUNYECKOU
MOAEAU

Pexke: datarace

Yawle: deadlock,
goroutines leak
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Nnrtoru

BupTyaAbHble MOTOKU AGKOT BO3MOXXHOCTb MCMOAb30BaTb
aAbTepHaTUBHbIE MOAEAU eLe npoLLe

Kaxpas MOAEAb CPOKYCUMPOBAHA HA
CBOEM achneKTe: KoopAMHauma,

ABHAA 3alUmMTa COCTOAHUSA,
cepuraAmsauma AOCTYMNa K COCTOAHUIO

He BepbTe B cepebpsaHYIo NyAKO!

MoAeAb MaMATM 3HATb BCE »Ke CTOUT
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Cnacumb60 3a BHUMaAHue!
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