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B OaHoknaccHukax

- 71 M MAU

» 6000 cepBepo B 4 LLOL
« 2.5Tout/c

« 200 (Mukpo)cepsucos

» po 100 K QPS Ha cepBep
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B OaHoknaccHukax

- 71 M MAU

» 6000 cepBepo B 4 LLOL
« 2.5Tout/c

« 200 (Mukpo)cepsucos

» po 100 K QPS Ha cepBep
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Achtung! Achtung!
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KoaHa C ‘ JVM
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Java ownbka N21
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Java owwnbka N21 Q

————————————————————————————————————————————————————————————————————————————————————————————————————————————

~ java.lang.NullPointerException i
i at one.app.databus.DatabusHandler.addDetails(DatabusHandler.java:462) i
~ at one.app.databus.DatabusHandler.handleActivity(DatabusHandler.java:223) |
i at one.app.activity.ActivityService.reportActivity(ActivityService.java:139) i

at one.app.activity.ActivityService$RunnableActivity.run(ActivityService.java:176)
at java.util.concurrent.FutureTask.run(FutureTask.java:266)

at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)
at java.lang.Thread.run(Thread.java:745)




public class DatabusHandler {
private void addDetails(Activity activity, EventBuilder event) {
case CHAT_ADD USERS:

| for (long userID : activity.getData().getUsers()) { i
i event.addUser(userID); i



public class DatabusHandler {

private void addDetails(Activity activity, EventBuilder event) {

e null?
case CHAT_ADD USERS:

| for (long userID : activity.getData().getUsers()) { i
i event.addUser(userID); i



public class DatabusHandler {

private void addDetails(Activity activity, EventBuilder event) {

e null?
case CHAT_ADD USERS:

| for (long userID : activity.getData().getUsers()) { i
i event.addUser(userID); i
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public class DatabusHandler {

private void addDetails(Activity activity, EventBuilder event) {

e List<Long> null?
case CHAT_ADD USERS:

i for (long userID : activity.getData().getUsers()) {
i event.addUser(useriD);
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MoapobHbin NPE message Q

____________________________________________________________________________________________________________

java.lang.NullPointerException: Called 'getUsers()' method on null object
at one.app.databus.DatabusHandler.addDetails(DatabusHandler.java:462)
at one.app.databus.DatabusHandler.handleActivity(DatabusHandler.java:223)
at one.app.activity.ActivityService.reportActivity(ActivityService.java:139)
at one.app.activity.ActivityService$RunnableActivity.run(ActivityService.java:176)
at java.util.concurrent.FutureTask.run(FutureTask.java:266)
at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1142)
at java.lang.Thread.run(Thread.java:745)
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MoapobHbin NPE message

JDK / JDK-4834738
1 RFE: NullPointerException: Better info

v Details
Type: Enhancement Status:
Priority: £l P4 Resolution: Won't Fix

Affects Version/s: 14.1,14.2,5.0 Fix Version/s: 8-pool

13



Moapo6bHbin NPE message

-

JDK / JDK-4834738

RFE: NullPointerException: Better info

v Details
Type: Enhancement Status:
Priority: (4 =2 Resolution: Duplicate
Affects Version/s: 5.0 Fix Version/s: None

JDK / JDK-6717558
0 1 NullPointerException’s from JVM lack any detail message

AO

14



AO

Moapo6bHbin NPE message

JDK / JDK-6717558
0 1 NullPointerException’s from JVM lack any detail message

JDK / JDK-4834738

RFE: NullPointerException: Better info

JDK / JDK-8057897
%1 NullPointerException message should name the null variable.

v Details
Type: Enhancement Status:
Priority: (4 =2 Resolution: Won't Fix

Affects Version/s: 8u20 Fix Version/s: None




TeM BpeMeHeM B apyrux JVM

* Volker Simonis — SAP JVM Internals

https://jug.ru/2015/10/volker-simonis-sap-jvm-internals/

AO
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https://jug.ru/2015/10/volker-simonis-sap-jvm-internals/

TeM BpeMeHeM B apyrux JVM

* Volker Simonis — SAP JVM Internals

https://jug.ru/2015/10/volker-simonis-sap-jvm-internals/

JDK / JDK-8218628
1 Add detailed message to NullPointerException describing what is null.

v Details
Type: Enhancement Status: IN PROGRESS
Priority: 4 J=21 Resolution: Unresolved
Affects Version/s: 13 Fix Version/s: 13

AO
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https://jug.ru/2015/10/volker-simonis-sap-jvm-internals/

AnbTepHaTussl

- CBogsa cbopka OpenJDK

~ nogaepxka

AO
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AnbTepHaTussl

- CBogsa cbopka OpenJDK

~ nogaepxka

* [lnarvH k JVM

~ ayTo, Tak MOXHO bbino? &)

AO
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JVM Tool Interface

* APl pna npodannepos, oTnaguymKkoB v T.n.
~ JDK b+

* CTaHOapTHbIN

- https://docs.oracle.com/en/java/javase/11/docs/specs/jvmti.html

AO
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https://docs.oracle.com/en/java/javase/11/docs/specs/jvmti.html

JVM Tool Interface

- C/C++ API
- jdk/include/jvmti.h

AO
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JVM Tool Interface

- C/C++ API
- jdk/include/jvmti.h

* HaTWBHbLIN areHT
~ dll/.so/ .dylib

AO

_______________________________________________________

_______________________________________________________
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C/C++ API
jdk/include/jvmti.h

HaTuBHbLIVM areHT

_______________________________________________________

dll/ .so/ .dylib - Jjava : /path/to/mytool.so |
He nyratTe
c Java areHTom! . Jjava :myagent. jar

_______________________________________________________
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https://github.com/odnoklassniki/jvmti-tools/richNPE



\
= stackoverflow

Simplest way to auto-restart a JVM on StackOverflowError

It does not seem that there is a -XX option to restart a JVM on StackOverflowError. What is the
simplest way to auto-restart a JVM when it gets a StackOverflowError?

o

error-handling jvm  stack-overflow  Edit tags

share edit close flag

AO
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RN

|

stackoverflow

Simplest way to auto-restart a JVM on StackOverflowError

o

Generating a Java thread dump on an event/exception

| worked mainly with the IBM SDK so there is a specific JVM argument you can use in order to enable
dumps (heap, thread, system core) on specific events or exceptions (java.lang.OutOfMemoryError,
0 SIGTERM, etc...)

| want to be able to do the same thing using the Oracle JDK. | only see the argument: -

XX:+HeapDumpOnOutOfMemoryError which will only generate a heap dump for the specific
exception java.lang.OutOfMemoryError.

Basically | do not have access to the code, so | want to be able to have the JVM generate both a
heap dump and a Java thread dump for analysis (java.lang.OutOfMemoryError is one of many other
events).

AO
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RN

|

stackoverflow

Simplest way to auto-restart a JVM on StackOverflowError |

o

Generating a Java thread dump on an event/exception |

Generate Java Heap Dump on uncaught Exception

| try to generate a Heap Dump when a uncaught exception is fired. | tried using jmap, but because the

process is finished when the exception happens this is not possible.

Using a UncaughtExceptionHandler is no option either, because | only have the binaries of the
programs that is executed.

Can anyone help me?

EDIT: It is important that the technique is available through a command line or similar, because | need
to automated this. Using a GUI is no option

AO

27



O6xon xuna un ctekos 8 JVM Tl

«  GetAllStackTraces
 GetThreadListStackTraces

> Thread dump

AO
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GetAllStackTraces

GetThreadListStackTraces Thread dump

IterateThroughHeap

Heap dump
FollowReferences

29



HotSpot Management Interface

AO
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HotSpot Management Interface Q

src/hotspot/share/include

------------------------------------------------------------------------------------------------------

. #include "jmm.h"

.......................................................................................................

31



HotSpot Management Interface Q

-------------------------------------------------------------------------------------------------------

#include "jmm.h"
IJNIEXPORT void* JINICALL JVM_GetManagement(jint version);
void JINICALL ExceptionCallback(jvmtiEnv* jvmti, INIEnv* env, ...) {

JmmInterface* jmm = (IJmmInterface*) JVM_GetManagement(JMM VERSION 1 0);

32



HotSpot Management Interface Q

#include "jmm.h"

IJNIEXPORT void* JINICALL JVM_GetManagement(jint version);

void INICALL ExceptionCallback(jvmtiEnv* jvmti, INIEnv* env, ...) {
JmmInterface* jmm = (IJmmInterface*) JVM _GetManagement(JMM _VERSION 1 0);
jmm->DumpHeap@(env, env->NewStringUTF("dump.hprof"), JINI_FALSE);

- e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

https://stackoverflow.com/questions/23632653/generate-java-heap-dump-on-uncaught-exception
33



https://stackoverflow.com/questions/23632653/generate-java-heap-dump-on-uncaught-exception

Thread Start / End GC Start / Finish
Class Load / Prepare Compiled Method Load

Method Entry / Exit Monitor Wait
Breakpoint / Single Step Field Access / Modification



https://github.com/odnoklassniki/jvmti-tools/vmtrace



Puun JVM TI
— T~—

o6a3aTenbHble capabilities

AO
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Duuun JVM Tl
/ \ eg e o
obasaTtenbHble capabilities
method / field info
thread info
get stack trace
force gc

get object size
raw monitors
add to classpath

AO
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Puyn JVM TI
— ~—

o6a3aTenbHble capabilities
method / field info ) /
thread info B Nt060N MOMEHT
get stack trace - get bytecodes
forcegc - get constant pool
get objec.t size - tag objects
raw monitors -~ monitor events
add to classpath - gcevents

— redefine classes

AO
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Puyn JVM TI
— ~—

AO

obasaTtenbHble capabilities
method / field info ) / ~
thread info B nobon MOMeHT OnLoad
get stack trace - get bytecodes - access local variables
force gc - getconstantpool - exception events
get object size - tag objects - method entry/exit events
raw monitors - monitor events - field access events
add to classpath - gcevents - breakpoints

—~ redefine classes
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AO

method / field info

thread info

get stack trace get bytecodes access local variables
force gc get constant pool exception events

get objec.t size tag objects method entry/exit events
raw monitors monitor events field access events

add to classpath gc events breakpoints

redefine classes

ﬁ‘li« libjdwp.so - Toxxe JVM Tl areHT

40



HaknapHble pacxoabl
— T~—

naccuBHble aKTUBHbIE
noakntoyeHue capability Mcnosib3oBaHue Gpuyn

AO
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HaknapHble pacxoabl

naccuBHble aKTUBHbIE
noakntoyeHue capability Mcnonb3oBaHne Gpuyn

- can_generate_exception_events
BCe nckntoveHuns B slow path ¢ geontummnzaynen

- can_access_local variables
BbIkNtoYeHne Escape Analysis

42



HaknapHble pacxoabl
—

naccuBHble
noakntoyeHue capability

- can_generate_exception_events
BCe nckntoveHuns B slow path ¢ geontummnzaynen

- can_access_local variables
BbIkNtoYeHne Escape Analysis

ﬁ‘ﬁ jdwp areHT => oBepxes

AO
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HaknapHble pacxoabl
\

dKTUBHbLIE
NCMNOJIb30BaAHNE CI)VI‘-Il/l

- SetBreakpoint
AeonTMMM3aumna MeToaa

- MethodEntry/Exit, FieldAccess
Interpreted-only pexum

44



HeckonbKo areHToB
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________________________________________________________________________________________________

Y kaxpgoro cesoun jvmtiEnv

cBol Habop capabilities
He3aBUCUMble events
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________________________________________________________________________________________________

Y kaxpgoro cesoun jvmtiEnv

cBol Habop capabilities
He3aBUCUMble events

JKCKNO3NBHbIe capabilities

suspend
breakpoint_events
fleld access_events
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Heckonbko areHToB: npob6nembl

¢ CreHepMpOBan O4AUWH => nonydmnm Bce
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Heckonbko areHToB: npob6nembl

» CreHepupoBan ogunH => NONYYMIN BCE

« bar JDK-8222072

* DBbITb rOTOBbLIM K MOBTOPHbLIM CODBLITUAM

49


https://bugs.openjdk.java.net/browse/JDK-8222072




___________________________________________________________________________________________________

String getlLocation() {
StackTraceElement caller = Thread.currentThread().getStackTrace()[3];

U

"AsyncTask.java:14"

return caller.getFileName() + + caller.getLineNumber();

51



Nony4nTb MecTo BbI30Ba Q

___________________________________________________________________________________________________

String getLocation() { A Me,ﬂ,ﬂeHHO
StackTraceElement caller = Thread.currentThread().getStackTrace()[3];

U

"AsyncTask.java:14"

return caller.getFileName() + + caller.getLineNumber();

https://jug.ru/talks/meetups/everything-you-wanted-to-know-about-stack-traces-and-heap-dumps/
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https://jug.ru/talks/meetups/everything-you-wanted-to-know-about-stack-traces-and-heap-dumps/

BeHuMapk: 10 MnH BbLI3OBOB

140
120
100
80
cek
60
40
20

0

19

JDK 8u202
getStackTracel()

AO
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___________________________________________________________________________________________________

String getlLocation() {
return StackWalker.getInstance().walk(s -> {
StackWalker.StackFrame frame = s.skip(3).findFirst().get();

})s
y U

i return frame.getFileName() +
| "AsyncTask.java:14"

+ frame.getLineNumber();

S N o N N N N s
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___________________________________________________________________________________________________

String getlLocation() {
return StackWalker.getInstance().walk(s -> {
StackWalker.StackFrame frame = s.skip(3).findFirst().get();

})s
y U

i return frame.getFileName() +
| "AsyncTask.java:14"

+ frame.getLineNumber();

S N o N N N N s
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BbeHumapk: 10 MNH BbI3OBOB

140
120
100
80
cek
60
40
20

0

19

JDK 8u202
getStackTracel()

JDK 11
StackWalker

AO
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BbeHumapk: 10 MNH BbI3OBOB

140
120
100
80
cek
60
40
20

0

19

JDK 8u202 JDK 11
getStackTracel() StackWalker

MepneHHbin StackWalker
https://bugs.openjdk.java.net/browse/JDK-8151751

AO
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https://bugs.openjdk.java.net/browse/JDK-8151751

JVM Tl 8 nomouwib Q

GetStackTrace(jthread thread,
jint start_depth, = 3
jint max_frame_count, =1
jvmtiFrameInfo* frame buffer,
jint* count ptr)

58



JVM Tl 8 nomowyb Q

GetStackTrace(jthread thread,
jint start_depth, = =
jint max_frame_count, =1
jvmtiFrameInfo* frame buffer,
jint* count ptr)

59



i public class StackFrame {
public static native String getlLocation(int depth);

static {
System. loadLibrary("stackframe");

___________________________________________________________________________________________________

60



JNI 6ubnuorteka + JVM Tl dyHKkuun = 0 2

' jint INI_OnLoad(JavaVM* vm, void* reserved) {
vm->GetEnv((void**) &jvmti, JVMTI_VERSION 1 0);

N S o o T T S S o o o o D D D N D s



IJNIEXPORT jstring INICALL

Java_StackFrame getlLocation(INIEnv* env, jclass unused, jint depth) {
jvmtiFrameInfo frame;
jint count;
jvmti->GetStackTrace(NULL, depth, 1, &frame, &count);

N S o o T T S S o o o o D D D N D s



BbeHumapk: 10 MNH BbI3OBOB

140
120
100
80
cek
60
40
20

0

19

22

JDK 8u202 JDK 11 JVM TI
getStackTrace(]  StackWalker  GetStackTrace

AO
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JDK 8u102 - 112

140
120
100
80
cek
60
40
20

0

19

JDK 8u202
getStackTracel()

JDK 11
StackWalker

JVM TI
GetStackTrace

AO

64



Me-e-epgneHHbin JVM TI

- bar JDK-8185348

- GetMethodName
—- GetMethodDeclaringClass

AO
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https://bugs.openjdk.java.net/browse/JDK-8185348

Me-e-epgneHHbin JVM TI

- bar JDK-8185348

- GetMethodName
—- GetMethodDeclaringClass

* jvmtiEnter.xsl

AO
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https://bugs.openjdk.java.net/browse/JDK-8185348

Me-e-epgneHHbin JVM TI

« bar JDK-8185348

- GetMethodName
—- GetMethodDeclaringClass

* jvmtiEnter.xsl

 PeweHune - KEWNPOBATDb PeE3yJibTaTbl
- map<jmethodID, ...>

AO
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https://bugs.openjdk.java.net/browse/JDK-8185348

Cnocobbl nogkntwoyeHna JVM Tl

W3 Java kopa
~ System.loadLibrary

AO
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Cnocobbl nogkntwoyeHna JVM Tl

W3 Java kopa
~ System.loadLibrary

* [lpn 3anycke JVM
- agentpath

AO
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Cnocobbl nogkntwoyeHna JVM Tl

W3 Java kopa
~ System.loadLibrary

* [lpn 3anycke JVM
- agentpath

*  Dynamic Attach

AO
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Dynamic Attach

* 3arpyska areHta B paHTanMe

AO
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Dynamic Attach

* 3arpyska areHta B paHTanMe

___________________________________________________________________________________

___________________________________________________________________________________

AO
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Dynamic Attach

* 3arpyska areHta B paHTanMe

...................................................................................

 Jattach
github.com/apangin/jattach Npumep: async-profiler

AO
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https://github.com/apangin/jattach

JNIEXPORT jint JNICALL

(JavaVM* vm, char* options, void* reserved)

JNIEXPORT jint JNICALL

(JavaVM* vm, char* options, void* reserved)
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JNIEXPORT jint JNICALL

(JavaVM* vm, char* options, void* reserved)

JNIEXPORT jint JNICALL

(JavaVM* vm, char* options, void* reserved)
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Yt10 HOBOro 8 Java 9

AO
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i ByteBuffer buf = ByteBuffer.allocateDirect(1024);

i ((sun.nio.ch.DirectBuffer) buf).cleaner().clean();

_________________________________________________________________________________________________

80



ByteBuffer buf = ByteBuffer.allocateDirect(1024);

((sun.nio.ch.DirectBuffer) buf).cleaner().clean();

_________________________________________________________________________________________________

_________________________________________________________________________________________________

Exception in thread "main" java.lang.IllegalAccessError:

class agent.demo6.PrivateApi (in unnamed module @@x3ac3fd8b) |
cannot access class jdk.internal.ref.Cleaner (in module java.base) !

81



_________________________________________________________________________________________________

Field f = FileDescriptor.class.getDeclaredField("fd");

. f.setAccessible(true);

_________________________________________________________________________________________________
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MpusaTtHbin API

_________________________________________________________________________________________________

Field f = FileDescriptor.class.getDeclaredField("fd");

i f.setAccessible(true);

_________________________________________________________________________________________________

i WARNING: An illegal reflective access operation has occurred

i WARNING: Illegal reflective access by agent.demo6.Reflection
to field java.lang.String.value

i WARNING: Please consider reporting this to the maintainers of

agent.demo6.Reflection

_________________________________________________________________________________________________
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____________________________________________________________________________________________________________

--add-exports java.base/jdk.internal.misc=ALL-UNNAMED

--add-opens java.base/jdk.internal.module=ALL-UNNAMED

--add-exports java.base/jdk.internal.ref=ALL-UNNAMED

--add-exports java.base/sun.nio.ch=ALL-UNNAMED

--add-exports java.management.rmi/com.sun.jmx.remote.internal.rmi=ALL-UNNAMED
--add-exports java.rmi/sun.rmi.registry=ALL-UNNAMED

--add-exports java.rmi/sun.rmi.server=ALL-UNNAMED

--add-opens jdk.management/com.sun.management.internal=ALL-UNNAMED

https://github.com/apache/cassandra/blob/trunk/conf/jvm11-server.options
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https://github.com/apache/cassandra/blob/trunk/conf/jvm11-server.options

Hosoe B JVM TI 9

* GetAllModules

*  AddModuleReads
- AddModuleExports
- AddModuleOpens

AO
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GetAllModules
AddModuleReads
AddModuleExports
AddModuleOpens

AO

Pernctpupyem VMInit
[lonyyaem BCe Moaynu
bepem cnuncok packages

PROFIT!
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https://github.com/odnoklassniki/jvmti-tools/antimodule



None3HocTtu B Java 11

AO
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JEP 331: JlerkoBecHoe npodunmpoBaHune annokaymm
" sampledObjectAlloc(jvmtiEnv* jvmti,
' INIENV* env,
jthread thread,
jobject object,
jclass object klass,

jlong size)

___________________________________________________________________________________________________



JEP 331: JlerkoBecHoe npodunmpoBaHune annokaymm

SampledObjectAlloc(jvmtiEnv* jvmti,
IJNIEnv* env,
jthread thread,
jobject object,
jclass object klass,
jlong size)

jvmti->SetHeapSamplingInterval(jint sampling interval)

___________________________________________________________________________________________________



MpodunuposaHue annokauunmu

¢ MHCTpYMEHTMpOBaHVle - MedJIeEHHO

AO
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MpodunuposaHue annokauunmu

¢ V]HCTpYMEHTMpOBaHI/Ie - MeOJIeEHHO

- CamnnupoBaHue

AO

e

Heap
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MpodunuposaHue annokauunmu

¢ V]HCTpYMEHTMpOBaHI/Ie - MeOJIeEHHO

- CamnnupoBaHue

AO

e ]

top

Heap
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MpodunuposaHue annokauunmu

¢ V]HCTpYMEHTMpOBaHI/Ie - MeOJIeEHHO

- CamnnupoBaHue

top 1
_ J
Y
512 K

Heap



MpodunuposaHue annokauunmu

¢ V]HCTpYMEHTMpOBaHI/Ie - MeOJIeEHHO

- CamnnupoBaHue

AO

Heap
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MpodunuposaHue annokauunmu

¢ MHCTpYMEHTMpOBaHI/Ie - MeOJIeEHHO

- CamnnupoBaHue

Outside TLAB

Heap



AO

MpodunuposaHue annokauunmu

¢ MHCTpYMEHTMpOBaHI/Ie - MeOJIeEHHO

- CamnampoBaHue < 5% overhead

Outside TLAB

Heap



MpodunuposaHue annokauunmu

*  Flight Recorder B JDK 7+
github.com/jvm-profiling-tools/async-profiler

AO
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https://github.com/jvm-profiling-tools/async-profiler

MpodunuposaHue annokayum

*  Flight Recorder B JDK 7+
github.com/jvm-profiling-tools/async-profiler

*  [lybnnynbin APl B JDK 11
github.com/odnoklassniki/jvmti-tools/heapsampler

AO
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https://github.com/jvm-profiling-tools/async-profiler
https://github.com/odnoklassniki/jvmti-tools/heapsampler

Allocation Flame Graph




Allocation Flame Graph
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Allocation Flame Graph

L N Kakue obbekThl

e/cassandra/db/marshal/Abstract..
e/cassandra/db/marshal/Abstract..

/cassandra/db/ColumnFamily.addC..
cassandra/db/ColumnFamilySerialize

cassandra/db/Row$RowSerializer.desd

cassandra/db/ReadResponseSerialize
cassandra/db/ReadResponseSerialize

cassandra/net/IncomingTcpConnectio
cassandra/net/IncomingTcpConnectig



Bbisoabl Q

« JVM TI| - ctanpapTtHbint APl ona B3anmopenctemna c JVM
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(o)
R

JVM Tl - ctanpaptHbin APl nna B3anmopgenctsua ¢ JVM

n3 Java npunoxeHuns
B Ka4eCcTBe areHTa
nogknyaeTca guHaMmnyeckn
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(o)
R

JVM Tl - ctanpaptHbin APl nna B3anmopgenctsua ¢ JVM

n3 Java npunoxeHuns
B Ka4eCcTBe areHTa
nogknyaeTca guHaMmnyeckn

To, 4To HYy>XHO gnAa nnarmHal
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MpuMepbl NnaruHos

github.com/odnoklassniki/jvmti-tools

* richNPE
* vmtrace
- stackframe
* antimodule

* heapsampler

106


https://github.com/odnoklassniki/jvmti-tools
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