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YTo Takoe

3aBUCMMOCTb - 3TO O6BEKT, KOTOPbLIA MOXEeT
6bITb MCMONb30BaH KaK CepBuUC.

3aBUCUMOCTN MOTFYT b6bITb KaK BHYTpMU
NPUIOXEHNA, TaK W BHEWHUe bubnuoTeku
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YTo Takoe

Hymepauus Bepcuil NporpaMMHOro obecrne4vyeHus,
NPOLECcC MPUCBOEHUS YHUKaNbHbIX WUMEH BepPCUi
WIN HOMEPOB YHWKANbHbIM COCTOAHUSAM
KOMMNbIOTEPHOr0 MPOrpaMMHOro obecnevyeHus.
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YTo Takoe

Hymepauus Bepcuil NporpaMMHOro obecrne4vyeHus,
NPOLECcC MPUCBOEHUS YHUKaNbHbIX WUMEH BepPCUi
WIN HOMEPOB YHWKANbHbIM COCTOAHUSAM
KOMMNbIOTEPHOr0 MPOrpaMMHOro obecnevyeHus.

Hanpumep:

MyCompany.Core-1.0.0.nupkg
MyCompany.Core-1.0.1.nupkg
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Cneundnkaumsa o TOM, KakK npucBauBaTb Bepcuu
pennsaM nporpaMMHOro obecneyvyeHus
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Cneundnkaumsa o TOM, KakK npucBauBaTb Bepcuu
pennsaM nporpaMMHOro obecneyvyeHus

{major}.
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YTo Takoe

Cneundnkaumsa o TOM, KakK npucBauBaTb Bepcuu
pennsaM nporpaMMHOro obecneyvyeHus

{major}.
{minor}.
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https://semver.org/

*J

YTo Takoe

Cneundnkaumsa o TOM, KakK npucBauBaTb Bepcuu
pennsaM nporpaMMHOro obecneyvyeHus

{major}.
{minor}.
{patch}
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YTo Takoe

dTo cucTtemMa pecypcoB, y4dacTBywwass B
XW3HEHHOM LUMWKAe npoaykKTa, OT MOMEHTA
ero NpPoeKTUpoBaHWA 00 MOCTaBKU
KOHEYHOMY MONb30BaTESN
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ATaKo Ha LEenoYyKy MNOCTABOK HAa3biBAWT B3J10M
YCTPOWCTBA WNN KOMMNbHTEPHOW MNPOrpaMmsl,
COBEPWEHHbIN A0 MOMEHTa nepegadn ux
noTpeobuTento

BHeapeHne BpemoHocHoro kKoga B 0SS-
6nbnnoTeky

MpenBapuTenbHO YCTAHOBJIEHHOE BPEAOHOCHOE
M0 Ha ycTpoiicTBe (TenedoHe, kamepe, [K)
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Log43j2 -
. =

Apache Log4j2 2.0-beta9 through 2.15.0
(excluding security releases 2.12.2,
2.12.3, and 2.3.1) JINDI features used in
configuration, log messages, and parameters
do not protect against attacker controlled
LDAP and other JNDI related endpoints.

An attacker who can control log messages or
log message parameters can execute
arbitrary code loaded from LDAP servers
when message lookup substitution is enabled

Severity

{'i'CriticaItk) 10.0 /10

CVSS base metrics

Attack vector
Attack complexity
Privileges required
User interaction
Scope
Confidentiality
Integrity

Availability

https://1logging.apache

Network
Low
None
None
Changed
High
High
High

.org/log4j/2.x/security.html


https://logging.apache.org/log4j/2.x/security.html

Node-1pc -

S~ T —

The package node-ipc versions 10.1.1 and eenty
10.1.2 are vulnerable to embedded (critical ) 9.8 /10
malicious code that was introduced by
the maintainer\. CVSS base metrics =
Attack vector Network
The ma?lclous.code wa§ intended to P T
overwrite arbitrary files dependent upon ,, ,
) Privileges required None
the geo-location of the user IP address.
User interaction None
The maintainer removed the malicious Scope Unchanged
code in version 10.1.3. Confidentiality High
Integrity High
Availability High

https://github.com/advisories/GHSA-97m3-w2cp-4xx6


https://github.com/advisories/GHSA-97m3-w2cp-4xx6
https://github.com/advisories/GHSA-97m3-w2cp-4xx6
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Alex Birsan

https://medium.com/@alex.birsan

https://twitter.com/alxbrsn

https: //hackerone.com/alexbirsan

y )

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610


https://medium.com/@alex.birsan
https://twitter.com/alxbrsn
https://hackerone.com/alexbirsan
https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Netflix

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Dependency

Netflix Paypal

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Netflix Paypal Apple

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Dependency -
N

"dependencies": {
Yexpress": " 4.3.0",
"dustjs-helpers”: ""1.6.3",
"continuation-local-storage": ""3.1.0",

: LR ero

: SRR 66 ]

: 016 6",

: 1T 0E 6

https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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11 144
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Ony6nukoBan , -NaKeTbl U C TaKuMm xe
NMMEeHaMn, HO yxe c “BpeaoHOCHbIM” KOOoM

Mlpn cbopkax KoMnaHum BbiITAruBanu *“ o
IERGRY

B obwenn cnoxHoCcTWM eMy BbimiaTunm okono 140 Toic.
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https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
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Npm ;
_l\\.

{
scripts" : A
“tnstall” @ “scripts/itnstall. 5",
"postinstall” : "scripts/install.js",
“uninstall® @ “scripts/untnstall.js"

}

.
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- 1nstall.psl
- uninstall.psl

https://docs.microsoft.com/en-us/nuget/reference/packages-config


https://docs.microsoft.com/en-us/nuget/reference/packages-config
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https://www.youtube.com/watch?v=4jUAsZ516FE


http://www.youtube.com/watch?v=4jUAsZ516fE
https://www.youtube.com/watch?v=4jUAsZ516fE
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File View

;‘ .

Window Help
CHERRY

Assemblies

£2-000 mscorlib (4.0.0.0, .NETFramework, v4.0)

£-0{] System (4.0.0.0, .NETFramework, v4.0)

-0 System.Core (4.0.0.0, .NETFramework, v4.0)

-0 System.Xml (4.0.0.0, .NETFramework, v4.0)

£-00 System.Xaml (4.0.0.0, .NETFramework, v4.0)

£2-00 WindowsBase (4.0.0.0, .NETFramework, v4.0)

-0 PresentationCore (4.0.0.0, .NETFramework, v4.0)
3-00 PresentationFramework (4.0.0.0, .NETFramework, v4.0)

c# v ceoo/vsa2 v [ QB & @
v I Docker Desktop

s(8)]

t (NrapNonExceptmnThrows =
le (DebuggableAttrlbute De
= o("Docker.Desktop.T
n("Docker Desktop™)]
=( )]
Tei:wd/7f 9dfe

.IgnoreSymbolStoreSequencePoints)]

1-9526-58c64

29a384f")]

4.6.2", FrameworkDisplayName = ".NET Framewo

41

k 4.6.2%)]



Name
. frontend
B resources
M appjson
. BITSReference5_0.dll
B Bugsnag.dll
. com.docker.service
B com.docker.service.config
. com.docker.service.pdb
8 courgettetd.exe
@ Docker Desktop Installer.exe
B Docker Desktop Installer.exe.config
N Docker Desktop Installer.pdb

. Docker Desktop.exe

B Docker Desktop.exe.config
. Docker Desktop.pdb

B Docker.ApiServices.dll

| ] Docker.ApiServices.pdb
. Docker.Backend.dll

. Docker.Backend.pdb

. Docker.Core.dll

| ] Docker.Core.pdb

B Docker.Engines.dil

| ] Docker.Engines.pdb

B Docker.HttpApi.dil

Date modified

24.08.2022 18:55

24.08.2022 18:56

24.08.2022 18:54

24.08.2022 18:55

24.08.2022 18:55

24.08.2022 18:54

24.08.2022 18:54

24,08.2022 18:54

24.08.2022 18:55

24.08.2022 18:55

24.08.2022 18:54

24.08.2022 18:54

24.08.2022 18:55

24.08.2022 18:54

24.08.2022 18:54

24,08.2022 18:55

24.08.2022 18:54

24.08.2022 18:55

24.08.2022 18:54

24.08.2022 18:55

24.08.2022 18:54

24.08.2022 18:55

24.08.2022 18:54

24,08.2022 18:55

Type
File folder
File folder

JSON File

Application exten...

Application exten...

SERVICE File

Configuration Sou...

VisualStudio.pdb....

Application

Application

Configuration Sou...

VisualStudio.pdb....

Application

Configuration Sou...
VisualStudio.pdb....
Application exten...
VisualStudio.pdb....
Application exten...
VisualStudio.pdb....
Application exten...
VisualStudio.pdb....
Application exten...
VisualStudio.pdb....

Application exten...

Size

21KB

70 KB

20KB

20KB

28KB

944 KB

7224KB

20KB

370 KB

275 KB

20KB

118 KB

152 KB

592 KB

97KB

236 KB

178 KB

610 KB

109 KB

264 KB

34KB




.e nuget Packages Upload Statistics Documentation Downloads Blog Sign in

0 packages returned for docker.engines Fiter

NuGet package search works the same on nuget.org, from the NuGet CLI, and within the NuGet Package Manager extension in Visual Studio.
Check out our

Contact Status FAQ
Got questions about NuGet or the NuGet Gallery? Find out the service status of NuGet.org and its Read the Frequently Asked Questions about NuGet
related services. and see if your question made the list.

.
e n u g et © Microsoft 2022 - About - Terms of Use - Privacy Policy - Trademarks
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.e nuget Packages Upload Statistics Documentation Downloads Blog Sign in

Create .NET apps faster with NuGet

221,305,367,383

package downloads
&
P

ZR
S22

4,771,846
package versions
o

% 322,280

>

/,\)/ unique packages

=

What is NuGet?

NuGet is the package manager for .NET. The NuGet client tools provide the ability to produce and consume packages. The NuGet Gallery is the
central package repository used by all package authors and consumers.

N P\ o



gg:gtglsagorlexus Repository Manager e * Q =~ 9 =) sign in

Browse O Welcome Learn about Sonatype Nexus Repository Manager

O Welcome

» Q Search
What's new in Nexus Repository 3.40 Pro?
S Browse
New repository connector type!

In this version, we introduce subdomain routing for Docker repositories.

With subdomain routing, you no longer need to use port connectors or remember a
lengthy list of port numbers. Create more easily memorable subdomains with
logically assigned names instead.

You'll also experience the added benefit of avoiding the performance limitations that
come with port connectors. Learn about these changes in our help documentation
and check out the "Have you heard" video.

Open Source Attacks on the Rise: Top 8 Malicious

Packages Found in npm
Help us understand your needs!
Let us get to know you!

English

Get Started

* 1. Which of the following is the closest to your current role?

o Upgrading Developer/Engineer

Upgrade to the latest version Engineering Manager

. Administrator
€ Configuration

Set things up properly Application Security
Other (please specify)
Documentation

Visit our help site
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TunoBon nuget.

<?xml version="1.0" encoding="utf-8"7>
<configuration>
<packageSources>
<add key="MyCompany feed" value="https://nuget.mycompany.com/v3/index.json">
</packageSources>
</configuration>
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nuget.org
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https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior


https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior

[lopanoK MpPpUMEHeHUs

1. NuGetDefaults.Config file

oS NuGetDefaults.Config Location
Platform

Windows  Visual Studio 2017 or NuGet 4.x+: %ProgramFiles (x86)%\NuGet\Config
Visual Studio 2015 and earlier or NuGet 3.x and earlier: SPROGRAMDATAS%\NuGet

Mac/Linux  $XDG_DATA_HOME (typically ~/.local/share or /usr/local/share, depending
on OS distribution)

https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior


https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior

[lopanoK MpPpUMEHeHUs g
bl/

1. NuGetDefaults.Config file

2. computer-level file

Computer Windows: Settings apply to all operations on the

computer, but are overridden by any
user- or project-level settings.

%ProgramFiles(x86)%\NuGet\Config
Mac/Linux: $XDG_DATA_HOME . If
$XDG_DATA_HOME is null or empty,
~/.local/share or
/usr/local/share will be used
(varies by OS distribution)

https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior


https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior

[lopanoK MpPpUMEHeHUs

1. NuGetDefaults.Config file

2. computer-level file

<?xml version="1.0" encoding="utf-8"7>
<configuration>
<packageSources>
<add key="nuget.org" value="https://api.nuget.org/v3/index.json">
</packageSources>
</configuration>

https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior


https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior

[lopanoK MpPpUMEHeHUs

1. NuGetDefaults.Config file
2. computer-level file

3. user-level file

User Windows: %appdata%\NuGet\NuGet.Config Settings apply to all operations, but are overridden by any
Mac/Linux: ~/.config/NuGet/NuGet.Config or project-level settings.
~/.nuget/NuGet/NuGet.Config (varies by OS distribution)
Additional configs are supported on all platforms. These
configs cannot be edited by the tooling.
Windows: %appdata%\NuGet\config\*.Config
Mac/Linux: ~/.config/NuGet/config/*.config or
~/.nuget/config/*.config

https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior


https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior
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NuGetDefaults.Config file
computer-level file

user-level file

DN NN

the file specified with

https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior


https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior

[lopaAO0oK NpUMEeHeHUs |
P P 3

NuGetDefaults.Config file
computer-level file
user-level file

the file specified with

or N NN -

Files found in every folder in the path from the drive root to the

current folder

https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior


https://docs.microsoft.com/ru-ru/nuget/consume-packages/configuring-nuget-behavior
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</clear>

<?xml version="1.0" encoding="utf-8"7>
<configuration>
<packageSources>
</clear>

<add key="MyComnpanyFeed" value="https://nuget.mycompany.com/v3/index.json">

<add key="nuget.org" value="https://api.nuget.org/v3/index.json">
</packageSources>

</configuration>

/
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nuget.org

nuget.mycompany.com
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nuget.mycompany.com nuget.org

MyCompany.Extensions 1.0.0 Serilog 2.11.0
Newtonsoft.Json 13.0.1
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WToroBbin nuget.contio

<?xml version="1.0" encoding="utf-8"7>
<configuration>
<packageSources>
</clear>
<add key="MyComnpanyFeed" value="https://nuget.mycompany.com/v3/index.json">
</packageSources>
</configuration>
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Nexus

Sonatype Nexus Repository Manager /
0SS 3.381-01 e ° &
Administration Name
Repository ‘ Block_MyCompany_From_Proxy «
Repositories
Description oOptional

= Blob Stores

7 Cleanup Policies

£ Content Selectors Mode

Allow or block requests when their path matches any of the following matchers

Log4j Visualizer
. L Block
&% Proprietary Repositories
== Routing Rules Matchers
v @ Security Enter regular expressions that will be used to identify request paths to allow or block (depending on above mode)
= Privileges (-*)V((MyCompany\.)(.*))
2 Roles
4+ Add Another Matcher
& Users
Anonymous Access
iJ LDAP
Realms

=1 SSL Certificates Path

© 1Q Server Enter a request path to check if it would be blocked or allowed. Requests always start with a leading slash.

v i@ Support / repository/nuget/v3/content/MyComp ‘

v ‘B Loggi

Sl Vi ‘ © This request would be blocked
_ iewer

https://help.sonatype.com/repomanager3/nexus-repository-administration/repository-management/routing-rules



https://help.sonatype.com/repomanager3/nexus-repository-administration/repository-management/routing-rules
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Nexus routling rules
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(.*)\/(MyCompany\.(.*))

https://help.sonatype.com/repomanager3/nexus-repository-administration/repository-management/routing-rules
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Nu et"’
./ g

global packages

1

2. http-cache
5. temp

4

plugins-cache (nuget 4.8+)

https://docs.microsoft.com/en-us/nuget/consume-packages/managing-the-global-packages-and-cache-folders


https://docs.microsoft.com/en-us/nuget/consume-packages/managing-the-global-packages-and-cache-folders

Nuget
./ g

i M™ Copy

# Clear the 3.x+ cache (use either command)
dotnet nuget locals http-cache --clear
nuget locals http-cache -clear

# Clear the 2.x cache (NuGet CLI 3.5 and earlier only)
nuget locals packages—cache -clear

# Clear the global packages folder (use either command)
dotnet nuget locals global-packages —--clear
nuget locals global-packages -clear

# Clear the temporary cache (use either command)
dotnet nuget locals temp —--clear
nuget locals temp -clear

# Clear the plugins cache (use either command)
dotnet nuget locals plugins-cache —--clear
nuget locals plugins-cache -clear

# Clear all caches (use either command)

dotnet nuget locals all —-clear
nuget locals all -clear

https://docs.microsoft.com/en-us/nuget/consume-packages/managing-the-global-packages-and-cache-folders


https://docs.microsoft.com/en-us/nuget/consume-packages/managing-the-global-packages-and-cache-folders

/

Nuget

cli

# Clear the 3.x+ cache (use either command)
dotnet nuget locals http-cache --clear
nuget locals http-cache -clear

# Clear the 2.x cache (NuGet CLI 3.5 and earlier only)
nuget locals packages—cache -clear

# Clear the global packages folder (use either command)
dotnet nuget locals global-packages —--clear
nuget locals global-packages -clear

# Clear the temporary cache (use either command)
dotnet nuget locals temp —--clear
nuget locals temp -clear

# Clear the plugins cache (use either command)
dotnet nuget locals plugins—-cache --clear
nuget locals plugins-cache -clear

# Clear all caches (use either command)
dotnet nuget locals all —-clear
nuget locals all -clear

I Copy

https://docs.microsoft.com/en-us/nuget/consume-packages/managing-the-global-packages-and-cache-folders
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Options

ch Opt ; po

b Graphics Diagnostics Allow NuGet to download missing packages

Package Restore

P Nodejs Tools
4 NuGet Package Manager
kg e
Package Sources
Python [] Skip applying binding redirects
R Tools
Service Fabric Tools [ Package Management

SOL Server Tools
Test Default package management format: | PackageReference

Automatically check for missing packages during build in Visual Studio

Text Templating
Web Allow format selection on first package install
Web Forms Designer

Web Performance Test Tools

2 ; Clear All NuGet Cache(s)

Windows Forms Designer

XAML Designer

Show all settings Cancel

N NI REINT, NN, Wi N

https://docs.microsoft.com/en-us/nuget/consume-packages/managing-the-global-packages-and-cache-folders


https://docs.microsoft.com/en-us/nuget/consume-packages/managing-the-global-packages-and-cache-folders
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Dependency
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https://opensource.googleblog.com/2021/10/protect-your-open-source-project-from-supply-chain-attacks.html


https://opensource.googleblog.com/2021/10/protect-your-open-source-project-from-supply-chain-attacks.html
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1. Cobupaetcqa npoekT 1
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YTo MOXeT nouTtu

1

Cobupaetca npoekt 1 - 0K
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YTo MOXeT nouTtu ?
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1. Cobupaetcqa npoekTt 1 - OK

2. KTo-TOo moyumcTwun Kau
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YTo MOXeT nouTtu ?
/

1. Cobupaetcqa npoekTt 1 - OK

2. KTo-TOo moyumcTwun Kau

3. CobupaeTcs nNpPoeKkT 2
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1. Cobupaetcqa npoekTt 1 - OK

2. KTo-TOo moyumcTwun Kau

3. CobupaeTcs nNpPoeKT 2 -
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KTo-To no4yucTtun Kal
CobupaeTtca npoekT 2 -

CobupaeTtca npoekt 1




"YTo MOXeT nouTw

/

1
2.
3
4

Cobupaetca npoekt 1 - 0K
KTo-To no4yucTtun Kal
CobupaeTtca npoekT 2 -

CobupaeTtca npoekt 1 -




/

> / /

YTo MOXeT nouTtu

1
2.
3
4

Cobupaetca npoekt 1 - 0K
KTo-To no4yucTtun Kal
CobupaeTtca npoekT 2 -
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N3onaumna coopku

'////

- YucTka Kawa nepen Kaxaoonm cH60pKou

dotnet nuget locals clear --all

docker system prune -af

npm cache clean --force

yarn cache clean '//////////



- COopKY -

- YpcTKa Kawa nepepn Kaxoon cb6opkou

JT0 KaKad 10 KpecThAHCKAA WYTKA
dotnet nuget locals clear --all

% .'\5 N
docker system prune -af A A }‘5'

npm cache clean --force o oAb
/ % K% = - ((‘:":\\i
i € VF 5\

yarn cache clean Ana I{Tllllnuf;g CNNIKOM GoraTd
<Y ¢ (- .



COO0pPKM

- YucTka Kawa nepen Kaxaoonm cH60pKou
- PaspenbHble areHTbl OfAs pPa3HbiX KOMAaHA,
NMPOOYKTOB U T.A4.
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NMPOEKTOB,



//
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- YucTka Kawa nepen Kaxaoonm cH60pKou

- PaspenbHble areHTbl OfAs pPa3HblX KOMaHQ, MPOEKTOB,
NMPOOYKTOB U T.A4.

- KoHTenHepusauus cbopku
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YTo Takoe version range?

YKa3aHne KOHKPETHbIX BEpCcunn unwu
onanasoHa Bepcun Ansg Bawnx
3aBUCMOCTEN



npm

Value Description

version Only accept new patch versions

version Match exact version

> version |Must be greater than version

< version Must be less than version

* Matches any version

https://docs.npmjs.com/cli/v7/configuring-npm/package-json



npm

Value Description
version Only accept new patch versions
A version | 0Only accept new minor and patch versions
version Match exact version
> version |Must be greater than version
< version |Must be less than version

https://docs.npmjs.com/cli/v7/configuring-npm/package-json



’/f//

/

npm

"dependencies": {

®*chalk": "24.1.2",
"commander": "74.1.1",
“cross—spawn"': %%7.0.3"%,
"envinfo": "77.8.1",
“fs—extrag N c10ra gy
"hyperquest": "*2.1.3",
“prompts®: "%82.4.2",
"semver": "77.3.5",
“tar-pack": "23.4.1",
“tmp": *20.2.1",
"validate—-npm-package—-name": "~3.0.0"

_»

/

https://github.com/facebook/create-react-app/blob/main/packages/create-react-app/package.json
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Lockfil

- Oukcauna Bepcumu
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Lockfile

- Oukcauna Bepcumu
- Bocnpon3BogouMOCTb CHOPKWU



Lockfile

- Oukcauna Bepcumu
- Bocnpon3BogouMOCTb CHOPKWU
- KoHTponb
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Lockfile

- Oukcaunsa Bepcun
- Bocnpon3BogouMOCTb CHOPKWU
- KoHTponb

- be3onacHocCTb



yarn.lock

# THIS IS AN AUTOGENERATED FILE. DO NOT EDIT THIS FILE DIRECTLY. \\\\\\‘Nl
# yarn lockfile vl

"@babel/code-frame@7.10.4":
version "7.10.4"
resolved "https://npm.mycompany.com/npm/@babel/code-frame/-/code-frame-7.10.4.tgz#168dala36e90daé8ae8d49c0flb48c7céb24
integrity sha512-vG6SvBé0oYEhvgisZNFRmRCUkLz11c7rp+tbNTynGqcémS1d5ATd/sGyV6WOKZZNXRKMTZzZDRgQT30u9jhpAfUug=
dependencies:
"@babel/highlight" "A7.10.4"

"@babel/code-frame@7.12.11":
version "7.12.11"
resolved "https://npm.mycompany.com/npm/@babel/code-frame/-/code-frame-7.12.11.tgz#f4ad435aa263db935b8F10f2c552d23fb7
integrity sha512-ZtlyodBx1UcyiePMSkWnU4hPghwq7h6i2nFL1LeA3EU1+q2LQx16MISgJ0+z7dnmgvP9QtI1levETG0i0HIRcIw=
\\\\\\\\\\\\ dependencies:

"@babel/highlight" "A7.10.4"
w

\\ﬁ\




yarn.lock

# THIS IS AN AUTOGENERATED FILE. DO NOT EDIT THIS FILE DIRECTLY. \\\\\\‘Nl
# yarn lockfile vl

"@babel/code-frame@7.10.4":
version "7.10.4"
resolved "https://npm.mycompany.com/npm/@babel/code-frame/-/code-frame-7.10.4.tgz#168dala36e90daé8ae8d49c0flb48c7céb24
integrity sha512-vG6SvBé0oYEhvgisZNFRmRCUkLz11c7rp+tbNTynGqcémS1d5ATd/sGyV6WOKZZNXRKMTZzZDRgQT30u9jhpAfUug=
dependencies:
"@babel/highlight" "A7.10.4"

"@babel/code-frame@7.12.11":
fversion "7.12.11" |
resolved "https://npm.mycompany.com/npm/@babel/code-frame/-/code-frame-7.12.11.tgz#f4ad435aa263db935b8F10f2c552d23fb7
integrity sha512-ZtlyodBx1UcyiePMSkWnU4hPghwq7h6i2nFL1LeA3EU1+q2LQx16MISgJ0+z7dnmgvP9QtI1levETG0i0HIRcIw=
\\\\\\\\\\\\ dependencies:

"@babel/highlight" "A7.10.4"
w

\\ﬁ\




yarn.lock

# THIS IS AN AUTOGENERATED FILE. DO NOT EDIT THIS FILE DIRECTLY. \\\\\\‘Nl
# yarn lockfile vl

"@babel/code-frame@7.10.4":
version "7.10.4"
resolved "https://npm.mycompany.com/npm/@babel/code-frame/-/code-frame-7.10.4.tgz#168dala36e90daé8ae8d49c0flb48c7céb24
integrity sha512-vG6SvBé0oYEhvgisZNFRmRCUkLz11c7rp+tbNTynGqcémS1d5ATd/sGyV6WOKZZNXRKMTZzZDRgQT30u9jhpAfUug=
dependencies:
"@babel/highlight" "A7.10.4"

"@babel/code-frame@7.12.11":
version "7.12.11"
Iresolved "https://npm.mycompany.com/npm/@babel/code-frame/—/code—frame-?.12.11.tgz#féad435aa263db935b8f10f2c552d23fbﬂ
integrity sha512-ZtlyodBx1UcyiePMSkWnU4hPghwq7hGi2nFL1LeA3EU1+q2LQx16MISgJB+z7dnmgvP9QtI1levETG0i0HIRcIw=
\\\\\\\\\\\\ dependencies:
"@babel/highlight" "A7.10.4"
@

\\ﬁ\




yarn.lock

# THIS IS AN AUTOGENERATED FILE. DO NOT EDIT THIS FILE DIRECTLY. \\\\\\‘Nl
# yarn lockfile vl

"@babel/code-frame@7.10.4":
version "7.10.4"
resolved "https://npm.mycompany.com/npm/@babel/code-frame/-/code-frame-7.10.4.tgz#168dala36e90daé8ae8d49c0flb48c7céb24
integrity sha512-vG6SvBé0oYEhvgisZNFRmRCUkLz11c7rp+tbNTynGqcémS1d5ATd/sGyV6WOKZZNXRKMTZzZDRgQT30u9jhpAfUug=
dependencies:
"@babel/highlight" "A7.10.4"

"@babel/code-frame@7.12.11":
version "7.12.11"
resolved "https://npm.mycompany.com/npm/@babel/code-frame/-/code-frame-7.12.11.tgz#f4ad435aa263db935b8F10f2c552d23fb7
Iintegrity sha512-ZtlyodelUcyiePMSkWnU4thhwq7hGiZnFLlLeA3EUl+q2LQxleISgJ0+z7dnmgvP9QtIleUETGOiUHchIw==I
dependencies:

"@babel/highlight" "A7.10.4"
w

\\ﬁ\




\

-Nuget packages.lock.json

"version": 1,
"dependencies": {
".NETCoreApp,Version=v5.0": {
"JetBrains.Annotations": {

},

“type": "Direct",

"requested": "[2021.2.0, )",

"resolved": "2021.2.0",

"contentHash": "kKSyoVfndMriKHLfYGmrOuzQuI4jcc3TKGyww7buJFCYeHb/X0kodYBPL7n9454q7v6ASiRmDgpPGaDGerg/Hg=="

"Microsoft.Extensions.DependencyInjection": {

}

"type": "Transitive",
"resolved": "5.0.0",
"contentHash": "Rc2kb/p3Ze6cP6rhFC3PIRAWGhbLVSHZcOev7YlyeU6FmHc iDMLrhoVoTUEZKPhN5SZ jFgKF1Cf5f0z8mCMIkvpA==",
"dependencies": {
"Microsoft.Extensions.DependencyInjection.Abstractions": "5.0.0"

i




\jNuget packages.lock.json

"version": 1,
"dependencies": {
".NETCoreApp,Version=v5.0": {

i {

“type": "Direct",
v =

: .2.0, )",
"resolved": "2021.2.0",
"contentHash": "kKSyoVfndMriKHLfYGmrOuzQul4jcc3TKGyww7buJFCYeHb/X0kodYBPL7n9454q7v6ASiRmDgpPGaDGerg/Hg=="

Mi 0S0 X i D
resocved: .00,
"contentHash": "Rc2kb/p3Ze6cP6rhFC3PIRAWGhbLVSHZcOev7YlyeU6FmHc iDMLrhoVoTUEZKPhN5SZ jFgKF1Cf5f0z8mCMIkvpA==",

"dependencies": {
"Microsoft.Extensions.DependencyInjection.Abstractions": "5.0.0"
Iy

}

ndencyInjection": {
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1. BaXHO KOHTPOJIMpOBaTb BepPCUN BalluUX 3aBUCUMOCTEMN

2. He wncnonb3yiTe AnanasoHbl B BEPCUOHWPOBAHUY
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BaXHO KOHTpoONMpoBaTb Bepcun BallnX 3aBUCUMOCTEMN
He MCHOﬂb3YﬁTe Anana3oHbl B BEPCUOHUPOBAHWN
TpaH3nTNBHbLIE 3aBUCUMOCTW MOICyT WCMNOJSIb30BaTb

Anana3oH Bepcmﬁ B CBONX 3aBUCUMOCTAX
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1. lcnonb3ynte KoMmaHabl Ansa nposepKun deprecated u

® vulnerable Bepcun nNakeToB

dotnet list package --deprecated
dotnet list package --vulnerable

npm audit



Best Practices
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1. lcnonb3ynte KoMmaHabl Ansa nposepKun deprecated u

vulnerable Bepcun nNakeToB

C:\Users\Jon-Personal\ContosoVulnerability>dotnet list package --vulnerable --include-transitive

The following sources were used:
https://api.nuget.org/v3/index.json
C:\Program Files (x86)\Microsoft SDKs\NuGetPackages\

Project "~ContosoVulnerability™ has the following vulnerable packages

Top-level Package Requested Resolved Severity Advisory URL

> Auth@-WCF-Service-IWT 1.0.3 1.0:3 https://github.com/advisories/GHSA-qpvx-gpgm-g987j
> UmbracoForms 8.4.1 8.4.1 Moderate https://github.com/advisories/GHSA-8m73-w2r2-6xxj
Transitive Package Resolved Severity Advisory URL

> Microsoft.Data.OData 5.2.0 Moderate  https://github.com/advisories/GHSA-mv2r-q4g5-j8qg5

/////
=



1. Wcnonb3ynuTe KoMaHAp Onsa npoBepku deprecated u

Best Practices

vulnerable Bepcun nNakeToB
2. bnoknpoBka npaMoro gocrtyna K nuget.org wunmu

registry.npmjs.org



1. Wcnonb3ynuTe KoMaHAp Onsa npoBepku deprecated u

Best Practices

vulnerable Bepcun nNakeToB

2. bBbnokupoBKa npamMoro gocTtyna K nuget.org wunu

registry.npmjs.org " ]

. : -
3. [lonHbIN 0TKaA3 oT nuget.org mnu npmjs.org \
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1. WN3y4yanTe WHCTPYMEHTHI
2. Peanusyiite obume pexkomeHpgauum (lock file, config

file, unsonupylitTe cbopku)



A 4yTo MHe pgenaTb cenyac? ’ e
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A 4To MHe geflaTb ceunyac?

N3y4yanTe WMHCTPYMEHTHI

Peannsyite obume pekomeHpauum (lock file, config
file, w3onupyliTte cbopkKu)

Cnegute 3a ysA3BUMOCTAMW B aKTUBHO WCMNOJSIb3YEMbIX
KOMMOHEHTAxX WIn 6ubnnoTekax B KOMMaHWUWU
CBOEBpPEMEHHO OGHOBAAWTECb B ClQlydae ObHapyXeHus

VA3BUMOCTEN, HO KpaliHe OCTOPOXHO!



-2

HongsHo

Building a supply chain attack with .NET, NuGet, DNS, source

generators, and more

3 Ways to Mitigate Risk When Using Private Package Feeds

Supply chain attack

Best practices for a secure software supply chain

Dependency Confusion: How I Hacked Into Apple, Microsoft and

Dozens of Other Companies

Introducing SLSA, an End-to-End Framework for Supply Chain

Integrity



https://blog.maartenballiauw.be/post/2021/05/05/building-a-supply-chain-attack-with-dotnet-nuget-dns-source-generators-and-more.html
https://blog.maartenballiauw.be/post/2021/05/05/building-a-supply-chain-attack-with-dotnet-nuget-dns-source-generators-and-more.html
https://azure.microsoft.com/mediahandler/files/resourcefiles/3-ways-to-mitigate-risk-using-private-package-feeds/3%20Ways%20to%20Mitigate%20Risk%20When%20Using%20Private%20Package%20Feeds%20-%20v1.0.pdf
https://en.wikipedia.org/wiki/Supply_chain_attack
https://docs.microsoft.com/en-us/nuget/concepts/security-best-practices
https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
https://security.googleblog.com/2021/06/introducing-slsa-end-to-end-framework.html
https://security.googleblog.com/2021/06/introducing-slsa-end-to-end-framework.html

Bonpochl?
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