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merge(arr, left, mid, right);
}
}
}

public static void main(String[] args) { . OA! l E : ‘

int[] arp = 0,3, 2,19, 7, lﬂ, 23701371
System.out.printin(Arrays.toString(arr));
timSort(arr);
System.out.println(Arrays.toString(arr));

}
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COMPUTER SCIENCES DEPARTMENT
UNIVERSITY OF WISCONSIN-MADISON

CS 736 Bart Miller
Fall 1988

Project List

(Brief Description Due: Wednesday, October 26)
(Midway Interview: Friday, November 18)
(Final Report Due: Thursday, December 15)

General Comments

The projects are intended to give you an opportunity to study a particular area related to operating sys-
tems. Your project may require a test implementation, measurement studyv, simulation, literature search,
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Projects

(1)

Operating System Ultility Program Reliability — The Fuzz Generator: The goal of this project is to
evaluate the robustness of various UNIX utility programs, given an unpredictable input stream. This
project has two parts. First, you will build a fuzz generator. This is a program that will output a ran-
dom character stream. Second, you will take the fuzz generator and use it to attack as many UNIX
utilities as possible, with the goal of trying to break them. For the utilities that break, you will try to
determine what type of input cause the break.

The fuzz generator will generate an output stream of random characters. It will need several options
to give you flexibility to test different programs. Below is the start for a list of options for features
that fuzz will support. It is important when writing this program to use good C and UNIX style, and
good structure, as we hope to distribute this program to others.

-p only the printable ASCII characters
-a all ASCII characters
-0 include the null (0 byte) character

-1 generate random length lines (\n terminated strings)
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1 OL 8 Odzd J {OpdsatifglSy¥dtem Utility Program
Reliability - The Fuzz Generator.
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A J dz' 1 tc eyallidse@ne robustness of various
UNIX utility programs, given an unpredictable input
stream.
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1 OHOyYyd ftesy CIs0O:
1. Build a fuzz generator.

2. Attack as many UNIX utilities as possible, with the
goal of trying to break them.




Af yRt+ 3gasR

fuzz 1000000 outfile |  egn

*Fuzz Revisited: A Rexamination of the Reliability of UNIX Utilities and Servic
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fuzz 1000000 outfile |  egn

*Fuzz Revisited: A Rexamination of the Reliability of UNIX Utilities and Servic
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2005
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sfunfuzz [187] |
[Somiz 1187 - FaceFuzzer B [150])
iR rel_fuzz [234]
- N ——{Fuzz @[112]
{—+{DeadlockF ii6] ) ~(BuzzFuzz & [84] |
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PULSAR & [85]
tisfuzzer [124] SymFuzz & [52]
lifuzzer [198] .
Ruiter et al. & [180] CLsmith & [140]
2016
(TLS-Attacker & [195] | ——{IFuzzer & [213]
2017
DELTA & [134]
2018
2019
L—+{CodeAlchemist & [100] ]
Network File

Black-box

Tavor [240]

(perf_fuzzer @ [221] |

(Dharma [3] )

Nightmare [129]

Choronzon & [194]

C

LibFuzzer [7]

syzkaller [216]

Narada & [181]

= QuickFuzz & [94] }+—
GRR [211]

(KernelFuzzer [157] ) (Hodor [161])
Digtool & [168]
DIFUZE & [64]
IMF & [99]
loTFuzzer & [54]
Kernel

Concurrency

Skyfire & [217]

Triforce [162]

GLADE & [30]
VUzzer & [1786]

Hawkeye & [53]

——~(kAFL & [184]

Angora & [56]
CollAFL & [83]
FairFuzz & [136]

REDQUEEN & [23]
NAUTILUS & [22)

File
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PeriScope & [196]

Kernel

Concurency

MoWF & [172]

CAB-Fuzz & [125]

Kernel

Chopper & [210]

QSYM & [230]
DigFuzz & [239]
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IMF & [99]
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Angora & [56]
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syzbot i ®
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& Open [1664] | | = Subsystems

& Fixed [6088]

& Invalid [15125]

Name

ci-gemu-gce-upstream-auto
ci-gemu-native-arm64-kvm

ci-gemu-upstream
ci-gemu-upstream-386
ci-gemu2-arm32
ci-gemu2-arm64
ci-gemu2-arm64-compat
ci-gemu2-arm64-mte
ci-gemu2-riscv64
ci-snapshot-upstream-root
ci-upstream-bpf-kasan-gce
ci-upstream-bpf-next-kasan-gce

ci-upstream-gce-arm64

ci-upstream-gce-leak

ci-upstream-kasan-badwrites-root
ci-upstream-kasan-gce
ci-upstream-kasan-gce-386
ci-upstream-kasan-gce-root
ci-upstream-kasan-gce-selinux-root
ci-upstream-kasan-gce-smack-root
ci-upstream-kmsan-gce-386-root
ci-upstream-kmsan-gce-root

Last active

now
now
now
now
1034
now
now
now
now
now
now
now
now
now
now
now
now
now
now
now
now

now

Uptime

4h00m
19h29m
4h38m
4h22m

4h02m
4h18m
4h48m
19h33m
4h20m
19h31m
19h31m
19h31m
3h55m
2h04m
3h36m
2h49m
3h03m
3h17m
4h26m
2h23m
3h57m

Corpus

25027

1268
22563
45124

79460
48630
177701
28977
66488
22063
21521
76146
52446
46759
53664
50835
78393
43608
74040
63399
73676

©)

Status

0

Bu
All
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all
all

syzkaller.appspot.com/upstream ¢+ @ @
sign-in | mailing list | source | docs
¥ Missing Backports [159] | |= Crashes | | /Graphs || ~/Coverage | |( Send us feedback
Instances [tested repos]:
Coverage Crashes Execs Kernel build syzkaller build
Commit Config Freshness Status Commit Freshness
363015 138 592865 1lll0cebale34  .config 17h29m 163f510d 20h04m
20596 71135 29281a76709c .config 23d 163£510d 20h04m
359280 710 1193457 1110ce6ale34 .config 17h29m 163£510d 20h04m
631076 388 1293644 1ll0ce6ale34 .config 17h29m 163£510d 20h04m
broken 28eb75e178d3 .config 107d failing 163f510d 20h04m
92545 31 401163 1ll0ce6ale34 .config 17h29m 163£510d 20h04m
55397 232308 1110ce6ale34 .config 17h29m 163£510d 20h04m
194779 83 1111980 1lll0cebale34 .config 17h29m 163f510d 20h04m
401000 104 168131 245aece3750d .config 22d 163f510d 20h04m
354218 1220 1529809 1110ce6ale34 .config 17h29m 163£510d 20h04m
208212 999 856374 6ccf6adb05d0  .config 5d19h 163£510d 20h04m
209087 1427 1424707 £28214603dcé .config 1d0sh 163£510d 20h04m
569661 1747 786654 77c95b8c7alé .config 1d23h 163£510d 20h04m
864335 970 2594057 1ll0cebale34 .config 17h29m 163£510d 20h04m
819314 351 639837 1lllOcebale34  .config 17h29m 163f510d 20h04m
409505 474 1674359 1110ce6ale34 .config 17h29m 163£510d 20h04m
400899 170 920429 1110ce6ale34 .config 17h29m 163£f510d 20h04m
696331 1113 1103694 1ll0ce6ale34 .config 17h29m 163£510d 20h04m
703294 519 1576697 1lllOce6ale34 .config 17h29m 163£510d 20h04m
608144 720 1607694 1ll0cebale34 .config 17h29m 163£510d 20h04m
478483 187 697550 1ll0ce6ale34 .config 17h29m 163£510d 20h04m
552655 569 1170025 11l0ce6ale34 .config 17h29m 163f510d 20h04m
open (1401):
Repro Cause bisect Fix bisect Count Last Reported Discussions



ci-upstream-kasan-gce-smack-root now 4h26m 74040

ci-upstream-kmsan-gce-386-root now  2h23m 63399

ci-upstream-kmsan-gce-root now  3h57m 73676
Title

KCSAN: data-race in can_send / can_send (5)
WARNING: locking bug in alloc_pid
possible deadlock in lapbeth_device event

possible deadlock in efivarfs_actor

WARNING in btrfs_create_new_inode (2)

KCSAN: data-race in selinux socket post create / selinux_socket_so...
KASAN: slab-out-of-bounds Read in vc uniscr check
WARNING: locking bug in d_set_mounted

KASAN: slab-use-after-free Read in nla_put (2)

WARNING in tracepoint_add_func (2)

WARNING in dev_setup_tc

KASAN: slab-use-after-free Read in ip_skb_dst mtu (2)
possible deadlock in register netdevice

UBSAN: shift-out-of-bounds in dbAllocAG (2)

BUG: unable to handle kernel paging request in pipe_write
general protection fault in proc_sys_compare

KASAN: slab-out-of-bounds Read in __bch2 bkey unpack key ...
BUG: unable to handle kernel paging request in handle_softirgs
WARNING in depot_fetch stack

INFO: trying to register non-static key in sock def readable
BUG: corrupted list in __sk_destruct (2)

BUG: sleeping function called from invalid contextin _ bio_release ...
KASAN: slab-out-of-bounds Read in validate_bset_keys
WARNING: bad unlock balance in __mm_populate [mm]
KASAN: global-out-of-bounds Read in get_ mem_cgroup_from mm ...

kernel BUG in try_to_unmap_one [mm|

608144
478483
552655

720 1607694
187 697550
569 1170025

open (1401):

Repro

syz

syz

syz

syz

Syz

syz

syz

syz

Cause bisect

error

done
error

done

done

done

1110cebale34d .config

1110cebale34 .config

1110cebale34 .config

Fix bisect

Count

52
1
593

N R R R R R W R

w
s

1035

U W Rk P P B B W R B

w
= = o

17h29m
17h29m
17h29m

Last
2d15h
4d07h

now
4d11h
4d15h
4d1l1lh
4d22h
2d06h
6d405h
6d07h
6d19h
6d03h
1dl2h
7d23h
1d00h
5d23h
2d20h
6d15h
3d19h
8d12h
8d07h
5d01lh
5d01lh
5d12h
5d1lh
5d22h
9h35m
6d19h

12m
7d19h

11d

163£510d 20h04m
163£510d 20h04m
163£510d 20h04m
Reported Discussions
7hl8m
Zh45m
8h28m PATCH [21m]
13h44m
15h0lm PATCH [8h22m]
15h12m 1 [8hl4m]
22hl6m
1d18h PATCH [13h10m]
1d18h
1d18h
1d18h
1d18h 1 [1d1l6h]
1d18h 2 [1d00h]
1d18h
1d18h
1d18h
2d10h 1 [2d06h]
2d15h 6 [20h06m]
3d00h 1 [2d00h]
4d12h
4d12h
4d20h
5d01h 3 [4d05h]
5d08h
5d08h
5d08h
5d10h
6d03h 1 [2d0%h]
7d00h 11 [14hl2m]
7d06h
7d1%h 3 [6d01lh]

all
all
all
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http: url
v
workdir
syz-manager > crashes/crashN-T

corpus.db

A corpus/*
sshkey: file
RPC
VM
VM
inputs VM
scp, ssh
Y
sshd / invoke
adbd > syz-executor
syscalls
coverage info Y
kcov -
Kernel + Modules vmlinux: file
kernel: file
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workdir

> crashes/crashN-T
corpus.db
corpus/*
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syz-manager < > crashes/crashN-T

corpus.db

workdir

corpus/*
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v

> syz-executor
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v
invoke

> syz-executor

A

: syscalls
coverage info

A 4

kcov : :
vmlinux: file

Kernel + Modules .
kernel: file
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http: url
v
workdir
syz-manager > crashes/crashN-T
corpus.db
A corpus/*
sshkey: file
RPC
VM
VM
inputs VM
scp, ssh
Y
sshd / (ke N
adbd > syz-executor
syscalls
coverage info g
keov mlinux: file
Kernel + Modules ML RS DL
kernel: file
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syzkaller master

——o
corpus
cover
coveragedb
covermerger
csource

db
debugtracer
declextract
email
flatrpc
fuzzer
queue
cover.go

fuzzer.go

job.go
job_test.go

8 888 8 80

stats.go
gce

gcs

hash

html
ifaceprobe
ifuzz
image
instance

kcidb

& ®18A25

fuzzer_test.go

« >

manager.go ¥

runner.go % gemu.go ¥ execprog.go # local.go # executor.cc ¥  fuzzergo %

pkg/fuzzer/fuzzer.go

267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291

func (fuzzer *Fuzzer) genFuzz() *queue.Request {

// Either generate a new input or mutate an existing one.
mutateRate := 0.95
if !fuzzer.Config.Coverage {
// If we don't have real coverage signal, generate programs
// more frequently because fallback signal is weak.
mutateRate = 0.5
%
var req *queue.Request
rnd := fuzzer.rand()
if rnd.Floaté4() < mutateRate 1
req = mutateProgRequest(fuzzer, rnd)
%
if req = nil {
req = genProgRequest(fuzzer, rnd)
%
if fuzzer.Config.Collide & znd.Intn(3) = 0 {
&queue.Requesti

req
Prog: randomCollide(req.Pxog, znd),
Stat: fuzzer.statExecCollide,

%
fuzzer.prepare(req, 0, 0)
return req

snapshot.go

Sign in

dashapi.go + @
Q % I

11 Go B %

v
2
[4

o=
-

- =]
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o corp:s & = manager.go % runner.go ¥ gemu.go ¥ execprog.go ¥ local.go % executor.cc * fuzzer.go % snapshot.go dashapi.go + m .
3 cover pkg/fuzzer/fuzzer.go Q%I
ol ezl 267  func (fuzzer xFuzzer) genFuzz() *queue.Request { N
RIS 268 // Either generate a new input or mutate an existing one.
B csource 269 mutateRate := 0.95
0 db 270 if !fuzzer.Config.Coverage {
O debugtracer 271 // If we don't have real coverage signal, generate programs
o decl.extract 272 // more frequently because fallback signal is weak.
b el 273 mutateRate = 0.5
0O flatrpc 274 1
& fuzzer 275 var req *queue.Request
D queue 276 rnd := fuzzer.rand()
¢ cover.go 277 if rnd.Float64() < mutateRate { .
_ 278 req = mutateProgRequest(fuzzer, znd)
Go Tuzzer_test.go 279 !
«° {ob.go 280 if req = nil { I
6o job_test.go 281 req = genProgRequest(fuzzer, rnd)
60 stats.go 282 1
O gee 283 if fuzzer.Config.Collide & znd.Intn(3) = 0 { '
D ges 284 req = &gqueue.Requestq{
B hash 285 Prog: randomCollide(req.Pxrog, rnd),
0 html 286 Stat: fuzzer.statExecCollide,
0O ifaceprobe 287 3
O !fuzz 288 1
] !mage 289 fuzzer.prepare(req, 0, 0)
o |ns-tance 290 return req
o e 291
B EE & ®18A25 11 Go B8 %

a
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corpus <« > manager.go ¥ runner.go ¥ gemu.go % execprog.go ¥ local.go # executor.cc ¥ fuzzer.go * job.go * o prio.go prog + 0 7

cover pkg/fuzzer/job.go Q%I =
db
IR func genProgRequest(fuzzer *Fuzzer, rnd *rand.Rand) *queue.Request {

covermerger
p := fuzzer.target.Generate(znd,

csource

db

prog.RecommendedCalls,

fuzzer.ChoiceTable())

debugtracer
return &queue.Requesti

declextract
Prog: p,
ExecOpts: setFlags(flatrpc.ExecFlagCollectSignal),

Stat: fuzzer.statExecGenerate,

email

flatrpc

¥F0O0OOD0DDDODDODRCO

fuzzer
queue
cover.go

f .
uzzer.go func mutateProgRequest(fuzzer *Fuzzer, rnd *rand.Rand) *queue.Request %

fuzzer_test.go
S p := fuzzer.Config.Corpus.ChooseProgram(rnd)
job.go .
if p = 1
job_test.go
return
stats.go

§

e newP := p.Clone()

gcs
hash
html

newP.Mutate (xnd,
prog.RecommendedCalls,
fuzzer.ChoiceTable(),

if b .
naceprobe fuzzer.Config.NoMutateCalls,

if
e fuzzer.Config.Corpus.Programs(),

image

)

instance
return &queue.Requesti

kcidb

coopopoppoppeopro-oE

Prog: newP,

- 40 25

-~
|




