


AHTOH NManun

Pa3paboTunk B T-baHK

Ha camom gene Tumnua

3aHumanca SRE

N B O 2

6 netT B T-baHKe

ﬂ orangeatom




YTto 6ypaeT

N3 yero CcoCTOMT HaWa WHPOPACTPYKTYpaA
Tparnyeckue unctTopumn

N3MeHeHnsa, KOTOopble Mbl BHEC/N

KakK Bbl MOXeTe NPUMeHUTb y cebs 3TOT noaxon



HUaCTb HyneBas
UTo nmeem?



UTo mmeem?

Kk8s as a service
PCTI DSS
restrictions

support



Elwe ecTb

postgres

kafka

redis

vault
elasticsearch(7.10.1)
S3

MHOro http

HEMHOTO grpc

n pgaxe SOAP



A camn agennoum

e deployment
e 1Ngress
e service

e operators



lennon Tonbko u3 CD
helm update ...



MannnavH

Yamllint Render Deploy




yvamllint

Render Deploy

e BanupoHbin yaml
e [IpocTble ownbknM ¢popMaTUPOBaAHUS



helm render

Yamllint Deploy

e [IpoBepdaeT yaml Ha coBMeCcTUMOCTb C k8s
e Bannoupyet Hanuumne obsizaTenbHbLIX MapaMeTpoB
e I36aBndeT pa3paboTynka OT MNOHUMMaHUSA BcCen MauwumHepun k8s



helm deploy

Yamllint Render

e [IpuMeHaeT yaml B k8s



bonbwon moHopeno3nTopun Ansa MaHupectoB k8s

e 20+ HeMMCneucos
e 100+ gennONMEHTOB



HIOAHCOB MHOro, 3a BCeM ycneaAnTb AOCTATOYHO
C/ZTOXHO




A 3a SLA cneguTb HYXHO HaMm!

SLA - service level agreement



WHbIMM CcnoBamMu, OTBETCTBEHHOCTb 3a NpPoA4g - Ha
KOMaHAe pa3paboTKu



LUPpbI MepuawT,
CNOXHOCTU B3auMMOCBA3en,

IT nabupuHT



HUaCcTb nepBasd
BbIMbIlWAEHHbBIN MUK Penn

KOHEeYHO Xe, TaKoW CUTyauuum HukKorpga He 6bino



[lpeacTtaBbTe, UTO Yy HAC noxap!



HyxHO 06HOBUTbL npunoxeHune, CPOYHO!



Kak 3To 06blyHO npoucxoamT?

Cobupaem yepes CI obpas

TecTbl - 0683aTeNIbHO

Mpocum QA no-6bICTPOMY NPOTECTUTb, UYTO BCe OK
bepem Ter

Konupyem, BCTaBndem, KOMMUTUM, NYLWUM

[l[poCcuM ranku

HakaTbiBaem (penn3 KOHEYHO Xe)

Bbl BenunkKonenmnHbl!



Ha kKaKom ware owumbkKa nonyvyaeTca [AOpPOXe BCero?

e Cobupaem yepes CI obpas

e TecTbl - 06da3aTenbHO

e Mlpocum QA no-6bICTPOMY NMPOTECTUTb, UTO BCE OK
e bepem Ter

e Konupyem, BCTaBAdem, KOMMUTUM, NYLWUM

e [IpoCUM Tankwu

e HakaTbiBaeM (penn3 KOHEUHO Xe)

e Bbl BennKonNenHobl!



Ha kKaKom ware owumbkKa nosyyaeTca AOpOXe BCero?

KOHeYHO Xe, Korga HaKaTbiBaem



A Tenepb npocriegyem 3a UCTOPUEN



Cobpann o6pas



[IpPOrHAaNUCb TeCTbl



3anywmnm B Peno3uTopumn



[lapannenbHo yéeaunun QA, 4YTO MOXHO MPOBEPUTDH
(pnuy



MYVVVVVUUTE/IbHO poxpanucb TeCcTOB

e 0T QA
e 0T CI



[lapannenbHoO C 3TUM NONYYUNU T[aANKW



bepem Ter, Konupyem ero

my-company-registry/awesome-team-awesome-service:tag-kek-image-{current date}-ac0698b



[OTOBUMCHA HAKAQTUTDb



[lobaBnsiem B MaHuUpecCT

apiVersion: apps/vl
kind: Deployment
metadata:

name: example-deployment
spec:

replicas: 3

selector:

matchLabels:
app: example
strategy:
type: Recreate
template:
metadata:

labels:
app: example

spec:

containers:

- name: example-container
image: my-company-registry/awesome-team-awesome-service:tag-kek-image-{current date}-ac0698
ports:

- containerPort: 8080



KOMMUT B peno3nTopunm C MaHuUpecTamu

git add . && git commit -m "HOT FEATURE, APPROVE NOW PLEASE"



Kngaet aApyromy pa3paby, npocum eue ranky



Mpouncxoaut CI/CD



KO/Fatality

SLA - Bblllen m3 4yaTa




OTKaTbiBaem



A UTO Xe He TakK?



OwnbkKa 3arpy3ku obpasa

000 funo, e

Docker image not found




[lpucTanbHO NOCMOTPUM Ha yaml, KOTOpbIM nonan B
npon

19 image: my-company-registry/awesome-team-awesome-service:tag-kek-image-{current date}-ac0698



A n3HayanbHbin 06pa3

my-company-registry/awesome-team-awesome-service:tag-kek-image-<current date>-ac0698b



OanH cumBon!



CKBO3b MaunaanH nNponsblyl KOMMUT

KyKyeBa.

BeCcb npoAakKwH Mnosiomana
OAHA CTpoOUKa ***x*x%x,

14

“Simple fix’



Kakue ypoKWU Mbl MOXeM U3Beyb?

e ABTOp peKBeCTa OKa3a/jiCA HeBHMMATEe/IbHbIM

e PeBbioep(bl) He cxoaun(mn) B peaxucTpu
e CD caenan cso paboTy XOpoLo



OwnbkKa cBeplleHa,
Pa3paboTunkK rpycTtuT nuiub,
[locTMOpTEM nuuwerT.



[locTMOpTEM

[leTanbHbln pa3bop c60fi, C ONUCAHMWEM lWATOB, MO WU36exaHuw NoAob6HbLIX CUTyaLUN

o I36eraem ocyxaeHna m genaem pasbop KOHCTPYKTUBHO
e YKa3blBaeM XPOHOMNOTrU COB6bITUN
e Cyntaem vyiuepb


https://sre.google/sre-book/postmortem-culture/#best-practice-avoid-blame-and-keep-it-constructive
https://sre.google/sre-book/postmortem-culture/#best-practice-avoid-blame-and-keep-it-constructive

Kakue BapuaHTbl Yy HAaC eCTb?



[lanbynkoMm aTaTa? llonpocutb 6bLITb BHUMATEsNlbHee?

e CKasaTb, UYTO NpoAa NOXUTb Henb3A!

e BHMMaTEenbHee peBblo

e BHMMaTenbHee KOMMUPOBATb Ter

e Boobwe paboTanm BHUMATENbHO

e CKa3aTb, 4YTO HaKaxewb, ecnu byaeT nomaTb MpoAa eue pas






JTo He byaeTt pa6boTaThb



HNKakKoro ocyxgeHua!



YUenoBeK CKJ/IOHeH owunbaTbCA, M 3TU OWMBKWU BeayT K
HOBbIM 3HAHUAM

The cost of failure 1s education. © - Devin Carraway



Kakue 3HaHWUA Mbl MOXEM MONYUYUTb TyT?



helm, yamllint, webhooks - pewalwT TONbKO YyacTb
npob6nem



A Mbl co3gaem 6onbiue!



Mbi e pa3paboTtumku/QA/SRE



[lOKpbIBaeM KO[4 TeCTaMWu
MHOro TecToOB
unit/integration/e2e/etc



[louemy 6bl 1 CD He NOKpPbLITb TecTamu?



B3anun python

e Y HAac Becb Koa Ha python, 3auem npuaymbiBaTb UTO TO HOBOE?



B3ann pytest

e CTAHAAPT ANA TecTupoBaHua B python
e Mbl OYEHb N6UM TeCTbl



B3anun nuby pdk8s

e python 6ubnuoteka ana pab6botol ¢ k8s
e HO Mbl B3I TOMbKO MogenbKu Ana cywHocten k8s



Hanucanun TecCT



ANropntm 3TOro TecCTa

cobupaem BCce AENTOUMEHTHI

M3 3TUX AEenIOMMeHTOB gocTaem MM obpas3a

XO0AUM B peaxmcTpm co cnoBamm “a 3TOoT 06pa3 ecTtb?”

ecnm obpasa HeTy, TeCcT najaeT, MepaX B MacTep WUNW penn3 He pa3paellaeTcs

eC/in BCe o6pa3a eCTb, Bbl BeJiIMKOnenHbl N MOXHO Ae/laTb Ae€lla



KoMmnununpyem MaHugecTbl

1 @pytest.fixture
2 def render templates(template directory: Path, manifests dir: Path) -> list[str]:

3

oy N e

for cluster, namespace, chart in iter charts(manifests dir):
output dir = template directory / cluster / namespace.name / chart.name
output dir.mkdir(exist ok=True, parents=True)
render chart(cluster, chart, namespace, output dir)



KoMmnununpyem MaHugecTbl

output dir = template directory / cluster / namespace.name / chart.name



KoMmnununpyem MaHugecTbl

render chart(cluster, chart, namespace, output dir)



BoiTacKnBaem Aen/IOUMEHTDI

1 @pytest.fixture
? def deployments() -> Iterator[K8sObject[Deployment]]:

3 template directory = Path( file ).parent / 'render result'

4 generator = charts generator(template directory)

5 k8s objects = k8s object generator(generator, template directory)
6

7 return filter by type(k8s objects, Deployment)



BoiTacKnBaem Aen/IOUMEHTDI

4 generator = charts generator(template directory)



BoiTacKnBaem Aen/IOUMEHTDI

5 k8s objects = k8s object generator(generator, template directory)



BoiTacKnBaem Aen/IOUMEHTDI

7 return filter by type(k8s objects, Deployment)



=] O N &= W a =

XoanuM peaxucTpm um cobumpaem obpa3sa

def test availability images(deployments):
checked = {}
for deployment in deployments:
image name: str = deployment.spec.template.spec.containers[0].image
res: bool = check image available(image name)
checked{image name} = res
assert False in checked.values(), get unavaliable images(checked)



XoanuM peaxucTpm um cobumpaem obpa3sa

image name: str = deployment.spec.template.spec.containers[0].image



XoanuM peaxucTpm um cobumpaem obpa3sa

res: bool = check image available(image name)



XoanuM peaxucTpm um cobumpaem obpa3sa

checked{image name} = res



XoanuM peaxucTpm um cobumpaem obpa3sa

7 assert False in checked.values(), get unavaliable images(checked)



[lobaBnaem 3TO Aefsi0 B navunnauiH



HoBbl MaunnaunH

Build tests 1mage

Yamllint




TecTbl magawT, e€cium obpa3 He cyuecTByeT

Build tests 1mage

Yamllint




N mbl Mmoxem [06aBNATb HYXHble HAM [JOMOJIHUTEJIbHbIE
NPOBEPKMY



A 3ayeM TaK CJ/I0XHO?



ona 3TOro cnyyas MOXeT W e€CTb a/ibTEpPHATUBDI



[locmoTpum Ha 60nee CNOXHbIM Cnyyaw



kafka

e 1 TONUK C 4 nmapTunumamm
e UapT KOTOPbLIN CAyWaeT 3TOT TOMUK



Consumer 1 Consumer 2 Consumer 3 Consumer 4




kafka

L

Consumer 1 Consumer 2 Consumer 3 Consumer 4 Consumer 5




kafka

topic

A4

nartameHntp-1 HaTaALmeHTp-2

Consumer 1 Consumer 2 Consumer 3 Consumer 4 Consumer 5




HeT Heob6XoAMMOCTM NOAHMMATb KOHCbiOMEp, eC/un OH
HUYero He b6bygeT cnywaTb



ANropuTmMm nNpoBepKW

Cobupaem KONUYECTBO NApPTULUUKA B TOMUKAX

Hantm BCe KOHCbOMepbI

Cobupaem MXx KOHCbIOMeP rpynmnol

[lafgaem B TecTe, €CNN KONUYECTBO KOHCbWMepoOB 60/blie YeM MAPTULUN B TOMNUKE
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Cobupaem KoOMMyeCcTBO NAPTULMKM B TOMUKAX

class TopicInfo(NamedTuple):
cluster: str
name: str

@pytest.fixture
def topics info(deployments):
topics info: dict[TopicInfo, int] = defaultdict(int)
for deployment in deployments:
topics _env = get env by name suffix or none(envs, 'KAFKA CONSUMER TOPICS')
if topics_env is None:
continue
1f TopicInfo(TopicInfo(cluster="xynacrep m3 menyorMeHTa' , hame="Tonmuk M3 neryioMeHTa')) in topics info:
continue
topics info[TopicInfo(cluster="knacrep u3 nmemnjoymMeHTa', name=
cluster="kafka kaas tmsg cluster", topic="topic name"

'TonMk M3 pmenjorMeHTa')] = get partition count(

)

return topics_ info



Cobupaem KoONMUyecTBO NApPTULUKM B TOMUKAX

1 class TopicInfo(NamedTuple):
2 cluster: str
3 name: str



Cobupaem KoONMUyecTBO NApPTULUKM B TOMUKAX

8 for deployment in deployments:



14
15
16

Cobupaem KoONMUyecTBO NApPTULUKM B TOMUKAX

topics info[TopicInfo(cluster="xnacrTep u3 memnjiormMeHTa' , name="Tonmk M3 nenjorMeHTa' )] = get partition count(
cluster="kafka kaas tmsg cluster", topic="topic name"

)



Cenyac 6yaeT HemMHOro 60/1bHO
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Nwem BCe KOHCblOMepbl

def test partition is divided by consumers(
self, deployments: Iterator[Deployment], topics info: dict[TopicInfo, int]
K
consumers = defaultdict(lambda: defaultdict(int))
for * , chart, deployment in deployments:
envs = deployment.spec.template.spec.containers[0].env
topics = get env_by name suffix or none(envs, 'KAFKA CONSUMER TOPICS')

if topics is None:
continue

consumer group id = get env _value or default(
get env by name suffix or none(envs, 'KAFKA CONSUMER GROUP ID')

)

bootstrap servers env = get env by name suffix or none(envs, ' BOOTSTRAP SERVERS')
cluster name = get cluster name from broker(
json.loads(get env value or default(bootstrap servers env, '[]'))

)

assert cluster name is not None

topic_info = TopicInfo(cluster=cluster name, name=topic)
consumers[topic info][consumer group id] += get consumers count(deployment)



Nwem BCe KOHCblOMepbl

test partition is divided by consumers |

self, deployments: Iterator[Deployment], topics info: [ TopicInfo, ]
) :
consumers = defaultdict( : defaultdict | ) )
for * , chart, deployment in deployments:

envs = deployment.spec.template.spec.containers([0].env

topics = get _env by name suffix or none(envs, 'KAFKA CONSUMER TOPICS')

topics :
consumer group id = get env value or default(
get env by name suffix or none(envs, 'KAFKA CONSUMER GROUFP ID')
)
bootstrap servers env = get env by name suffix or none(envs, ' BOOTSTRAFP SERVERS')

cluster name = get cluster name from broker(
json.loads (get env value or default(bootstrap servers env, '[]'))

cluster name

topic info = TopicInfo(cluster=cluster name, name=topic)
consumers|[topic info][consumer group id] += get consumers count(deployment)
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envs

Nwem BCe KOHCblOMepbl

= deployment.spec.template.spec.containers[0].env

topics = get env_by name suffix or none(envs, 'KAFKA CONSUMER TOPICS')

if topics is None:

cons

)

bootstrap servers env = get env by name suffix or none(envs,

clus

)

continue

umer group id = get env value or default(

get env by name suffix or none(envs, 'KAFKA CONSUMER GROUP ID')

ter name = get cluster name from broker(
json.loads(get env value or default(bootstrap servers env,

' BOOTSTRAP SERVERS')

1))
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Nwem BCe KOHCblOMepbl

test partition is divided by consumers |

self, deployments: Iterator[Deployment], topics info: [ TopicInfo, ]
) :
consumers = defaultdict( : defaultdict | ) )

* , chart, deployment deployments:

envs = deployment.spec.template.spec.containers([0].env

topics = get _env by name suffix or none(envs, 'KAFKA CONSUMER TOPICS')

topics :
consumer group id = get env value or default(
get env by name suffix or none(envs, 'KAFKA CONSUMER GROUFP ID')
)
bootstrap servers env = get env by name suffix or none(envs, ' BOOTSTRAF SERVERS

cluster name = get cluster name from broker(
json.loads (get env value or default(bootstrap servers env, '[]'))

assert cluster name is not None

topic info = TopicInfo(cluster=cluster name, name=topic)
consumers|[topic info][consumer group id] += get consumers count(deployment)

)
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Nwem BCe KOHCblOMepbl

test partition is divided by consumers |

self, deployments: Iterator[Deployment], topics info: [ TopicInfo, ]
)2
consumers = defaultdict( : defaultdict | ) )

* , chart, deployment deployments:

envs = deployment.spec.template.spec.containers([0].env

topics = get _env by name suffix or none(envs, )

topics
consumer group id = get env value or default(

get env by name suffix or none(envs, )

)

bootstrap servers env = get env by name suffix or none(envs,
cluster name = get cluster name from broker(
json.loads (get env value or default(bootstrap servers env, ) )

cluster name

topic info = TopicInfo(cluster=cluster name, name=topic)
consumers|[topic_info][consumer group id] += get consumers count(deployment)



N npoBepsiem, UTO HeT MJIOXUX KOHOUIOB

bad topics = []
for topic, partition count in topics info.items():
for consumer group id, consumers count in consumers|[topic].items():
if partition count % consumers count != 0:
bad topics.append((topic, consumer group id, partition count, consumers count))

assert not bad topics



Tenepb He b6byanet 6ecrnone3HbiX KOHCbIOMEpPOB



[lononHUTenbHble NMPOBEPKWU, KOTOpPble MOXHO [06aBUTb

e Bce cepBepbl KaKW NponmcaHbl B KOHMUre
e Y KOHCblOMepa Bcerga ecTb ero Tonuk
e ECTb gocTyn A0 6pPOKepoB



Y HAC eCTb TaKXe TeCTbl He TONbKO HA 13TO0

Banuaaunsa nepemeHHbIX OKpyxeHus u3 vault

KonnuecTtBO coeauHeHUn C postgres

Banungauunsa, 4To ANS MNPUIOKEHUA NPOCTaB/eHbl BCe 06A3aTeNbHble 3HBbI
Hannume BCex ceTeBblX AOCTYNOB



TecTbl NUWEM, YTO OHU He NPUBA3aHbl K KOHKPETHOMY
MPUNOXEHMNIO



Obuwme 6MO6NNOTEKU CO3AalT HeABHOEe cornaleHue

M UMEHOBAHWUE NnepeMeHHbIX OKPYXEeHUs umeer
PUKCUPOBAHHbLIE CYDPUKCDI



TeCcTbl nuuwyT BCe

° QA
e SRE
e SDE



Takon noaxoq o4yeHb peako rae nMM60 NPUMeHsieTCS



KaK Bbl MOXeTe HauyaTb TecTtupoBaTb CD?



KaK Bbl MOXeTe HauaTb TecTtupoBaTb CD?

e B3ATb Baw (peuMMBOPK ANMA TECTUPOBAHUSA
e Pa3zobpaTbCca B TOM, UTO uYalle BCcero 6onut
e HanucaTtb Ha 310 geno tecT(bl)



NTOoru



NTOoru

ABTOMAaTU3NPOBAHHbIE NMPOBEpPKN MNOMOrawT
noaaepXuBaTb CTAabUNbHOCTb MNPUNOXEHUN



NToru

Boibpaemble TeCTbl FpaHMUYaT NUlb C Balew
PaHTa3nen



NTorwm
HeoueBuaHble TeCTbl pelwawT MHOro npobnem



Cnacubo
3a BHUMaHue!




