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Mutual Exclusion
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● Aka mutex or lock
● At most one thread can hold the lock



Mutual Exclusion
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● Aka mutex or lock
● At most one thread can hold the lock

lock.lock()

// Critical section

lock.unlock()



Atomic Counter via Mutex

lock := Mutex()

value := 0

fun getAndIncrement(): Int {

   lock.lock()

   try {

       return value++

   } finally {

       lock.unlock()

   }

}
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Atomic Counter via Mutex

lock := Mutex()
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Coarse-Grained Locking

lock := Mutex()

sequential_data_structure := ...

fun function(...): ... {

   lock.lock()

   try {

       return sequential_data_structure.function()

   } finally {

       lock.unlock()

   }

}

12

All functions should be 
guarded by lock



Coarse-Grained Locking

lock := Mutex()

sequential_data_structure := ...

fun function(...): ... {

   lock.lock()

   try {

       return sequential_data_structure.function()

   } finally {

       lock.unlock()

   }

}

13

All functions should be 
guarded by lock

No progress guarantee, 
not scalable



Compare-And-Set

● Lock-freedom: guarantees system-wide progress
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Compare-And-Set

● Lock-freedom: guarantees system-wide progress

● The main building block is Compare-And-Set primitive:
CAS(&addr, expected, update): Boolean tries to atomically 
replace the value located by address addr from expected to update.
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value := 0

fun getAndIncrement(): Int {

  while (true) {

    cur := value

    if CAS(&value, cur, cur + 1):

      return cur + 1

  }

}

Compare-And-Set

● Lock-freedom: guarantees system-wide progress
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value := 0

fun getAndIncrement(): Int {

  while (true) {

    cur := value

    if CAS(&value, cur, cur + 1):

      return cur + 1

  }

}

Compare-And-Set

● Lock-freedom: guarantees system-wide progress
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If the CAS fails, another 
getAndIncrement has succeeded



Universal Construction via CAS
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lock := Mutex()

sequential_data_structure := ...

fun function(...): ... {

   lock.lock()

   try {

       return sequential_data_structure.function()

   } finally {

       lock.unlock()

   }

}



Universal Construction via CAS
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sequential_data_structure := ...

fun function(...): ... {

  while (true) {

    cur := sequential_data_structure
    copy := cur.makeCopy()

    result := copy.function()

    if CAS(&sequential_sata_structure, cur, copy):

      return result

  }
}



Universal Construction via CAS
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sequential_data_structure := ...

fun function(...): ... {

  while (true) {

    cur := sequential_data_structure
    copy := cur.makeCopy()

    result := copy.function()

    if CAS(&sequential_sata_structure, cur, copy):

      return result

  }
}

Makes a new copy on 
each modification



Universal Construction via CAS
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sequential_data_structure := ...

fun function(...): ... {

  while (true) {

    cur := sequential_data_structure
    copy := cur.makeCopy()

    result := copy.function()

    if CAS(&sequential_sata_structure, cur, copy):

      return result

  }
}

Makes a new copy on 
each modification

Provides lock-freedom non-blocking guarantee



Treiber Lock-Free Stack
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Treiber Stack: The Structure
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Treiber Stack: The Structure
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Treiber Stack: The Structure
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top

4
N

3
N
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1
N

class StackNode<E>(
   next: StackNode<E>?,
   value: E
)

class TreiberStack<E> {
   top: StackNode<E>? = null
}



Treiber Stack: The Structure
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top

4
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N

class StackNode<E>(
   next: StackNode<E>?,
   value: E
)

class TreiberStack<E> {
   top: StackNode<E>? = null
}

Empty stack ⇔ top == null



Treiber Stack: Push
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Create a new node with N = top and update top

adding an element “4”



Treiber Stack: Push
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fun push(element: E) {
   while (true) {
       cur_top := top
       new_top := StackNode(cur_top, element)
       if CAS(&top,cur_top, new_top): return
   }
}

adding an element “4”



Treiber Stack: Push

29

top

3
N

2
N

1
N

fun push(element: E) {
   while (true) {
       cur_top := top
       new_top := StackNode(cur_top, element)
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Treiber Stack: Push
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fun push(element: E) {
   while (true) {
       cur_top := top
       new_top := StackNode(cur_top, element)
       if CAS(&top,cur_top, new_top): return
   }
}

adding an element “4”
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Treiber Stack: Push
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fun push(element: E) {
   while (true) {
       cur_top := top
       new_top := StackNode(cur_top, element)
       if CAS(&top,cur_top, new_top): return
   }
}

adding an element “4”

4
N



Treiber Stack: Pop
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Move the top pointer forward

extracting the top element



Treiber Stack: Pop
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fun pop(): E {
   while (true) {
       cur_top := top
       new_top := cur_top.next
       if CAS(&top, cur_top, new_top):
           return cur_top.element
   }
}



Treiber Stack: Pop
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Treiber Stack: Pop
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Treiber Stack: Pop
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Treiber Stack: Pop
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   while (true) {
       cur_top := top
       new_top := cur_top.next
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}



Treiber Stack: Pop

38

top

3
N

2
N

1
N

4
N

fun pop(): E {
   while (true) {
       cur_top := top
       new_top := cur_top.next
       if CAS(&top, cur_top, new_top):
           return cur_top.element
   }
}

null if this is the last node



Treiber Stack: Pop
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fun pop(): E {
   while (true) {
       cur_top := top
       if cur_top == null: 
           throw EmptyStackException()
       new_top := cur_top.next
       if CAS(&top, cur_top, new_top):
           return cur_top.element
   }
}

Don’t forget to check 
for emptiness!



Treiber Stack: Progress Guarantees
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fun pop(): E {
  while (true) {
      cur_top := top
      if cur_top == null: 
          throw EmptyStackException()
      new_top := cur_top.next
      if CAS(&top, cur_top, new_top):
          return cur_top.element
  }
}

fun push(element: E) {
  while (true) {
      cur_top := top
      new_top := StackNode(cur_top, element)
      if CAS(&top,cur_top, new_top): return
  }
}

Are these push(..) and pop() lock-free?



Treiber Stack: Correctness

41

fun pop(): E {
  while (true) {
      cur_top := top
      if cur_top == null: 
          throw EmptyStackException()
      new_top := cur_top.next
      if CAS(&top, cur_top, new_top):
          return cur_top.element
  }
}

fun push(element: E) {
  while (true) {
      cur_top := top
      new_top := StackNode(cur_top, element)
      if CAS(&top,cur_top, new_top): return
  }
}

Is this stack implementation correct?



What is correctness 
in the world of concurrency?
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Correctness for Concurrent Objects 

43

s := TreiberStack<String>()

s.push("a")
s.pop() // “a”

 s.push("b")
 s.pop() // “b”

Thread 1 Thread 2

Is this execution correct?



Correctness for Concurrent Objects 
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s := TreiberStack<String>()

s.push("a")
s.pop() // “a”

 

 s.push("b")
 s.pop() // “b”

Thread 1 Thread 2



Correctness for Concurrent Objects 

45

s := TreiberStack<String>()

s.push("a")
s.pop() // “b”

 s.push("b")
 s.pop() // “a”

What about this one?



Correctness for Concurrent Objects 
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s := TreiberStack<String>()

s.push("a")

s.pop() // “b”

 
 s.push("b")
 
 s.pop() // “a”



Correctness for Concurrent Objects 
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s := TreiberStack<String>()

s.push("a")
s.pop() // “a”

 s.push("b")
 s.pop() // “a”

Is this execution also correct?



Correctness for Concurrent Objects 
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s := TreiberStack<String>()

s.push("a")
s.pop() // “a”

 s.push("b")
 s.pop() // “a”

Is this execution also correct?



Correctness for Concurrent Objects 
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s := TreiberStack<String>()

s.push("a")
s.push("c")

  s.push("b")
  s.pop() // “a”

hb

hb = happens before



Correctness for Concurrent Objects 

50

s := TreiberStack<String>()

s.push("a")
s.push("c")

  s.push("b")
  s.pop() // “a”

hb

hb = happens before

This pop() is eligible to extract 
either “b” or “c”



Correctness for Concurrent Objects 
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s := TreiberStack<String>()

s.push("a")
s.push("c")

  s.push("b")
  s.pop() // “a”

hb

hb = happens before
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TOPLAS’90



Correctness for Concurrent Objects: Linearizability
An execution is linearizable if it can be expressed 
with a sequential execution that:

1. does not violate the original happens-before order 
(program order + synchronization)

2. shows the same results

* the definition is simplified
53



Treiber Stack: Linearizability Points
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fun pop(): E {
  while (true) {
      cur_top := top
      if cur_top == null: 
          throw EmptyStackException()
      new_top := cur_top.next
      if CAS(&top, cur_top, new_top):
          return cur_top.element
  }
}

fun push(element: E) {
  while (true) {
      cur_top := top
      new_top := StackNode(cur_top, element)
      if CAS(&top,cur_top, new_top): return
  }
}

Successful CAS-s are 
linearizability points



Treiber Stack: Reading the Top
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fun top(): E? {
   cur_top := top
   if cur_top == null: return null
   return cur_top.element
}



Treiber Stack: Reading the Top
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fun top(): E? {
   cur_top := top
   if cur_top == null: return null
   return cur_top.element
}

Reading top is the 
linearizability point



Treiber Stack: Reading the Top
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fun top(): E? {
   cur_top := top
   if cur_top == null: return null
   return cur_top.element
}

Reading top is the 
linearizability point

Is it lock-free?



Treiber Stack: Reading the Top
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fun top(): E? {
   cur_top := top
   if cur_top == null: return null
   return cur_top.element
}

Reading top is the 
linearizability point

Is it lock-free?

It is wait-free!



Lock-Freedom vs Wait-Freedom
● Lock-Freedom: there is an operation that 

finishes in a bounded number of steps

● Wait-Freedom: each operation 
finishes in a bounded number of steps
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Lock-Freedom vs Wait-Freedom
● Lock-Freedom: there is an operation that 

finishes in a bounded number of steps

● Wait-Freedom: each operation 
finishes in a bounded number of steps
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Reads often can be wait-free



Michael-Scott Lock-Free Queue
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PODC’96



MS Queue: The Structure
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MS Queue: The Structure
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head

dummy
N

tail

Queue is empty ⇔ head == tail



MS Queue: The Structure
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head

dummy
N

1
N

2
N

tail

class MSQueueNode<E>(
   next: QueueNode<E>?,
   value: E
)

class MSQueue<E> {
   head: MSQueueNode<E>
   tail: MSQueueNode<E>
  
   init {
       dummy := QueueNode(null, null)
       head = tail = dummy
   }
}



MS Queue: Enqueue
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head

dummy
N

1
N

2
N

tail

0. Create a new node with the element
1. Update the next pointer of the current tail
2. Update the tail pointer
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0. Create a new node with the element
1. Update the next pointer of the current tail
2. Update the tail pointer

enqueue(“3”)



MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer of the current tail
2. Update the tail pointer

enqueue(“3”)



MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer of the current tail
2. Update the tail pointer

enqueue(“3”)



MS Queue: Enqueue
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dummy
N
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N

tail

0. Create a new node with the element
1. Update the next pointer of the current tail
2. Update the tail pointer

enqueue(“3”)

(1)  and (2) should be 
performed atomically

(1)

(2)



MS Queue: Enqueue
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head

dummy
N

1
N

2
N

3
N

tail

0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

(1)

(2)

fun enqueue(e: E) {
  node := MSQueueNode(e)
  cur_tail := tail
  cur_tail.next = node
  tail = node
}

(2)

(1)

(0)



MS Queue: Enqueue

72

head
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2
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3
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tail

0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

(1)

(2)

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    tail = node
    return
  }
}

(2)

(1)

(0)



MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    tail = node
    return
  }
}

(2)

(1)

(0)

head

dummy
N

1
N

2
N

tail



MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    tail = node
    return
  }
}

(2)

(1)

(0)

head

dummy
N
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tail
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N



MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    tail = node
    return
  }
}
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MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    tail = node
    return
  }
}

(2)

(1)

(0)

head

dummy
N

1
N

2
N

tail
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MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    tail = node
    return
  }
}

(2)

(1)

(0)

head

dummy
N

1
N

2
N

tail

3
N

4

The purple one cannot 
make progress…



MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

(1)

(2)

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    CAS(&tail, cur_tail, node)
    return
  } else {
    CAS(&tail, cur_tail, cur_tail.next)
  }
}

(2)

(1)

(0)

(2)

helping!



MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    CAS(&tail, cur_tail, node)
    return
  } else {
    CAS(&tail, cur_tail, cur_tail.next)
  }
}
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MS Queue: Enqueue
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  }
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MS Queue: Enqueue

81

0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    CAS(&tail, cur_tail, node)
    return
  } else {
    CAS(&tail, cur_tail, cur_tail.next)
  }
}
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MS Queue: Enqueue
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0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    CAS(&tail, cur_tail, node)
    return
  } else {
    CAS(&tail, cur_tail, cur_tail.next)
  }
}

head

dummy
N

1
N

2
N

tail

3
N

4



MS Queue: Enqueue
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head

dummy
N

1
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2
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3
N

tail

0. Create a new node with the element
1. Update the next pointer 

of the current tail
2. Update the tail pointer

(1)

(2)

fun enqueue(e: E) = while (true) {
  node := MSQueueNode(e)
  cur_tail := tail
  if CAS(&cur_tail.next, null, node) {
    CAS(&tail, cur_tail, node)
    return
  } else {
    CAS(&tail, cur_tail, cur_tail.next)
  }
}

(2)

(1)

(0)

(2)

Is enqueue lock-free?



MS Queue: Dequeue
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Move the head pointer forward
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MS Queue: Dequeue
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tail
Move the head pointer forward

3
N

New “dummy” node



MS Queue: Dequeue
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head

dummy
N

1
N
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N

tail

Move the head pointer forward

3
N

fun dequeue(): E {
  while (true) {
    cur_head := head
    cur_head_next := cur_head.next
    if cur_head_next === null: 
      throw EmptyQueueException()
    if CAS(&head, cur_head, cur_head_next):
      return cur_head_next.value
  }
}



MS Queue: Dequeue
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head

dummy
N

1
N

2
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tail

Move the head pointer forward

3
N

fun dequeue(): E {
  while (true) {
    cur_head := head
    cur_head_next := cur_head.next
    if cur_head_next === null: 
      throw EmptyQueueException()
    if CAS(&head, cur_head, cur_head_next):
      return cur_head_next.value
  }
}



MS Queue: Dequeue
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Move the head pointer forward
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fun dequeue(): E {
  while (true) {
    cur_head := head
    cur_head_next := cur_head.next
    if cur_head_next === null: 
      throw EmptyQueueException()
    if CAS(&head, cur_head, cur_head_next):
      return cur_head_next.value
  }
}



MS Queue: Dequeue
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head

dummy
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Move the head pointer forward

3
N

fun dequeue(): E {
  while (true) {
    cur_head := head
    cur_head_next := cur_head.next
    if cur_head_next === null: 
      throw EmptyQueueException()
    if CAS(&head, cur_head, cur_head_next):
      return cur_head_next.value
  }
}



MS Queue: Dequeue
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head

dummy
N

1
N
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Move the head pointer forward

3
N

fun dequeue(): E {
  while (true) {
    cur_head := head
    cur_head_next := cur_head.next
    if cur_head_next === null: 
      throw EmptyQueueException()
    if CAS(&head, cur_head, cur_head_next):
      return cur_head_next.value
  }
}



MS Queue: Dequeue

91

head

dummy
N

1
N

2
N

tail

Move the head pointer forward

3
N

fun dequeue(): E {
  while (true) {
    cur_head := head
    cur_head_next := cur_head.next
    if cur_head_next === null: 
      throw EmptyQueueException()
    if CAS(&head, cur_head, cur_head_next):
      return cur_head_next.value
  }
}



To Sum Up
● Coarse-Grained Locking
● Universal Lock-Free Construction

● Linearizability
● Lock- and Wait-Freedom

● Lock-Free Treiber Stack Algorithm
● Michael-Scott Queue Algorithm
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Task Assignments

github.com/ndkoval/Hydra2022 
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https://github.com/ndkoval/Hydra2022


Thank you!
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