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Mutual Exclusion

e Aka mutex or lock
e At most one thread can hold the lock
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lock.unlock()



Atomic Counter via Mutex

lock := Mutex()
value := 0

fun getAndIncrement(): Int {
lock.lock()

try {
return value++

} finally {
lock.unlock()

}
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Atomic Counter via Mutex

lock := Mutex()
value := 0

fun getAndIncrement(): Int {
lock.lock()

try {
return value++

} finally {

Zock.unlock()/ééi;%%?x
}
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Atomic Counter via Mutex

lock := Mutex()
value := 0

fun getAndIncrement(): Int {
lock.lock()

try {
return value++

} finally {
lock.unlock()

}

| ER
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Coarse-Grained Locking

lock := Mutex()
sequential_data_structure := ...

fun function(...): ... {
lock.lock()

try {

All functions should be
guarded by lock

return sequential_data_structure.function()

} finally {
lock.unlock()

}
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Coarse-Grained Locking

lock := Mutex()

sequential_data_structure := ... All functions should be

guarded by lock

fun function(...): ... {
lock.lock()
try {
return sequential_data_structure.function()
} finally {
lock.unlock()
}
1 No progress guarantee,

not scalable
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Compare-And-Set

e Lock-freedom: guarantees system-wide progress
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Compare-And-Set

e Lock-freedom: guarantees system-wide progress

e The main building block is Compare-And-Set primitive:

CAS(&addr, expected, update): Boolean tries to atomically
replace the value located by address addr from expected to update.
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Compare-And-Set

e Lock-freedom: guarantees system-wide progress

value := 0

fun getAndIncrement(): Int {
while (true) {
cur := value
if CAS(&value, cur, cur + 1):
return cur + 1
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Compare-And-Set

e Lock-freedom: guarantees system-wide progress

value := 0 )
If the CAS fails, another
fun getAndIncrement(): Int { getAndIncrement has succeeded
while (true) {
cur := value

if CAS(&value, cur, cur + 1):
return cur + 1



Universal Construction via CAS

lock := Mutex()
sequential_data_structure := ...

fun function(...): ... {
lock.lock()
try {
return sequential_data_structure.function()
} finally {

lock.unlock()

}
}
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Universal Construction via CAS

sequential_data_structure := ...

fun function(...): ... {
while (true) {
cur := sequential data structure
copy := cur.makeCopy()
result := copy.function()
i1f CAS(&sequential sata_structure, cur, copy):
return result



Universal Construction via CAS

sequential_data_structure := ...

fun function(...): ... {
while (true) {
cur := sequential_data_structure Makes a new copy on
copy := cur.makeCopy() each modification
result := copy.function()

i1f CAS(&sequential sata_structure, cur, copy):
return result



Universal Construction via CAS

sequential_data_structure := ...

fun function(...): ... {
while (true) {
cur := sequential _data_structure Makes a ne\{v_ COPy on
copy := cur.makeCopy() each modification
result := copy.function()

i1f CAS(&sequential sata_structure, cur, copy):
return result

Provides lock-freedom non-blocking guarantee




Treiber Lock-Free Stack



Treiber Stack: The Structure
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Treiber Stack: The Stru

KRN

cture
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class StackNode<E>(
next: StackNode<E>?,
value: E

)

class TreiberStack<E> {
top: StackNode<E>? = null

}
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Treiber Stack: The Structure

4I!I—> 3I!I—> ZI!I—> 1I!I

ﬁ class StackNode<E>(
next: StackNode<E>?,

value: E

)

Empty stack < top == null

class TreiberStack<E> {
top: StackNode<E>? = null
}




Treiber Stack: Push

adding an element "4"

47 37 20 1"
R !

Create a new node with N = top and update top
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Treiber Stack: Push

3

adding an element "4"

2

1

fun push(element:
while (true) {
cur_top :
new_top :

E) {

top
StackNode(cur_top, element)

if CAS(&top,cur_top, new_top): return
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Treiber Stack: Push

3

adding an element "4"

2 1

R

fun push(element: E) {
while (true) {
cur_top := top
new_top := StackNode(cur_top, element)
if CAS(&top,cur_top, new_top): return
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Treiber Stack: Push

3

=

adding an element "4"

2

1

fun push(element:
while (true) {
cur_top :
new_top :

E) {

top
StackNode(cur_top, element)

if CAS(&top,cur_top, new_top): return
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Treiber Stack: Push

4

ER

3

adding an element "4"

2

1

fun push(element:
while (true) {
cur_top :
new_top :

E) {

top
StackNode(cur_top, element)

if CAS(&top,cur_top, new_top): return
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Treiber Stack: Pop

extracting the

e

top element

4"

-

Move the top pointer forward
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Treiber Stack: Pop

4

3

2 1

fun pop(): E {
while (true) {
cur_top := top
new_top := cur_top.next
if CAS(&top, cur_top, new top):
return cur_top.element

33



Treiber Stack: Pop

4

R

3

2 1

fun pop(): E {
while (true) {
cur_top := top
new_top := cur_top.next
if CAS(&top, cur_top, new top):
return cur_top.element
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Treiber Stack: Pop

4

3

2 1

fun pop(): E {
while (true) {
cur_top := top
new_top := cur_top.next
if CAS(&top, cur_top, new top):
return cur_top.element
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Treiber Stack: Pop

4 3

2 1

ER

fun pop(): E {
while (true) {
cur_top := top
new_top := cur_top.next
if CAS(&top, cur_top, new_top):
return cur_top.element
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Treiber Stack: Pop

ER
4

—

3

2 1

fun pop(): E {
while (true) {
cur_top := top
new_top := cur_top.next
if CAS(&top, cur_top, new _top):
return cur_top.element
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Treiber Stack: Pop

4 3

2

1

fun pop(): E {
while (true) {
cur_top :=
new_top :=

top

null if this is the last node

cur_top.next
if CAS(&top, cur_top, new top):
return cur_top.element

J
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Treiber Stack: Pop

4I!I—> 3I!I—> ZI!I—> 1I!I

fun pop(): E {
while (true) {
cur_top := top
if cur_top == null:
throw EmptyStackException()

Don’t forget to check new_top := cur_top.next
i if CAS(&top, cur_top, new top):
fOF emptmeSS! return cur_top.element
}
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Treiber Stack: Progress Guarantees

fun pop(): E {

fun push(element: E) { while (true) {
while (true) { cur_top := top
cur_top := top if cur_top == null:
new_top := StackNode(cur_top, element) throw EmptyStackException()

F CAS(&t t t . ¢ new_top := cur_top.next
t (&top,cur_top, new_top): return if CAS(&top, cur_top, new_top):

return cur_top.element

Are these push(..) and pop() lock-free?
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Treiber Stack: Correctness

fun push(element: E) {
while (true) {
cur_top := top
new_top := StackNode(cur_top, element)
if CAS(&top,cur_top, new_top): return

fun pop(): E {
while (true) {

cur_top := top

if cur_top == null:
throw EmptyStackException()

new_top := cur_top.next

if CAS(&top, cur_top, new top):
return cur_top.element

Is this stack implementation correct?
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What I1s correctness
in the world of concurrency?



Correctness for Concurrent Objects

s := TreiberStack<String>()

s.push("a") s.push("b")
s.pop() s.pop()
Thread 1 Thread 2

Is this execution correct?
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Correctness for Concurrent Objects

s := TreiberStack<String>()

s.push("a")
s.pop() // “a”

Thread 1

s.push("b")

s.pop() // “b”

Thread 2
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Correctness for Concurrent Objects

s := TreiberStack<String>()

s.push(
s.pop()

"a") s.push("b")
s.pop()

What about this one?
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Correctness for Concurrent Objects

s := TreiberStack<String>()

s.push("a")
s.push("b")
s.pop()

s.pop()

46



Correctness for Concurrent Objects

s := TreiberStack<String>()

s.push("a") s.push("b")
s.pop() s.pop()

Is this execution also correct?
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Correctness for Concurrent Objects

Is this execution also correct?
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Correctness for Concurrent Objects

hb = happens before

s := TreiberStack<String>()

s.push("a")
s.push("c")

hb

—» s.push("b")

s.pop() // “a”
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Correctness for Concurrent Objects

hb = happens before

s := TreiberStack<String>()

s.push("a") hb —» s.push("b")

s.push("c") s.pop()

/

This pop() is eligible to extract
either “b” or “c”
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Correctness for Concurrent Objects

)M ' s before
M Y \ . i 5

51



TOPLAS’90

Linearizability: A Correctness Condition for
Concurrent Objects

MAURICE P, HERLIHY ang JEANNETTE M. WING

Carnegie Mellon University
A ent object is a data object shared by concurrent Processes. Linearizabﬂity is a correctnegg

given by pre- and Post-conditions. Thig Paper defineg ]inearizablhty, Compares it to other correctness
conditiong, Presents and demonstrates g method for proving the correctness of implementations, and
shows how to reason about concurrent objects, given they are linearizab]e,

Programs——pre- and Ppost-conditions, Specification techniques
General Terms: Theory, Verification
Additiona) Key Words and Phrageg: Concurrrency, correctness, Larch, linearizability, multi-

Processing, serializabi]ity, shared memory, specification
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Correctness for Concurrent Objects: Linearizability

An execution is linearizable if it can be expressed
with a sequential execution that:

1. does not violate the original happens-before order
(program order + synchronization)

2. shows the same results
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Treiber Stack: Linearizability Points

fun push(element: E) {
while (true) {
cur_top := top
new_top := StackNode(cur_top, element)
i1f CAS(&top,cur_top, new_top): return

)’ \

\

fun pop(): E {
while (true) {

cur_top := top

if cur_top == null:
throw EmptyStackException()

new_top := cur_top.next

if CAS(&top, cur_top, new top):
return cur_top.element

/

Successful CAS-s are
linearizability points
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Treiber Stack: Reading the Top

fun top(): E? {
cur_top := top
if cur_top == null: return null
return cur_top.element

}
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Treiber Stack: Reading the Top

Reading top is the
linearizability point

fun top(): E? { ’///////

cur_top := top
if cur_top == null: return null
return cur_top.element

}
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Treiber Stack: Reading the Top

Reading top is the
linearizability point

fun top(): E? { ’///////

cur_top := top

return cur_top.element

}

if cur_top == null: return null

Is it lock-free?
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Treiber Stack:

Reading the Top

Reading top is the

linearizability point

fun top(): E? { ’///////

cur_top := top
if cur_top == null: return null
return cur_top.element

It is wait-free!

Is it lock-free?
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Lock-Freedom vs Wait-Freedom

e Lock-Freedom: there is an operation that
finishes in a bounded number of steps

e Wait-Freedom: each operation
finishes in a bounded number of steps
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Lock-Freedom vs Wait-Freedom

e Lock-Freedom: there is an operation that
finishes in a bounded number of steps

e Wait-Freedom: each operation
finishes in a bounded number of steps

Reads often can be wait-free

60



Michael-Scott Lock-Free Queue



PODC’96

Simple, Fast, and Practical Non-Blocking and Blocking
Concurrent Queue Algorithms*

Maged M. Michael

Michael L, Scott

Department of Computer Science
University of Rochester
Rochester, NY 14627-0226
{michael rScottl}@cs. rochester.edy

Abstract

Drawing ideas from Previous authors, we present a new
non-blocking concurrent queue algorithm and a pew two-
lock queue algorithm in which one enqueue and one de-

ple, fast, and Practical; we were surprised not to find them
in the literature, Experiments on a 12-node SGI Challenge
multiprocessor indicate that the new non-blocking queye
consistently outperforms the best known alternatives; it js
the clear algorithm of chojce for machines that provide a
universal atomic Pprimitive (e.g. compare_and_swap or
load_linked/store_conditional). The two-lock

1 Introduction

Concurrent FIFO queues are widely used jn paralle] ap-
plications and operating systems. To ensure correctness,
concurrent access to shared queues has to be synchronized,
Generally, algorithms for concurrent data structures, in-
cluding FIFO queues, fall into two categories: blocking

number of time steps. On asynchronous (especially mult-
programmed) multiprocessor Systems, blocking algorithms
suffer significant performance degradation when 2 process
is halted or delayed at an inopportune moment. Possjble
sources of delay include processor scheduling Preemption,
page faults, and cache misses. Non-blocking algorithms
are more robust in the face of these events.
[V, e R - -
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MS Queue: The Structure

dummy|

o

P

i




MS Queue: The Structure

dummy

Queue is empty © head == tail

i

64



MS Queue: The Structure

dummy 1

class MSQueueNode<E>(
next: QueueNode<E>?,
value: E

)

class MSQueue<E> {
head: MSQueueNode<E>
tail: MSQueueNode<E>

init {
dummy := QueueNode(null, null)
head = tail = dummy
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer of the current tail

2. Update the tail pointer @

w—»lm—»zm
o O
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MS Queue: Enqueue

0. Create a new node with the element

1. Update the next pointer of the current tail

2. Update the tail pointer

i

@

m—' 1I!I—> 2I!I

enqueue("3")

Ex

X
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer of the current tail
2. Update the tail pointer

dummy|

o

i

2

enqueue("3")

R

e
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer of the current tail

2. Update the tail pointer

dummy|

o

i

enqueue("3")
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MS Queue: Enqueue

0. Create a new node with the element

enqueue("3")

1. Update the next pointer of the current tail

2. Update the tail pointer

(1)

w—»lm—» Tl

(2)

(1) and (2) should be
performed atomically

=
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MS Queue: Enqueue

o

Create a new node with the element
Update the next pointer
of the current tatil

—_—

2. Update the tail pointer fun enqueue(e: E) {

 node := MSQueueNode(e)
cur_tail := tail
1) 1) cur_tail.next = node

m—' 1|1—>42|1—' 3 : tail = node

(2

=



MS Queue: Enqueue

O

Create a new node with the element
Update the next pointer

—_—

of the current tail
2. Update the tail pointer

fun enqueue(e: E) = while (true) {

0 node := MSQueueNode(e)

@ cur_tail := tail

) 1f CAS(&cur_tail.next, null, node) {

) 2 tail = node
m_' 1T42ﬁ_' 3 }return

ﬁ }



MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

AR
AR

dummy 1

S

fun enqueue(e: E) = while (true) {
0 node := MSQueueNode(e)
cur_tail := tail
) if CAS(&cur_tail.next, null, node) {
 tail = node
return
}
}
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

AR

dummy 1

S

fun enqueue(e: E) = while (true) {
) node := MSQueueNode(e)
cur_tail := tail
) if CAS(&cur_tail.next, null, node) {
 tall = node
return
}
}
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

AR

dummy 1

S

fun enqueue(e: E) = while (true) {
0 node := MSQueueNode(e)
cur_tail := tail
() if CAS(&cur_tail.next, null, node) {
 tall = node
return
}
}

EX
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

dummy 1

S

fun enqueue(e: E) = while (true) {
©)
cur_tail := tail
() if CAS(&cur_tail.next, null, node) {
 tall = node
return
}
}

EX
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

The purple one cannot
make progress...

dummy 1

S

fun enqueue(e: E) = while (true) {
©
cur_tail := tail
() if CAS(&cur_tail.next, null, node) {
 tall = node
return
}
}

EX
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

(2

1)
o O
dummy 1 2 3

fun enqueue(e: E) = while (true) {
0 node := MSQueueNode(e)
cur_tail := tail
1) 1f CAS(&cur_tail.next, null, node) {
2> CAS(&tail, cur_tail, node)
return
} else {
2> CAS(&taill, cur_tail, cur_tail.next)

'/

helping!
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

dummy 1

e

fun enqueue(e: E) = while (true) {
node := MSQueueNode(e)
cur_tail := tail
if CAS(&cur_tail.next, null, node) {
CAS(&tail, cur_tail, node)
return
} else {
CAS(&tail, cur_tail, cur_tail.next)
}
}

i -
2 4

'3 4
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

m\

—
E K

dummy 1 2

e

fun enqueue(e: E) = while (true) {
node := MSQueueNode(e)
cur_tail := tail
if CAS(&cur_tail.next, null, node) {
CAS(&tail, cur_tail, node)
return
} else {
CAS(&tail, cur_tail, cur_tail.next)
}
}

R
37 4
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

R

m\g

—

dummy 1 2

e

fun enqueue(e: E) = while (true) {
node := MSQueueNode(e)
cur_tail := tail
if CAS(&cur_tail.next, null, node) {
CAS(&tail, cur_tail, node)
return
} else {
CAS(&tail, cur_tail, cur_tail.next)
}
}

3" | 4
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MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

m\g

—

dummy 1 2

e

fun enqueue(e: E) = while (true) {
node := MSQueueNode(e)
cur_tail := tail
if CAS(&cur_tail.next, null, node) {
CAS(&tail, cur_tail, node)
return
} else {
CAS(&tail, cur_tail, cur_tail.next)
}
}

3" | 4




MS Queue: Enqueue

0. Create a new node with the element
1. Update the next pointer

of the current tail
2. Update the tail pointer

(2
1)

dummy 1“_> 2“_> 3

Is enqueue lock-free?

fun enqueue(e: E) = while (true) {
0 node := MSQueueNode(e)
cur_tail := tail
) i1f CAS(&cur_tail.next, null, node) {
2 CAS(&tail, cur_tail, node)
return
} else {
2 CAS(&taill, cur_tail, cur_tail.next)
}
}
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MS Queue: Dequeue

Move the head pointer forward

A

e

84



MS Queue: Dequeue

Move the head pointer forward

AT

e I

New “dummy” node

85



MS Queue: Dequeue

Move the head pointer forward

dummy 1 2 3

fun dequeue(): E {
while (true) {

cur_head := head
cur_head _next := cur_head.next
if cur_head next === null:

throw EmptyQueueException()

if CAS(&head, cur_head, cur_head next):

return cur_head_next.value
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MS Queue: Dequeue

Move the head pointer forward

dummy 1 2 3

fun dequeue(): E {
while (true) {

cur_head := head
cur_head _next := cur_head.next
if cur_head next === null:

throw EmptyQueueException()

if CAS(&head, cur_head, cur_head next):

return cur_head_next.value
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MS Queue: Dequeue

Move the head pointer forward

fun dequeue(): E {
/%\ while (true) {
cur_head := head

m.» m.» m cur_head_next := cur_head.next

dummy 1 2 3 if cur_head_next === null:

throw EmptyQueueException()

if CAS(&head, cur_head, cur_head next):
return cur_head_next.value




MS Queue: Dequeue

Move the head pointer forward

fun dequeue(): E {
/%\ while (true) {
cur_head := head

m.» m_» m cur_head_next := cur_head.next

dummy 1 2 3 if cur_head _next === null:

throw EmptyQueueException()

if CAS(&head, cur_head, cur_head next):
return cur_head_next.value




MS Queue: Dequeue

Move the head pointer forward

fun dequeue(): E {
while (true) {

cur_head := head
cur_head next := cur_head.next
if cur_head next === null:

throw EmptyQueueException()

if CAS(&head, cur_head, cur_head next):

return cur_head_next.value
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MS Queue: Dequeue

Move the head pointer forward

dummy 1

e

N m

2

N p

3

fun dequeue(): E {
while (true) {

cur_head := head
cur_head next := cur_head.next
if cur_head next === null:

throw EmptyQueueException()

if CAS(&head, cur_head, cur_head next):

return cur_head_next.value

91



To Sum Up

e (Coarse-Grained Locking
e Universal Lock-Free Construction

e Linearizability
e |Lock- and Wait-Freedom

e Lock-Free Treiber Stack Algorithm
e Michael-Scott Queue Algorithm
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Task Assignments

github.com/ndkoval/Hydra2022


https://github.com/ndkoval/Hydra2022

Thank you!



