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WriteWithoutResponse
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0 KAKUE UUID UCNOJIb3OBATb?

import CoreBluetooth

let serviceUUID = CBUUID(string: "e614b814-d9f6-11e8-9f8b-f2801f1b9fdl1")
let userInfoCharacteristicUUID = CBUUID(string: "00d07ce2-d9f7-11e8-9f8b-1f2801f1b9fd1")
let sendInfoCharacteristicUUID = CBUUID(string: "0©c74d200-d9f7-11e8-8784—-12801f1b9fd1")
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0 KAKUE UUID UCNOJIb3OBATb?

import CoreBluetooth

let serviceUUID = CBUUID(string: "e614b814-d9f6-11e8-9f8b—-f2801f1b9fd1")
let userInfoCharacteristicUUID = CBUUID(string: "00d07ce2-d9f7-11e8-9f8b-1f2801f1b9fd1")
let sendInfoCharacteristicUUID = CBUUID(string: "0©c74d200-d9f7-11e8-8784—-12801f1b9fd1")

Jlrobble UUID kpowme:
XXXXXXXX-0000-1000-8000-00805F9B34FB

Nnn kynnTb y Bluetooth SIG 3a 2500%

https://www.bluetooth.com/specifications/assigned-numbers/16-bit-uuids-for-members
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peripheralManager = CBPeripheralManager(delegate: self, queue: nil)
centralManager = CBCentralManager(delegate: self, queue: nil)
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//Co3paeM cepBuUC
let service = CBMutableService(type: serviceUUID, primary: true)
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0 PERIPHERAL - OEHAPV_)KEHI/IEJ

I O

service = (type: , primary: )

//Co3pnaeM Characteristic gns otrnpaBku MHPoOpMaLum O rnosyyaTerse
let userInfoCharacteristic = CBMutableCharacteristic(type: userInfoCharacteristicUUID,
properties: .read, value: clientData, permissions: .readable)

//Co3gaem Characteristic ans uHopMMpoBaHUS YTO AEHbI'UM OTIPaBJ/IEHbI
let sendInfoCharacteristic = CBMutableCharacteristic(type: sendInfoCharacteristicUUID,
properties: .write, value: clientData, permissions: .writeable)
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//PeructpupyemM ux B cepBuUCE
service.characteristics = [userInfoCharacteristic, sendInfoCharacteristic]

//3anyckaem manager

peripheralManager?.add(service)
peripheralManager?.startAdvertising([CBAdvertisementDataServiceUUIDsKey: [serviceUUID]])
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I O

func centralManagerDidUpdateState(_ central: CBCentralManager) {
central.scanForPeripherals(withServices: [serviceUUID], options: nil)

¥
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o CENTRAL - MOUCK & MOAKTIOYEHME,

I O

func centralManager(_ central: CBCentralManager, didDisconnectPeripheral
peripheral: CBPeripheral, error: Error?) {
avaliablePeripherals.append(peripheral)
central.connect(peripheral, options: nil)
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func centralManager(_ central: CBCentralManager, didConnect peripheral:
CBPeripheral) {
peripheral.delegate = self
peripheral.discoverServices([serviceUUID])
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[lepeBon oeHer
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o CENTRAL - YTEHUE PEKBU3UTOB

I O

func peripheral(_ peripheral: CBPeripheral, didDiscoverServices error: Error?) {
for service in peripheral.services ?? [] {
if service.uuid == serviceUUID {
//Monyyum Bce Characteristics Ana Hawero cepBuca
peripheral.discoverCharacteristics(nil, for: service)
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o CENTRAL - YTEHUE PEKBU3UTOB

I O

func peripheral(_ peripheral: CBPeripheral, didDiscoverCharacteristicsFor service: CBService, error: Error?) {
for characteristics in service.characteristics ?2? [] {
1f characteristics.uulid == userInfoCharacteristicUUID {
peripheral.readValue(for: characteristics)




func peripheral(_ peripheral: CBPeripheral, didDiscoverServices error: Error?) {
for service 1in peripheral.services ?? [] {
if service.uulid == serviceUUID {
//Monyyum Bce Characteristics p[gns Hawero cepBuca
peripheral.discoverCharacteristics(nil, for: service)

}

func peripheral(_ peripheral: CBPeripheral, didDiscoverCharacteristicsFor service: CBService, error: Error?) {
for characteristics in service.characteristics ?? [] {

1f characteristics.uuid == userInfoCharacteristicUUID {
peripheral.readValue(for: characteristics)

func peripheral(_ peripheral: CBPeripheral, didUpdateValueFor characteristic: CBCharacteristic, error: Error?) {
print("[OaHHbie nony4atena \(characteristic.value!)")

}

(49
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1 OTMPABKA & MONYYEHUE

I O

CENTRAL

func sendMoney(data: Data, forPeripheral peripheral: CBPeripheral) {
let characteristic = savedSendCharacteristic[peripherall]!
peripheral.writeValue(data, for: characteristic, type: .withResponse)
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1 OTMPABKA & MONYYEHUE
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PERIPHERAL

func peripheralManager(_ peripheral: CBPeripheralManager, didReceiveWrite requests: [CBATTRequest]) {
for request in requests {
1f request.characteristic.uuid == sendInfoCharacteristicUUID {
print("OJeHbrn otnpaBneHbl :\(request.valuel!)")
peripheralManager?.respond(to: request, withResult: .success)




INFO.PLIST

v UlBackgroundModes A Array (1 item)
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1 BACKGROUND

e
O
INFO.PLIST
v UlBackgroundModes £ Array (1 item)
Item O O String . bluetooth-peripheral -

MANAGER

centralManager = CBCentralManager(delegate: self, queue: nil,
options: [CBPeripheralManagerOptionRestoreIdentifierKey: "restore"])

func peripheralManager(_ peripheral: CBPeripheralManager, willRestoreState dict: [String : Any]) {

}
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CENTRAL PERIPHERAL
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L LZCAPJ

CENTRAL

PERIPHERAL

CBL2CAPChanel

DATA

CBCentralManager
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L LZCAPJ

CENTRAL

PERIPHERAL

CBL2CAPChanel

DATA

CBCentralManager

L2CAP PSM
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L LZCAPJ

CENTRAL

CBL2CAPChanel

PERIPHERAL

CBL2CAPChanel

DATA

CBCentralManager

L2CAP PSM




Co3paem KaHal
peripheralManager?.publishL2CAPChannel(withEncryption: true)
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o L2CAP - PERIPHERAL |

OTnpaBnAemM HOMep KaHasna (rnopT)

func peripheralManager(_ peripheral: CBPeripheralManager, didPublishL2CAPChannel PSM: CBL2CAPPSM, error: Error?) {

//oTnpaButb channel?.psm to central nocpegctBoM cBoen characteristic
'
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o L2CAP - PERIPHERAL |

[locne ycnewHoro coegMHeHnA

func peripheralManager(_ peripheral: CBPeripheralManager, didOpen channel: CBL2CAPChannel?, error: Error?) {
channel?.outputStream
channel?.inputStream




[ logknto4yaemcA
avaliablePeripherals[@].openL2CAPChannel(psm)
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0 L2CAP - CENTRAL

[locne ycnewHoro coegnHeHnA

func peripheral(_ peripheral: CBPeripheral, didOpen channel: CBL2CAPChannel?, error: Error?) {
channel?.outputStream
channel?.inputStream
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BACKGROUND,

HEADER

DEVICE NAME - 10 BYTES

DATA - 10-18 BYTES

OVERFLOW DATA
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BACKGROUND,

HEADER

DEVICE NAME - 0 BYTES

DATA - 0 BYTES

OVERFLOW DATA
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UNKNOW ERROR;,

CoreBluetoothfWARNING] Unknown error
CoreBluetoothfWARNING] Unknown error
CoreBluetoothfWARNING] Unknown error
CoreBluetoothfWARNING] Unknown error
CoreBluetoothfWARNING] Unknown error
CoreBluetoothfWARNING] Unknown error

124
124
124
124
124
124
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1 UNKNOW ERROR

CoreBluetoothfWARNING] Unknown error: 124
CoreBluetoothfWARNING] Unknown error: 124
CoreBluetoothfWARNING] Unknown error: 124
CoreBluetoothfWARNING] Unknown error: 124
CoreBluetoothfWARNING] Unknown error: 124
CoreBluetoothfWARNING] Unknown error: 124

write != .writeWithoutResponse
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KoMy nepeBecTu

SomeDevice
SomeDevice
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1 UNKNOW ERROR

CoreBluetoothfWARNING] Unknown error: 722
CoreBluetoothfWARNING] Unknown error: 249
CoreBluetoothfWARNING] Unknown error: 312




Apple Bluetooth Explorer
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+

APPLE BLUETOOTH EXPLORER

+ | o

L

@ Bluetooth Explorer Edit Devices Tools Utilities Window
Status {1+ 3S Low Energy Devices

Connection List
Connection Monitor {3C
Connection Quality Monitor %R Device RSSI  Addr Type UuID Properties

Get Device Information... i d0-2b-20-85-48-63 45 Public ¥ Device Information
26-cc-a6-8b-ec-e8 -86 Random Manufacturer Name String 0x4170706c6520496... Read
Show Device Discovery 38D 5a-80-bf-24-08-e0 -83 Random Model Number String 0x5761746368322c34 Read
Clear Device Discovery List c8-d0-83-ba-a6-5e -86 Public Y DO0611E78-BBB4-4591-A5F...
ec-ad-b8-3f-a7-0c -46 Public Continuity Characteristic  Value Write,Notify
Low Energy Devices 72-18-90-68-28-46 93 Random ¥ Nearby Service
Nearby Characteristic Value Write,Notify

Start Scanning Disconnect Clear CBCentralManager state: Powered On

Near By Devices

Total near by devices : 6 Reg Notify

79




Apple Bluetooth Explorer

LightBlue Explorer
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al YOTA = 23:17 @ wm )

©0000 Verizon & 2:15 PM X 41% W )

Sort LightBlue | Explorer Filter

<  0x00000012-0000-4B49-4E4... Hex

Enjoying LightBlue Explorer?

SPECIALIZED
Learn about our insights into BLE

Ox00000012-0000-4B49. ..
UUID: 00000012-0000-4B49-4E4F-525441474947

Connected

Peripherals Nearby

WRITTEN VALUES

.|||| Unnamed Write new value
-96 NoO services
DESCRIPTORS

-74 No services

PROPERTIES
Virtual Peripherals

Write
@ Create Virtual Peripheral

Info @ Log

Info ] PunchThrough Log
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WireShark
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1338 245.312104 Slave Master LE LL 60 ADV_IND
1339 245.315097 slave Master LE LL 60 ADV_IND

 r——— il

@ Frame 1338: 60 bytes on wire (480 bits), 60 bytes captured (uotrlts) on interface 0
@ Nordic BLE sniffer meta
=

Access Address: Ox8e89bed6

@ Packet Header: Ox2240 (PDU Type: ADV_IND, TxAdd=false, RxAdd=false)
Advert'lsi Address. e4:¢6:¢7:31:95:11 (ed4:¢6:¢7:31:95:11)

a »ppuunce Gemr C Tag

Length: 3

Type: Appearance (0x19)

Appearance: Generic Tag (0x0200)
= Flags

Length: 2

Type: Flags (0x01)

000. .... = Reserved: Ox00

«..0 .... = Simultaneous LE and BR/EDR to Same Device Capable (Host): false (0x00)

vses 0... = Simultaneous LE and BR/EDR to Same Device Capable (Controller): false (0x00)

«e.. «1.. = BR/EDR NoOt Supported: true (0x01)

vees «o1. = LE General Discoverable mode: true (0x01)

....... 0 = LE Limited Discoverable mode: false (0x00)
= TX Power Level

Length: 2

Type: Tx Power Level (0x0a)

Power Level (dem): O
= 128-bit Service Class UUIDs

Length: 17

Type: 128-bit Service Class uuips (0x07)

Custom UUID: 9ecadc240ee5a%e093f3a3b50100406e

11 06 01 7b 06 Oa 01 25 2b 00 00 Se 53 08
d6 8e

35 75
00 be 89 40 22 11 9531(:7(6&4-

L (R .xo..As.

0010
0030
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LightBlue Explorer
WireShark
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PacketLogger




At -

1 PACKETLOGGER

+

000 Untitled [Live]
:I“
O w -n- b Unknown... v Unfiltere... v Off < C\ QvSearch
e
Stop Clear Priorities Throughput Device Filter ACL Filter Syslog Level Filter Find Filter
Packet Types ~ | Priori... v Decode Packets A0.524 s O
ACLDecoder:Error 10 _
, ATTDecoder 5 Time Type Handle Addr Decoded Packet
| ATTDecoder:Error 10 >
Config 3

Y
o

Error

| HCI Command:Change Connection Packet Type
HCI Command:Change Local Name

HCI Command:Disconnect

HCI Command:LE Add Device To White List

HCI Command:LE Clear White List

HCI Command:LE Connection Update

HCI Command:LE Create Connection

HCI Command:LE Create Connection Cancel

HCI Command:LE Long Term Key Request Reply
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WWDC/CoreBluetooth

https://developer.apple.com/videos/play/wwdc2017/712/
WWDC 2012 Session 703 Core Bluetooth 101
WWDC 2012 Session 705 Advanced Core Bluetooth

Bluetooth

https://www.bluetooth.com/specifications/gatt

Getting Started with Bluetooth Low Energy O’Reilly

YouTube

Arrow Electronics -> Bluetooth Low Energy Series
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