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AWS Cloud Development Kit (CDK)

A multi-language software development framework for modeling 
cloud infrastructure as reusable components

Your language
Just code

AutoComplete
Inline documentation

Sane defaults
Reusable classes

COMING 

SOON!
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Main Components

Core Framework AWS Construct Library AWS CDK CLI

App

Stracks

Resources

Serverless App Integration / Foundational Services

Containers CI/CD
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Development Workflow

CDK CLI AWS CloudFormationStacks & Constructs
Source Code

Templates + Assets
Cloud Assembly

Cloud Resources

execute synthesize deploy provision

📙 cdk init // create new project
🛠 npm run build  // build project

🔎 cdk diff       // check what will change
🧬 cdk synth      // create templates and assets

🚀 cdk deploy     // push changes to your account
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Construct Levels

CloudFormation ResourcesL1 Automatically generated

Purpose-built constructsL3+ Opinionated abstractions

AWS ConstructsL2 High level service constructs
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CDK Philosophy – From This…

Infrastructure

Application 
Code

Source Control

Config and Deployment
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CDK Philosophy – To This

Infra + App + Source + Config + Deploy
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Paradigm Shift

AWS 
CloudFormation

CDK App
Source Code

Stack A
Template A

Template B

AWS 
CloudFormation

Stack B

Parameterized 
Template

Stack A

Stack B

CloudFormation
Parameters and 

intrinsic functions

CDK
Typed OO language: 

loops, conditions, 
inheritance, etc

Param Set A

Param Set B

Fn::If:
- MyCondition
- Then
- { Ref: ‘AWS::NoValue’ }

if (condition) {
// ...code

}
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Best Practices, Part One
the organization
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Best Practice - Cloud Center of Excellence (CCoE)

A Cloud Center of Excellence (CCoE)
is a corporate group or team
that leads other employees and the organization as a whole
in cloud adoption, migration and operation.

Realm of CCoE:

Research
Evangelize
Apply
Lead
Mentor

Known by many names:

• Cloud Competency/Capability Center
• Cloud Infrastructure Team
• Cloud Strategy & Enablement Team
• Cloud Tiger Team
• DevOps Team
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Set up an AWS landing zone
Master account

AWS Control Tower AWS Organizations AWS Single 
Sign-On

Stack 
sets

AWS Service 
Catalog

Log archive 
account

Aggregate 
AWS CloudTrail

and AWS 
Config logs

Account
baseline

Audit account

Security cross-
account roles

Account
baseline

Provisioned 
accounts

Network
baseline

Account
baseline

Amazon 
CloudWatch
aggregator

Security 
notifications

Core OU Custom OU AWS SSO 
directory
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Best Practice – Deploy to multiple accounts

Eric’s 
Account

Rico’s 
Account

Eric Rico

Shared 
Services 
Account

Beta 
Account

Gamma 
Account

Prod 
Account

source 
control pipeline

cdk deploy

git push
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Best Practice – Use code reviews as a gate

Developer 
(or cloud) 

workstation

Source
Control

Developer 
AWS account

Code review

This part should be fast

Gating Function

Deployment
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Best Practice – Fully Automate Deployments

Source Build alpha beta gamma

Automated 
tests

Automated 
integration
tests

Automated 
load/perf
tests

Automated 
integration
tests

Automated 
synthetic
tests

API smoke 
tests

Automated 
browser
tests

App code

Infrastructure
as code

Configuration

OS patching

…

Pre-production Production

Synthetic 
Monitoring

Synthetic 
Monitoring

Synthetic 
Monitoring
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Best Practice – Measure Everything

Business metrics Operational metrics Input goals Enablement

Growth Errors Features Principal reviews

Usage Throttling Use cases Security training

Feedback Failed deployments Performance Ops training

Performance
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Best Practices, Part Two
CDK
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Construct libraries

CCoE

Build application using 
AWS + internal constructs

Make devs more efficient 
by encoding common 
patterns into constructs

Internal 
Artifact Repository

Application
Teams

Publish constructs back 
for reuse

AWS CodeArtifact
JFrog Artifactory
GitHub Packages
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Construct libraries

Amazon DynamoDB

Your DynamoDB

Amazon RDS

Your RDS Your EC2

Amazon EC2 AWS Lambda

Your Lambda

L2 Constructs

L2.5 Constructs

L3 Patterns

Secure REST API CloudWatch to Kinesis

AWS

Your
Organization
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Construct libraries

Do Don’t

✅Write and publish using jsii

✅ Vend Constructs ❌ Vend Stacks

✅ Configure with properties ❌ Read environment variables

❌ Change ids of stateful resources✅ Unit test your infrastructure

❌ Use Constructs for compliance✅ Use Constructs for convenience
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Application Development
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CDK Applications

Do Don’t

✅ Separate into Stacks because of
deployment properties

✅ Parameterize your app for generated
resource names

❌ Rely on physical names

✅ Make your app deterministic
(cdk.context.json)

❌ Do network lookups

❌ Import pre-created roles✅ Allow CDK to manage roles

❌ Separate because it feels like
you should

❌ Parameterize app to be a Stage✅ Model all production Stages
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• Model continuous delivery pipelines as 
part of your infrastructure code.

• Pipelines are self modifying as you 
push your CDK code to origin.

• Easily model cross-account and cross-
region pipeline configurations.

CDK Pipelines
Continuous delivery for AWS CDK applications
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Code Samples



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark.

Sample Application – A dynamic website

AWS Cloud

API Gateway Lambda

S3 website 
bucket

CloudFront

DynamoDB

CloudWatch
Dashboard

Users

Operators

WebAppStack StatefulStack

MonitoringStack

Certificate

✅ Separate into Stacks because of
deployment properties
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MonitoringStack
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StatefulStack

✅ Configure with properties
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StatefulStack

✅ Make your app deterministic
(context)
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StatefulStack

✅ Measure everything
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WebAppStack
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WebAppStack

✅ Parameterize your app for
generated resource names

✅ Allow CDK to manage roles
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Stage

Stack Stack

Stack

Stage
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Stage
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Stage
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Pipeline

CDK Pipelines

PipelineStack
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Pipeline

✅ Model all production Stages
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Sample Application – CDK Pipelines
AWS Cloud

Git repositoryDevelopers

git push Pull

CI/CD Pipeline
AWS CodePipeline

Synth
AWS CodeBuild

Self-Mutate
AWS CodeBuild

Publish Assets
AWS CodeBuild

1 2
3 4

012345678901
Deploy Beta

AWS CloudFormation

5

Assets
S3 Bucket

Validation tests
AWS CodeBuild

6

…

repeat for Gamma, Prod, …
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Developer Stacks
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Compliance: Aspects
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Compliance: CloudFormation Guard

let encryption_flag = true

AWS::EC2::Volume Encrypted == %encryption_flag
AWS::EC2::Volume Size <= 100

$> cfn-guard check –t ebs_volume_template.json -r ebs_volume_template.ruleset

[NewVolume2] failed because [Encrypted] is [false] and the permitted value is [true]
[NewVolume] failed because [Encrypted] is [false] and the permitted value is [true]
[NewVolume] failed because [Size] is [500] and the permitted value is [<= 100] Number of 
failures: 3 
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Compliance: Config and Inspector
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And finally…
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Best Practice: Contribute 😇
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Resources
Get Started with the AWS CDK

AWS CDK Online Workshop https://cdkworkshop.com
AWS CDK Samples on GitHub https://github.com/aws-samples/aws-cdk-examples

Dive Deeper
GitHub

https://github.com/aws/aws-cdk

CDK Pipelines
https://aws.amazon.com/blogs/developer/cdk-pipelines-continuous-delivery-
for-aws-cdk-applications/

Sample Code in this presentation
https://github.com/rix0rrr/devoops-sample

A Landing Zone Implemented with CDK
https://github.com/aws-samples/aws-secure-environment-accelerator

Testing infrastructure with the CDK
https://aws.amazon.com/blogs/developer/testing-infrastructure-with-the-aws-
cloud-development-kit-cdk/

https://cdkworkshop.com/
https://github.com/aws-samples/aws-cdk-examples
https://github.com/aws/aws-cdk
https://aws.amazon.com/blogs/developer/cdk-pipelines-continuous-delivery-for-aws-cdk-applications/
https://github.com/rix0rrr/devoops-sample
https://github.com/aws-samples/aws-secure-environment-accelerator
https://aws.amazon.com/blogs/developer/testing-infrastructure-with-the-aws-cloud-development-kit-cdk/
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Q&A
Eric Z. Beard
Rico Huijbers



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Amazon Confidential and Trademark.


