u'\ LLEHTP
KUBEPBE3OINACHOCTW/

Fast recon — 6bicTpas
pa3BeaKa Nnpu neHTecTe
Be6-npunoxxeHus

HukuTta Pacnonos
CneumanmcT no aHanusy 3awmuieHHocTn YLUCH




2/20 WHOAMI

Hukuta Pacnonos

« Cneuwnanuct no aHannsy 3awmuweHHocTn B YLICH
« 3aHMMalocb BEG N MOBUNBHBIMU MPUNOXKEHUAMU
 OnbIT B NeHTecTa bonee 3 net

* Chnunkep Ha KOHpepeHUMax

B cBoboaHoe BpeMs ULy baru

« ABTOp KaHana no neHtecty @GigaHack



3/20 JTanbl MNOUCKa YASBMMOCTEHN

Niwem
MnogaoOMEHbl!

%

%

Cobupaem Kelu
CanToB

%nw

BpyTum
peKTopumn

%

dPa33mm
napamMeTpbl




Fast recon — bbICTpagd pasBeKa rnpw NeEHTECTE BEG-MPUIOXKEHNS

4/20 Py4yHoe npoBeaeHue pa3BeaKu

&
/~ File Actions Edit View Help
1x 2 x %

E(kali@ kali)-[~]
$

subfinder -silent -d

E(kali@ kali )'["'
$ dirsearch -u -w ~/SecLists/Discovery/Web-Content
/dirsearch.txt - =

v0.4.2

D) 70

Extensions: php, aspx, jsp, html, js | HTTP method: GET | Threads: 10 | Word
list size: 29378

Output File: /home/ka'li/.dirsearch/reports--_za-aﬁl-05_02-214-2
8.txt

Error Log: /home/kali/.dirsearch/logs/errors-24-03-05_02-24-28.1log

1

L—(kali@ kali)-[~]
S

xurtFindar -d |

L—( kali® kali)-[~
$ | hakrawler

[lonro

Heyno6Ho

Tarkeno
OTCNneXmBaTb
pe3ynbTaThl



5/20 KpuTepum KaueCTBEeHHOM pa3BeKu

o
PUNbTPOBaTb
HeOCTYMHble JOMEHHbIE
MMEHa

SPDEKTUBHO NAPCUTL
BeO-KeLl NPUNOXEHNN

CocTtaBuTb sitemap
NPWIOXKEHNS
ansg dirsearch

KOHEYHbIe TOYKN
1 NapaMeTpPsb!
n3 JS-pannos



6/20 ¢Manp HEeAQOCTYNMHbIX AOMEHHbIX UMEH

\ ‘

Y Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders
Seard .
YTo Hac nHTepecyeT? Contents (Search 258
Host Method URL Params Status Code ¥ Length
« 401/403 - bypass G 504 678
(€13) / 504 682
500 - pasfnnyHble OWLNBKN o/ °03 3
(€13) / 308 2156
GET / 308 1682
O 200 - )'KVIBbIe XOCTbI GET / 308 273
(€13) / 302 EEE]
) m=m

©)

Issues
! Password field with autocomplete enabled
. Unencrypted communications

> @ Strict transport security not enforced [19]
?)Vulnerable JavaScript dependency

> @ Cross-domain POST [2]

> . Cross-domain script include [4]

> . File upload functionality [3]

> @ Email addresses disclosed [5]

> @ Cacheable HTTPS response [19]

| > @ HTML does not specify charset [3]
=N =

~

_/

subfinder -silent —~d domain | httpx --silent --proxy http://127.0.0.1:8081/ -o liveHost.txt




7/20 YTO Mbl lenaeM ¢ 3TUMMU flOMEeHaMu

401/403 -o6x0[
YyTUIUTaMU:
(laluka/bypass-url-
parser,
devploit/dontgo403)

500 - cMOoTpUM
OTBET CepBepa Ha
npegmeTt
NHTEPECHbIX JaHHbIX

File Upload -
nepexogmm K
NpPoOBEepPKaM 3arpy3Ku
dannos

Email disclosure -
NLLEM MOYTY B
Pa3NNYHbIX yTeyKax

/lem cepBuUChl
AUTOPWN - Bitrix,
Gitlab, Jira,
Confluence, Owa



,

\\‘ > supplementary -

Fast recon — bbICTpagd pasBeKa rnpw NeEHTECTE BEG-MPUIOXKEHNS

8/20 APPeKTUBHO NapcuUM Beb-KeLl

xurlfind3r + waybtool

J/xurlfind3r -d domain| awk '{ print S2}' | waybtools -tr

L—(kali@kali)-["]
$ ./xurlfind3r -d [N | =wk '{ print $2}' | waybtools -tr

WayBack Toolkit ©0.1.0

R [ VA G SRS ) [y S
o o i K I TE 1 [ 15 [ [ N N
o G il i d Sl ki
oA\ T ) /1_| ve.3.0
[*] Start Job
(=] I
> training
> instructions
> dictionary =
> fags -
> main -

uploading —  https:
service —  https://
suppliers —  https:
discount —  https

> setDiscounts —

VvV V VYV

Jxurlfind3r -d domain| awk '{ print $2}' | waybtools -g brute

L—(kali@ kali)-[~]
$

./xurlfind3r -d NN | -v« '{ print $2}' | waybtools -g brute

WayBack Toolkit 0.1.0
[#] Start Job

[*] End Job
(kali® kali)-[~]

[:; cat brute
https:/, /
https:/ /training/
https:/ /training/instructions/
https:/ /training/instructions/dictionary/
https:/ J/discount/
https:/, /analytics/
https:/, /login/
https:/, /cmp/
https:/, /cmp/campaigns/
https:/ /cmp/campaigns/list/
https:/,

/cmp/statistics/
g J




9/20 Pe3ynbTaTt paboTbl ¢ Be6-KewueM

3aKeLLlepOBaHHbIe

[lepeBo -
dainbl (6ekansl,
3aKeLNPOBaHHbIX N
E R ROE I
3arpocos

KOHQUrypaLuum 1 T.4)

[NloTeHuManbHble
KOHeYHble ToYKn AP

3aKeLUI/IpOBaHHbIe
TOKEHbI 3aripocoB

Danneol
C YyBCTBUTESbHO
NHOPMaLEN
(0OKYMEHTHI,
nepcoHasbHble
[OaHHble 1 T.4.)



10/20 CoctaBnsieM sitemap npunoxxeHus

-
#v Host Method URL Params  Edited Status code A
2427 GET / 301
2426 GET / 301
2425 GET | 200
2424 GET /services/vozvrat-denezhnyh-sredstv 200
2423 GET /services/vozvrat-tovara 200
2422 GET /services/trudoustroystvo 200
2421 GET /services/voprosy-i-otvety 200
2420 GET /services/sposoby-oplaty 200
2419 GET /services/rekvizity 200

K2418 GET /services/proverka-sovmestimosti 200
2417 GET /services/pravila-prodazhi 200

Length endpoints.tbt — Baoxxor
369 ®anin lMpaexa Oopmar Buag Cnpaexa
s.ru/runtime.b87b2b86ae90f7e7.js
369 J
s.ru/polyfills.2a59d29e36746caf. js
777951 s.ru/main.676df7087737df69.js
48710 o/
u/services/trudoustroystvo
48710 u/profile/balance
48710 u/
u/runtime.js?69e367661ede6756d822
48710 u/vendors . js2dd6ffb7c@F5a973240a6
48710 u/localization.js?b36966e8638a7204fe28
48710 u/main.js216754511019e87a5f774
ru/rainloop/v/1.17.0/static/js/min/polyfills.min.js?legacy
48691 ru/rainloop/v/1.17.8/static/js/min/boot.min.js?legacy
48710

subfinder -silent —~d domain | httpx --silent --proxy http://127.0.0.1:8081/ -o liveHost.txt | katana -
list liveHost.txt -proxy http://127.0.0.1:8081/ -0 endpoints.txt




11/20 [JanbHeuwuune fgemcTBUS

JS-dpannsbl
(KOHEeYHble TOYKW, MapaMeTpbI, URL-agpeca 13 BepCTKW CTPaHWL, KommeHTapum B HTML
3aXapOKOXKEHHbIE 3HAYEHNS)



Fast recon — bbICTpagd pasBeKa rnpw NeEHTECTE BEG-MPUIOXKEHNS

12/20 AHanusupyem JS c nomouybio GAP (Get All Parameters, Links, and Words)

b 3

Potential params found - 201 filtered: [/ Show origin Words found - 54 filtered: [/ Show or

uiv Guru

url Gurus \
userld JavaScript

userName JavaScripts

user_id (VET

username Mails

utm_campaign PRO

utm_medium PROES

utm_source Stream

vn- | Streams

Talameame

Stop words: ' a,aboard,about,above,across

Potential links found - 8224 unique: ¥ Show origin endpoint ' ' In scope only
/accounymanager/suporainates/ree

/account/manager/subordinates/req
/account/manager/subordinates/req
/account/manager/teams [https://te
/account/manager/teams [https://te
/account/manager/teams/[slug] [htt
/account/manager/teams/[slug] [htt,
/account/manager/teams/add [https
/account/manager/teams/add [https
/Jaccount/manager/teams/edit/[slug]
/account/manager/teams/edit/[slug]

Show "sus” ! Show query string with value | XNLV

G J

YTO Mbl NONyYyaem:
» CcbInku gnga 6pyTta gmpeKkTopumn

 [MapameTpbl gna Gpas3unHra
(x8,arjun)

e KoHeYHble Toukn API




13/20 UToroBasi KomaHaa Aans cé6opa AaHHbIX O CKoyne

subfinder -silent —d domain | ../httpx -silent —proxy http://127.0.0.1:8081/ -o 'liveHosts.txt' | ../katana
-list 'liveHosts.txt' —proxy http://127.0.0.1:8081/ -o 'endpoints.txt’; ../xurlfind3r - 'liveHosts.txt' | awk
Yprint S2} > res.txt | grep '?' > params.txt | ../httpx —silent -proxy http://127.0.0.1:8081/




14/20 C nomolubio Yero 6yaem uckatb ys3BUMocTu?

BurpSuite Nuclei



Fast recon — 6bIcTpas pa3BefKa rnpu NeHTecTe Be6-NpuoXxeHns

15/20 BurpSvite 1 war

Intercept  HTTP history ~ WebSockets history @ Proxy settings

B Configure filter

Filter by request type

() Show only in-scope items
() Hide items without responses

¥ Show only parameterized requests

Filter by search term Filter

] ow
O ni

D Regex

C] Case sensitive D Negative search

Request R
ety Raw  Hex S n = showal | Hideall | Revertchanges

1|EET /success. twt?ipve HTTE/Ll.1 Bl 1iawwrsios cun un

http history -> filter settings -> select params requests -> select all -> copy urls




16/20 BurpSvuite 2 war

Items to Scan

https://firefox.settings.services.mozilla.com/v1/buckets/security-state/collections/cert-revocations/changeset
https://firefox.settings.services.mozilla.com/v1/buckets/monitor/collections/changes/changeset
https://content-signature-2.cdn.mozilla.net/chains/normandy.content-signature.mozilla.org-2024-04-09-14-36-37.chain
https://incoming.telemetry.mozilla.org/submit/telemetry/dea06d46-5ceb-4767-99db-1c18b2f3e001/third-party-modules/Firefox/123.0/release/202402132...
https://shavar.services.mozilla.com/downloads

http://detectportal firefox.com/success.txt

http://detectportal.firefox.com/success.txt

http://detectportal firefox.com/success.txt

http://detectportal.firefox.com/success. txt

http://detectportal firefox.com/success.txt

% Consolidate items - b0 X Consolidate items...

You have selected 739 items to scan. Before continuing, you can use the filters below to remove certain categories of items, to

make your scanning more targeted and efficient.

¥ Remove duplicate items (same URL and parameters) [332 items]
Remove out-of-scope items (based on current suite scope) [all 739 items]
Remove items with no parameters [0 items]

O Remove items with the following extensions [25 items]

js.gifjpg.png.css

Cancel -
NS /

scan-> consolidate items -> BbI6GOp TMNa CKaHNPOBaHUSA




Fast recon — bbICTpagd pasBeKa rnpw NeEHTECTE BEG-MPUIOXKEHNS

17/20 Nuclei

Y Filter settings: Hiding non-parameterized items; hiding CSS. imaae and aeneral hinarv content

# 'Host ‘ Method ‘ URL
168 GET /logii
177 GET Jcmg
180 (€13) Jcmg
184 GET /logii
188 GET /new
189 GET [trair
193 GET /trair
194 GET /proc¢
198 GET /trair
200 GET /repc
206 (€13) /loait
Request
Pretty  Raw  Hex

1 2Rm /lk/varainte/matrPenime=101 HTMD/D

1 HTTR/2 20N OK -

B Configure filter
de Bambda mode
Fiiter by request type FiITer by MIIVIE Ty
() Show only in-scope items HTML
D Hide items without responses Script
« Show only parameterized requests ¥ XML
(eSS
Filter by search term Filter by file extension
I () Show only: - asp,aspx,jsp.p
O Regex S fi
Hide: js.gif.jpg,png,
O Case sensitive D Negative search 15:91JPO.PY.
Showall  Hideal | Revertchanges 5 Convertto Bambl

J

L

(

(kali® kali)-[~]
./nuclei/nuclei -1 params.txt -rl 30f

show params requests -> copy to params.txt -> ./nuclei -| params.txt -rl treads



18/20 UTOrM

« PaccMoTpenu MHCTpPYMeHT ons adpdeKTUBHOM paboTbl C BEG-KELLEM
« [Monyumnmn nepBoHa4vasibHblEe KOHEYHbIE TOYKM O/ aHaNn3a

* [lonyymnu nepevyeHb URL-agpecoB g1 CKaHMPOBaHUS N AallbHENLINX
PYYHbIX MPOBEPOK

« CoKpaTunm BpeMs HeobxoamnMoe A/ NpoBeaeHns NepBUYHON
pa3BegKku nepumeTpa ¢ 3-4 gHen oo 1-2 yacos




19/20 MWcnonb3syembie YyTUNAUTDI

* https://github.com/n3170n/WayBackTools - napcuHr Be6 Kelia

* https://github.com/projectdiscovery/httpx - npoeepka gocTtyna

* https://github.com/hueristiq/xurlfind3r - nony4yeHne gaHHbIX BE6 Kella

* https://portswigger.net/bappstore/815bb4ab64e240618dc673d65016e919(GAP) - napameTpbl U CCbITKN N3 JS

* https://portswigger.net/burp/releases/professional-community-2024-1-1-
4?requestededition=community&requestedplatform= - BurpSuite

* https://github.com/projectdiscovery/nuclei - ckaHep nuclei

* https://github.com/projectdiscovery/katana - kpaynuHr
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Cnacu6o 3a BHuUMaHue!
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Hukuta Pacnonos
CneunanncT no aHannay 3awmueHHocTn YLICH
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