cnonb3yem JS B bpay3epe oA
NnoBCeOHEBHbIX 3aga4eK

g
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Iina koro
oyperT
noneseH
poknapg?

5f1KTO TECTVPYeT BeO
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¥ KTo TecTupyeT Beb

;% PaspabaTbiBaeT Beb

noneseH
aoknapg?



Ina koro

“s. KTo TecTmpyet BeDO

6yﬂ.e'1' i PaspabatbiBaeT Beb
noJyieseH

Js HeMHoro 3HaeT JS
aoknap,?
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Uro HaMm noTpebyercs?

¢

ToBbrMbIN
Opay3ep




Uro HaMm noTpebyercs? %
g s

JThOGrMbIN JS
Opay3ep



Uro HaMm noTpebyercs?




Uro OypeT B
“» poknape?

1

PaboTa B KOHCONW
Opay3epa



Uro OypeT B
npokKnape?

1 2

Pabora B KoHconn 0O6nerumm pyudyHoe
Opay3epa TeCTNPOBaAHME



Uro OypeT B
npokKnape?

1 2

Pabora B KOoHconn 0O6nerumm pyuJyHoe

Opay3epa TeCTNPOBaAHME

“»

3

HeMHOro npo
TECTNPOBAHUA
BeO COKeTOB
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GOOGLE I}HII(IME

q{t

ql
KOHCONb B “'%3?&5&'.';'2““';‘“ g
dev tools




F12 nnn ecmd+Shift+1

Default levels ¥

B3 D

3lssues: B 3

L
-
-

X
=
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Eleme

tlop ¥

F12 nnn ecmd+Shift+1

ts Console Negwork Sources Performance insights A 5

W - Default levels ¥

B D

3lssues: B 3

X

o
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Insi uero HyXHa KOHCOJIb B
dev tools?
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Insi uero HyXHa KOHCOJIb B
dev tools?

_—

‘") BoiBOA, OLLNGBOK



Insi uero HyXHa KOHCOJIb B
dev tools?

_—

") BbIBOZ, OLLNGOK

- 4

X OTnagka owmnbok
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Insi uero HyXHa KOHCOJIb B
dev tools?

~—

") BbiBOA OLLINGBOK

X OTnajka owmnboK

. BbinonHeHme JavaScript-koga Ha cTpaHuLe

17



BCTpOEeHHhbIE
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> document.querySelector('.feed")

»<div class="feed _column—-count_2 _is-desktop-redesign _grid-type_fixed _is-redesign _is-redesign—desk

flex

> document.querySelectorAll('.card-wrapper"')

2

NodelList(9) [article.card-wrapper._is—desktop._is—desktop—-redesign._theme_white._with-overflow—hidden

article.
article.
article.
article.
article.
article.
article.

card-wrapper.
card-wrapper.
card-wrapper.
card-wrapper.
card-wrapper.
card-wrapper.
card-wrapper.

_is—desktop._is—-desktop-redesign.
_lis—desktop._is—desktop—redesign.
_lis—desktop._is—-desktop-redesign.
_lis—desktop._is—desktop—redesign.
_Is—desktop._is—desktop—-redesign.
_is—desktop._is—desktop-redesign.
_lis—desktop._is—desktop—redesign.

_theme_white,

_theme _white. with-overflow-hidden,

_theme_white, article.card-wrapper.

_theme _white. with-overflow-hidden
_theme_white. with-overflow—hidden
_theme_white. with-overflow—-hidden
_theme _white. with-overflow-hidden

_lis-desktop..
.Short-vide..,
.geoblock—w..,
.currency—r..,
.channels-Ll..]

19



BecTpoeHHble nepeMeHHble

> $('.feed')
»<div class="feed _column-count_2 _is—-desktop-redesign _grid-type_fixed _is-redesign _is-redesign—-desktop—-cards
flex

> $$('.card-wrapper')

(9) [article.card-wrapper._is—desktop._is—-desktop—-redesign._theme_white._with-overflow-hidden.card-news._..,
article.card-wrapper._is—desktop._is—desktop—-redesign._theme_white,
article.card-wrapper._is—desktop._is—desktop—-redesign._theme_white._with-overflow-hidden,
article.card-wrapper._is—desktop._is—desktop—-redesign._theme_white, article.card-wrapper._is—desktop._is—-desktc
article.card-wrapper._is—desktop._is-desktop-redesign._theme_white._with-overflow-hidden.short-vide..,
article.card-wrapper._is—desktop._is—desktop—-redesign._theme_white._with-overflow-hidden.geoblock—w..,
article.card—-wrapper._is—desktop._is—-desktop-redesign._theme_white._with-overflow-hidden.currency-r..,
article.card-wrapper._is—desktop._is-desktop-redesign._theme_white._with-overflow-hidden.channels-Ll..]



Boibnpaem asneMmeHT

- i T R i
1 ' H '
| | @j | @ : MpuseT. Mo6onTa
_I_ ! \ _ H |
e o o L e e e Hoooeiis Loooooene L i
oe 2> @1 uUsD7045 EUR77,20
p W
[w ﬂ Elements Console Network Sources Performance insights & Performance Memory Application Security Lighthouse Recorder & Redux Netify ®2 BA9
v<div class="search3__inner"> flex S
v<div class="search3__input-wrapper"> flex m
<input class="search3__input mini-suggest__input" autocomplete="off" autocorrect="off" autocapitalize="off" spellcheck="false" aria—-autocomplete="1list" aria-label="3anpoc"
id="text" maxlength="400" name="text" autofocus placeholder="HanWpétca Bc&" role="combobox" aria-controls="suggest-list-f7nzubm5gx6" aria-activedescendant> == %0 el
P <div class="mini-suggest__action search3__keyboard search3__action" data-action="keyboard" role="button" title="Knasuatypa">..</div> flex le
P <div class="mini-suggest__action search3__voice search3__action" data-action="voice" role="button" title="TonocoBon nouck">..</div> flex ¥
» <div class="image-search i-mini-bem search3__camera" data-bem="{"image-search":{"origin":"https://yandex.ru"}}" role="button" title="Touck no kapTuHke">..</div> S
R T = i i P e N N 2 p : N AT ai = o aa - a5 T ea
> $0

<input class="search3__input mini-suggest__input" autocomplete="off" autocorrect="off" autocapitalize="off" spellcheck="false" aria—-autocomplete="1ist" ar:
"400" name="text" autofocus placeholder="Haupétcs Bcé&" role="combobox" aria-controls="suggest-1list-f7nzu5m5gx6" aria-activedescendant>

> $@.classList
» DOMTokenList(2) ['search3__input', 'mini-suggest__input', value: 'search3__input mini-suggest__input']
> $0.value='0000"
'0000"
> $0.click()
undefined
> $0.o0ffsetWidth
769
> $0.offsetHeight
59

21






> [1,2,3,4,5,6,7,8].filter((el) => el%2)
> (4) [1, 3, 5, 7]

> 11, 3, 5, 7].reduce((acc, el) => acc+el, 0)
16



BecTpoeHHble nepeMeHHble

(1,2,3,4,5,6,7,8].filter((el) => el%2)
> (4) [1, 3, 5, 7]

$_

> (4) [1, 3, 5, 7]

$ .reduce((acc, el) => acc+el, 0)
16
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ITS TIME
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test

test

test
17

test
11

test

[Ipobnema
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[

X

X

X

Oko caypoHa

E Elements Console Network  Sources Performance insights & »

Q topv Filter Default levels ¥
test
4
location.href

‘https://vya.ru/’

localStorage.getItem( 'gaCounterShowTime')
'1680641224114"

testZ
Uncaught ReferenceError: test2 is not defined at <anonymous>:1:1

©7 K8

Olssues: B8 B 1

s X

7 hidden £t

27



Live Expressions

AKTUBHbLIA 3N1€eMEeHT Ha CTpaHuue

Console

Filter

L ﬂ Flements
P ©® topy @
¥ document.activeE lement

MNetwork

heisenbug

Sources Performance insights A Performance Memory

input#text.search3__input.mini-suggest__input

Application

Security

Lighthouse

Recorder

28



CORY/AND|PASTE

Copy/Past

COPYPASTEEVERYWHERE



" copy()

const test = 'i am const';
undef ined

copy (test);

undefined

30



copy ()

» copy({"errors":inull,"response":null,"status" :"SUCCES5"})
undefined

31



Hy KaKk Tam BeNCTKa canTas) |

e -

TecTnpoBaTh
BEPCTKY




v <d1lv class="ZouenT U1wUwT CS4VCbh-pLLbge—-KINCTe™ jsSname=
"TdyZKc">

<div>Lorem Ipsum 1s simply dummy text of the
printing and typesetting industry. Lorem Ipsum has
been the 1industry's standard dummy text ever since
the 1500s, when an unknown printer took a galley
of type and scrambled 1t to make a type specimen
book. It has survived not only five centuries, but
also the leap into electronic typesetting,
remaining essentially unchanged. It was
popularised in the 1960s with the release of
Letraset sheets containing Lorem Ipsum passages,
and more recently with desktop publishing software
like Aldus PageMaker including versions of Lorem
Ipsum.l</div>

</div>

- F 2l L

33



[enzeHOar

Lorem lpsum is simply dummy text of the printing and typesetting
industry. Lorem Ipsum has been the industry's standard dummy text
ever since the 1500s, when an unknown printer took a galley of type
and scrambled it to make a type specimen book. It has survived not
only five centuries, but also the leap into electronic typesetting,
remaining essentially unchanged. It was popularised in the 1960s with
the release of Letraset sheets containing Lorem Ipsum passages, and
more recently with desktop publishing software like Aldus PageMaker
including versions of Lorem Ipsumrwggewggal... “urate ewe «

Bukineoua

W CTaTed B Bukvneouu

CMATRIATE TaKWwe
™~ ﬂ Elements Console Metwork Sources Performance insights A Performe

] &® top¥ @ @ Filter

»> document.designMode="on';
1{}“!

34



[loroBoprM NPo QYHKL N0
monitor(fn)



[ ] L ] Do Tk « ChEvE TS, QoD CodT fevt DS R a sy
(w |f|J Elements Console Sources Network Performance Memory Application Security Audits axe '

I & top ¥ | Filter Default levels ¥ ¥ Group similar 1 hidden | £

¥ function sum (x,y) {
return x + vy
}

monitor{sum);
sumil,2);
function sum called with arguments: 1, 2

3

VMSE®: 2
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» datalayer

,rfiﬂj [{.}, {.}y Vu, {.}, {.}, {.}, Vu, Vu, Arguments(3), {.}, {.}, {.}, {.}, Arguments(3), {.}, {.},
{.}, {}, (.}, Arguments(3), {.}, {.}, {.}, {.}, {},) {o}, {3, {3y {a}, {.}, push: f]
» 8: {gtm.start: 1677970322426, event: 'gtm.js', gtm.uniqueEventId: 1}

»1: {event: ‘gtm.dom', gtm.uniqueEventId: 19}

»2: Vu {h: Arguments(4)}

» 3: {event: 'gtm.js', gtm.uniqueEventId: 20}

» 4: {event: 'nextroll-ready', gtm.uniqueEventId: 27}

»5: {event: 'gtm.scrollDepth', gtm.scrollThreshold: 9@, gtm.scrollUnits: 'percent', gtm.scrollDirection:
»6: Vu {h: Arguments(4)}

»7: Vu {h: {.}}

38



» datalayer

(3e) [{.}, {.}, Vu, {.}, {.}, {.}, Vu, Vu, Arguments(3), {.}, {.}, {.}, {.}, Arguments(3), {.}, {.},

Y (.}, -}, {}, Arguments(3), {.}, {.}, {~}, {-}, (-}, (-}, {-}, {-}, {}, {-}, push: f]
»8: {gtm.start: 1677970322426, event: 'gtm.js', gtm.uniqueEventId: 1}

»1: {event: ‘gtm.dom', gtm.uniqueEventId: 19}

»2: Vu {h: Arguments(4)}

»3: {event: 'gtm.js', gtm.uniqueEventId: 20}

» 4: {event: 'nextroll-ready', gtm.uniqueEventId: 27}

»5: {event: 'gtm.scrollDepth', gtm.scrollThreshold: 9@, gtm.scrollUnits: 'percent', gtm.scrollDirection:
»6: Vu {h: Arguments(4)}

»7: Vu {h: {.}}

[lenaem cobobiTne
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» datalayer
y (38) [{.}, {.}, Vu, {.}, {.}, {.}, Vu, Vu, Arguments(3), {.}, {.}, {.}, {.}, Arguments(3), {.}, {.},

Y (e
> 0:

»1:
r 2
3
> 4.
5
» 6!
7

{}, {.}, Arguments(3), {.}, {.}, {},{L{} {.}, {.}, {~}, {}s {-}, push: ] B3
{gtm.start: 1677970322426, event: 'gtm.js', gtm.uniqueEventId: 1}

{event: 'gtm.dom', gtm.uniqueEventId: 19}

Vu {h: Arguments(4)}

{event: 'gtm.js', gtm.uniqueEventId: 20}

{event: 'nextroll-ready', gtm.uniqueEventId: 27}

{event: 'gtm.scrollDepth', gtm.scrollThreshold: 98, gtm.scrollUnits: 'percent', gtm.scrollDirection:
Vu {h: Arguments(4)}

Vu {h: {.}}

[lenaem cobbiTHe

» datalLayer

v (32) ({.}, {.}, Vu, {.}, {-}, {.}, Vu, Vu, Arguments(3), {.}, {.}, {.}, {.}, Arguments(3), {.}, {.},
T (.}, s {-}, Arguments(3), {.}, {.}, {-}, {L {.}, {}, {}, -}y {}y {.}, push: 1 83

> B

> 1:
2
> 3
> 4.
> 5
> 6!
7
> 8

{gtm.start: 1677978322426, event: 'gtm.js', gtm.uniqueEventId: 1}

{event: 'gtm.dom', gtm.uniqueEventId: 19}

Vu {h: Arguments(4)}

{event: 'gtm.js', gtm.uniqueEventId: 20}

{event: 'nextroll-ready', gtm.uniqueEventId: 27}

{event: 'gtm.scrollDepth', gtm.scrollThreshold: 98, gtm.scrollUnits: 'percent', gtm.scrollDirection:

Vu {h: Arguments(4)}

Vu {h: {.}}

Arguments(3) ['event', 'optimize.callback', {..}, gtm.uniqueEventId: 32, callee: f, Symbol(Symbol.ite 40



> datalayer

(66) [{..}, {.}, jv, {.}, {.}, {.}, {.}, Jv, jv, Arguments(3), {..}, {.},
{.}, {-}, {.}, Arguments(3), {..}, {.}, {.}, {-}, {-}, {-}, {-}, {.}, {.},
y (et Ak, Ak, Ak, Ak, Lk, b, 4k, b, 4ok, {ad, 4}, 4}, {a}, Argu
ments(3), Arguments(3), {.}, {.}, {.}, {.}, {.}, {.}, {.}, {.}, {.}, {.},
{.}, {}, {}, b, A}, A}, {a}, {3, {3, {4, b, {4}, A}, {a}, {0},

push: f]
Navigated to /id/sign-in

> datalLayer

y (23) [{w}, L}, Jv, L.}, Arguments(3), {.}, {.}, {.}, Jv, JV, {u}, {.},
" (.}, {.}, {-}, Arguments(3), {.}, {-}, {-}, {-}, {-}, {=}, {-}, push: f]

41



He oueHb YMHOe peLueHune

setInterval(()=>{
console. log(datalLayer);
F,108)

3685
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datalLayer n monitor(fn)
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> monitor(datalLayer.push)

undefined
function

function
function

function

b.push

b.push
b.push

b.push

called with

called with
called with

called with

arguments:

arguments:
arguments:

arguments:

[object Object]
[object Object]
[object Object]
[object Object]

VM475:1

VM475:1

VM475:1

VM475:1
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» monitor(datalLayer.push)

undef ined

function b.push called with arguments: [object Object] VM475:1
function b.push called with arguments: [object Object] VM475:1
function b.push called with arguments: [object Object] VM475:1
function b.push called with arguments: [object Object] VM475:1

> console.log = (...arg) => console.log(...arg, datalLayer[datalLayer.length - 1])

function b.push called with arguments: [object Object] VM1195:1

{event: 'gtm.click', gtm.element:
hinput#mar—slide—tnggle—l—input.mar—slidé—tnggle—input.cdk—uisua[ly—hiddﬁn, gtm.elementClasses: 'mat-slid

e-toggle-input cdk-visually-hidden', gtm.elementId: 'mat-slide-toggle-1-input', gtm.elementTarget:
SR

function b.push called with arguments: [object Object] VM1195:1
{event: 'gtm.click', gtm.element: span.mat-slide-toggle-thumb, gtm.elementClasses: 'mat-slide-toggle-thu
mb', gtm.elementId: '', gtm.elementTarget: '', ..}




O4yeHb MHOTI0 Pa3/INYHbIX
PYHKLMN B KOHCONN

debug(function)
inspect(object/function)
getEventListeners(object)
monitorEvents(object [, events])
gueryObjects(Constructor)

[TodpobHee: https://developer.chrome.com/docs/devtools/console/utilities/
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UTO faeT n3ydyeHme anm Xpoma

;- Pewwaem 3apaun



UTO faeT n3yyeHme anm Xpoma

;- Pewwaem 3apaun

) Pelwuaem nx ObICTPO

48



UTO faeT n3ydyeHme anm Xpoma

;- Pewwaem 3apaun
) Pelwlaem nx bbicTpee

‘) Y3HaemM HOoBoOe

49
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[loCcUMTaTb 3/1eMEeHTbl Ha CTpaHuLe



BOo™ € 0 %

©

v

» 0

rF "

0

e

AsnabuneTs
AsTobByCh
ABTO.pY
ApeHna
AyOUTODKM
bW3Hec
BykmeAT
BeGmactep
Barnag

Buoeo

Bpemn

[ onocoBoW NOMOLWHKWK AnKca
Hupexr

Hck
Oucnnei
Ouctprbyumna

Hocraexa

P

O Y <« 0® a2

@ e

1B

@ &

Bce cepBuchl

IlaBka

Mapker

MapkeT gna B1aHeca
MapkeT ona npogaeuos
MapwpyTU3ayusa
MeTpuxa

MeTpo

My3bika

HapopgHaa KapTa
HegBM#IMMOCTE

OTenm

[aTeHTsl

[lepepog4MK

[moc

[Noropa

lNogkniodveHe K Jlapke

MNowck

O <€ G

- D =1 0 f 6 .

I

Q

© ©

CoobweHus
Cnopt

CyBeHuphI

TakcwH

Takck pns BraHeca
TenemocT
TenenporpammMa
TenedoHWa
TexHonorvu
Tpexep

Yonyri

YuuTens

DopMel
Aupexc 360 ona BuaHeca
AHperc.DNS
HAHpekc D

AHperc ID ana cafToB
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Bce cepBUCHI

A -4 Asnabuners & Naeka
F AeTobycel M M Mapkert
@ ABTO.pY ﬂ] MapkeT ona Br3Heca
& ApeHpa ":_'E MapkeT ona NpofaeLoB
¥ AyauTopud 3 MapwpyTHU3auma

= 9 Br3Hec ' MeTpuka
M Ruvmaicr B8 Marnn

[w i Elements  Console  Network

10 Issues: 39 B 1

> const numberElements =

> O topY @ | Filter

$$('.services-all__item').length;

CoobuweHwus

CnopT

O € 0

CyBEHWUPbI
B [3KCK
g akck ona BuaHeca

a Tenemoct

BE Tononmnrmasakes

Sources

console. log( Kon-Bo cepBucoB ${numberElements} );

Kon-Bo cepsucos 94

»

CL



CnapcnTb AaHHbIE CO CTPaHULbI



12:45 » HOBOCTM 1 KOMMEHTapWK » MIHBECTOpLI CNerka
COKpaLLalnT nopThHen nocne Hennoxoro pocrTa NocNeqHNx
Heaenk

12:39 » MexayHapogHele peiHKK * Tencent nepegacT akuum
Meituan cEOMM aKLIMOHEPaM B KaYecTBe creLnantHbix
AVBWAEHLOB

12:15 = HoBoCTW M KOMMEHTapKMK * CHVYXeHWe anneTnTa K
pUcky Nogaepsxanc goanap

12:00 *» HOBOCTM WU KOMMEHTapWK * O6beMbl NOCTABOK
TOBapOB YEPHON METaNNYPri CHXKaKTCA

11:58 * HOBOCTM KOMNaHWiA + Jepwnacka yBUaen NpuaHaku
npeaaehonTHOW CATYaLMK Ha pbiHKe rocaonra CLUA

11:54 « MexayHapoaHble peiHKK + KpynHeidwve
HedTenepepaboTymkM KiTan obpaLlaloTcs 3a NOMOLLBH K
MeknHy, 4TOBbI COXPaHWTE NOTOK POCCUIACKOA HedTK

11:51 * KpUNTOHOBOCTH M KOMMEHTapUK * B
CLUA 3anyLeH NMNoTHEIR NPpoekT No Lndposomy

Aonnapy

11:50 * HOBOCTW M KOMMEHTapWK * HedTAHbIE KOTMPOBKK
nagatoT Ha doHe HOBOCTeR U3 Kiutas 1 NMonsLum

11:30 *» HOBOCTKM M KOMMEHTapMK * «CypryTHediTerass Kynur
«IYKOWN»?

11:23 *» HOBOCTWM KOMMNaHKIA * Arconic npogana poccliicknii
bu3sHec MaxopuTapuo BCMIMNO-ABucma
BCMNO-ABCM 0,87% Arconic Corporation 0,10%

11:04 » Limex » Tpamn - HOBBIA daBopKUT Ha
Bolbopax B 20247 &

10:52 = PMA Hoeoctin + De Beers 3a nocnegHne 2 Hegenm
cokpaTtuna npojax anmasos Ha 11% - go $450 MaH

10:50 » MexAyHapoHele peIHKLA * Apple HauHeT -

PR U T R T L RSP B TR e e

PekomMmeHaaLmu

Mo HoBW3He [0 noTedlnany

WMHCTpyMeHT PexomeHaaLua
MKHopHwWK MNokynaTe
Snap lepxatb
Hong Kong Exchan  Jepxate
DTE Energy MNokynaTk
Amazon.com, Inc.  [Jepxate
TpaHcH$ an MokynaTte
Qualcomm lepxaTe
PYCAN ao MNokynaTe
Darden Restaurant [fepxaTb
HeadHunter lepxaTe

Freeport-McMoRar  NepecmoTtp
American Electric F MNMokynats
FIXP-rgp MNokynaTes
Lam Research MNepecmoTp

Moun KOTMPOBKWK

AeHe Hepens Mecad Mog

Apple Inc. 150.04
BTC-USD 16768.90
Bank of America 37.7
Brent 94.63
ETH-USD 1235.98
Eur/Usd 1.0428
RTS 114770
Si 60765
USDRUB_TOM 60.3500
mini SandP-500* 4012.25
MMKHopHuK 15338
3onoTto 1786.70
WMrHaeke Mocbwp 2227.85
WHaeke PTC 1162.90
ChepbaHk 138.70

Bce Poccua Mup =

LUenesan ueHa MoTenywan

19974 Py6.
12.5USD
295.9 HKD
133 USD
99.24 USD
115571 RUB
123 USD
47.68 RUB
142.96 USD
1510 RUB
32.7 USD
109 USD
458 RUB
573 USD

1.11%
-0.09%
-0.17%
0.82%
1.17%
0.76%
0.89%
0.02%
T -0.09%
I 0.31%

2.34%
l 0.53%

0.21%

0.29%
1 2.24%

30%
5%
-4%
16%
0%
27%
-3%
20%
0%
11%
-13%
22%
31%
16%

23:59
11:57
23:59
13:30
11:57
13:30
13:30
13:30
13:30
13:30
13:30
13:30
13:30
13:30
13:30

Mw POBble MHAEKCDI

D&J-Ind* 33599.77
Futsee-100% 7381.03
MN225]ap* 28030.75
PTC mHaekc 1162.9
MocBurpxwm 10K 4086
MocBrpmxm nHac 2227.85
TA-35 Index 1942.81
SandP-500* 3991.73
SandP-Fut* 4012.25
CSI1300 (KuTaid) 3834.39
WMHgekc Coman 190.725

* 60 sec average ** 15 min delay

ROX - TepMKHAN NPAMOro AoCTyna Ha Bupxum: CLUA,
KaHage!, Mekcuku v EBponel (obyyeHre)

0.17%
0.16%
0.14%
0.29%
0.35%
0.21%
-0.48%
0.87%
0.32%
-0.82%
-1.35%

00:15
13:30
08:59
13:30
13:30
13:30
13:15
00:04
13:30
11:05
08:00
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Apple Inc.

0630p CobbiTva v npordo3sl  Kanengape ~  TexaHanws ~

Axumn CLUA(BATS): Apple Inc. ~

149.9900USD "2

MNocn. caenka 15.11, 23:5%9 — 3a4epKKa Ha 15 MAHYT. ABTOPWIYATECH M NONYYAATE JAHMBIE B DEANLHOM BREMErH]
1 B wibpanHoe 2 Cnegute ~

feHe Hegena Mecay €mec Nog Snet CHavana: Hegend MecAua roga

p By 0 £ i =

A Apple Inc. 1499900 (1.10%) 1761400 -'i'_
nt

h
'y | RN T'm-‘ I+LI“+

k

lw.' : AL 1.1I' r
hrlTi| I g il
Li’ "EIE‘}.M

O =4+ > =

Data: @BATS
AaHHuIE 1 Co0BILEHNA HOCAT MHGOPMALMOHHEIR XApaKTep, He ABNRIOTCR MHAMBNAYANLHON MHEECTMLMOHHOR PeKoMEHAALMER MK NPeAnoXeHHes NPMOGPECTH YIIOMAHYTEE LeHHEEe Gymary, MpuoSpeTerne MHod
CRASAHG & ADMOAHMTEALHBIMW PUIKAMIA

OB6bEM TOproe

Kanuwtanuzauywma

IKCTPpEMYMbI 1 AeHb 1 Hegenn 1 mecay 6 mecsaues
MarcumMym 153,59 150,25 157,50 176,14
MUHUMYM 148,57 134,60 134,38 129,08
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ViaBNnexkKaem CChiNNIKW

BbITallTb BCe pPyKaMI
K Kakomn-to MHCTPYMEHT



A MOYKXHO TaK

[w ﬂ_ Elements Console Network Sources »

] © topY @ | Filter

> const hrefs = $$('[class”™="Item__container—-"1 tr a');j
hrefs.map((href) => ({
text: href.textContent,
href: href.getAttribute('href')

¥));
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(128) [{.}, 1
{}s {}s {.}
v{.}, {-}, {}
{uls {u}, {u}

{},
v [B ..

>0
> 1:
> 2:
> 3:
>4
>5:
> 6:
> 7:
> 8:
>9:

> 10:
»11:
»12:
»13:
»14:
> 15:
» 16:
»17:

-] B

99]

{text:
{text:
{text:
{text:
{text:
{text:
{text:
{text:
{text:
{text:

e

¥

r

y {=
{},
{},
{}s

Pe3ynbTaT

'0Z0N-app', href: '/guote/moex—-akcii/ads—-ozon-holdings—-plc—ord-shs_ozon/'}
'"ETLN-rap', href: '/gquote/moex-akcii/gdr—-etalon—-group-ltd-ord-shs_etln/'}
'Polymetal', href: '/quote/moex—-akcii/polymetal-international-plc/'}

‘03K ao', href:

'TCS-rpp', href:

'/quote/moex-akcii/dec/"}
'/quote/moex—akcii/gdr-tcs—-group-holding-ord-shs_tcsg/'}

'Mevyen an', href: '/quote/moex-akcii/mechel-pref/"}

'PYCAN ao', href: '/quote/moex—akcii/united-company-rusal-plc/'}
'CamoneT ao', href: '/quote/moex—akcii/samolet_smlt/'}
'DeTckniaMup ', href: '/quote/moex-akcii/detsky-mir/'}

'IICP ao', href:

{text:
{text:
{text:
{text:
{text:
{text:
{text:
{text:

'/quote/moex—-akcii/1sr/"'}

'"HMMK ao', href: '/quote/moex—akcii/nlmk-ao/'}

"iHHRU-app', href: '/quote/moex—-akcii/adr-headhunter—-group-ord-shs_hhru/"'}
'CegCt-ao', href: '/quote/moex—akcii/severstal-ao/'}

'Cerexa’, href:
'MTC-ao', href:
'PeHeccanc', href: '/quote/moex—akcii/renaissance-insurance_reni-tqbr/'}
'"WUHTepPAOao’', href: '/quote/moex-akcii/inter-rao-ao/'}

'Pacnapckan’, href: '/quote/moex-akcii/raspadskaya/'}

'/quote/moex—-akcii/segezha_sgzh/'}
'/quote/moex-akcii/mts/ '}
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CnapcnTb AaHHbIE CO CTPaHULbI

7 NPON3BECTUN KakKWNeE - TO BblHNC/IEHNA



oanna{eHo ‘ ‘99 F

onna4eHo I 79' P

onna4yeHo 3 530 'P

onnavyeHo ‘5 582 'P
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CnapcnTb AaHHbIE CO CTPaHULbI

® l—lepe3 dBTOMATN3dLUNKO MOCHNTATb N ClNaPCUTb



CnapcnTb AaHHbIE CO CTPaHULbI

e Yepes aBTOMATM3aALMIO MOCUMNTATbL 1 CNAPCUTL
e [1ONYyUNTb AaHHbIe Yepe3 anu



Pacnapcnm cymmy
BCeX MOKYMOK

“ C—P @ (P @ [ ﬂ Elements Console Network Sources Performance insights A

Anexcei 3aKdzel W26panHoe KopzuHa ] ® | top™ 'O Eilter

> $%$('.702").reduce((acc, item)=> {
const amount = item.textContent.replace(' p', '')
onnaYeHo 5 ?5? F ' replaceﬂll{ o r - }
.replaceAll(",", '.");
acc += Number({amount):
return acc;
}, 8)

'S - '"ry_-!r ﬂ 279142
1@. &) » alert(s_)
o PYRS B %) undefined

M nocumtaem cymmy



GOpPMOUKN



bonbLwiaa popma

YOUR PERSONAL INFORMATION

Title
Mr. Mrs.

First name
Last name ~
Email *

Password ~

Date of Birth

YOUR ADDRESS

First name °

Last name

Company

Address

Address (Line 2)

City "

State "

ZipiPostal Code ™

Country "

Additional information

You must register at least one phone number.

Home phonea
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KaK MO)KHO 3ano/IHNTL
POpPMOUKY?

* PyyKamMm
e Icnonb3ys pacwimpeHuns ana bpaysepa (fake filler, fake data)



lipumep

Tapn¢  Bce Tapudbl
FreeTrade

O cunc (@)

Nma *
ON1. nNoyTta *

MobunbHbIN TenedoH *

OTnpaBuTb
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OTKpDﬁTE ﬁpDKEPCKMﬁ cyeT = A Elements Console  Sources  Performance insights & MNetwork » B 1 o
OHﬂaﬁH 34d 3 MMHYT':' —_— [* @ |top¥ @ (Fiter Default levels ¥ | 1 Issue: B

* const randomMumberPhone = () == {
M HaqHMTE MHBECTMPOBaTb return "+7916' + Math.floor(Math.random() * (9999999 - 1AGQEQ) + 1AGAGRE):
}

const randomMail = () => {
return Math.floor{Math. random() * 999999999) + '@test.com’';

Tapud  Bee Tapudl }
FreeTrade - const randomMame = () => {
const names = ["alexey’', ‘'alex', 'iwvan®', 'Fil', 'Tim'];
return names [Math.floor(Math.random() # names.length)]
r
O cuuc @

document.queryselector(' [name="firstname"]').value = randombame( )
document.guerySelector(' [name="email"]").value = randomMail()

Wsam * o document.querySelector( ' [name="phone"]").value = randomumberPhaonel()
Eil document.querySelector('form .button-generic').click()
3N, novTa * s
663013404 @test.com
MobunbHBIA TENBDOH * e
+79166403265
OTNpaBuTe

UTnpasnAn GopMy, A 430 COrNacHe Ha obpaboTey
NepioHaALHEX JaHHBIX.




TecTnpyem cokerhl



Kak TectTupoBaTb Be6COKeTbI?

e Postman
e \\/stester
e PazfiyHble paclunpeHna Ana 6pay3epos
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Kak eLle?



Beb6 cokeThbl

] ©& top¥ < | Filter Hide all * 12 Issues: B 12

» const socket = new WebSocket('wss://api.com/v2/fws/?
accountId=d26&jwt=eyl@eXAi0iIKVIQiLCIhbGeci0iJIUZzIINII9. eyl zdWIi0jUXOTEZNSWiY2 IwIjoiMTAUMI41LjIXMiIsInNpZCI6IjYWN2Y5ZDOQ4N2zU40WZi0DE ) ZGI4NjVIMDELY jUBN ) Zm
YTRIZTQ30WRmY j ABNzZmNmZhY z0zN2ZM2ZMWEBYTBKM2Y iLCImaWc 101) IMzEwMzBmNz EyMWY yNmF IMzYwY zM2ZM2Y5MGYwYyIsImZ@cyI6Wy] jb21wZXRpdGLlvbnMilClreWMilClyZXdhemQtY2VudGV
yIL@sImlhdCIGMTY3NTgwM]jg2MSwiZXhwIjoxNjcl0Dc@0DYx Q. 7TdLeWyhHy fIHMTvnsAmyxcuBWpHeGh84nukuMyvLd@ké&gua rd=SHRObnIwf TwwhbFxvZ@55bn INTUhz fTWk1UHNRVnVcUkk=")

undefined
> |socket.send('{"type":"REQUEST","rid":33,"action":"report/orders","body":{"offset":0,"limit":5000,"orderBy":"executedAt","orderDir":"desc"}}")
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Market order filled
Buy 0.071 ADAJUSDT @ 0.4106

Market =

Order Book

00007 »

Beb6 cokeThl

Pl @ top¥y O | Filter

ws.send( " {
"type": "REQUEST",
"rid": 54,
‘action”: "orders/market/place”,
"bﬂdy” : {
"gty": @.01,
I'SidE”: ”EUT",
"symbol": "ADASUSDT"
}
F)

undet ined
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Beb6 cokeThbl

B E Elements  Console Metwork Sources Performance insights A Performance Memory = 18 g : X
® O ¥ Q Preserve log Disable cache Nothrotting ¥ =a 4 ¥ @

Filter

(] Invert (] Hide data URLs All Fetch/XHR JS CSS Img Media Font Doc| WS }Naam Manifest Other

(] Has blocked cookies [ | Blocked Requests [_] 3rd-party requests

100000 ms 200000 ms 300000 ms 400000 ms 500000 ms 600000 ms 700000 ms 800000 ms 900000 ms 1000000 ms I

Name X Headers Payload

2.
2.
2.
2.
2.

Data

¥ {"type":"EVENT","action":
¥ {"type":"EVENT","action"
¥ {"type":"EVENT","action"
¥ {"type":"EVENT","action":
¥ {"type":"EVENT","action":

Messages Initiator Timing

& Al Enter regex, for example: (web)?socket

Length Time
"book","body":{"symbol":"ADA/USDT", "buys":[["0.4106","189483.2200",2,"77802"][... 3846 19:13:...
"bar","body":{"data":[1676823180,0.4104,0.4106,0.4103,0.4106,472570.8500]},"sid":... 118 19:13:...
"book","body":{"symbol":"ADA/USDT","buys":[["0.4106","279904.7200",2,"114929"]... 3848 19:13:...
"'markets”,"body":{"data":[{"symbolld":16,"symbol":"ADA/BTC","ask":1.642E-5,"bid"... 7861 19:13:...
"book","body":{"symbol":"ADA/USDT","buys":[["0.4106","279904.7200",2,"114929"]. .. 3848 19:13:...
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[Ilpo http



request

HTTP

>

response
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[Ipo6embl

* [lepexBaTnTb OTBET



o [lepexBaTnTb OTBET
* /I3aMeHUTb 3anpoc

[Ipo6embl
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[Ipo6embl

* [lepexBaTnTb OTBET
* /I3aMeHUTb 3anpoc
e /I3MEeHNTL/A06aBUTL 3aro/1I0BOK
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[Ipo6embl

[lepexBaTnTb OTBEeT

MI3MeHNTb 3anpoc
M3MeHUnTb/106aBUTb 3aros10BOK
OTMeHNTb 3aMnpoc
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request

response

request
>
V777778
/777D
Y7777
< Y7
response
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Proxy http interceptor

e charles

e fiddler

® proxyman
* burp



APl for extensions

webRequest Use the chrome.webRequest APIto observe and

analyze traffic and to intercept, block, or modify

requests in-flight.

https://developer.chrome.com/docs/extensions/reference/
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- KTO TO y>XXe caenan?



- KTO TO y>XXe caenan?

- [la  Taknx paclimpeHmnmn o4yeHb MHOrO



MHe noHpaBWUJCA
requestly

REQUESTLY Requestly running Open app

() Recently used () Executed rules

Mo pinned rules found

me recently used rules that you may want to pin

-

# oauth/finit o

[H Mo session recording .
. ) Start Recording
Record all network traffic, console logs & errors on current domain.

88


https://github.com/requestly/requestly

< Create New Rule

Redirect Request
2 q

Map Local or Redirect a matching pattern to another URL

Cancel Request

Block URLs by specifying keywords or entire URL

Replace String

Replace parts of URL like hostname, query value

Modify Headers

Modify HTTP request & response headers.

Query Param

Add or Remove Query Parameters

Insert Scripts

Inject Custom JavaScript (JS) or Styles (CSS) to any website

Modify APl Response

Modify Response of any XHR/Fetch request

Modify Request Body

Modify Body of POST Requests

Delay Network Requests

ntroduce a lag or delay to the response from specific URLs

User-Agent

Emulate for different devices by varying user-agent




oauth/init #

v If request

URL v  Contains v /v2/oauth/init

Response Status Code

400

Response Body

Static Data Dynamic (JavaScript)

{"code" : "ACCOUNT BLOCKED","description”:"You are banned"}

57 characters




v If request

URL Contains test

Response Status Code

200

Response Body

Static Data Dynamic (JavaScript)

function modifyResponselargs) {
{method, url, response,

response = {

test: 'test’,
2 s FESPONSE

n response;

requestHeaders,

requestData,

response]SON} = args;

283 characters




Mock Server

File Server

on Recording

92



[ 11HOCBI

e OyeHb 601bLLON GYHKLMOHAN



[ 11HOCBI

e OyeHb 60/1bLLON QYHKLMOHA/
e CTabunnbHO paboTaer

94



[ 11HOCBI

e OUeHb 60NbLLUON QYHKLMOHAN
e CTabunnbHO paboTaer
e Bce B 0g4HOM OKHe (bpay3epe)

99



[ 11HOCBI

e OUyeHb 60NbLLON QYHKLVOHAN
e CTabunnbHO paboTaer

e Bce B 04HOM OKHe (bpay3epe)
e open source (free)

96



.

MWHYCbI

¢ |_|pl/l N3IMEHEHIWI 3allPOCa B AEBTYJ/13dX HE USMEHAKTCA 3alpOoChl
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MWHYCbI

® |_|pl/l N3IMEHEHIWI 3allPOCa B AEBTYJ/13dX HE USMEHAKTCA 3alpOoChl
o /N4 TECTNPOBAHWNA MOOWMNOK HY>KHO CTaBUTb Clrella/ibHblE TY/13bl

[/ @ ()" 6onbLUe He 3aMeTU

98



[Ipo0 aKKayHThbl



CnmcoK akKayHTOB Ansa
TeCTOB
NOIH MAPOJ1b

Adnﬂn KRR ER%X

User KRR E%X

Moderator FREAW



Ae XpaHUTb 3TOT CNMCOK?

e B Tabnuue exel
e COXpaHUTb B AnCneTyepe naponeu



A MO)KXHO TaK



HTTP 3anpoc aBTopm3aumnv

» fetch("/apifuser/login", {
"headers": {
“content-type”: "application/x—www-Torm-urlencoded; charset=UTF-8",
}l
"body": "login=test&password=test",
"method": "POST",
"mode": "cors",
"credentials™: "inc lLuge”

)i
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URL

& javascript:fetch("https://test.rufapi/user/login”, { "body'

104



B 3aKnagknm

¢ e (al

& user’ @ user2 @ admin @ moderator



4UTO eLlle MOXXHO?



v QA AP
add premium see
add deposit
create account
stub kyc
PUT edit account

emulate deal

107



Kak Bce
06BLeaANHNTL?




[w ﬂ Elements Console  Network  Sources  Performance insights A Performance Memory > o1 A8

Page Snippets » + | [[¢{] NapcwHr x (index) content.js > DIRELL l/ﬁ (1]
+ New snippet 1 $%$('a').map((href)=>href.getAttribute( 'href’)) v Threads
hopma 1 » Watch
dbopma 2 v Breakpoints
thopma 3 No breakpoints
dopma 4 ¥ Scope
Not paused
v Call Stack
Not paused

» XHR/fetch Breakpoints
cé B CHMNeTax
» Global Listeners

» Event Listener Breakpoints

» CSP Violation Breakpoints

{} Line1, Column 47 b 32+Enter Coverage: n/a

. ~
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CBoe
pacLunpeHune

(BOHYC)
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Kak 1 co3gaBan pacuumpeHue?

[lowen Ha canT C AOKYMeHTaunm oT ryrna

https://developer.chrome.com/docs/extensions/
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Kak 1 co3gaBan pacuumpeHue?

[lowen Ha canT C JOKYMeHTaunm oT ryrna

https://developer.chrome.com/docs/extensions/

['yrnnn "Kak co3gaTtb paclimpeHne Ha ryri Xpom”
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Kak 1 co3gaBan pacuumpeHue?

[lowen Ha canT C AOKYMeHTaunm oT ryrna

https://developer.chrome.com/docs/extensions/

['yrnnn "Kak co3gaTtb paclimpeHne Ha ryri Xxpom”

[lowen K Apy3baAM pa3paboTumkam

113



Kak a1 co3gaBan pacuumpeHume?

Ckauarn

https://github.com/1xieyang/chrome—-extension-boilerplate-react
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Kak a1 co3gaBan pacwumpeHume?

Ckauarn

https://github.com/1xieyang/chrome—-extension-boilerplate-react

logknwumn 6mubnmoreky KoMrnoHeHToB(ObyTcTpan MU T )
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Kak a1 co3gaBan pacuumpeHume?

Ckauarn

https://github.com/1xieyang/chrome—-extension-boilerplate-react

lopgknwunn 6ubnmoreky KoMrnoHeHToB(OyTcTpan MU T )

Ina ypobcTBa MOAKIIHNYAEM OMONMMOTEKY ANA paboThl C
pekBecTaMn(axios ” Tn)
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Kak a1 co3gaBan pacuumpeHume?

Ckauarn

https://github.com/1xieyang/chrome—-extension-boilerplate-react

lopgknwunn 6ubnmoreky kKoMrnoHeHToB(OyTcTpan MU T )

Ina ypobcTBa MOAKIIHNYAEM OMONMMOTEKY ANA paboThl C
pekBecTaMn(axios u Tn)

llanbluie pewaeM CcBOM 3ajaun

117



YTO el e MOXXKHO A06aBUTDL

® PyLIKI/I KOTOPbIE Bbl A€Praete rnph noaArortoeke AdHHbIX

118



YTO el e MOXXKHO A06aBUTDL

e Pyuky KOTOpble Bbl AepraeTe npu NOArotoBke AaHHbIX
e YCTaHOBKA TeCTOBbIX COOKie 1 3HaUYeHMIN B NOKaNbHOM
XPaHUANLLLE

119



YTO el e MOXXKHO A06aBUTDL

e Pyykin KOTOpbIe Bbl AepraeTte Nnpy NOAroToBke AaHHbIX

e YCTAaHOBKA TeCTOBbIX COOKie 1 3HaUeHU B NOKA/IbHOM
XPaAHUNLLE

e BbiBOA MHPOPMALMW KOTOPbIE Bbl MCMOb3yeTe AS
OTNaAKWN

120



- Hapo v genatb CBOe pacLunpeHme?



fla, ecnu...

- MHoOro dlfiiek, 1 Bbl MOCTOAHHO XOAUTE B CBarep ANA rnoarotoBki AaHHbIX

122



fla, ecnu...

- MHOro anuwiek, 1 Bbl MOCTOSHHO XO4MTe B CBarep AN NoAroTOBKW AAHHbIX
- MHOro 60nbLKX GOpPMm

123



fla, ecnu...

- MHOro anuwuek, 1 Bbl MOCTOSAHHO XO4MTe B CBarep AN NoAroTOBKW AAHHbIX
- MHOro 6onbLWKX GOpMm
- XOTUTe NokoAnTb B CBO6OAHOE BpeMs

124






UTO HAAO0 3anNOMHUTDL

e DevTools api oveHb 60bLLOE
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UTO HAAO0 3anNOMHUTDL

e DevTools api oveHb 60bLLOE
e 33/a4M MOXHO peLlaTb ropasAo npotLue, Yem NPUBLIKAN peLlaTh
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UTO HAAO0 3anNOMHUTDL

e DevTools api oveHb 60bLLOE
e 33/a4M MOXHO peLlaTb ropasAo npotLue, Yem NPUBLIKAN peLlaTh
e EC/I UTO-TO HeNb3A pewnTb B bpaysepe, Ha40 NONCKATb pPacLUMpeHune
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UTO HAAO0 3anNOMHUTDL

DevTools api oueHb 60nbLLOE

3aZlayu MOXXHO peLlaTb ropaszo npotLue, Yem NpPmBLIKIN peLlaTh

Ecnm 4uTo-TO HeNb34 pewnTb B bpay3epe, HAaA0 NOMCKaTb pacLlpeHmne
bpaysepomMm MoXHO penTt 90% 3apad
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BONpocChbl

?ll'l

-4 M-
@tb-.c =

Mown KkaHan

@1"
oS

Ccbinku

TI: @alexey_ga
mail: alexxx55509@ya.ru




