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NUHCTPYMEHTbI ANCTpmnoyuun

cX-freeze

Pylnstaller PyOXxidizer
poetry single file yatool PythonZipper

Nuitka



[epmMmeTYHaAA aBTOHOMHas AncTpuoyums

cx-freeze
Pylnstaller PyOxidizer || deb
poetry yatool
Nuitka ZIp py2app
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Pylnstaller, Nuitka, yatool



Pylnstaller

¥,

Bundler

SFX with Python
and dependencies

Self contained”

Feature parity

Uses system
Python
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Transpiler
Toolchain

Transpiles Python to C
and bundles Python with
dependencies

Env. deps

Requires compiller,
patchelf, Idd, ccache, etc

Feature agnate

CPython
approximation
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yatool

Builds CPython with
dependencies

Self contained

Linux experience

Feature parity

Uses fixed
Python
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JKcnnyartauus

3 WccnenoBaHne
ocobeHHocTen Runtime
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[Tonck 3aBUCUMOCTEN



[Touck 3aBucumocTem - Pyinstaller

N
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[Touck 3aBucumocTem - Pyinstaller

¥
LB R prwoouie T Py MODULE
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[Touck 3aBucumocTem - Pyinstaller

¥
__. pyvopULE N oy iopu.E

SHARED OBJECTS
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[Tonck saBucumocTten - Pylnstaller & }

VBT R PropuLs _E Y MODULE

_ _
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[Touck 3aBucumocTem - Pyinstaller

Llinux~>

ldd <binary>
linux-vdso.so.1 (0x00007ffd319fe000)
libdl.s0.2 = /1ib/x86_64-1linux-gnu/1libdl.s0.2 (0x00007eff@ba9c000)
librt.so.1 = /1ib/x86_64-1linux-gnu/librt.so.1 (0x00007eff@ba%92000)
libpthread.so.0 = /1ib/x86_64-1linux-gnu/libpthread.so.0 (0x00007eff0ba6f000)
i
i

libcrypt.so.1 = /1ib/x86_64-1linux-gnu/libcrypt.so.1 (0x00007eff0ba34000)
libutil.so.1 = /1ib/x86_64-1linux-gnu/libutil.so.1 (0x00007eff0ba2f000)
libc.so.6 = /1ib/x86_64-1linux-gnu/libc.so.6 (0x00007eff@b83b000 )
/11ib64/1d-1inux-x86-64.50.2 (0x00007eff0bab7000)

libm.so.6 = /1ib/x86_64-1linux-gnu/libm.so.6 (0x00007eff0b6ec000)
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[Tonck saBucumocTten - Pylnstaller & }

VBT R PropuLs _E Y MODULE

—
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[Touck 3aBucumocTem - Pyinstaller

VBT R PropuLs _E Y MODULE
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[Tonck saBucumocTteu - Pylnstaller ’
' >‘

VBT R PropuLs _E Y MODULE
_ _
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b)

[Tounck
3aBUCUMOCTEMN -
Pylinstaller

Pa3oop AST
PeecTtp hook'oB
[loncK TpaH3UTUBHbLIX 3aBUCMOCTEN

OTcyTCTBME MHOYLUPOBAHHbIX
3aBUCNMOCTEN

OTcyTtcBue resource auto-bundling

3asucmmocTb oT /lib and /usr/lib
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[Tonck sasucumocTtem - Nuitka

LS Py opuLs _E Y MODULE
ldd
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[Touck saBucmmMmocCTen

ﬁ: yinstaller Bs Nuitka

 Pas3bop AST  Pa3bop AST

 PeecTp Plugin'os  Peectp hook'oB

* [lonck TpaH3nTUBHbLIX 3aBUCUMOCTEN * [lonck TpaH3nTUBHbLIX 3aBUCUMOCTEN

* OrtcyTCcTBME MHOYLMPOBAHHbIX  OrtcyTCcTBME MHAOYLMPOBAHHbIX
3aBUCUMOCTEN 3aBUCUMOCTEN

* OrtcyTcTBUKE resource auto-bundling * OrtcyTcTBUE resource auto-bundling

 3aBUCUMOCTb OT HEKOTOPbIX OMOMMOTEK « 3aBucumocTb oT /lib and /usr/lib



[lonck saBucumocTtem - yatool

__Init__.py

mymodule.py

helper.pyx

resource.json
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[louck saBucumocTteun - yatool 4 ya

PY3_PROGRAM [

_|: PY3 LIBRARY
LIBRARY
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[louck saBucumocTteun - yatool 4 ya

LIBRARY

(CPython)

PY3_LIBRARY

PY3 PROGRAM [===
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[Touck saBucmmMmocCTen

Yatool

* ya.make c onmcaHnem 3aBUCUMOCTEN
 Bce ncxogHukm B penosntopumn
* [lonck TpaH3UTUBHBLIX 3aBUCUMOCTEN

 BbiBegeHne nHayumpoBaHHbIX
3aBNCUMOCTEN

* Pecypc — 3aBUCUMOCTb OMONMMOTEKN

* [lnardopmo-arHocTn4Hasi cbopka

Bs Nuitka ﬁ; Pyinstaller

 Pa3bop AST
« Peectp hook'oB
 [lonck TpaH3UTUBHbLIX 3aBUCUMOCTEN

 OTcyTCTBME NHOYLMPOBAHHbIX
3aBNCUMOCTEN

* OrtcyTtcTBUE resource auto-bundling

« 3asucumocTb oT /lib and /usr/lib

33



YnakoBkKa 3aBUCUMOCTEN



Cobopka - Pylnstaller

&

__|: ase v
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Cobopka - Pylnstaller

libpython3.so
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Cobopka - Pylnstaller

base library.zip

TOC files

libpython3.so
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Cobopka - Pylnstaller

base Ilbrary ZIp

TOC files

Ilbpython3 SO

\

CArChlve
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Cobopka - Pylnstaller

\

objcopy
TOC files

libpython3.so




Coopka - Nuitka '

ﬁ
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TpaHcnunauus - Nuitka =

.py files
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Tpancnunauusa - Nuitka

.const files
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Tpancnunauusa - Nuitka

USEesS

Py s ﬁ
ﬁ
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Tpancnunauusa - Nuitka

def func(a):
b = 200 * 30 * 2

c=b // 100
return b - ¢ * a
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Tpancnunauusa - Nuitka

tmp_su
m
tm

tm
tm

tmp_sub_expr_left_1 = mod_consts[0];
tmp_mult_expr_left_1 = mod_consts[1];

b_expr_right_1 = BINARY_OPERATION_MULT_OBJECT_LONG_OBJECT(

D _Mu

L T_exX

D _Mu

0_sub_ex

0_sub_ex

L T_exX

or_left 1,

or_right 1);

tmp_return_value = BINARY_OPERATION_SUB_OBJECT_LONG_OBJECT(
or_left 1,
or_right 1);
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Tpancnunauusa - Nuitka

tmp_sL
m
Tm

tm
tm

tmp_sub_expr_left 1 = mod_consts[0];
tmp_mult_expr_left 1 = mod_consts[1];

b_expr_right 1 = BINARY_OPERATION_MULT_OBJECT_LONG_OBJECT(

D _mu

Lt _expr_ left 1,

D _mu

[t_expr_right _1);

tmp_return_value = BINARY_OPERATION_SUB_OBJECT_LONG_OBJECT(

D_sub_expr_ left 1,

0_sub_expr_right 1);
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Tpancnunauusa - Nuitka

tmp_sL
m
tm

tm
tm

tmp_sub_expr_left_1 = mod_consts[0];
tmp_mult_expr_left 1 = mod _consts[1];

b_expr_right_1 = BINARY_OPERATION_MULT_OBJECT_LONG_OBJECT(

D _mu

Lt _expr left 1,

D _mu

[ t_expr_right 1);

tmp_return_value = BINARY_OPERATION_SUB_OBJECT_LONG_OBJECT(

D_sub_expr_ left 1,

0_sub_expr_right 1);
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Tpancnunauusa - Nuitka

def func(a):
b = 200 * 30 * 2

c=b // 100
return b - ¢ * a
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Tpancnunauusa - Nuitka

def func(a):
b = 12000

c=b // 100
return b - ¢ * a
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Tpancnunauusa - Nuitka

def func(a):
b = 12000
= 120

return b - ¢ * a
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Tpancnunauusa - Nuitka

def func(a):

return 12000 - 120 * a

o1



TpaHcnunauua - Cython (P:gthon

_pyx v.b = pyx_ 1nt_12000;

_pyx_t 1 = _ Pyx PyInt FloorDivideObjC(__pyx _v_b, _ pyx_int 100, 0x64, 0, 0);
__pyx_t 1 = PyNumber Multiply(__pyx Vv_C, _ pPYyX_V_a);

__pyx_t 2 = PyNumber Subtract(__pyx v_b, _ pyx_ t 1);
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TpaHcnunauua - Cython @gthon

__pyx v.b = pyx_ 1nt _12000;

_pyx_t 1 = _ Pyx PyInt FloorDivideObjC(__pyx _v_b, _ pyx_int 100, 0x64, 0, 0);
__pyx_t_ 1 = PyNumber Multiply(__pyx v.c, _ pyx_v_a);

__pyx_t 2 = PyNumber_ Subtract(__pyx v_b, __pyx t 1);
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TpaHcnunauua - Cython (P:gthon

__pyx_ v.b = __pyx_ 1nt _12000;

_pyx_t 1 = _ Pyx PyInt FloorDivideObjC(__pyx _v_b, _ pyx_int 100, 0x64, 0, 0);
__pyx_t 1 = PyNumber Multiply(__pyx_v._c, _ _pYyX_Vv_a);

__pyx_t 2 = PyNumber Subtract(__pyx v_b, _ pyx_ t 1);
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Coopka - Nuitka '

ﬁ
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Coopka - Nuitka

libpython3.a
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Coopka - Nuitka

—[

libpython3.a

S7



Coopka - Nuitka

libpython3.a
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Coopka - Nuitka

libpython3.a

S}



Coopka - Nuitka

libpython3.a

i constants.bin

bootstrap

60



Cbopka - yatool

61



Cbopka py cdhaunoB - yatool

.py files
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Cbopka py cdhaunoB - yatool

.py files — =" .pyc files
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Cbopka py cdhaunoB - yatool

.py files —»m—b .c resource files
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Cbopka py cdhaunoB - yatool

.py files —»m—b .c resource files

uses
C APl library
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Cbopka py cdhaunoB - yatool

.Cc resource files

.pyc files

UsSes

any blob

C APl library
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Cbopka py cdhaunoB - yatool

.py files —_— .c resource files

UsSes

C APl library

cythonize

.py files
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Cbopka py cdhaunoB - yatool

.py files —_— .c resource files

UsSes

C APl library

.py files EE—— .pyx files
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Cbopka py cdhaunoB - yatool

.C resource files

C APl library




Cbopka - yatool

70



Cbopka - yatool

|: .pyx files

71



Cbopka - yatool

.pyx files
CPython srcs
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Cobopka - yatool 4 ya

.pyx files
CPython srcs

/3



[Tony4yaembin apTtedakT

libpython.so

.50 / data files

.pyc / metadata

bootstrap

binary

libpython.a

C aux libs

.S0 / data files

CPython

C aux libs

.pyc / metadata / data




Yctpoucteo Runtime



Runtime - Pylnstaller

binary

libpython.so

.S0 / data files

.py/ .pyc/
metadata

/6



Runtime - Pylnstaller

binary

libpython.so

.S0 / data files

.py/ .pyc/
metadata

ftmp/ MEIXXXXX

.S0 / data files
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Runtime - Pylnstaller

binary

libpython.so

.S0 / data files

.py/ .pyc/
metadata

subprocess

ftmp/ MEIXXXXX

.S0 / data files

/8



Runtime - Pylnstaller

binary

libpython.so

.S0 / data files

.py/ .pyc/
metadata

subprocess

ftmp/ MEIXXXXX

.S0 / data files

LD LIBRARY PATH = /tmp/ MEIXXXXX
“MEIPASS2 = /tmp/ MEIXXXXX
“PYI LINUX PROCESS NAME = main
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Importing - Pylnstaller

child binary ftmp/_MEIXXXXX

libpython.so

.S0 / data files
.S0 / data files

.py/ .pyc/
metadata

30



Importing - Pylnstaller

child binary tmp/_MEIXXXXX

libpython.so

.S0 / data files
.S0 / data files

.py/ .pyc/

1. Finds module
2. Decompress

3. Imports

\
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Runtime effects - Pylnstaller



Runtime effects

1

3anyck
nognpoLeccoB

2

3awmuTa
NaHHbIX

3

Hanwnyne
python stdlib

4

VIHTepaKkTnBHaA
oTnaaka

33



3anyck nognpoueccoB - Pylnstaller

extracts
[tmp/ MEIX 1

spawns
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3anyck noanpoueccoB - Pylnstaller

sys.executable
EEEEE— proc 2
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3anyck nognpoueccoB - Pylnstaller

spawns

N

36



3anyck noanpoueccoB - Pylnstaller '
>‘
-

R —

87



3anyck nognpoueccoB - Pylnstaller

e

proc 2
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3anyck nognpoueccoB - Pylnstaller

spawns

N
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3anyck nognpoueccoB - Pylnstaller

PYINSTALLER_RESET_ENVIRONMENT=1

5 extracts
—_—> proc T

spawns

[tmp/ MEIX 2
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3anyck noanpoueccoB - Pylnstaller

 PYINSTALLER RESET ENVIRONMENT pexum B 6.9
« multiprocessing.freeze support()
e HioaHcbl Npu paboTe ¢ curHanamu

 HeBo3moXHOCTb 3anycka B read-only cpene

R
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3awuTta gaHHbIX - Pylnstaller

859
266

4.2M1B /tm

KiB /tm

KiB /tm

0/ _MEIN
o/ MEIN
0/ MEIN

0/ _MEIN

ouIzW/su

ouIzw/1

ouIzW/ 113

1
1

linux~> optrace -h -c0@ -r5 dist/main

Output tracer summary report (limit: 5)
10.0M1B /tmp/_MEIN
5.6MiB /tm

nersecret.txt/supersecret.txt
opython3.10.50.1.0

ocrypto.so.3

buIzW/base_library.zip

bulzW/1lib-dynload/ codecs_jp.cpython-310-x86_64-1inux-gnu.so
Total output: 22.7Mi1B
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3awuTta gaHHbIX - Pylnstaller

859
266

4.2M1B /tm

KiB /tm

KiB /tm

0/ _MEIN
0/ _MEIN
0/ _MEIN

0/ _MEIN

ouIzW/’

ouIzW/’

Ll
Ll

linux~> optrace -h -c0@ -r5 dist/main

Output tracer summary report (limit: 5)
10.0MiB /tmp/_MEINbuIzW/supersecret.txt/supersecret.txt
5.6M1B /tm

opython3.10.50.1.0

ocrypto.so.3

bulzW/base_library.zip

bulzW/1lib-dynload/ codecs_jp.cpython-310-x86_64-1inux-gnu.so
Total output: 22.7M1B
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Hanunuue python stdlib - Pylnstaller

objcopy
TOC files

libpython3.so




MHTepakTuBHaA otnagka - Pylnstaller

R

1mport pdb
pdb.set _trace()




MHTepakTuBHaA otnagka - Pylnstaller

— module = importlib.import_module(hashlib_name)
(Pdb) 1
5
6
7 def main():
8 pdb.set_trace()
9 - module = importlib.import _module(hashlib_name)
10 md5 = module.md5()
11
12
13 1f _name_ = "_ main__":
14 main()
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Runtime - Nuitka



Runtime - Nuitka

bootstrap

binary

libpython.a

C aux libs

.50 / data files
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Runtime - Nuitka

bootstrap

binary

libpython.a

C aux libs

.S0 / data files subprocess

[tmp/onefile_XXX

binary

.S0 / data files
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Runtime - Nuitka

bootstrap

binary [tmp/onefile_XXX

libpython.a binary

C aux libs .S0 / data files

.S0 / data files subprocess
NUITKA ONEFILE BINARY = <path>

NUITKA_ONEFILE_PARENT = <pid>
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Importing - Nuitka

bootstrap

binary [tmp/onefile_XXX

libpython.a binary

C aux libs .S0 / data files

.50 / data files
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Runtime effects - Nuitka



3anyck nognpoueccoB - Nuitka

- [tmp/onefile 1

spawns
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3anyck nognpoueccoB - Nuitka

« Crapaetca nogaepxmeartb multiprocessing
e HtoaHcbl Npu paboTe ¢ curHanamu

 HeBo3mMoOXHOCTb 3anycka B read-only cpene

104



3awmTta gaHHbIX - Nuitka

linux+~> optrace -h -c@ -r5 ./main.bin
Output tracer summary report (limit: 5)
10.0M1B /tmp/onefile 145920 1726242667 _152599/supersecret.txt
9.0MiB /tmp/onefile 145920 1726242667 _152599/main.bin
269KiB /tmp/onefile 145920 1726242667 _152599/ codecs_jp.so
195KiB /tmp/onefile 145920 1726242667 _152599/1ibexpat.so.1
161KiB /tmp/onefile 145920 1726242667 152599/ codecs_hk.so
Total output: 20.1M1B
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3awmTta gaHHbIX - Nuitka

def get_secret():
return "pass:1_love _piterpy”
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3awmTta gaHHbIX - Nuitka

linux+~> strings mailn.bin | grep 'pass:'
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3awmTta gaHHbIX - Nuitka

linux+~> strace -e inject=unlink:retval=0 ./main.bin
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3awmTta gaHHbIX - Nuitka

linux~ strings /tmp/onefile 144484 1726242172 796925/main.bin | grep 'pass:'
upass:1_love piterpy
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Hanunuue python stdlib - Nuitka

importlib.import _module(hashlib_str)
module.md5()

module

return
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Hanunuue python stdlib - Nuitka

main()

module = 1mportlib.
~1le "importlib.py",

F1le "<frozen importl
F1le "<frozen importl
F1le "<frozen importl

Traceback (most recent call last):
File "/tmp/onefile 147313 1726242982 961326/main.py", line 20, in <module>

File "/tmp/onefile 147313 1726242982 961326/main.py", line 15, 1n main

import_module(hashlib_name)

line 126, 1n 1mport _module

1
1
1

D .
0 .
0 .

Dootstra
DOoO0tstra

DoOotstra

p>", line 1050, in _gcd_1mport
n>", line 1027, i1n _find _and_load

0>", 1line 1004, i1n find and load unlocked

ModuleNotFoundError: No module named 'hashlib’
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Hanunuue python stdlib - Nuitka

libpython3.a

112



MHTepakTnBHaA otnaaka - Nuitka ‘

1mport pdb
ndb.set_trace()

113



NMHTepakTuBHaA otnagka - Nuitka

Traceback (most recent call last):
File "/tmp/test-nuitka/main.dist/main.py", line 15, in <module>
File "/tmp/test-nuitka/main.dist/main.py", line 9, 1n main
File "/tmp/test-nuitka/main.dist/pdb.py", line 1623, 1n set _trace
File "/tmp/test-nuitka/main.dist/bdb.py", line 332, 1n set_trace
RuntimeError: f trace 1s not writable 1n Nuitka
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Runtime - yatool



Runtime - yatool

binary

CPython

C aux libs

.pyc / metadata / data
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Importing - yatool

binary

CPython

C aux libs

.pyc / metadata / data
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Importing - yatool

binary

CPython

C aux libs
1. Finds module

.pyc / metadata / data 2. Decompress

3. Imports

118



Runtime effects - yatool



3anycK nognpoueccosB - yatool

1 sys.executable

proc 2

120



3awunTa gaHHbIX - yatool

binary

CPython

C aux libs

.pyc / metadata / data
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Hanunuue python stdlib - yatool

.C files blnary
E .pyx files

CPython Srcs
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MHTepaKkTMBHaA oTnaaka - yatool

1mport pdb
pdb.set _trace()
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MHTepaKkTMBHaA oTnaaka - yatool

linux — ./binary
> /tmp/binary/main.py(7)main()
— module = importlib.import _module(hashlib_str)
(Pdb) 1

3

4 def main():

5 import pdb

6 pdb.set_trace()

7 - module = importlib.import_module(hashlib_str)

8 md5 = module.md5()

9

10 1f _name_ = ' _ main__ ':

124



Runtime effects

3anyck noanpoLieccos

3almnTa daHHbIX

Hanun4dune python stdlib

M) @ @ &
ORORONO

VIHTepaKkTuBHasa otnagka
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BMeCcTO 3aKnryYeHus




CKopoCTb

def fib(n):
1f n < 2:
return n
return fib(n - 1) + fib(n - 2)

| EEEEEEE OO
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CKopoCTb

import fib
import time

def main():

start = time.time()
assert fib.fib(40) = 102334155

print("duration = ", time.time() - start)
1f __name_ = "_ main__":
main()
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CKopoCTb

PY3_PROGRAM( )
PY_SRCS(

MAIN mailn.py
TOP_LEVEL fib.py

ADI@.
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CKOpoCTb

BaszoBbin cnyyan 28.6C 34.2¢c 16.1cC 20.4c
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CKOpoCTb

BaszoBbin cnyyan 28.6C 34.2¢c 16.1cC 20.4c

PGO + LTO - - 11.3cC -

131



CkopocTb - cythonize

linux+> cython --module-name fib fib.py -3

linux~> gcc -shared -fPIC -02 -fno-strict-aliasing
-I/usr/include/python3.10 -o fib.so fib.c
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CkopocTb - cythonize

PY3_PROGRAM( )

PY_SRCS(
MAIN main.py
TOP_LEVEL
CYTHONIZE_PY fib.py
)

ENDC( )
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CKopoCTb

-

BaszoBbin cnyyan 28.6C 34.2¢c 16.1cC 20.4c

PGO + LTO - - 11.3cC -

Cython2 15.2C 21.8c 20.6c 26.9c
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CKOpoCTb

BaszoBbin cnyyan 28.6C 34.2¢c 16.1cC 20.4c
PGO + LTO - - 11.3C _
Cython2 15.2¢C 21.8c 20.6¢C 26.9c
Cython3 3.4cC 10.1c 3.7C -

135



CkopocTtb - C

long fibc(long n);

long fibc(long n) {
if (n < 2) {
return n;

}
return fibc(n - 1) + fibc(n - 2);

cdef extern from "fibc.h":
long fibc(long n) nogil

def fib(n):
return fibc(n)
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CkopocTtb - C

long fibc(long n);

long fibc(long n) {
if (n < 2) {
return n;

}
return fibc(n - 1) + fibc(n - 2);

cdef extern from "fibc.h":
long fibc(long n) nogil

def fib(n):
return fibc(n)
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CkopocTtb - C

long fibc(long n);

long fibc(long n) {
if (n < 2) {
return n;

}
return fibc(n - 1) + fibc(n - 2);

cdef extern from "fibc.h":
long fibc(long n) nogil

def fib(n):
return fibc(n)
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CkopocTtb - C

linux~> cython --module-name fib fib.pyx -3
linux+> gcc -02 -fno-strict-aliasing -c fibc.c

linux~ gcc -shared -fPIC -02 -fno-strict-aliasing
-I/usr/include/python3.10 -o fib.so fibc.o fib.c
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CkopocTtb - C

PY3_PROGRAM( )

PY_SRCS(
MAIN main.py
TOP_LEVEL
CYTHON_C fib.pyx
)
SRCS(
fib.c
)

END( )
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CKopoCTb

BaszoBbin cnyvan 28.6C 34.2c 16.1cC 20.4c
PGO + LTO - - 11.3cC -
Cython2 15.2C 21.8c 20.6c 26.9c
Cython3 3.4cC 10.1c 3.7C -
Cython + C 0.2c 0.2c 0.2c 0.2c
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