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gRPC - petnwe Google. lNepBoe?



Stubby B 2001

“an RPC framework that consists of a core RPC layer
that can handle internet-scale of tens of billions
of requests per second (yes, billions!)”



Stubby B 2001

“an RPC framework that consists of a core RPC layer
that can handle internet-scale of tens of billions
of requests per second (yes, billions!)”

JSON over TCP (HTTP/1)



(to:"session", do:"test",

text:"Hello world"}
):
</seript></head></html>

youtube.com/watch?v=-C-JoyNuQJs



Stubby B 2001

“an RPC framework that consists of a core RPC layer
that can handle internet-scale of tens of billions
of requests per second (yes, billions!)”

JSON over TCP (HTTP/1) £ protobuf over HTTP/1
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OpenSource Stubby 20117

@

Russ Cox

— tsuna, golan...@googlegroups.com

> at OSCON Rob Pike said that the Go implementation of Stubby RPC was
> probably the easiest to open-source. That would be really awesome :)

>

> | think pretty much all the Google Go team attended OSCON, that was

> pretty cool. Thanks for coming.

If you are interested in RPC in the context of Go alone,
an alternative that is available today is Go's own

rpc package: http://golang.org/pkg/rpc/. It uses a
Go-specific encoding called gob instead of protocol
buffers, but it provides the same functionality.

(Again the drawback is that it is Go-only, not cross
language like protobufs, but that's not too much
different from having only the Go Stubby available.)

Russ

5asr.2011r., 15:41:22

groups.google.com/g/golang-nuts/c/34ITEzwxmE4/m/gNEfNOc3eJYJ

go.dev/blog/gob



B 2015 kak opensource 3ameHa Stubby noasnsietca gRPC

[Moyemy B 20157



2001 - protobuf, Stubby



2001 - protobuf, Stubby

2011 - Go rpc (gob)
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HTTP/1
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Yem HTTP/2 nyywe HTTP/1 ana gRPC?



Yem HTTP/2 nyywe HTTP/1 ana gRPC?

service GrpcTestService {
rpc Ping(PingRequest) returns (PingResponse);

}

message PingRequest {
int32 val = 1;
}

message PingResponse {
int32 val = 1;
}



WcTopusa opHoro 6auTa



TCP ->



1, := net.Listen ("tcp", addr)
for {
conn,  := l.Accept ()

go func () {
serveConn (conn)
= conn.Close ()

F(O)



TCP ->?



Untatb RFC? lNdpdd! Pesepcum! *

* He aBnsaeTtca pekomeHgaumnen :)



Kak nogkntoyatbcs K cepBepy?



Kak nogkntoyatbcs K cepBepy?

curl 'http://127.06.0.1:8085/some/path’

conn,  := grpc.Dial (l.Addr().String())
defer conn.Close ()

client := grpcTestPb.NewGrpcTestServiceClient (conn)
resp, _ := client.Ping(ctx, &grpcTestPb.PingRequest {Val: 42})


http://127.0.0.1:8085/some/path

Kak nogkntoyatbcs K cepBepy?

curl --http2 'http://127.0.0.1:8085/some/path’

Host: 127.0.0.1:8085\r\n
User-Agent: curl/7.88.1\r\n
Accept: */*\r\n
Connection: Upgrade, HTTP2-Settings\r\n
Upgrade: h2c\r\n

» HTTP2-Settings: AAMAAABKAAQCAAAAAAIAAAAANTr\nN
\r\n


http://127.0.0.1:8085/some/path

HTTP/1.1 3anpoc ¢ gon 3aronoBkamu

Connection: Upgrade, HTTP2-Settings\r\n
Upgrade: h2c\r\n
HTTP2-Settings: AAMAAABKAAQCAAAAAAIAAAAANT\N



HTTP/1.1 3anpoc ¢ gon 3aronoBkamu

Connection: Upgrade, HTTP2-Settings\r\n
Upgrade: h2c\r\n
HTTP2-Settings: AAMAAABKAAQCAAAAAAIAAAAANT\N

OTO NpeasioKeHUE NOMEHATb MPOTOKON

developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Upgrade



(o) (@)




(o) (@)
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UT0-TO 3HAaKomoe?

Connection: Upgrade

Upgrade: websocket



(o) (@)







“To h2c, or not to h2c, that is the question”
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“To h2c, or not to h2c, that is the question”

3.1. HTTP/2 Version Identification

The protocol defined in this document has two identifiers. Creating a
connection based on either implies the use of the transport, framing,
and message semantics described in this document.

* The string "h2" identifies the protocol where HTTP/2 uses
Transport Layer Security (TLS); see Section 9.2. This identifier
is used in the TLS Application-Layer Protocol Negotiation (ALPN)
extension [TLS-ALPN] field and in any place where HTTP/2 over TLS
is identified.

The "h2" string is serialized into an ALPN protocol identifier as
the two-octet sequence: 0x68, 0x32.

* The "h2c" string was previously used as a token for use in the
HTTP Upgrade mechanism's Upgrade header field (Section 7.8 of
[HTTP]). This usage was never widely deployed and is deprecated
by this document. The same applies to the HTTP2-Settings header
field, which was used with the upgrade to "h2c".

datatracker.ietf.org/doc/html/rfc9113#name-http-2-version-identificati



“To h2c, or not to h2c, that is the question”

h2 HTTP/2 over HTTPS/TLS default

h2c HTTP/2 over HTTP deprecated



“To h2c, or not to h2c, that is the question”

h2 HTTP/2 over HTTPS/TLS | default (ALPN)

h2c HTTP/2 over HTTP deprecated

curl --http2 'http://127.0.0.1:8085/some/path’

Connection: Upgrade, HTTP2-Settings\r\n
Upgrade: h2c\r\n
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Pexxum pabotbl “Mamon KnsaHycb”

curl --http2-prior-knowledge 'http://127.0.0.1:8085/some/path’



http://127.0.0.1:8085/some/path




~ HyperText Transfer Protocol 2
~ Stream: Magic
Magic: PRI * HTTP/2.0\r\n\r\nSM\r\n\r\n
~ HyperText Transter Protocol 2
~ Stream: SETTINGS, Stream ID: O, Length 18
Length: 18
Type: SETTINGS (4)
» Flags: Ox00
Bl ey SN G aEn B SRy Eas aea =Reserved: 1 9X0
.000 0000 OCOO OOLCO OOOO OEOO POEO OEOO = Stream Identifier: O
» Settings - Max concurrent streams : 100
» Settings - Initial wWindows size : 33554432
» Settings - Enable PUSH : ©
~ HyperText Transfer Protocol 2
~ Stream: WINDOW_UPDATE, Stream ID: O, Length 4
Length: 4
Type: WINDOW_UPDATE (8)




PRI * HTTP/2.6 SM




PRI |* HTTP/2.0

SM

V V Vv V

Manm 2613: FOO * HTTP/2.0\r\n\r\nBA\r\n\r\n

Uonb 2013 : PRI * HTTP/2.0\r\n\r\nSM\r\n\r\n
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C maa 2013 3pgBappn CHoyoeH Hadan nepepaBaTb MHGOpMaUMK O
nporpamme PRISM.

14 wioHa 2013 ropga B CUA emy 6bin npeabsaBsieHbl O6BUHEHUA B
WNMoHaxe WM MOXUWEHUN FOCydapCTBEHHOM COH6CTBEHHOCTMW.




o)

HTTP/2 Upgrade HTTP/2 Prior-knowledge

PRI * HTTP/2.0 SM PRI * HTTP/2.8 SM
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TCP -> HTTP/1 -> HTTP/2

]
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HTTP/2

cli

/

Frame struct ({
PayloadLength uint32

Type FrameType
Flags FrameFlags
StreamId uint32
Payload [l]byte

FrameType ulnt8

FrameFlags uint8

Srv



HTTP/2

1 2 1 Srv
Frame struct ({
PayloadLepigth uint32
Type FrameType
Flags FrameFlags
Streamld uint32
Payload []byte
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FrameHdr struct {
PayloadLength uint32

Type FrameType
Flags FrameFlags
Streamld uint32
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FrameHdr struct {
PayloadLength uint32

Type FrameType
Flags FrameFlags
Streamld uint32

}

DataFrame struct {
FrameHdr
Data []byte

}

HeadersFrame struct {
FrameHdr
Exclusive bool
StreamIdDepend uint32
Weight uint8
HeaderBlockFragment []hpack.HeaderField

}

datatracker.ietf.org/doc/html/rfc7540#section-6



010,

HTTP/2

o L

1 2 1 2 1



HTTP/2

@ 1 1 2 1 2 1

FlagEndStream

FrameHdr struct

PayloadLe h uint32
Type FrameType
Flags FrameFlags
Streamld uint32

Srv
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body1

body?2

[lpOTOKOJ 3anpoc OTBeT

HTTP/1 POST /path HTTP/1 200 OK
Header1: valuel Header3: value3
Header2: value2 Header4: value4
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[lpOTOKOJ 3anpoc OTBeT

HTTP/1 POST /path HTTP/1 200 OK
Header1: valueT Header3: value3
Header2: value2 Header4: value4
body1 body?2

HTTP/2 [ JHeadersFrame [ JHeadersFrame
[ |DataFrame [ |DataFrame
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[lpOTOKOJ 3anpoc OTBeT

HTTP/1 POST /path HTTP/1 200 OK
Header1: valueT Header3: value3
Header2: value2 Header4: value4
body1 body?2

HTTP/2 [ ]HeadersFrame [ |HeadersFrame
[ |DataFrame [ |DataFrame
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[lpOTOKOJ 3anpoc OTBeT

HTTP/1 :method: POST :status: 200
:path: /path )
Header1: valueT Header3: value3
Header2: value2 Header4: value4
body1 body?2

HTTP/2 [ ]HeadersFrame [ |HeadersFrame
[ |DataFrame [ |DataFrame

datatracker.ietf.org/doc/html/rfc9113#section-8.3-1
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Bepcus 3anpoc
HTTP/1 POST /path HTTP/1
Content-Length: 12
{"hello” :42}
HTTP/2 HeadersFrame{
StreamId: 1
Flags: FlagEndHeaders
[ :method: POST
:path: /path
Content-Length: 12
]
}
DataFrame({
StreamId: L
Flags: FlagEndStream
PayloadLength: 12
Data: {"hello” :42}




010,

Bepcus 3anpoc OTBeT
HTTP/1 POST /path HTTP/1 200 OK
Content-Length: 12 Content-Length: ©
Date: Wed, 07 Feb 2024 12:34:56 GMT
{"hello” :42}
HTTP/2 HeadersFrame({ HeadersFrame({
StreamId: 1 StreamId: 1
Flags: FlagEndHeaders Flags: FlagEndHeaders |
[ :method: POST FlagEndStream
:path: /path [ :status: 200
Content-Length: 12 Content-Length: ©
] Date: Wed, ..
} ]
DataFrame{ }
StreamId: L
Flags: FlagEndStream
PayloadLength: 12
Data: {"hello” :42}




HTTP/2:
- MynbTunnekcmposaHue
- buHapHbIM dopmart

- He pewaet npobnemy TCP HoL blocking &



3anpoc OtBeTt
HeadersFrame{ HeadersFrame{
StreamId: 1 StreamId: 1
Flags: FlagEndHeaders | Flags: FlagEndHeaders |
FlagEndStream FlagEndStream
[ :method: POST [ :status: 200
:path: /path Content-Length: ©
Content-Length: © Date: Wed, ..
] ]
} }
HeadersFrame{
HeadersFrame{ StreamId: 3
StreamId: 3 Flags: FlagEndHeaders |
Flags: FlagEndHeaders | FlagEndStream
FlagEndStream [ :status: 200
[ :method: POST Content-Length: ©
:path: /path Date: Wed, ..
Content-Length: © ]
] }
}
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HTTP/2 HPACK

Index Header Name Header Value
1 :authority
2 :method GET
3 :method POST
4 :path /
5 :path /index.html
6 :scheme http
7 :scheme https
8 :status 200
9 :status 204
1n ckakiic 2N&

httpwg.org/specs/rfc7541.html
blog.cloudflare.com/hpack-the-silent-killer-feature-of-http-2/
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HTTP/2 HPACK

method:

POST

3

Index Header Name Header Value
1 :authority
2 :method GET
3 :method POST
4 :path /
S :path Jindex.html
6 :scheme http
7 :scheme https
8 :status 200
9 :status 204
10 :status 206
11 cFakiic N4



HTTP/2 HPACK

method: POST =>
:path: /path =>
Content-Length: © =>
:status: 200 =>
Content-Length: © =>
Date: Wed, .. =>

3
4+"/pa_th"
28+"@"

8
28+0
33+Wed..

Index Header Name Header Value
1 :authority
2 :method GET
3 :method POST
4 :path /
S :path Jindex.html
6 :scheme http
7 :scheme https
8 :status 200
9 :status 204
10 :status 206

‘ckakiic

N4



HTTP/2 HPACK

method: POST =>
:path: /path =>
Content-Length: © =>
:status: 200 =>
Content-Length: © =>
Date: Wed, .. =>

“POST / HTTP/1\r\n” - 15
3 [ 4 - 2

3
4+"/pa_th"
28+"@"

8
28+0
33+Wed..

Index Header Name Header Value
1 :authority
2 :method GET
3 :method POST
4 :path /
S :path Jindex.html
6 :scheme http
7 :scheme https
8 :status 200
9 :status 204
10 :status 206

‘ckakiic

N4
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HTTP/2 HPACK

import "golang.org/x/net/http2/hpack”



4@\

HTTP/2:
- MynbTunnekcmposaHue
- buHapHbIM dopmart
- He pewaet npobnemy TCP HoL blocking &

-  CXunmaeT 3aroroBku



func Test_H2C_HTTP2PriorKnowledge(t *testing.T) {
1, _ := net.Listen("tcp", ":0")
defer 1.Close()

ctx, cancel := context.WithCancel(context.TODO())
defer cancel()

h2s := NewServer()

h2s.Listen(1l)
go h2s.Serve(ctx)



func Test_H2C_HTTP2PriorKnowledge(t *testing.T) { func httpHandler(req *Request, resp *Response) error {
1, _ := net.Listen("tcp", ":0") response.Headers = map[string]string{
defer 1.Close() "content-type": "text/plain; charset=utf-8",

}
ctx, cancel := context.WithCancel(context.TODO())
defer cancel() response.Body = []byte(
fmt.Sprintf("Hello, %v", request.URI),

h2s := NewServer() )
h2s.SetHTTPHandler (httpHandler)
h2s.Listen(1l) response.Status = 200

go h2s.Serve(ctx)
return nil



func Test_H2C_HTTP2PriorKnowledge(t *testing.T) { func httpHandler(req *Request, resp *Response) error {
1, _ := net.Listen("tcp", ":0") response.Headers = map[string]string{
defer 1.Close() "content-type": "text/plain; charset=utf-8",

}
ctx, cancel := context.WithCancel(context.TODO())
defer cancel() response.Body = []byte(
fmt.Sprintf("Hello, %v", request.URI),

h2s := NewServer() )
h2s.SetHTTPHandler (httpHandler)
h2s.Listen(1l) response.Status = 200

go h2s.Serve(ctx)
return nil

var client http.Client

uriPath := fmt.Sprintf("/hello?world=%d", rand.Int())

uri := "http://" + 1.Addr().String() + uriPath
resp, _ := client.Get(uri)
b, _ := io.ReadAll(resp.Body)

require.Equal(t, 200, resp.StatusCode)
require.Equal(t, ‘Hello, “+uriPath, string(b))
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TCP -> HTTP/1 -> HTTP/2 -> gRPC

]
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Kak nogkntoyatbcs K cepBepy?

curl 'http://127.0.0.1:8085/some/path’

conn,  := grpc.Dial (l.Addr().String())
defer conn.Close ()

client := grpcTestPb.NewGrpcTestServiceClient (conn)
resp, _ := client.Ping(ctx, &grpcTestPb.PingRequest {Val: 42}



http://127.0.0.1:8085/some/path

HTTP/2 cepep

:method: POST

:path: /grpctest.v1.GrpcTestService/Ping
content-type: application/grpc

te: trailers

user-agent: grpc-go/1.52.0

body: [0 © © @ 2 8 42]
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HTTP/2 cepep

:method: POST

:path: /grpctest.v1.GrpcTestService/Ping
content-type: application/grpc

te: trailers

user-agent: grpc-go/1.52.0

body: [0 © © @ 2 8 42]

package grpctest.v1;

service GrpcTestService {
rpc Ping(PingRequest) returns (PingResponse);
}
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HTTP/2 body

body: [0 © © @ 2 8 42]
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HTTP/2 body

body: [6 6 6 6 2 8 42]

type GRPCPayload struct {
CompressedFlag byte
MessagelLength uint32
Message [ ]byte
}

proto message: [8 42] // grpcTestPb.PingRequest{Val: 42}

github.com/grpc/grpc/blob/master/doc/PROTOCOL-HTTP2 .md



gRPC payload

19:45 - 20:30 A
AOKNAQ

gRPC Middleware B Go kak
cnoco6 moguduumpoBaTtb
BCe 3arnpocbl B O4HOM MecTe

gRPC Middleware B Go: 4TO 3TO U 3a4em,;
npokcupoBaHue gRPC-3anpocoB: ayTeHTudukaums,
NIOrMpoBaHue, Banugauus n Gunbtpaums;
MoauduKaumusa 3anpocoB: MOXEM N U 3a4em?
Mpo6nemMbl Nogaep)KKu Koaa; Moandukaums...

AnekcaHgp LLlakmaeB
Cloud.ru

RU o Libraries || Tools

13:00 - 13:45 A
LOKNAL

protobuf B Go

Pacckay, mo4eMy Mbl B KOMMaHUW UCMOMb3yeM
protobuf, npueny HarnagHble npumepsl
“cnosib3oBaHus. MoroBopumM npo Haubonee
TUMUYHbIE NPo6NeMbl U 6071, Bbi3BaHHbIe
HapyLleHWeM peKoMeHAauui No 06HOBNEHMUIO. .

Bnapucnae Cugopos
Ozon

RU oo Libraries || Tools



Go ngC client := grpcTestPb.NewGrpcTestServiceClient(conn)

resp, := client.Ping(ctx, &grpcTestPb.PingRequest{Val: 42})
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Go ngC client := grpcTestPb.NewGrpcTestServiceClient(conn)
resp, _ := client.Ping(ctx, &grpcTestPb.PingRequest{Val: 42})
HTTP/2 HeadersFrame{
StreamId: 1
Flags: FlagEndHeaders
PayloadLength: 80
[  :method: POST
:path: /grpctest.v1.FastGrpcTestService/Ping
content-type: application/grpc
user-agent: grpc-go/1.52.0
te: trailers
]
}
DataFrame{
StreamId: 1
Flags: FlagEndStream
PayloadLength: 7
Data: [6 6006 2 8 42]




Go gRPC

var resp grpcTestPb.PingResponse
resp.Val = req.Val * 2
= proto.Marshal(&resp)

) -
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var res rpcTestPb.PingResponse
Go gRPC resp.Va? 2 Eeq.Val * 2 ’ ’
_, _ = proto.Marshal(&resp)
HTTP/2 HeadersFrame{
StreamId: 1
Flags: FlagEndHeaders
[ :status: 200
content-type: application/grpc+proto
]
}
DataFrame{
StreamId: 1
Flags: 0
Data: [0 0 00 2 8 84]
}
HeadersFrame{
StreamId: 1
Flags: FlagEndStream | FlagEndHeaders

[ grpc-status: @ // google.golang.org/grpc/codes.OK
]




redbubble.com/i/art-print/Golang-Gopher-Developer-and-His-Soul-by-clgtart/95257905.1G4ZT



A 410 xXe gRPC cTpumbI?



A 410 xXe gRPC cTpumbI?

service GrpcTestService {
rpc Sub(stream SubRequest) returns (stream SubResponse);

}

message SubRequest {
int64 pubInterval = 1;
}

message SubResponse {
int64 currentTime = 1;

}
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_ = subCli.Send(&grpcTestPb.SubRequest{PubInterval: int64(time.Second)})

for {
msg, := subCli.Recv()

log.Println(time.Unix (@, msg.CurrentTime))

}



Go ngC client := grpcTestPb.NewGrpcTestServiceClient(conn)

subCli, := client.Sub(ctx)
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A n Bce

content-type:
user-agent:
te:

D)

Go ngC client := grpcTestPb.NewGrpcTestServiceClient(conn)
subCli, _ := client.Sub(ctx)
HTTP/2 HeadersFrame{
StreamId: 1
Flags: FlagEndHeaders
[ :method: POST
:path: /grpctest.v1.GrpcTestService/Sub

application/grpc
grpc-go/1.52.0
trailers




_ = subCli.Send(&grpcTestPb.SubRequest{
Go gRPC PubInterval: int64(time.Second),
})
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_ = subCli.Send(&grpcTestPb.SubRequest
Go gRPC (80 pPubInterval: CIint64§time.8econd),
})
HTTP/2 DataFrame{
StreamId: 1
Flags: 0
Data: [0 00O 6 8 128 148 235 220 3]
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HTTP/2
oTBeT

HeadersFrame{

StreamId: 1

Flags: FlagEndHeaders

[ :status: 200

content-type: application/grpc+proto

]
}
DataFrame{

Streamld: 1

Flags: 0

Data: [0 00O 10 8 174 198 172 253 184 219 242 217 23]
}
DataFrame{

Streamld: 1

Flags: 0

Data: [0 00O 10 8 228 160 177 218 188 219 242 217 23]
}
HeadersFrame{

StreamId: 1

Flags: FlagEndStream | FlagEndHeaders

[ grpc-status: @

]
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gRPC:
- Unary call - 06b14HbIN HTTP/2 3anpoc (:path + body payload)
- gRPC ctpumbl paboTtatot nosepx HTTP/2 ctpumos
- Hwukak He NoHATb, 4TO 3TO Sstreaming 3anpoc

- protobuf onymoHaneH



TCP -> HTTP/1 -> HTTP/2 -> gRPC -> Application



BboiBO bl

panic: runtime error: invalid memory address or nil pointer dereference



Bonpocbi?

github.com/atercattus/tinygrpc

Q
(€
~ | @atercattus
\ O

9



http://github.com/atercattus/tinygrpc

