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YTO Takoe MOBEepPXHOCTb aTakwu

1x PCI-E 3.0 x16 Slot
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YTO Takoe MOBEepPXHOCTb aTakwu

° Y4A3BMMble MeCTa CUCTeMbI

* NHTepoencsl
* [lopThl
* JomeHbl
* Agjpeca
* dannbl
* lNporpammsl
° 3aMMCTBOBaHHbIE KOMMOHEHThI

* CobCTBEHHbIe yYacTKu KoAa



3ayeM MCKaTb NOBEPXHOCTb aTakwu

* [loBblWeHKe 3aLUnNLLEHHOCTH
* TecTnpoBaHUue
* CokpalleHue ya3BMUMbIX MeCT
* [loncka TONbKO OWMBOK B KOAe HeAO0CTaTOUYHO

* OWwmnbOoK CNINLLIKOM MHOIO
* He Bce npmnBoAAT K c60oam

* He Bce 6yayT yA3BMMOCTAMM



~ CTatnyecku 1 AHaMn4Yecknin aHanms

* CTaTnyeckunm

be3 3anycka npuaoxeHund
Becb ko AocTyneH

HensBecTHO, Kak B peasibHOCT
NAET BbINONHEHMe

BxoAHble JaHHble HEVN3BECTHbI

CnoXHo aHanm3snpoBsaTb
B3aVMOeCTBME NPorpaMm

* [InHammnyecknmn

[Mporpamma paboTaeT B
06bIYHOM pexume

Ha Bxoae peanbHble gaHHble
He BCe QyHKLMN aKTUBUPYHOTCS

CueHapuu paboTbl MOTYT 6bITb
AINTeNbHbIMUN

3ameaneHvie paboTbl N3-3a
aHanm3a



TOYHYH MOBEPXHOCTb aTakh HAWTV HEBO3MOXXHO

* CnoxHble 6UbNAMOTEYHbIE 3aBUCMOCTY
sprintf(name, “prefix_%s_suffix.so", input);
h = dlopen(name, RTLD_NOW);

* I3MeH4YBOCTb PaboTbl NporpamMmebl

if (time(NULL) % 1000 == 0)
recvfrom(sfd, buf, BUF_SIZE, 0, &addr, &addrlen);



TOYHYH MOBEPXHOCTb aTakh HAWTV HEBO3MOXXHO

* VIHBapuaHTHbIe BblUMC/eHNA
x = read();
y=x+3;
Z=Yy =X
* HedaBHble NOTOKW AAaHHbIX
if(x&1)
y=1,
else
y=0;
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YPOBHIW aHa/in3a NOBEPXHOCTN aTaky

* NIHTepopencol cnctemMsl

* NIHTepdencol NnpraoKeHUs
° ABHO VI HEeABHO onpejenéHHble

* KOMMNOHEeHTbI cUCTeMbl

°* KOMMOHEeHTHI NMPUNIOXKEHNA
°* BTOM 4Yncie 3anMMCTBOBadHHbIE

* OYHKUNN NPUIOXKEHMS
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YPOBHIW aHa/in3a NOBEPXHOCTN aTaky

* NIHTepopencol cnctemMsl A

* NIHTepdencol NnpraoKeHUs
[AnNHamMmmnyeckoe u

> cTaTnyeckoe
* KOMMOHEeHTbI CUcTemMbl CKaHMpOBaHWe

° ABHO VI HEeABHO onpejenéHHble

* KOMMOHEeHTHI NMPUNIOXKEHNA

°* BTOM 4Yncie 3anMMCTBOBadHHbIE Yy,

* OYHKUNN NPUIOXKEHMS
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YPOBHIW aHa/in3a NOBEPXHOCTN aTaky

* NIHTepopencol cnctemMsl

* NIHTepdencol NnpraoKeHUs

° ABHO VI HEeABHO onpejenéHHble

* KOMMNOHEeHTbI cUCTeMbl

°* KOMMOHEeHTHI NMPUNIOXKEHNA
°* BTOM 4Yncie 3anMMCTBOBadHHbIE

* OYHKUNN NPUIOXKEHMS

N

>

[AnNHamMmmnyeckoe u
cTaTmyeckoe
CKaHMpOBaHMe

AHaNM3 NOTOKOB
NAHHBbI
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BHelLLHWe noaknr4YeHNd

* Ajpeca canToB
* KTto TyAa obpatunca?
* OTKpbITbIe NOPTHI

* Kakoe npunoxeHne obpabatbiBaeT 3anpoc?
* Web API

* YTO OTKPLITO 1 KTO 3a 3TO OTBeYaeT?
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[Tpnmep npobnemsl

* API9:2023 Improper Inventory Management
* beTa-Bepcunsa carTa C OTKPbITbIM OT/1a404HBIM API

* 3abbiTas cTapas Bepcus Noc/e nepeesa

° BpemeHHbIN ftp-cepBep

16



CkaHepbl API

Pentest
Tools

* Pentest tools

API Scanner Report

+" http://rest.testsparker.com/jwt

* BurpSuite

Summary

Nikto

Overall risk level:

Findings

M SQL Injection

Scan information:
Start time: 2023-03-2112:20:21 UTC02
Finish time: 2023-03-21 12:34:20 UTC+02
Scanduration: 14 mn, 5 ses
Tasts performad: 44/44

—

URL Method Parameters Evidance Replay Attack
Injecting the value ° in the URL path
‘generated the following error(s) in
Headers: the response:
Authorization=Bearer SOL errorPDOException:
eyJOeXAIQIJKVIQILCS  SOLSTATE[42000]: Syntax errer or
hbGCiOiiUzIINilsImtp access violation: 1864 You have
st testsparker comiwtisoijusere/jusername} | GET ZCIBINNIY3.NdC50eHQ  an error in your SOL syntax; ‘
ifQ.eyJ1c2VyljoidGVad  check the manual that
CJ9.jqBFzyBBGBKWIO  correspends to your MySOL server
vEJhcaDgMY0Gea- version for the right syntax to
1OKNnf-fR2loyc use mear ‘‘test _username''' at
line 1 in

fvar/we/src/ routes/users. php: 67
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YpoBeHb NpUnoXxXeHM (MHTepdenchbl)

* CokeTbl

* Pannbl

* CncTteMHble BbI3OBbI
* Paspenaemad namMaTb

* [lpaBa goctyna

18



[TprmMmepbl Npobnem

* [Mopo3puTenbHble CeTeBblE COEANHEHNS
* YTeuka UYyBCTBUTE/IbHbIX AaHHbIX B JIOT
* 3anycK NpoLeccoB C N3bbITOYHbIMY NpaBamm

* HekoppekTHaa KOHPUrypaumsa KOHTEeMHepoB

19



strace

* ObpalieHua K pannam
* PaboTa c cokeTaMu

* B3aunmogencrtBume c
npoweccamm

° 3anyck nporpamMm

(AT_FDCWD,
newfstatat(3, ""
iy JLL, 171

_FDCWD, _64-1inux-gnu/libselinux 1", 0_
(3, "\177ELF\2\1\1\0\0\¢ 6\ \0\016\0\0
tatat(3, "", {st_mod : i 166280, ...}

3,

6, PROT_REA
PROT_
PROT_R
, PROT_READ|PROT_WRITE, MAP_

"[lib/ €
\177ELF\2\1\1\3\0\¢C
3, "\6\0\0\0\¢ ;

PROT_READ|PROT_WRITE, M/
=0
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OTCcnexmBaeT CUCTEMHbIe
BbI30OBbI 1 JENCTBUS C
davinamm

MO>HO co3aaBaThb
PUNBTPLI ANA HETUMUNYHBIX
COObITUN, YTOObI
paccnenoBaTb MHLUMAEHTDI
NN pearnpoBaTb HaA HUX

## User, group, password databases
-w /etc/group -p wa -k etcgroup

-w /etc/passwd -p wa -k etcpasswd
-w /etc/gshadow -k etcgroup

-w /etc/shadow -k etcpasswd

-w /etc/security/opasswd -k opasswd
-w /etc/adduser.conf -k adduserconf

21



Microsoft Attack Surface Analyzer

* 3anncbiBaeT U3MeHeHUA B cucTeMe nocse YCTaHOBKWU
NMPUNNIOXKEHNA

* Pannbl, KUK peecTpa, CETEBLIE WAPbl, Pa3/INYHbIE XOHAJ1bI,
3afywleHHble Nnpoueccbl N CeEpPBUCHI, 9/TEMEHTbLI aBTO3adlPYy3KU

https://github.com/microsoft/AttackSurfaceAnalyzer

22


https://github.com/microsoft/AttackSurfaceAnalyzer

BbiBOAbLI: aHaNnn3 nHTepdencos

* MoxHo MOCTPONTb NMOBEPXHOCTb aTadKU
* Web API
* OTKpbITblE hanbl
* (CeTeBble noakAOUYEeHNA
° 3anyckaemble npoLecchl

* Mcnonb3yemble NpeMeHHbIe OKPY>XXEHWS

* BO3MOXHO NoTpebyeTcsa co3aaHme 4ONONAHUTENbHbIX
CKPUMTOB C CO6CTBEHHLIMUY NpaBMNaAMU

23



YpoBeHb NPUNoXKeHUWN (CTPYKTYpa)

* [logrpyxaemsble nakeTbl N 6UGINOTEKN
* TpaH3UTUBHbIE 3aBNCMOCTU
* 3aMMCTBOBAHHbIN KOZ,

* CekpeThbl B Koje

24



[Tpnmep npobnemsl

o7

Special thanks to @casdr for the logo

[ ] [ ]
is-thirteen

An npm package to check if a number is equal to 13.
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Komno3unuymoHHbI aHanns (CodeScoring)

* VIHBeHTapu3saLuuna Koaa

* OnpeaeneHue
NNLEeH3nNNU

* OueHKa Ka4yecTBa

Top-5 licenses (from 4808)

Name

MIT License

ISC Licens

Apache Lice!

BSD 3-Clause "New" or "Ren

BSD 2-Clause "Simplified" L

‘\\\

®

Percent Count

79.16 %

inn
- N

Il EEERCN EEEER
NN WSBOONDD O ® ©D = =N B W

3811

4 - Others
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Microsoft Application Inspector

] a] 5 Microsoft Application Ir |+ ~

< > O w @ | file///C:/Demo/Appinspector/publish/output htmi#

e I_I O I/I C K 7] I/I H Te p e C H bl X“ M e CT B =. Application Inspector ~ Overview  Summary  Features  About
Kople Mno L|Ja6nOHa M Application Features

This section reports the major characteristics of the application or its primary features organized by customizable Feature
Groups. Click any of the highlighted icons below (indicating at least one match) to view additional details or expand a
feature group for more information. To view where in source code a specific feature was found, click the Rule name link
shown on the right. A disabled icon indicates a not found status for that feature.

* HeT aHanmsa NoTokoB AaHHbIX

Feature Groups Associated Rules

= Select Features a a8 F Name (dlick to view source)

+ General Features &= [ ] B B Authentication: Microsoft
(dentity)

+ Development ¢ 0 Authentication: General

-+ Active Content Authentication: (Dauth)

+ Data Storage O

+ sensitive Data &

+ Cloud Services O

+ 05 Integration o)

+ O System Changes

+ Other o4

https:

//github.com/microsoft/ApplicationInspector

27



https://github.com/microsoft/ApplicationInspector

CTaTnyecknit aHanms3 Ha ypoBHe MCXOAHOro Koja

* [NepecekaeTcs C NOBEPXHOCTbIO aTaku

° YAa3BmmMble QYyHKL NN
* CTatnyeckume dHa/IN3aToOpPbI
* 3aMMCTBOBaHHble GpparmMeHThI

* MoryT 6bITb CKOMVPOBAHbI 13 NPOEKTOB C YA3BNMOCTSAMU

28



Semgrep

* AHanu3 Koga no wabsoHam (il Findings Bl Ht

Status
express-sequelize-injection

Severities

* YAa3BMMOCTM 6e30MacHOCTU - MHBbeKuumn SQL,
XSS, Hebe3onacHble BbI30Bbl GYHKLNNA,

NCMNoJib30BaHME YCTapeBLWWX aIrTOPUTMOB (righ) (= Medium ) (@124 routes/search.ts:a2 =
LLI VI q) po Ba H '/I ﬂ - - - (©12d datastatic/code/login.ts:536 O F B
Confidences @ 12d data/static/code/search.ts:42 OV B

* OWMBKM B KOAE - HeMpaBUabHOE
NCNO/Ib30BaHKe ONepaTopoBs, OWMNBKM CTUNSA Projects missing-integrity

All projects v
* Mpob6neMbl NPON3BOANTENLHOCTY -

@ 2mo frontend/index.ts:33 Qv B
MeANEHHbIe 3arnpocChbl K baze AaHHbIX, ﬁ@mo fm.,e,.d:s.c/inuex,‘sna =
HEHYXHBbIE BbIUNCIEHWS, ATIMHHbIE LMKJTbI et o B

[=] 3 [m]

https://semgrep.dev/



https://semgrep.dev/

CTaTnyeckme aHanmsaTopbl

* MHoOro npegynpexaeHunu

° He npuvBs3aTb OLUNOKN K
NOBEPXHOCTW aTakm

* Cnabble BO3MOXXHOCTU
MEXMOAYNbHOro
aHanm3a - HeT peasibHbIX
BXOAHbIX AAHHbIX

= (rais:0| & V|| High: 420 || medium: 661 || Low: 1052 | fGeneral
|

& Code
VG20
VB01
Va1
Ve01
V01
V730

1 VT30
V1042
V690
va13

Message
The 'idVec3’ class implements the copy assignment operator, but lach
The “false’ value is implicitly cast to the integer type.
The “false’ value is implicitly cast to the integer type.
The “false’ value is implicitly cast to the integer type.
The ‘true’ value is implicitly cast to the integer type.
Mot all members of a class are initialized inside the constructor. Consi
Mot all members of a class are initialized inside the constructor. Consi
This file is marked with copyleft license, which requires you to open tl
The ‘quat_t’ class implements the copy assignment operator, but lack
Decreased performance. The ‘a" argument should probably be render

30



AHanns 3ammcteoBaHui (Codequiry)

* Vet pparMeHTbl KOAQ, B3ATbIE U3
OTKPbITbIX MPOEKTOB

* MpuHaanexHocTb pparmMeHToB K
NOBEPXHOCTU aTakn NPUAETCS
onpeaennTb CaMOCTOATENbHO

(=] =]
S

https://codequiry.com/

Match Explorer
Click a match to see a side by side matched
comparison

MiniFactorial-T4-AlgorithmChange ~

Xint.java

Top (@ Al @D

Peer Matches

Web Matches ()

[
GitHub  Xint.java {j

github.com > Xint.java

GitHub  Xint.java

github.com » Xint.java

GitHub  Xint.java

|

github.com » Xint.java

B MiniFactorial-T4-AlgorithmChange

MiniFactorial-T4-AlgorithmChange/src... ~

'/ Copyright (C) 2004-2009 Peter Luschny, MIT Li
'/ See http://en.wikipedia.org/wiki/MIT_License
Visit http://waww. L R

Comments mail to:

import org.apfloat.Apint;
import org.apfloat.ApintMath;

2| public class Xint {

private static final Counter cnt;
private static final int radix = 2;
public static final Xint ONE, ZERO;

static {
ZERO = new Xint(9);
ONE = new Xint(1);
cnt = new Counter();

31


https://codequiry.com/

PyyHOM aHanus

* IDE
* [eHepaTopbl 4OKYMEHTaLNN

* [Ansaccembriepsbl

32



[Pa® 3aBUCMOCTEN/BbI3OBOB

* ['padbl 3aBNCMMOCTEN

* [padbl BbI3OBOB

* Doxygen

* MnarnH Call graph gna VS Code

33



[Pa® 3aBUCMOCTEN/BbI3OBOB

D30App:: CreateCommandOhjects

D30App:: CreateRtvAndDsvDescriptor
Heaps

D30App::InitDirect3D f—————m»f D30App::CreateSwapChain

030App:: LogQutputDisplay

030App:LogAdapters ————m DE0DAppLogAdapterOutputs — Mades

HEESLILT
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HepgocTaTku rpadoB 3aBUCMIMOCTEN

°* HeT aAnHaMmn4yeckmx
3aBUCUMOCTEN

* CANWKOM C/TOXHble
KapPTUHKW

° Het ynobHow HaBuraunm

° He cBA3aH C NOBEPXHOCTbH
aTaku

35




[INHaMNYecKniM aHaAn3

* NHTepakTmMBHada otnagka (gdb)
* [locTpoeHune NokpbITUSA (gCcov)

* Co3paHne NHCTPYMEHTOB 4/19 aHanusa (valgrind, dynamo
rio, panda)

* ABTOMAaTM4eCKNi aHaan3 NOBepPXHOCTM aTaku (natch)

36



MHTepakKTUBHbLIN OT1Ia4uUK

* AHaNn3 KOHKPETHOro CLieHapuS

=<pptimised out=,
e R

=6) at :50
in _ GI_abort () at :79
in ut_dbg_assertion failed ( =0x0,
=0x5573edf64f40 "/home/roel/mysql-server dbg/storage/innobase/ut/utOut.cc", =555)
a0
in ib::fata Fatal ( =0x7f24d07591d0, =<pgptimised out=) at
in se_post_ddl (thd=<optimised out=) at :B9
in sql_cre table ( =0x7f2424do5730, =0x7f2424dode50,
=0x7124d0759570, =0x7124d0759730) at
in sql_cmd_create table::execute =x7f2424d0ed60, =0x712424d05730)
in mysql_execute and ( =0x7T2424d05730, =true)
13426
in dispatch_sql_ =ax7f2424de5f30, =px7T24d075ab90)
:5000
in dispat K C =0x7f2424dosf30, =0x7124d075bbao, =COM_QUERY)
11841
in do_command =0x7f2424d05f30) at
in handle ection ( =0x5573f1bfb7d0) at
in pfs_spawn_thread (arg=0x5573f1b2d150) at
in start | =<optimised out>) at
in




MHCTpYyMeHTpoBaHMe

* JlobaBneHmne BCNomMoraTesbHOro Koga Ans aHaanmsa

*  OTCcnexnBaHMe NOTOKOB AAaHHbIX
* JlormpoBaHue

* [lony4yeHune ceegeHn 13 BHyTpeHHOCTen OC

* 3amejsigeT paboTy Nporpammel

38



MHCcTpymMeHTpoBaHme B QEMU

Oxb7707010: mov %ebx,%edx
0xb7707012: mov 0x8(%esp),%ecx
0xb7707016: mov 0x4(%esp),%ebx
Oxb770701a: mov $0x21,%eax
0xb770701f: int $0x80
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MHcTpymeHTnpoBaHme B QEMU

Oxb7707010: mov %ebx,%edx
0xb7707012: mov 0x8(%esp),%ecx
0xb7707016: mov 0x4(%esp),%ebx
Oxb770701a: mov $0x21,%eax
0xb770701f: int $0x80

-—--b770701f 00000000

movi_i32 tmp3,S0xffffffffb770701f
st_i32 tmp3,env,50x20

movi_i32 tmp11,50x2

movi_i32 tmp12,50x80

call raise_interrupt,$0x0,50,env,tmp12,tmp11
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_VIHCTpymeHTrpoBaHuve B QEMU

Oxb7707010: mov %ebx,%edx
0xb7707012: mov 0x8(%esp),%ecx
0xb7707016: mov 0x4(%esp),%ebx
Oxb770701a: mov $0x21,%eax
0xb770701f: int $0x80

—-b770701f 00000000

movi_i64 tmp13,50xb7707020

movi_i64 tmp14,50x7fef9a788670

call start_system_call,$0x0,50,tmp13,tmp14
movi_i32 tmp3,S0xffffffffb770701f

st_i32 tmp3,env,S0x20

movi_i32 tmp11,50x2

movi_i32 tmp12,50x80

call raise_interrupt,$0x0,S0,env,tmp12,tmp11

41



[locTpoeHme NoKpbITUA (gCcov)

* [1oNHbI HA6OP BbIMOJIHEHHbLIX GYHKUWW 11 ONepaTopoB

* [lepeceyeHne C MOBEPXHOCTbLIO aTaku HY>XXHO MCKaTb

int performCheck()

H {
OTAe'I-I b O vector<SimEvent*> listOfSimEvents = getSimEventList();

vector<SimEventSummary*> eventSummaries;

for (auto it = listOfSimEvents.begin(); it != listOfSimEvents.end();
++it)
{

ArchState currentState = (*it)->getArchState();
if (debug) {
STDOUT << "Operating on SimEvent from Processor "
<< currentState->getProcId()->toString() << endl;
}

if (currentState->getOperation() == OpType::DMA_TYFE_1) {
processDMA (currentState);
continue;

}

if(isInvalid(eventSummaries, currentState)) {
dumpSimLog (currentState->toString());
return FAIL;

¥

eventSummaries.push_back((*it)->getSummary());
processState (currentState) ;

}
return PASS; 4 2
}



Valgrind, DynamoRio

* YpoBeHb MpuioxXeHUM

* MOXXHO NCNONb30BaThb Kak
OCHOBY /19 COOCTBEHHbIX
NHCTPYMEHTOB

°* HeT rotoBbIX pELLIeHVIIZ AN
NMONCKa NMNOBEPXHOCTN aTakn

[=]
[=]

https://valgrind.org/

==5143==

= Conditional jump or move depends on uninitialised value(s)

==5143==

1~5 g++ -Wall -pedantic filel filel.c
:~5% valgrind . ffile1l

Memcheck, a memory error detector
Copyright (C) 20 017, NU GPL'd, by Julian Seward et al.
Using Valgrind-3.15.0 and LibVEX; rerun with -h for copyright info
Command: . /filel

-g -0

at @
by ©:

8D5AD8B:  wfprintf intermal (vfprintf-internal.c:1687)

\ printf (printf.c:33)
by 8x1091F2: main (filel.c:11)

Use of uninitialised value of size 8
at Ox48B981B: _itoa_word (_itoa.c:179)
by 56F4: _ vfprintf_internal (vfprintf-internal.c:1687)
by ®x48BFEBE: printf (printf.c:33)
by 8x1091F2: main (filel.c:11)

ElikE

[=]

https.//dynamorio.org/
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BbiBO/AbI: aHaNM3 Koaa

° nOBerHOCTb dTdKM aBTOMaATN4YeCKn He NLWETCH
* Py4yHOe TecTnpoBaHue Henb3qa BCcTpouTb B CI/CD
* [NMoBepxHOCTb aTaku 6e3 aHanm3a NoToKoB AAaHHbIX

° 3aMMCTBOBaHHblIe KOMMOHEHTHI

* [lokpbITne Koaa

L4



MHOroKkoOMnoHeHTHbIe CUCTeMBI




[ToAHOCUCTeMHbI aHanums3

* [prnoXxeHna cBsi3aHbl - MOBEPXHOCTb aTakn O4HOTrO
NPUNOXEHNS NCKaTb 6ecnonesHo

°* He Bceraa NCMNONIb3YHOTCA KOMMNUANPYEMbIE A3bIKU

* Jmynatop QEMU

* PasHble annapaTtHble naaTdopmbl

* MOXHO f06aBUTb MHCTPYMEHTUPOBAHME
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Panda

¢ ¢ p e M M B O p K pln ﬂ PANDA_CB_:::}:ES_‘I?L:(CDI:TRANSLATE PANDA_(B_BEFOREE_);LeOiEfii)Erl
MOJIHOCNCTEMHOIO aHAJ/1IN34a

Basic Block

* PacwunpsaeTca C NOMOLLbIO
I-Ij'l a r I/I H O B PANDA_CB_INSN_TRANSLATE

PANDA_CB_AFTER_BLOCK_TRANSLATE

PANDA_CB_VIRT_MEM_READ
PANDA_CB_VIRT_MEM_WRITE

PANDA_CB_AFTER_BLQCK_EXEC

Basic Block

PANDA_CB_PHYS_MEM_READ
PANDA_CB_PHYS_MEM_WRITE

Basic Block

i

PANDA_CB_GUEST_HYPERCALL

https://github.com/panda-re/panda/
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HepoctaTtky Panda

* Hy>XHO pa3bupaTbca Bo BHyTpeHHOCTAX QEMU

°* HeT rotoBbIX peuenToB/nnarnHOB ANd aHaan3a

* HeTt BM3yanmsaunn pesynbtaTtoB

° HeT nopaepXkm aHanmsa CKPYNTOBbIX A3bIKOB 11 6anTKoAa

* HepgoctaTouHO rmbkasa nogaepxka pasHbix OC
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[MonHOCNCTEeMHbIN

¢ I,£|,VIHaMI/I‘erCKVII‘/JI dHa/IM3 NoOMeyYeHHbIX AadHHbIX

BkaroyaeT BOSMOXHOCTU

PS
strace

gcov
gdb
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Natch: cnncok npoueccos

=} systemd pid:1 uid: 0 (root)
L = login pid: 460 uid: 0 (root)
L © bash pid:888 uid: 1000 (mk)
=} bash pid: 1644 uid: 1000 (mk)
L < make pid: 1645 uid: 1000 (mk)
L < python pid: 1646 uid: 1000 (mk)

15 python pid: 1679 uid: 1000 (mk) : /usr/bin/python manage.py runserver
- =} bash pid: 1619 uid: 1000 (mk)

£ = converter pid: 1620 uid: 1000 (mk) : ./converter

L < converter pid: 1628 uid: 1000 (mk) : /home/mk/ONLYOFFICE/build_tools/out/linux_64/onlyoffice/documentserver/server/FileConverter/converter /¢
|: X2t pid: 1704 wuid: 1000 (mk) : ../FileConverter/bin/x2t /tmp/ASC_CONVERT2024026-1m0wdz.38t/params.xml

x2t pid: 1704 uid: 1000 (mk) : ../FileConverter/bin/x2t /tmp/ASC_CONVERT2024026-1m0wcjz.38t/params.xml
L =} bash pid: 1604 uid: 1000 (mk)
L=

L docservice pid: 1605 wuid: 1000 (mk) : ./docservice
=! rabbitmg-server pid: 1294 uid: 124 (rabbitma)

L beam.smp pid: 1298 uid: 124 (rabbitmaq) : fusr/lib/erlang/erts-10.6.4/bin/beam.smp -W w -A 64 -MBas ageffcbf -MHas ageffcbf -MBlmbcs 512 -MHImbcs 512 -MMr
- epmd pid: 435 uid: 123 (epmd) : fusr/bin/epmd -systemd

L NetworkManager pid: 381 uid: 0 (rook) : /usr/sbin/NetworkManager —no-daemon

L (=} postgres pid:626 uid: 122 (postgres): /usr/lib/postgresgl/12/bin/postgres -D /var/lib/postgresql/12/main -c config_File=/etc/postgresql/12/main/postgresgl.conf
}» postgres pid: 1702 uid: 122 (postgres) : postgres: 12/main: onlyoffice onlyoffice 127.0.0.1(53508) UPDATE

50



Natch: oTKpbITble Ganbl N COKeThI

= {=! docservice

| =} sockets

I bcp <->127.0.0.1:5432 read 1Kb write 1Kb write #0 from offset 0x0

— tep <>127.0.0.1:5672 read 575b write 557b 00 00 00 42 0O 03 @0 0O 75 73 65 72 00 6F 6E 6C ...B....user.onl
| tep <->127.0.0.1:5432 read 969b write 766b 79 6F 66 66 69 63 65 DO 64 61 74 61 62 61 73 65 yoffice.database
|- tcpv6 read 498b write 244b 00 6F 6E 6C 79 6F 66 66 69 63 65 00 63 6C 69 65 .onlyoffice.clie
| G S 0cb [ 204b 6E 74 5F 65 6E 63 6F 64 69 6E 67 00 55 54 46 28 nt_encoding.UTF8
| tcpve read 498b write 537b i e

I tcpveé read 4Kb write 138Kb read #1 from offset 0x0

| tcpv6 read 5Kb write 2Kb 52 00 00 00 OC 00 00 00 05 45 7F BO F4 Rovuivnn. E...

|- tcpve read 3Kb write 159Kb
|- tcpve read 4Kb write 135Kb
|- tcpve read 5Kb write 2Kb
|- tcpve read 5Kb write 2Kb

read #2 from offset 0x0
52 00 00 00 OC PO OO OO 05 45 7F BO F4 [3c0ocoooo (Eaac

write #2 from offset 0x0

L tcpv6 read 382b write 11Kb 70 00 00 00 28 6D 64 35 30 30 63 30 33 65 66 30 p...(md500ce3efo
L Files 66 39 35 65 66 30 37 62 36 35 35 38 64 37 63 36 f95ef@7h6558d7c6
66 64 64 65 63 30 31 62 00 fddecO1b.

I /devfttyl write 3Kb

I /home/mk/ONLYOFFICE/build_tools/out/linux_64/onlyoffice/documentserver/fonts/057 read 134Kb
I /home/mk/ONLYOFFICE/build_tools/out/linux_64/onlyoffice/documentserver/fonts/059 read 158Kb
I /home/mk/ONLYOFFICE/build_tools/out/linux_64/onlyoffice/documentserver/fonts/060 read 136Kb
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Natch: aHanu3 ckpunToB (Python)

{=! RequestContext.push /home/user/flask-demo/venv/lib/python3.10/site-packages/flask/ctx.py:356 (ctx.py)

- (= SecureCookieSessionInterface.open_session fhome/user/flask-demo/venv/lib/python3.10/site-packages/flask/sessions.py:360 (sessions.py)
L = cached property. get /home/user/flask-demo/venv/lib/python3.10/site-packages/werkzeug/utils.py:97 (utils.py)
Le Request.cookies /home/user/flask-demo/venv/lib/python3.10/site-packages/werkzeug/sansio/request.py:246 (request.py)
Lo parse_cookie /home/user/flask-demo/venv/lib/python3.10/site-packages/werkzeug/sansio/http.py:97 (http.py)
t encode
= ImmutableMultiDict werkzeug.datastructures (werkzeug.datastructures)
Lo MultiDict.__init__ /home/user/flask-demo/venv/lib/python3.10/site-packages/werkzeug/datastructures.py:330 (datastructures.py)
- match
- group
- strip
_cookie_unquote /home/user/flask-demo/venv/lib/python3.10/site-packages/werkzeug/ internal.py:345 (_internal.py)

=} to_str/home/user/flask-demo/venv/lib/python3.10/site-packages/werkzeug/ internal.py:130 (_internal.py)

L decode
L setdefault
L (= TypeConversionDict.get /home/user/flask-demo/venv/lib/python3.10/site-packages/werkzeug/datastructures.py:238 (datastructures.py)
t __contains__
__getitem__

L (= TimedSerializer.loads /home/user/flask-demo/veny/lib/python3.10/site-packages/itsdangerous/timed.py: 191 (timed.py)
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Natch: aHanun3 bantkoaa (Java)

= void org/springframework/web/context/request/AbstractRequestAttributes::requestCompleted()
L = void org/springframework/web/servlet/FrameworkServlet:logResult{javax/serviet/http/HttpServletRequest, javax/serviet/http/HttpServletResponse, java/lang/Throwable, ¢
L void org/springframework/web/serviet/FrameworkServlet::publishRequestHandledEvent(javax/serviet/http/HttpServletRequest, javax/serviet/http/HttpServletResponse
Lo long java/lang/System::currentTimeMillis()
L (= java/lang/String org/apache/catalina/connector/RequestFacade::getRequestURI()
La java/lang/String org/apache/catalina/connector/Request::getRequestURI()
Lo java/lang/String org/apache/tomcat/util/buf/MessageBytes::toString()
Lo java/lang/String org/apache/tomcat/util/buf/ByteChunk::toString()
Lo java/lang/String org/apache/tomcat/util/buf/ByteChunk::toString(java/nio/charset/CodingErrorAction, java/nio/charset/CodingErrorAction)
L < boolean org/apache/tomcat/util/buf/AbstractChunk:isNull()
Lo java/lang/String org/apache/tomcat/util/buf/StringCache::toString(org/apache/tomcat/util/buf/ByteChunk, java/nio/charset/CodingErrorAction,
L = javaflang/String org/apache/tomcat/util/buf/ByteChunk::toStringlnternal(java/nio/charset/CodingErrorAction, java/nio/charset/CodingErrors
Lo java/nio/CharBuffer java/nio/charset/Charset::decode(java/nio/ByteBuffer)
- =} java/nio/charset/CharsetDecoder sun/nio/cs/ThreadLocalCoders::decoderFor(java/lang/Object)
L < java/nio/CharBuFFer java/nio/charset/CharsetDecoder:decode(java/nio/ByteBuffer)
Lo java/nio/charset/CoderResult java/nio/charset/CharsetDecoder:decode(java/nio/ByteBuffer, java/nio/CharBuffer, boolean)
Lo java/nio/charset/CoderResult sun/niofcs/ISO_8859_15Decoder:decodeArrayLoop(java/nio/ByteBuffer, java/nio/CharBuffer)
L = void java/lang/System$2:inflateBytesToChars(byte[], int, char[], int, int)
L void java/lang/StringLatin1:inflate(byte[], ink, char[], int, int)
L void javaflang/String::<init>(char[], int, int)
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Natch: oTchexmBaHme NOTOKOB AAHHbIX

* NCTOUYHMKIN AaHHbIX
* dannbl
* CeTeBble Nogka4eHNd
* USB
* [lonyyaTtenn gaHHbIX (B TOM Yncne AOCTYMNHble TPAH3UTUBHO)
* [lporpammbl
* cnonHaemble MOAYNn
* QYyHKUMNU

* CKpUNThI
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Natch: B3anmogencterie Mmoaynen

126
65" libe-2.31.50
P S
- postgres 5G" .* -
T — o vm..15.0-91-generic
< fop: 127.0.0.1:53508 - \

Rt : & 54457 A

A libc-2.31.50 converter Lo

v v 80
140 141 ;RN |
J 139 libpthread-2.31.s0
\ : -\ N 129
Y gop- bo231.50 124" &7
libpthread-2.31.50 e I % 53 65 88 ]
o 127.0.0.1 ey converter 7N | X
fop: 127.0.0.1:5432°, .
Rk - - . 8435
(A
_ vm..15.0-91-generic -
Hoy r_&j:: 12?.0.0.1:55‘?;“, 4 |
‘ a0 . g 58 (E conv_-.._ooxmlhiml )
vm..15.0-91-generic " e ] )

libpthread-2.31.s0 s R\ s i

! ~ K libpthread-2.31.s0 fy S R - i 48 13

16" DT\ libpthread-2.31.s0 103'cp: 127.0.0.1:8080;
170 | 3% (i’ ey i-- ittt libpthread-2.31.50
. \ A A X \s0r : f o
47 41+, 37} . Y. 106"
docservice N / f Vs libc-2.31.50 (¢
28 rame egﬁ3ﬁ% T T e e m——— TR 122
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Natch: noBepXxHOCTb aTaku B BUAE CTEKA BbI3OBOB

= NExtractTools:fromInputParams(NExtractTools:InputParams&) (x2t)
I =0 NExtractTools::InputParams::getConversionDirection() (x2t)
I =} COfficeFileFormatChecker:isOfficeFile(std::  cxx11:basic_string<wchar t, std:char traits<wchar t>, std::allocator<wchar t>> const&) (x2t)
I = void std::__cxx11:basic_string<wchar_t, std::char_traits<wchar_t>, std::allocator<wchar_t> > M_construct<wchar_t*>(wchar_t*, wchar_t*, std::forward_iterator_tag) (x2t)
L memcpy@GLIBC_2.2.5 /build/glibc-wuryBv/glibc-2.31/string/../sysdeps/x86_64/multiarch/memmove-vec-unaligned-erms.5:127 (libc-2.31.50)
| = POLE::Storage:Storage(wchar_t const*) (x2t)
L = POLE:StoragelQ::StoragelO(POLE::Storage*, wchar_t const*) (x2t)
|: _ wcslen_sse2 /build/glibc-wuryBy/glibc-2.31/wesmbs/../sysdeps/x86_64/multiarch/../weslen.S:23 (libc-2.31.50)
= void std::__cxx11::basic_string<wchar_t, std::char_traits<wchar_t>, std::allocator<wchar_t> >::_M_construct<wchar_t const*>(wchar_t const*, wechar_t const*, std::forward_iterator_tag) (x2t)
L memcpy@GLIBC_2.2.5 /build/glibc-wuryBv/glibc-2.31/string/../sysdeps/x86_64/multiarch/memmove-vec-unaligned-erms.S:127 (libc-2.31.s0)
| = POLE:StoragelO::open(bool, bool) (x2t)
Le POLE::StoragelO::load(bool) (x2t)
I =} NSFile:CUtf8Converter::GetUtF8StringFromUnicode2[abi:cxx11](wchar_t const*, long, bool) (libkernel.so)
|: NSFile::CUtf8Converter::GetUtF8StringFromUnicode_4bytes(wchar_t const*, long, unsigned char*&, long&, bool) (libkernel.so)
(=i void std::__cxx11::basic_string<char, std:char_traits<char>, std::allocator<char> >::_M_construct<char const*>(char const*, char const*, std:forward_iterator_tag) (x2t)
L memcpy@GLIBC_2.2.5 /build/glibc-wuryBv/glibc-2.31/string/../sysdeps/x86_64/multiarch/memmove-vec-unaligned-erms.S:127 (libc-2.31.50)
| =} std:istream:read(char*, long) (x2t)
L (=i std::basic_filebuf<char, std::char_traits<char> >::xsgetn(char*, long) (x2t)
Le std::basic_streambuf<char, std::char_traits<char> >:xsgetn(char*, long) (x2t)
|: std::basic_filebuf<char, std::ichar_traits<char> >:underflow() (x2t)
memcpy@GLIBC_2.2.5 /build/glibc-wuryBv/glibc-2.31/string/../sysdeps/x86_64/multiarch/memmove-vec-unaligned-erms.S:127 (libc-2.31.s0)
|- POLE:Header:load(unsigned char const®) (x2t)
L _int_free /build/glibc-wuryBv/glibc-2.31/malloc/malloc.c:4155 (libc-2.31.50)
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Natch: perpeccnoHHoe TectnpoBaHue A

* CkpunTbl 4Ns1 aBTOMaTM3aUMmM CLLeHapreB

* API ansa paboTbl ¢ nonyyeHHoun A
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Natch: kenckl Ha xabpe

AHannsnpoBann 3 He3HAKOMbIX MPUTOXKEH NS
* Rizin, Assimp, ONLYOFFICE Docs

[ToBEpPXHOCTb aTaky AN KOMOUANPYEMOro Koza
Pa33Hrom Hawnm 10 cboen

3 nynpekBecTa C UcnpaBneHNaAMIn

https://habr.com/ru/companies/isp_ras/articles/788490/
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ABTOMaTI/I3I/IpOBaHHbIIZ dHaJIN3 NMOBEPXHOCTN aTaku

* NHTepdencol NpraoXKeHNI

* KOMMNOHEHTbI 1 PYHKLN NPOrpamMmm

Xx86_64
C/C++, Go, Python, Java
PerpeccmoHHoe TecTupoBaHme

OTuyeThbI ANA aHaJIMTNKOB N TECTUPOBLLNKOB
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Tenerpam-kaHan Natch

https://t.me/ispras natch
Bonpockl OT nosib3oBartenew
Pasbopbl KenicoBs

AHOHCbI BebMHapoB

yBeagoMneHa 0 HOBbIX penn3ax
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https://t.me/ispras_natch

Natch - cuctema ans aHanrsa NOBEPXHOCTY aTakw

* Natch

https://github.com/ispras/natch

https://t.me/ispras natch

* [laBen [loBrantok

https://t.me/pavel dovgalyuk
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BbiBO/AbI: aHaNM3 Koaa

* Natch CTPOUT NOBEPXHOCTb aTakK Ha OCHOBE aHA/1In3a
MOTOKOB AdHHbIX

* [MoBepxHOCTb aTakm 6e3 aHan3a NOTOKOB AaHHbIX

° 3anMCTBOBAaHHbLIe KOMMOHEHTHI

* [lokpbITne Koaa
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IBAHHUKOBCKMe yteHna 2024

* Benukunn Hosropog, 17-18 mas
* becnnaTtHoe yyacTume

* Cekuma no amynatTopam

* Mactep-knacc Natch

* Kpyrneli CToN No TexHosnoruam paspabotkum 6esonacHoro M0

00

https://www.ivannikov-ws.org/
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