OaHaXxabl B 6auTkope:
MHCTPYMEHTbI aHanun3a

#° B Anekcein
¥ Bonkos

Huawei

= IPoint




Bio

» Huawel akcnepT

« ex-JetBrains, YouTrack team
« UnitTestBot, JacoDB
» Xodus, Xodus DNQ, Xodus

entity browser

Alexey
Volkov

d lehvolk




Bio

» Huawel akcnepT

* Intellid nnatpopma

 Sun Microsystems, Oracle

* OpendDK contributor
I1eHUC

POoKUH

<A levantarse




[lnaH poknapa

e KOMY HY>XeH aHasiu3 nporpamMmm

e YTO 6yaem aHanmnsupoBaTb: 6auTKOM NN NCXOAHbIN
Koa~?

e Kakue ectb 6ubNMOTEKU ANA aHanmM3a 6anTkoaa

e CpaBHeHMe 6UB6INOTEK N CTAaTUCTUKA

e HecTaHaapTHbIN NpUMepPbI: COpeBHOBAHUSA




Hy>XHbl In HaM aHanNnU3bl?

- [lonck yasBumocTen n ownbok: SQL injections, CWE n T
- IDE
» |IDE Plugins



Kak nonb3oBaTbCH aHaiM3damMu?

 |IDE
» 3anycTutb Ha CI
» Hanucatb cBou aHanus anda DSL nnun API

* Bocnonb3oBaTbCA Yy)XMMU HapaboTKaMu



YT0 HY)XHO AnAa aHanu3sa?

» Cam KoA

* CTpYKTYpbl AaHHbIX ONUCbIBAOLLMX NpOorpaMmy
+ API



[MpenmywecTBa 6anTKOAa

Pa3Hble A3blKM — O4HO NpeacTaB/ieHune

(
Shva Fsaw g K

Q




[MpenMyLecTBa 6anUTKOAA

MHorpa ncxoaHoro koga NnpocTo HeT
+ 060ycumnpoBaH
* MPONPUETaPHbIN

* IPEBHAN OBU6NOTEKA



[MpenMyLecTBa 6anUTKOAA

[1Ipenpoueccopbl/Lombok

public class GetterSetterExample {

dGetter @Setter private int age

10;

10



IDE/SonarQube

AHanunsbl B IDE:
+ ObICTPbIE

- OrpaHU4YeHHbIN PYHKLUOHAN

11



UHCcTpyMeHTapun

JlaHHble B AST:
 Java Development Tools: JDT Eclipse

* Program Structure Interface: PS| IDEA

12



IDE/SonarQube

class User A
String 1id;
String logiln;

}

class UserService {
private Map<String, User> cache
public void cache(User user) A

cache.put(user.id, user);
}

public void cacheUsers() {
cache(new User());
1

new ConcurrentHashMap<();

13



IDE/SonarQube

class User A
String 1id;
String logiln;

}

class UserService {
private Map<String, User> cache
public void cache(User user) {

cache.put(user.id, user);
}

public void cacheUsers() A{
cache(new User());
}

new ConcurrentHashMap< ();

14



bantkoa aHanu3bl
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Y10 MoXxeT nontu He TaKk? Cam 6amutkKon

public static void main(String[] args) {
System.out.println("Hello world");

}

16



YT0o MOXXeT NonuTU He Tak?

public static main([Ljava/lang/String;)V

LO

LINENUMBER 42 LO

GETSTATIC java/lang/System.out : Ljava/io/PrintStream;

LDC "Hello world"

INVOKEVIRTUAL java/io/PrintStream.println (Ljava/lang/String;)V

L1

LINENUMBER 43 L1

RETURN
L2

LOCALVARIABLE args [Ljava/lang/String; LO L2 0O
MAXSTACK = 2

MAXLOCALS = 1

17



Y10 MOXXeT nontu He TakKk? Generics

public class Node<T extends Comparable<T>> {

private T data;

private Node<T> next;

public Node(T

this.data

this.next

data, Node<T> next) {

data;

next;

public T getData() { return data; }

//

hitps://docs.oracle.com/javase/tutorial/java/generics/erasure.html

18


https://docs.oracle.com/javase/tutorial/java/generics/erasure.html

Y10 MOXXeT nontu He TakKk? Generics

public class Node<T extends Comparable<T>> A public class Node A
private T data; private Comparable data;
private Node<T> next; private Node next;
public Node(T data, Node<T> next) A public Node(Comparable data, Node next) {
this.data = data; this.data = data;
this.next = next; this.next = next;
} }
public T getData() { return data; } public Comparable getData() { return data; }
/... //
} }

hitps://docs.oracle.com/javase/tutorial/java/generics/erasure.html

19


https://docs.oracle.com/javase/tutorial/java/generics/erasure.html

Generics: KOMMUJIAATOP UTO-TO 3HaeT

public class Example {

public static void main(String[] args) {
new Node<Closeable>():
//error: type argument java.io.Closeable is not

within bounds of type-variable T

https://docs.oracle.com/javase/tutorial/java/generics/erasure.html

20


https://docs.oracle.com/javase/tutorial/java/generics/erasure.html

YT0 MOXXeT NOUTU He Tak?

// class version 52.0 (52)

// access flags 0x21

// signature <T::Ljava/lang/Comparable<TT;>;>Ljava/lang/0bject;
// declaration: org/testing/Node<T>

public class org/testing/Node {

// access flags 0x2

// signature TT;

// declaration: data extends T
private Ljava/lang/0Object; data

// access flags 0x2

// signature Lorg/testing/Node<TT;>;

// declaration: next extends org.testing.Node<T>
private Lorg/testing/Node; next

// access flags 0x1

// signature (TT;Lorg/testing/Node<TT;>;)V

// declaration: void <init>(T, org.testing.Node<T>)
public <init>(Ljava/lang/0Object;Lorg/testing/Node;)V

21



YT0o MOXXeT NonuTU He Tak?

// class version 52.0 (52)

// access flags 0x21

// signature <T::Ljava/lang/Comparable<TT;>;>Ljava/lang/0bject;
// declaration: org/testing/Node<T>

public class org/testing/Node A{

// access flags 0x2

// signature TT;

// declaration: data extends T
private Ljava/lang/0Object; data

// access flags 0x2

// signature Lorg/testing/Node<TT;>;

// declaration: next extends org.testing.Node<T>
private Lorg/testing/Node; next

// access flags 0x1
// signature (TT;Lorg/testing/Node<TT;>;)V
// declaration: void <init>(T, org.testing.Node<T>)
public <init>(Ljava/lang/0Object;Lorg/testing/Node;)V
22



YT0o MOXXeT NonuTU He Tak?

YT0 C nepeMeHHbIMU?

public Optional<Node<T>> next() {

Optional<Node<T>> result
return result;

}

Optional.ofNullable(next);

23



// access flags 0x1
// signature ()Ljava/util/Optional<Lorg/testing/Node<TT;>;>;
// declaration: java.util.Optional<org.testing.Node<T>> next()
public next()Ljava/util/Optional;
LO
LINENUMBER 37 LO
ALOAD 0
GETFIELD org/testing/Node.next : Lorg/testing/Node;
INVOKESTATIC java/util/Optional.ofNullable (Ljava/lang/0Object;)Ljava/util/Optional;
ASTORE 1
L1
LINENUMBER 38 L1
ALOAD 1
ARETURN
L2
LOCALVARIABLE this Lorg/testing/Node; LO L2 0O
// signature Lorg/testing/Node<TT;>;
// declaration: this extends org.testing.Node<T>
LOCALVARIABLE result Ljava/util/Optional; L1 L2 1
// signature Ljava/util/Optional<Lorg/testing/Node<TT;>;>;
// declaration: result extends java.util.Optional<org.testing.Node<T>>
MAXSTACK = 1
MAXLOCALS = 2

24



// signature ()Ljava/util/Optional<Lorg/testing/Node<TT;>;>;

public next()Ljava/util/Optional;
L0
LINENUMBER 37 L0
ALOAD O
GETFIELD org/testing/Node.next : Lorg/testing/Node;
INVOKESTATIC java/util/Optional.ofNullable (Ljava/lang/0Object;)Ljava/util/0Optional;
ASTORE 1
L1
LINENUMBER 38 L1
ALOAD 1
ARETURN
L2
LOCALVARIABLE this Lorg/testing/Node; LO L2 O
// signature Lorg/testing/Node<TT;>;

LOCALVARIABLE result Ljava/util/Optional; L1 L2 1
// signature Ljava/util/Optional<Lorg/testing/Node<TT;>;>;

MAXSTACK = 1
MAXLOCALS = 2



%1 = 2147483647

B I O c k g ra p h goto JelnstRef(index=2)

'

public int runBinarySearchIteratively/( if (argS$2 > arg$3)
int[] sortedArray, int key, int low, int high) { A
int index = Integer.MAX_VALUE; ‘/gl/SC
while (low < high) { T
int mid = low + (Chigh - low) / 2); o
if (sortedArray[mid] < key) { if (%6 >= arg$1)
Low = mid + 1’ ’Ae false
} else if (sortedArray[mid] > key) {
high = mid - 1; %8 = arg$0[%4]
} else if (sortedArray[mid] = key) { il 0l

J

index = mid; arg2 = %4 + |
~ — /0
break; false| true goto JeInstRef(index=18) e
} arg$3 = %4 - 1 %10 = arg$0[%4]
. goto JcInstRef(index=18) if (%10 != arg$1)
return 1ndex;
} false \:e
%1 = %4

goto JeInstRef(index=2)

goto JeInstRef(index=19)

e

return %]




Block graph

public int runBinarySearchIteratively/(
int[] sortedArray, int key, int low, int high) A
int index = Integer.MAX_VALUE;

while (low < high) A{
int mid = low + ((Chigh - low) / 2);

if (sortedArray[mid] < key) A
Low = mid + 1;

} else if (sortedArray[mid] > key) A
high = mid - 1;

////7 %1 =214748

goto JcInstRef(index=2)

'

if (argS2 >

} else if (sortedArray[mid] = key) {
index = mid;
break;
}
}

return index;

}

\\\\‘d//ﬁg;e Wl

arg$3)




Block graph

public int runBinarySearchIteratively/(
int[] sortedArray, int key, int low, int high) A
int 1ndex = Integer.MAX_VALUE;

while (low < high) {

int mid = low + (Chigh - low) / 2);
if (sortedArray[mid] < key) { \
Low = mid + 1;

} else if (sortedArray[mid] > key) A

Y

if (arg$2 > arg$3

]

false

%2 = arg$3 - arg$2
%3=%2/2
%4 = arg$2 + %3
%6 = argS0[%4]

if (%6 >= argS1)

high = mid - 1;

} else if (sortedArray[mid] = key) {
index = mid;
break;

}
}

return index;

}

false

we

A
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Block graph

public int runBinarySearchIteratively/(
int[] sortedArray, int key, int low,
int 1ndex Integer .MAX_VALUE;

while (Tlow high) {

int mid = low + ((Chigh - low) / 2);

if (sortedArray[mid] < key) A
Low mid + 1;

} else if (sortedArray[mid] > key) {
high = mid - 1;

} else if (sortedArray[mid]
index mid;
break;

<

key) {

e

}
}

return index;

}

int high) A

»
%8 = arg$0[ %4 ]
if (%8 <= argS1)

v

argS3 = %4 -
goto JeInstRef(index=18)

false | true | 832~ 764+ 1
goto JcInstRef(index=18)
L %10 = argS0[%4]

if (%10 != arg$1)

false true

%1 = %d

goto JcInstRef(index=19) goto JeInstRef(index=2)

o

b _
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ASM
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ASM

» PaboTaTtb CcO CTPYKTYypou .class pannos
« TpaHchopMaums 6amnTkoaa

* lHPopmMauunsa o aaHHbIX: null, not null, may be null

31



ASM

void addMainMethod(ClassWriter cw) A
MethodVisitor mv = cw.visitMethod(ACC_PUBLIC + ACC_STATIC,

mv.

mv

mv

mv

mv

mv

mv.

"main", "([Ljava/lang/String;)V", null, null);

visitCode();

.visitFieldInsn(GETSTATIC, "java/lang/System",

"out", "Ljava/io/PrintStream;");

.visitLdcInsn("Hello World!");
.visitMethodInsn(INVOKEVIRTUAL, "java/io/PrintStream",

"nrintln", "(Ljava/lang/String;)V", false);

.visitInsn(RETURN) ;

.visitMaxs(3, 3);

visitEnd();

32



Y10 obL1ero?

» JDK

* Spring

» ByteBuddy
» cglib

33



ASM nop kanoTom

» JDK

* Spring

» ByteBuddy
» cglib

34



ASM: Yero HeT?

* BCE 3TO 06epTKMN Ha, NPUMUTUBAMMU
* CBSI3MN MeXy Klaccamu
* OCTYNA K nepapxmu

35



36



Soot v

An exclamation of excitement or satisfaction. Much like woot but with more

jazz.

"l just fixed that bug in the code!”

"Soot!"

by Trayboar November 6, 2018

i © 8 o [ ™ FLac )




Soot

Java optimization framework. 4 npeacTtaBnenunsi Java bytecode:

+ Baf: 6a3oBoe npeactaB/ieHNE

https://github.com/soot-oss/soot

38


https://github.com/soot-oss/soot

Soot

Java optimization framework. 4 npeacTtaBnenunsi Java bytecode:

+ Baf: 6a3oBoe npeactaB/ieHNE
» Jimple: 3-appecHoe IR

https://github.com/soot-oss/soot

39


https://github.com/soot-oss/soot

Soot

Java optimization framework. 4 npeacTtaBnenunsi Java bytecode:
+ Baf: 6a3oBoe npeactaB/ieHNE

» Jimple: 3-appecHoe IR
» Shimple: SSA IR

https://github.com/soot-oss/soot
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https://github.com/soot-oss/soot

Soot

Java optimization framework. 4 npeacTtaBnenunsi Java bytecode:

+ Baf: 6a3oBoe npeactaB/ieHNE

» Jimple: 3-appecHoe IR

» Shimple: SSA IR

 Grimple: IR pna gekoMnuaaumm n MHCNEKLUUN

https://github.com/soot-oss/soot
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https://github.com/soot-oss/soot

Soot

Java optimization framework. 4 npeacTtaBnenunsi Java bytecode:

 Baf: 6a3oBoe npegcraBneHmne

» Jimple: 3-appecHoe IR

» Shimple: SSA IR

 Grimpte: IR gna geKkoMnuaaumm n MHCNeKLUnn

https://github.com/soot-oss/soot
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https://github.com/soot-oss/soot

Soot

» Akapgemunyeckuim npoekTt McGill University
* [lepBbiK penns 1999 rog
» LGPL 2.7 nnueH3us

43



Soot

+ 2.5k 3Be3 Ha GitHub

» ABTOpbl U3 Computer Science

* OYyeHb n3BeCTHaa BMbNMoTeKa B akaleMUYECKNX Kpyrax
* OrpoMHoOE KOIMYECTBO Hay4YHbIX paboT n agmccepraumn

HanncaHo Ha 6a3e Soot

44



Soot: MIHCTPYMEHTbI

» Heros 6a3oBas peanusauus IFDS/IDE Solver

- Boomerang: demand-driven context n flow-sensitive pointer analysis
ana Java

45



Soot: Boomerang

Johannes Spath: PhD in computer science.
University of Paderborn

https://qithub.com/secure-software-engineering/boomerang
46



https://github.com/secure-software-engineering/boomerang

UnitTestBot

47



UnitTestBot

* CUMBOJIbHOE UCIOJIHEHUE
+

* YMHbIW (pasuHr

il

* aBTOMaTUYyeCcKmne TecTbl

* BOCNpon3BeaeHus npoodsiem
* NOKpPbITUE

* MUHUMYM JTOXKHbIX

OOHapYy>XeHU N TeCToB

https://qithub.com/UnitTestBot/UTBotJava

48


https://github.com/UnitTestBot/UTBotJava

UnitTestBot NMIPUMEP

public int factorial(int n) A{
if (n < 0) {

}
if (n = 0) {

return 1;
}

return n * factorial(n - 1);

throw new IllegalArgumentException();

VEZS
% (@uthot.classUnderTest {(@link Recursionf
* @utbot.methodUnderTest {@link Recursion#factorial(int)}
* @utbot.returnsFrom {@code return 1;}
*/
@Test
@isplayName("factorial: — return 1")
public void testFactorial_Returnl() {
Recursion recursion = new Recursion();

int actual = recursion.factorial(0);

assertEquals(1l, actual);

hy

7/

Jx*
* (@
* (@
* (@
* (@
*/
@Te
@Di
pub

hy

[ **

* (@uthot.classUnderTest {@link Recursion}f

* @utbot.methodUnderTest {@link Recursion#factorial(int)}

* @utbot.executesCondition {@code (n = 0): False}

* [@utbot.invokes {(@link Recursion#factorial (int)f

* @utbot.triggersRecursion factorial, where the test return

1 from: {@code return 1;}

* @utbot.returnsFrom {@code return n * factorial(n - 1);}
*/
@Test
@isplayName("factorial: — return 1")
public void testFactorial_NNotEqualsZero() {
Recursion recursion = new Recursion();

int actual = recursion.factorial(l);

assertEquals(1l, actual);

region SYMBOLIC EXECUTION: EXPLICITLY THROWN UNCHECKED EXCEPTIONS for method factorial(int)

uthot.classUnderTest {@link Recursionf

utbot.methodUnderTest {@link Recursion#factorial(int)}
uthot.executesCondition {@code (n < 0): True}

uthot.throwsException {@link IllegalArgumentException} after condition: n < 0

st

splayName("factorial: n < @ — ThrowIllegalArgumentException")
lic void testFactorial_NLessThanZero() {

Recursion recursion = new Recursion();

assertThrows(I1legalArgumentException.class, () — recursion.factorial(-1));

49



UnitTestBot NMIPUMEP

VEZS

% (@uthot.classUnderTest {@link Recursionf

* @utbot.methodUnderTest {@link Recursion#factorial(int)}

* @utbot.executesCondition {@code (n = 0): False}

% (@utbot.invokes {@link Recursion#factorial(int)}

* @utbot.triggersRecursion factorial, where the test return from: {@code return 1;}

pUb-LiC int 'FaCtOPia-L(int n) '{ * @utbot.returnsFrom {@code return n * factorial(n - 1);}
l'F (n < B) { Eﬂ%est
throw new IllegalArgumentException(); pUBLic void SectFactorisl MotEqUALsZero0) {
}. Recursion recursion = new Recursion();
if (n — B) -{ int actual = recursion.factorial(l);
} return 1; , assertEquals(l, actual);

return n * factorial(n - 1);
} lIIIIIIIIIIIIIIIIIII.....1|I..->

///region SYMBOLIC EXECUTION: EXPLICITLY THROWN UNCHECKED EXCEPTIONS for method

factorial(int)
Ve
VEZS . .
% @utbot.classUnderTest {@Link Recursion} - * (@utbot.classUnderTest {@Link Recursion}/
L e erTes ! (Gt Recurstontractoriat(int)] * @uthot.methodUnderTest {@link Recursion#factorial(int)}
oot * @utbot.executesCondition {@code (n < 0): True}
@DisplayN ("factorial: t 1) 7 7 y y y .
e penurt 1 % @utbot.throwsException {@link IllegalArgumentException; after condition: n < 0
Recursion recursion = new Recursion(); */
int actual = recursion.factorial(0); @TeSt
ossertEquals(l, actual): @isplayName("factorial: n < 8 — ThrowIllegalArgumentException")
}

public void testFactorial_NLessThanZero() {
Recursion recursion = new Recursion();

assertThrows(I1llegalArgumentException.class, () — recursion.factorial(-1));

50



UnitTestBot NMIPUMEP

public int factorial(int n) A{

if

}
if

}

(n < 0) {
throw new IllegalArgumentException();

(n = 0) {

return 1;

return n * factorial(n - 1);

[**

* (@uthot.classUnderTest {@link Recursion}f

* (@
Rec
* (@
*/
@Te
@D1i

utbot.methodUnderTest {@link
ursion#factorial (int)}
utbot.returnsFrom {@code return 1;}

st
splayName("factorial: — return 1")

public void testFactorial_Returnl() {

}.

Recursion recursion = new Recursion();
int actual = recursion.factorial(0);

assertEquals(1, actual);

VEZS

* @utbot.
* @utbot.
* @utbot.
* @utbot.
* @utbot.
* @utbot.

*/
@Test

classUnderTest {@link Recursionf

methodUnderTest {@link Recursion#factorial(int)}

executesCondition {@code (n = 0): False}

invokes {@link Recursion#factorial(int)}

triggersRecursion factorial, where the test return from: {@code return 1;}
returnsFrom {@code return n * factorial(n - 1);}

@DisplayName("factorial: — return 1")
public void testFactorial_NNotEqualsZero() {
Recursion recursion = new Recursion();

int actual = recursion.factorial(l);

assertEquals(1l, actual);

i

"--..___....-‘.->

///region SYMBOLIC EXECUTION: EXPLICITLY THROWN UNCHECKED EXCEPTIONS for method
factorial(int)

VEZS
% (@uthot.classUnderTest {(@link Recursion}f
* @uthot.methodUnderTest {@link Recursion#factorial(int)}
* @utbot.executesCondition {@code (n < 0): True}
% (@uthot.throwsException {@Link IllegalArgumentException} after condition: n < 0
*/
@Test
@displayName("factorial: n < @ — ThrowIllegalArgumentException")
public void testFactorial_NLessThanZero() {
Recursion recursion = new Recursion();

assertThrows(I1legalArgumentException.class, () — recursion.factorial(-1));

I
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UnitTestBot NMIPUMEP

public int factorial(int n) {
if (n < 0) {
throw new IllegalArgumentException();

}
if (n == 0) {
return 1;

}

@ return n * factorial( n:'n - 1);

VEZS
% (@uthot.classUnderTest {(@link Recursionf
* @utbot.methodUnderTest {@link Recursion#factorial(int)}
* @utbot.returnsFrom {@code return 1;}
*/
@Test
@isplayName("factorial: — return 1")
public void testFactorial_Returnl() {
Recursion recursion = new Recursion();

int actual = recursion.factorial(0);

assertEquals(1l, actual);

hy

VEZS
% (@uthot.classUnderTest {@link Recursionf
* @utbot.methodUnderTest {@link Recursion#factorial(int)}
* @utbot.executesCondition {@code (n = 0): False}
% (@utbot.invokes {@link Recursion#factorial(int)}
* @utbot.triggersRecursion factorial, where the test return from: {@code return 1;}
* @utbot.returnsFrom {@code return n * factorial(n - 1);}
*/
@Test
@DisplayName("factorial: — return 1")
public void testFactorial_NNotEqualsZero() {
Recursion recursion = new Recursion();

int actual = recursion.factorial(l);

assertEquals(1l, actual);

i

///region SYMBOLIC EXECUTION: EXPLICITLY THROWN UNCHECKED EXCEPTIONS for method factorial(int)

Jx*
% (@uthot.classUnderTest {@link Recursionf
* @utbot.methodUnderTest {@link Recursion#factorial(int)}
* (@uthot.executesCondition {@code (n < 0): True}
% (@uthot.throwsException {@link IllegalArgumentException} after condition: n < 0
*/
@Test
@DisplayName("factorial: n < 0 — ThrowIllegalArgumentException")
public void testFactorial_NLessThanZero() {
Recursion recursion = new Recursion();

assertThrows(IllegalArgumentException.class, () — recursion.factorial(-1));

hy
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UnitTestBot at the SBFT 2023

* iydwad 4YnTtaemMoCTb T1eCTOB
* XOopoLwune nokKasaresin no noKpbiITUKO

* OUOBIMOTEKN C OTKPbITbIM UCXOAHbIM KOAOM

« Apache Commons Collections
» JSoup

a4

« Spatial4j

- threeten-extra
hitps://sbft23.qithub.io/tools/
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https://sbft23.github.io/tools/

Soot

 apxuTtekTypa: static, mutability, no concurrency
» 6aru
* COOCTBEHHbIN NaTy AJ19 NOCTPOEHUS rpada
* HOBble n4YM Java He yKJ1abIBatOTCA B apXUTEKTYPY

* «ONTUMU3aUUKN» BanuTKoaa
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Soot

o O O 0O O 0O 0o o o o o o o o

ntions.
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ptions.
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ntions.
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ntions.

ntions.

ntions.

setP
setP
setP
setP
setP
setP
setP
setP
setP
setP
setP
setP
setP
setP

nase(

nase(

nase(

nasel
nasel
nasel
nasel
nasel
nasel

nase(

nase(

nase(

nase(

nase(

ntion("]
ntion("]
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ntion("]

ntion("]

ntion("]
ntion("]
ntion("]

ntion("]

0

0.

0.

0

0.

0.

0.

0.

0.

.tr", "ignore-nullpointer-dereferences:true");

dtr", "enabled:false");

ese", "enabled:false");

.a", "enabled:false");

ule", "enabled:false");
dae", "enabled:false");
sils", "enabled:false");
ne", "enabled:false");

uce", "enabled:false");

ntion("cg", "types-for-invoke:true");

ption("cg", "all-reachable:on");

ntion("jo

ntion("ja

ntion("jo

", "enabled:false");
n.npc", "enabled:false");

", "enabled:false");
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SootUp
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SootUp

» Soot 2.0 oT aBTOpPOB SOo0t

* [lepecMoOTpeHa apxutekTypa Soot

» N36aBMNMUCb OT OCHOBHbIX 3asAB/IEHHbIX HEA0CTATKOB (statics,
mutability), no6aBunu nogaep)xKy concurrency

* [lepBbit penuna B Aekabpe 2022 roaa
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SootUp

JavaProject javaProject =
JavaProject.builder(new JavalLanguage(8))

JavaVlew viliew =

.addInputLocation(...)
.build():

javaProject.createOnDemandView();

JavaldentifierFactory factory =
JavaldentifierFactory.getInstance();

Javallasslype S

SootClass<?> scC

= factory.getClassType(className):

= view.getClass(s).get();
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SootUp

JavaProject javaProject =
JavaProject.builder(new JavalLanguage(8))

JavaView view =

.addInputlLocation(...)
build():

javaProject.createOnDemandView();

JavaldentifierFactory factory =
JavaldentifierFactory.getInstance();

Javallasslype S

SootClass<?> scC

= factory.getClassType(className):

= view.getClass(s).get();
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SootUp

JavaProject javaProject =
JavaProject.builder(new JavalLanguage(8))

JavaView view =

.addInputlLocation(...)
build():

javaProject.createFullView();

JavaldentifierFactory factory =
JavaldentifierFactory.getInstance();

Javallasslype S

SootClass<?> scC

= factory.getClassType(className):

= view.getClass(s).get();
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SootUp

JavaProject javaProject =
JavaProject.builder(new JavalLanguage(8))

JavaVlew viliew =

.addInputlLocation(...)
build():

javaProject.createOnDemandView();

JavaldentifierFactory factory =
JavaldentifierFactory.getInstance();

JavaClassType s

SootClass<?> scC

= factory.getClassType(className);

= view.getClass(s).get();
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SootUp

JavaProject javaProject =
JavaProject.builder(new JavalLanguage(8))

JavaVlew viliew =

.addInputlLocation(...)
build():

javaProject.createOnDemandView();

JavaldentifierFactory factory =
JavaldentifierFactory.getInstance();

Javallasslype S

SootClass<?> sc

= factory.getClassType(className):

= view.getClass(s).get();
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SootUp: yero HeT

* Bo3aMoXXHOCTU pacumpaTtb API
* Persistence
* [MNoppep)xka HacTpouku JVM, ¢ KoTopoun paboTaeT Koa
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JacoDB

65



JacoDB

 Extensions
- SQLite nog kanoTom
* BO3MOXXHOCTb COXpaHATb AaHHble B 6a3y niun gep>XkaTb B NaMATH
(BHe heap-a)
» Kotlin/Java API
» Apache 2.0
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JacoDB

annotation class HighPerformance
annotation class Slow

class Service A
private val cache = ConcurrentHashMap<String, User>()

@Slow
fun recalculateIndexes() {
Thread.sleep(10_000)

}

fun getAdmin() = cache.getOrPut("admin") A
recalculateIndexes()
User("admin")

67



JacoDB

class Controller(private val service: Service) {

@H1ighPerformance
fun getAdminUser(): User A
return service.getAdmin()

}
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JacoDB

class HighPerformanceChecker : JcClassProcessingTask A
private val slowCallCache = ConcurrentHashMap<JcMethod, MaybePath>()

override fun shouldProcess(registeredLocation: RegisteredlLocation): Boolean A
return reglsteredlLocation.jclLocation 1s BuildFolderLocation

}

override fun process(clazz: JcClassOrInterface) A
clazz.declaredMethods
.filter { it.hasAnnotation(highPerformance) %}
.forEach {
val path = it.isSlowCallPath(slowCallCache)
if (path is AccessPath) {
println(path)
}
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JacoDB

private fun JcMethod.isSlowCallPath(
methods: Set<JcMethod> = hashSetO0f(this)): MaybePath {
for (inst in instlList) A
val method = inst.callExpr?.method?.method ?: contlnue
if (!methods.contains(method) && !method.enclosingClass.isSystem) A
if (method.hasAnnotation(slow)) {
return AccessPath(inst)
} else if (method.isAbstract) A
return NoPath
}_
val callPath = method.isSlowCallPath(slowCallCache, methods + method)
if (callPath is AccessPath) {
return callPath.join(inst)

}_
}.

return NoPath
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JacoDB

private fun JcMethod.isSlowCallPath(
methods: Set<JcMethod> = hashSetOf(this)): MaybePath A1
for (inst in instlist) A
val method = inst.callExpr?.method?.method ?: continue
if (!methods.contains(method) &8& !method.enclosingClass.isSystem) A
if (method.hasAnnotation(slow)) {
return AccessPath(inst)
} else if (method.isAbstract) A
return NoPath
}_
val callPath = method.isSlowCallPath(slowCallCache, methods + method)
if (callPath is AccessPath) {
return callPath.join(inst)

}_
}.

return NoPath
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JacoDB

private fun JcMethod.isSlowCallPath(
methods: Set<JcMethod> = hashSetOf(this)): MaybePath A1
for (inst in instlList) A
val method = inst.callExpr?.method?.method ?: contlnue
if (!methods.contains(method) &8& !method.enclosingClass.isSystem) A
if (method.hasAnnotation(slow)) A
return AccessPath(inst)
} else if (method.isAbstract) A
return NoPath
}_
val callPath = method.isSlowCallPath(slowCallCache, methods + method)
if (callPath is AccessPath) {
return callPath.join(inst)

}_
}.

return NoPath
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JacoDB

fun main() A
runBlocking {
val db =
loadByteCode(allClasspath)

}

jacodb {

val classpath = db.classpath(allClasspath)
val checker = HighPerformanceChecker()
classpath.execute(checker)

org.jacoo
org.jacod

org.jacoo

0. exam
0. exam

0. eXam

nles.analysis.Service.recalculateIndexes(PerformanceMetrics.kt:32)
nles.analysis.Service.getAdmin(PerformanceMetrics.kt:37)

nles.analysis.Controller.getAdminUser(PerformanceMetrics.kt:47)
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JacoDB resources

npoekT IDEA community

Classes
Fields
Methods

Method Params

3anucen B SQLite

439 027
1263 262
3 525 054
3873 789
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JacoDB performance

 UTeHune Knaccos
 lHmynanunzauma JacoDB
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JacoDB: Ctagun ununanusauun

+ Pasbop knaccoB
* [lonck Nno nmeHwu
 [locTtyn K CFG
+ AHasIn3 KN1laccoB U coOXpaHeHune B 6a3y
» lHpekcupoBaHue 6anTkoAa (TBOE paclumMpeHmne 3apaboTaeT 34ech)
 [padbl U JaHHble COXpaHeHb! B 6a3y
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JacoDB performance

OS Windows 10 Pro
Processor 11th Gen Intel(R) Core(TM) i7-1165G7 @ 2.80GHz
RAM 16,0 GB

Disk SSD
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JacoDB: nHuumnanusauua

NycTON NPOeKT cpedHUn NPOEKT npoekT IDEA community

Soot

SootUp (onDemand)
SootUp (full)
JacoDB

JacoDB (doH)
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JacoDB: nHuumnanusauua

NYyCTOW NMPOEKT

Soot 20 sec
SootUp (onDemand) 0.1 sec
SootUp (full) 0.1 sec
JacoDB 1 sec

JacoDB (doH) 3.7 sec

cpedHUn NPOEKT

npoekT IDEA community
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JacoDB: nHuumnanusauua

NYyCTOW NMPOEKT

Soot 20 sec
SootUp (onDemand) 0.1 sec
SootUp (full) 0.1 sec
JacoDB 1 sec

JacoDB (doH) 3.7 sec

cpedHUn NPOEKT

24 sec
0.1 sec
4.2 sec
1.5 sec
14 sec

npoekT IDEA community
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JacoDB: nHuumnanusauua

NYyCTOW NMPOEKT

Soot 20 sec
SootUp (onDemand) 0.1 sec
SootUp (full) 0.1 sec
JacoDB 1 sec

JacoDB (doH) 3.7 sec

cpedHUn NPOEKT

24 sec
0.1 sec
4.2 sec
1.5 sec
14 sec

npoekT IDEA community

30 SeC
01 SeC
114 SeC

9 SeC

137 sec
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JacoDB utorun

« 3onoTas cepeanHa mexay lazy/eager npu meHbLLeEM NOTPEONEHNN NaMATH
* Persistence: ckopocTb Npu nepesanycke
» Call n Hierarchy rpad ctpoaTtca B @OHE N COXPaHSATCS

 BO3MOXXHOCTb HacTpamBaTb HY>XHbIN paHTanm JVM
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MHCTPYMEHTDI

 ASM htips://asm.ow2.i0/

» Soot https://github.com/soot-oss/soot

» SootUp https://github.com/soot-oss/SootUp/
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https://asm.ow2.io/
https://github.com/soot-oss/soot
https://github.com/soot-oss/SootUp/

MHCTPYMEHTDI

» JacoDB https://github.com/UnitTestBot/jacodb

34


https://github.com/UnitTestBot/jacodb

NTorn

* pacckasanm 06 UHCTPYMeHTax
* 0 CBOMX HapaboTKax, npobnemMmax n cnocobax peLieHus
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