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# whoami
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https://t.me/dukebarmanpro
https://t.me/fuzzing_life
https://github.com/bondifuzz


Agenda
1. Intro
2. Types
3. Ways
4. Examples
5. Tools
6. Demo
7. Afterword

Image by Lucasfilm Ltd 3



Business analyst vs. Reverse analyst

“Reverse engineering or backward engineering 

is the process of deconstructing a product to 

see how it works”
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● BIOS (Halt and Catch fire)
● Samba (Linux…)
● …

What is Reverse Engineering?
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https://www.samba.org/


Types

How many?
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Types
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https://nostarch.com/hardwarehackerpaperback


Examples
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Examples. Legacy
Only legacy without source code is worse than a legacy
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● ReactOS
● Wine
● Apple Game Porting Toolkit
● Asahi Linux

Examples. Porting
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https://reactos.org/
https://www.winehq.org/
https://asahilinux.org/


● OpenOffice (DOC)
● Graphics editors
● Street Legal Racing (multiplayer)

Examples. New functionality
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https://www.openoffice.org/
https://habr.com/ru/articles/275235/


Examples. Heroes 3 - HotA

12

https://h3hota.com/ru/download


● Home Assistant
● Old devices

Examples. Hardware integration
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https://www.home-assistant.io/


● manual
● automate

Examples. Recovery data
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● Malware Analysis
● Security Audit

Examples. InfoSec
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Tools
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● hex editors
● disassemblers + decompilers
● debuggers
● DBI
● …?

Tools. Static or Dynamic side?
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Binary… 3 steps of diving
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HIEW
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https://www.hiew.ru/


010 Editor
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https://www.sweetscape.com/010editor/


Signatures

21https://en.wikipedia.org/wiki/List_of_file_signatures



Change hex in fuzzing process
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IDA
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https://hex-rays.com/ida-pro/


Binary Ninja
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https://binary.ninja/


Ghidra

25

https://github.com/NationalSecurityAgency/ghidra


radare2 -> rizin
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https://github.com/radareorg/radare2
https://rizin.re/


Cutter
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https://cutter.re/


Cutter
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● windbg
● gdb / lldb
● embedded

Debuggers
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https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/debugger-download-tools


● PIN
● dynamorio
● frida

DBI
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https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-binary-instrumentation-tool.html
https://dynamorio.org/
https://frida.re/


Demo
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Demo
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Demo
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Demo
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Demo
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Demo
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Demo
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Demo
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● Crackmes by NoraCodes
● The Rizin book
● Root Me
● crackmes.de (Press F)

https://github.com/NoraCodes/crackmes
https://book.rizin.re/
https://www.root-me.org/en/


● Обфускаторы
● Протекторы
● Изменение архитектуры 

Protect?
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 Право на реверс. Как обратная разработка выглядит с юридической точки зрения

Legal
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https://xakep.ru/2016/09/02/reverse-rights/


Questions? Ask @dukebarman
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