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Anekceun ABaeeB

» Paspabotunk B C# komaHae PVS-Studio
* M3y4vato nHdopMmaLlnoHHY 6e30nacHOCTb

*  OKpyXeH barammn, HO He CrioOMIEeH






I Y10 3a 3Bepb Takon, ReDoS?

ReDoS - regular expression denial of service

PasHoBuaHocTb DOS atakun, MHULMMpYEMOW Npu NOMOLLM YS3BMMOIO
PErynsipHOro BblpaXeHus

Yem onaceH ReDo0S?
= 3ameaneHne NpunoXXeHus

= OTKas B 00CnyxuBaHuu



I PaccmoTpumMm npumep
PerynspHoe BblpaxeHue: a+b —'—U- b

[TocnegoBaTenbHOCTL ANs pa3dopa: aaa

Homep wara | NocneposatenbHoctb | ConoctasneHue ¢ | ConocrasneHue ¢
AnA pasbopa naTtrepHom a+ natrepHom b

Not Found



I PaccmoTpumMm npumep
PerynspHoe BblpaxeHue: a+b —'—U- b

[TocnegoBaTenbHOCTL ANs pa3dopa: aaa

Homep wara | NocneposatenbHoctb | ConoctasneHue ¢ | ConocrasneHue ¢
AnA pasbopa naTtrepHom a+ natrepHom b

Not Found

2 aaa aa Not Found



I PaccmoTpumMm npumep
PerynspHoe BblpaxeHue: a+b —'—U- b

[TocnegoBaTenbHOCTL ANs pa3dopa: aaa

Homep wara | NocneposatenbHoctb | ConoctasneHue ¢ | ConocrasneHue ¢
AnA pasbopa naTtrepHom a+ natrepHom b

Not Found

2 aaa aa Not Found

3 aaa a Not Found



I PaccmoTpum npumep

PerynspHoe BbipaxeHue: a+b

@ ey
[TocnegoBaTenbHOCTL ANs pa3dopa: aaa

Homep wara | NocneposatenbHoctb | ConoctasneHue ¢ | ConocrasneHue ¢
AnA pasbopa naTtrepHom a+ natrepHom b

1 Not Found
2 aaa aa Not Found
3 aaa a Not Found
4 Iaa aa Not Found



I PaccmoTpumMm npumep
PerynspHoe BblpaxeHue: a+b —'—U- b

[TocnegoBaTenbHOCTL ANs pa3dopa: aaa

Homep wara | NocneposatenbHoctb | ConoctasneHue ¢ | ConocrasneHue ¢
AnA pasbopa naTtrepHom a+ natrepHom b

1 Not Found
2 aaa aa Not Found
3 aaa a Not Found
4 Iaa aa Not Found
5 Iaa a Not Found



I PaccmoTpumMm npumep
PerynspHoe BblpaxeHue: a+b —'—U- b

[TocnegoBaTenbHOCTL ANs pa3dopa: aaa

Homep wara | NocneposatenbHoctb | ConoctasneHue ¢ | ConocrasneHue ¢
AnA pasbopa naTtrepHom a+ natrepHom b

1 Not Found
2 aaa aa Not Found
3 aaa a Not Found
4 Iaa aa Not Found
5 Iaa a Not Found
6 .a a Not Found
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I PaccmoTpumMm npumep
PerynspHoe BblpaxeHue: a+b —'—U- b

[TocnegoBaTenbHOCTL ANs pa3dopa: aaa

Homep wara | NocneposatenbHoctb | ConoctasneHne ¢ | ConocrasneHue ¢
AnA pasbopa naTtrepHom a+ natrepHom b

1 Not Found
2 aaa aa Not Found
3 aaa a Not Found
4 Iaa aa Not Found
5 Iaa a Not Found
6 .a a Not Found
7 - Not Found Not Found
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I PaccmoTpum npumep
PerynsapHoe BbipaxkeHue: (a+)+b
Ty e

Y10 nameHmnnocob?
= Ha rpadpe noaBunacb AononHUTeNbLHaa NeTngd

= Konn4yectBO BO3MOXXHbIX BAPUaHTOB
COonocCTasBJieHNA YBEJTMHNITOCb

= YBenuuurocb Bpemd, Tpebyemoe ansi pasbopa Unu HeT?
nocrnegoBaTenbHOCTU
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I CpaBHUM ABa perynsipHbiX Bblpa)XeHUs

at+b (a+)+b
Input strings: Input strings:
aaaaaaab aaaaaaab
aaaaaaaab aaaaaaaab
aaaaaaaaab aaaaaaaaab
aaaaaaaaaaab aaaaaaaaaaab
aaaaaaaaaaaaab aaaaaaaaaaaaab
aaaaaaaaaaaaaaab aaaaaaaaaaaaaaab
aaaaaaaaaaaaaaaaab aaaaaaaaaaaaaaaaab
aaaaaaaaaaaaaaaaaaab aaaaaaaaaaaaaaaaaaab

Effect of input string length on regular expression execution ime.
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Effect of input string length on regular expression execution ime.
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I Ewe oauH TecT

a+b

Input strings:

dadaaaa

ddadaaada

ddadaaaaa
ddadadaaaaaa
ddadddaaaaaaaa
dddddddddddddadad
dddddddddddddddaad
dddddddddddddddaddadad

Effect of input string length on regular expression execution time.
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(a+)+b

Input strings:

dddaaaa

ddadaaaa

ddddddada
dddddddaddaad
ddadadaddadaada
ddaddaddadaaaaaaa
dddddddddaddaddddaad
ddaddaddaadadadadaada

Effect of input string length on regular expression execubion time.
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I KaTacTtpodumnyecknn BosBpar

= CyulecTByeT ABa NoABbIpaXeHus!, Npu 3TOM OOHO U3 HUX BKITHOYEHO B APYroe U
K KaXXOOMY N3 HUX NPUMEHSIETCA OAMH N3 CrieayoLwmnx KkeaHTopos: ™', '+', 7",
|+?|’ l{...}l

= CyulecTBYyeT Takas CTpoKa, KOTOPYH MOXHO ObIno Obl conoctaBuTb ¢ 06onmu
9TUMU NOABbLIPAXXEHNSIMN

(a+)+b (atc)+b

S I 1l
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YA3BUMOCTU Ha peanbHbIX NMPoeKTax
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I RestSharp

Input strings:

newDate(111111111

= CVE-2021-27293 newDate(1111111112
newDate(11111111133

= Regex: newDate\((-?\d+)*\) newDate(111111111444
newDate(1111111115555

= Hwem cmpoKy popmama: newDate(11111111166666
newDate(111111111777777

newDate(10-01-2007) newDate(1111111118888888

newDate(11111111199999999

Effect of input string length on regular expression execution time.
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String length
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System.ComponentModel.DataAnnotations

CVE-2015-2526

Knacchbl
EmailAddressAt
tribute u
PhoneAttribute

[MonbiTKa
Banugaunu
email u Homepa
Tene@oHa

emaill validation

Input strings:

phone validation

Input strings:

t@tttt.c%20
t@ttttttt.c%20
t@tttttttttc%20
t@tttttttttttc%20
t@ttttttttttttt.c%20
t@ttttttttttttttt.c%20

66666666666d
6666666666666d
66666666666666d
666666666666666d
66666666666666666d
666666666666666666d

Effect of input string length on regular expression

String length

execution ime.
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Effect of input string length on regular expression
execubion ime.
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I ReDoS BHe C# Kona

= Cloudflare (2019)
WAF npaBuno cogepxano onacHoe peryndapHoe BbipaXeHue

= Stack Overflow (2016)

DOS B pe3ynsrate obpaboTKkn onacHbIM perynsapHbIM BblpaXXeHMeEM BOMNpoca,
cogepxauwero 20 000 cnmBorioB npobena

Q Search Results (refine Search) N3 Hyx 3a:

Search Parameters: Tl‘1ere a‘re 316 matching records. = 2021 66 y$|3B|/|MOCTel7|
Displaying matches 301 through 316.

* Results Type: Overview o

* Keyword (text search): regular expression denial of = 2022: 57 yASBUMOCTEU
service

» Search Type: Search All

* CPE Name Search: false
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YTO menaTtb, ecnun y Hac ReDo0S?
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I YTOo AenaTtb, ecnu y Hac ReDo0S?

* Kcnonb3yute apyroe perynapHoe BbipakeHne

= 3aMeHUTe perynspHoe BblipaXXeHne pyKONUCHbIM 00paboTUMKoM

= Pa3buBanTe perynsapHble BblpaXXeHus

= [lpoBepsnTe NCTOYHUK AaHHbIX. He BceM gaHHbIM CTOUT OOBEPATb

" Ey,El,bTe BHUWMaTEJIbHEE K CTeHEPUNPOBaHHbLIM B runtime n ocHoBaHHbIM Ha
NoJfib30BaTESIbCKOM BBOAE peErynAapHbIM BblpaXeHUAM
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I Mpumep ReDoS via injection

String login = loginTB.Text;

String password = passwordTB.Text; Monbk30BaTenbLCKNUN BBO/,;

Regex testPassword = new Regex(login);

Match match = testPassword.Match(password); k)ghq:(a?)*b

if (match.Success)

{ password: aaaaaaaaaaaaaaal
MessageBox.Show("Don't include login in password.");

}

else

{
MessageBox.Show("Good password.");

}

Pesynbrat — ReDoS!
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I YTOo AenaTtb, ecnu y Hac ReDo0S?

* Kcnonb3yute apyroe perynapHoe BbipakeHne

= 3aMeHUTe perynspHoe BblipaXXeHne pyKONUCHbIM 00paboTUMKoM

= Pa3buBanTe perynsapHble BblpaXXeHus

= [lpoBepsnTe NCTOYHUK AaHHbIX. He BceM gaHHbIM CTOUT OOBEPATb

" Ey,El,bTe BHUWMaTEJIbHEE K CTeHEPUNPOBaHHbLIM B runtime n ocHoBaHHbIM Ha
NoJfib30BaTESIbCKOM BBOAE peErynAapHbIM BblpaXeHUAM

* [cnonb3yinte timeout
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I Ucnonb3yute timeout

TpeTun apryMeHT KOHCTPYKTOpa
perynsipHbIX BblpakeHnn — matchTimeout

B cny4yae npeBbilLeHns BpeMeHu pasbopa
BbIOpocnT RegexMatchTimeoutException

Regex regex = new Regex("(ax)*b",
RegexOptions.None,
TimeSpan.FromSeconds(2));

Input strings:

dddddddddadaddadaada
dddddddddadaddddadaa
ddddadddddaaaaddaadaaa
ddaddaddadadaddddadaadaaa
ddaddadddadaddddadaaddadaaad
dddddddaddaddddadaaddadaddaad
dddddddddddddadaddaddddaddaaaa
dddddddddddddddddddddddddadadadad

Effect of input string length on regular expression execution time.
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I YTo Aenatb, ecnun y Hac ReDo0S?

* Kcnonb3yute apyroe perynapHoe BbipakeHne

= 3aMeHUTe perynspHoe BblipaXXeHne pyKONUCHbIM 00paboTUMKoM

= Pa3buBanTe perynsapHble BblpaXXeHus

= [lpoBepsnTe NCTOYHUK AaHHbIX. He BceM gaHHbIM CTOUT OOBEPATb

= ObpaTtuTte BHMMaHWEe Ha CreHepupoBaHHbIe B runtime 1 OCHOBaHHbIE Ha
Nonb30BaTeNbCKOM BBOAE PErynsipHbIM BbIpa)KeHUSM

* [cnonb3yinte timeout

= cnonb3ynTte atomapHble rpynmnbl
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I Mcnonb3ynte atomapHbie rpynnbl

= CWHTaKcuc onpeaeneHns atTomapHbIX rpynn:

(?>..)

[ns BblpaXeHNAa BHYTPU OTKIOYaeTCA
beHKLI,I/IFI O6paTHOFO oTCleXxXmnBaHn4

BHumaHue! icnonb3oBaHne atomMapHbIX
rpynn MeHsIET NOrnky obpaboTku
COOTBETCTBUU

(?>a*)*b

Input strings:

daadaaaaaa
dddadadaadaa
dddadddadadaad
dddadddadadaaad
dddaddaadadaa
dddddddddaddadad
ddddddddddddadaad
dddddddddddadadadaad

Effect of input string length on regular expression execution time.
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I B yem pa3Huuya?

= JlBa 0AMHAKOBbIX
perynsipHbIX
BblpaXkeHus

= OaunHakoBble
BXOAHble OaHHble

= AOCOnTHO
OVNHaKOBbIN KO

= He ¢oTowon!

Input strings: (a*)*b Input strings: (a*)*b
dddadaddadaa daadaaaaaa

dddaadddadaa dddddaadda

aaaaaaaaaaa NET Framework 4.7.2 aaaaaaaaaaa

ddddaddadadaa ddddddadddaaa ' N ET 5
dddddddadadaaa ddaddaaaadaaaa

dddddaaaaaaaaa dadadaaaaaadaa

dddddadddadddaaaa dddddaaaddaaaaaa
ddddddddddddaaaaaa daadaaadadaaadadaaaaa

Effect of input string length on regular expression execution
time.
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I YTo Aenatb, ecnun y Hac ReDo0S?

* Kcnonb3yute apyroe perynapHoe BbipakeHne

= 3aMeHUTe perynspHoe BblipaXXeHne pyKONUCHbIM 00paboTUMKoM

= Pa3buBanTe perynsapHble BblpaXXeHus

= [lpoBepsnTe NCTOYHUK AaHHbIX. He BceM gaHHbIM CTOUT OOBEPATb

= ObpaTtuTte BHMMaHWEe Ha CreHepupoBaHHbIe B runtime 1 OCHOBaHHbIE Ha
Nonb30BaTeNbCKOM BBOAE PErynsipHbIM BbIpa)KeHUSM

* [cnonb3yinte timeout
= [cnonb3ynte atoMapHbie rpynnbl
= KWcnonb3ynte HoBble Bepcun .NET

= Wcnonb3yute aBmxok Regex Ha ocHose DFA
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DFA Regex engine

Input strings:

newDate(111111111
B .NET 7 Bbl MOXeTe ykasaTb donar newDate(1111111112
. . newDate(11111111133
RegexOptions.NonBacktracking newDate(111111111444

(
(
(
newDate(1111111115555
newDate(11111111166666
Regex regex = new Regex(@"newDate\((-?\d+)*\)", ﬂgﬁg:{gﬂ}]}}}}}};g;;gs
(

RegexOptions.NonBacktracking); |newDate(11111111199999999

Effect of input string length on regular expression execution ime.
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B Takom cniyyae gnsa pasbopa byger
NCMonb30BaH OCHOBAHHbLIM HA DFA OBM»XOK
perynapHbIX BblpaxeHnu
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|

* Kcnonb3yute apyroe perynapHoe BbipakeHne

= 3aMeHUTe perynspHoe BblipaXXeHne pyKONUCHbIM 00paboTUMKoM
= Pa3buBanTe perynsapHble BblpaXXeHus
= [lpoBepsnTe NCTOYHUK AaHHbIX. He BceM gaHHbIM CTOUT OOBEPATb

= ObpaTtuTte BHMMaHWEe Ha CreHepupoBaHHbIe B runtime 1 OCHOBaHHbIE Ha
Nonb30BaTeNbCKOM BBOAE PErynsipHbIM BbIpa)KeHUSM

* [cnonb3yinte timeout
= [cnonb3ynte atoMapHbie rpynnbl
= KWcnonb3ynte HoBble Bepcun .NET

= Wcnonb3yute aBmxok Regex Ha ocHose DFA
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NMMpodounakTuka ReDoS yasBumocTu
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I [MpodbhunakTnka ReDoS ya3BuMoOCTI

= YpensnTte Bpemsi MPOBEPKE YYXKUX PErynspHbIX BbipaXkeHU
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[loBepsin, HO NpoBepsan

Regular Expression Details

@ Title
@ Expression

Description

Matches

Mon-Matches

@ Author
Source

& Your Rating

RegEx for email validation s

[~{[a-zA-Z0-91)(([\-I[_1+)?([a-zA-Z0-9]+))*(@H 1 }{a-z0-9]+[.]{1 }({[a-Z]
12,31 ([azK2,3}[. H1Ha-zH2,31))s/

This expresssion will validate all possible formats except if web site URL
contains hyphen characters like aa@a-b-c.com. I will include this feature
also in next version.

ai@abc.com,a@abc.co.in,aa.bb@abc.com.sg,2a_bb@abc.biz,aa.C.bh@abc.co
m,aa_1900@abc.co.in

@abc.com,a@abc.co.in.in,a@abc, com.in.in,a@a-b-c.com

Rafig Rating: =1 |

Email
Submit Rating

Bad (U1 O2 O3 Og O s Good

Input strings:

aaaaaaaaaaaa!
aaaaaaaaaaaaaa!
aaaaaaaaaaaaaaa!
aaaaaaaaaaaaaaaal
aaaaaaaaaaaaaaaaal
aaaaaaaaaaaaaaaaaaa!
aaaaaaaaaaaaaaaaaaaaa!
aaaaaaaaaaaaaaaaaaaaaa!
aaaaaaaaaaaaaaaaaaaaaaal

Effectof input string length on regular expression
execution ime.
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I [MpodbhunakTnka ReDoS ya3BuMoOCTI

" YoensamTte BpeMsi NPOBEPKE YYXKUX PErYNAPHbIX BblpaXXeHumn
= Kcnonb3ynte yTunnTbl Ansa NnpoBepkn 6e30nacHOCTM perynsapHbIX BblpaXkeHumn
= OOBHOBMANTE YA3BNUMbIE 3aBUCUMOCTU

= Wcnonb3ynte SAST pelueHuda onga aHanmaa koga
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avdeev@vivab4.com



