OpenJDK Project CRaC
Coordinated Restore at Checkpoint
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e NMoONyYnTL BanTKOL NEeHNBO NPY NepBOM obpalleHun:
o ¢ panmnosou cuctemsl: JAR, ...
© N3 ceTu

© CreHepunpoBaTb
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[Mpobnema start-up / warm-up
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Class Data Sharing

¢® PaACNO3HaAaBATb KJITACC NMPWN 3anpoce Ha 3arpy3ky
®* NCMOJIb3OBATb I'Ipe,El,I'IO,EI,OI'OTOBJ'IeHHbIVI KJ1a CCbl
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Complete Complete

Class data sharing_in the HotSpot VM (Volker Simonis, JBreak 2018)

JEP-350 (JDK 13): Dynamic CDS Archives
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https://2018.jbreak.ru/en/talks/76so01njvm2a0eqgagysm/

AOT: GraalVM Native Image
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Checkpoint u Restore

Build /
Deploy /
Run JiT JlT JIT JIT Checkpomt Restore
A A
Class Class Class
Loading  Loading Loading Warmup
Complete
Startup Warmup Startup
Complete Complete Complete
Obpas JVM:

* Kyya
e Tpenbl N UX COCTOSHUS
® 3arpy>eHHble KJlaccChl
o JIT koMnnuaumnm
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Coordinated Restore at Checkpoint
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Coordinated Restore at Checkpoint
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[MTpunnoxeHne moxer3Hate o Checkpoint n Restore
e 0bOpabaTbiBaTb 3TU CODBLITUA KaK YroAHO
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Coordinated Restore at Checkpoint
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[MTpunnoxeHne moxer3Hate o Checkpoint n Restore
e 0bOpabaTbiBaTb 3TU CODBLITUA KaK YroAHO
* y4yaCTBOBaTb: NpuaoxeHne MmoxeT oTMeHUTb Checkpoint
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Coordinated Restore at Checkpoint

—_—
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Checkpoi
point  Restore
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[MTpunnoxeHne moxer3Hate o Checkpoint n Restore
e 0bOpabaTbiBaTb 3TU CODBLITUA KaK YroAHO
* y4yaCTBOBaTb: NpuaoxeHne MmoxeT oTMeHUTb Checkpoint

[TounoxeHve JO/IKHO HE UMETb CETEBbIX COEOUHEHUNIN, OTKPbITbIX
bannoBbIX 4ECKPUNTOPOB, ...
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OpenJDK Project!

https://openjdk.org/projects/crac
* MEWINCT
o Request For Reviews
o AN3aWuH, naewu, ...
* PENO3UTOPUN C KOOOM
o cenvac JDK 17
o (?)pmanbwe JDK 17u + JDK 19/20/...

https://github.com/CRaC -- BcnomoraTesibHbIM MPOEKT
e EA Ounpgpbl: https://crac.github.io/openjdk-builds

JDK -- nepBbIl 1 BaxkHbIM noTpebuTtenb APl ana koopauHaumnm

e Ternepb MOXHO paboTaTb BMecTe
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https://openjdk.org/projects/crac
https://github.com/CRaC
https://crac.github.io/openjdk-builds

CRaC API

import jdk.crac.x;

class ResourceManager implements Resource {
Server server;

@Override
public void beforeCheckpoint(Context<? extends Resource> context) throws Exception {

}

@Override
public void afterRestore(Context<? extends Resource> context) throws Exception {

}
public Manager() {

Core.getGlobalContext().register(this);
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java.util.Random

Checkpoint  Restore
| —
13 42 256 19 8

Restore
—_—
19 8
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java.util.Random

Checkpoint  Restore
| —
13 42 256 19 8

Restore
—_—
19 8
e PseudoRandom Number Generator
o random, state = f(state), f ussectHa

* HMKaK He obpabaTbiBaeTcH
o seed ycTaHBNMBaeTCA SBHO UM HEAABHO BO BPEMS KOHCTPYKTOPA
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java.util.Random

public class RandomUser {
final static Random rand = new Random();

@Override
void afterRestore() {
rand.setSeed((new Random()).nextLong());

}

(MpumepHbIN KOA!)
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java.security.SecureRandom

* Hesnb3s NpefckasaTb seed Nocsie BOCCTaHOBIEHUS
* Henb3s cunTaTb seed U3 dpanna obpasa
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java.security.SecureRandom

* Hesnb3s NpefckasaTb seed Nocsie BOCCTaHOBIEHUS
* HeNb3da cymTaTb seed 13 panna obpasa
e 00bekT bnokupyetca mexay beforeCheckpoint n afterRestore

public void operation() {
lock.lock();
/] ...

lock.unlock();

+

@Override

public void beforeCheckpoint(Context<? extends Resource> context) throws Exception {
lock.lock();
//

}

@0verride

public void afterRestore(Context<? extends Resource> context) throws Exception {
/] ...

lock.unlock();
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NativePRNG

Cryptographically Strong RNG -- (?)RNG

e nnqa ckopoctn: PRNG + sHTponusa

® SHTPONUA [OPOras N UMeeT CBOWNCTBO 3aKaH4YMBaTbCA

e j.s.SecureRandomsl nonyyatoT aHTponuto 13 NativePRNG
o HY>XHO caoenatb Resource

beforeCheckpoint

SecureRandom SecureRandom SecureRandom
afterRestore

Y
[ NativePRNG ]
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SecureRandom

SecureRandom SecureRandom

NativePRNG

public void op1() {
rwLock.readLock().lock();
!/l ...

rwLock.readLock() .unlock();

}

public void op2() {
rwLock.readLock() .lock();
/...

rwLock.readLock() .unlock();

}

@verride

public void beforeCheckpoint(Context<? extends Resource> context) throws Exception {
rwLock.writeLock().lock();
//

}

@Override
public void afterRestore(Context<? extends Resource> context) throws Exception {

//

rwLock.writeLock().unlock();
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Context & JDKContext

YnopsapnodeHue Resource

Core.getGlobalContext().register((Resrouce)r);

public abstract class Context<R extends Resource> implements Resource {
public abstract void register(R resource);

}

public interface JDKResource extends Resource {
enum Priority { ... };
Priority getPriority();

}.

public class JDKContext extends Context<JDKResource> {
int compare(Map.Entry<JDKResource, Void> 01, Map.Entry<JDKResource, Void> 02) {

}
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CrpykTypa pecypcos

Global Context

!

v
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JDK
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[Resource] [Resource]
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Ncnonb3oBaHume API

He obga3zaTenbHO!
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Ncnonb3oBaHume API

He obga3zaTenbHO!

MoxxeT ncnonb3oBaTbCs:

e N9 obbekTa

e knacca (obHoBMEHME CTaTUYECKMX NoNen)
* MOOYNA NPUIOXKEHNS

* NPUTOXEHUS
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Ncnonb3oBaHume API

He obga3zaTenbHO!

MoxxeT ncnonb3oBaTbCs:

e N9 obbekTa

e knacca (obHoBMEHME CTaTUYECKMX NoNen)
* MOOYNA NPUIOXKEHNS

* NPUTOXEHUS

Context.register() cospaér cnabyio ccbiiky
* He BNMSEeT Ha AOCTUXMMOCTb, 00BbekTbl MOryT ObiTb cobpaHbl GC
e afterRestore rapaHTupoBaH, ecnn bbin BoizBaH beforeCheckpoint
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JVM

e CRIU gnsa peanuzaymm Checkpoint n Restore
o JVM He 3aBucut ot CRIU Hanpsamyto
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JVM

e CRIU gnsa peanuzaymm Checkpoint n Restore
o JVM He 3aBucut ot CRIU Hanpsamyto
e He CRIU:
o cumynaumsa Checkpoint, HemegneHHbin Restore
» nna paspaboTkm camoro CRaC
" VIV NPUITOXEHNN
" OCHOBa ANda dDyaywmx peanmsauymin
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JVM

e CRIU gnsa peanuzaymm Checkpoint n Restore
o JVM He 3aBucut ot CRIU Hanpsamyto
e He CRIU:
o cumynsaumsa Checkpoint, HemeoneHHbin Restore
» nna paspaboTkm camoro CRaC
" VIV NPUITOXEHNN
" OCHOBa ANda dDyaywmx peanmsauymin
o cumynsumus Checkpoint, nayza
= 5pdeKTbl C peasibHbiM BpeMeHeM
» ocHoBa Ans cHanwoToB VM, docker pause, ...

28 /51



CRIU

Unprivileged Restore!

C koHTposiem PID Ha Checkpoint n Restore
e PID He ponxeH MmeHATbCS

o Peanunzaunsa Hotspot, libc, CRIU, ...

o j.L.ProcessHandle (?) (JDK9+)
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CRIU

Unprivileged Restore!

C koHTposiem PID Ha Checkpoint n Restore
e PID He ponxeH MmeHATbCS

o Peanunzaunsa Hotspot, libc, CRIU, ...

o j.L.ProcessHandle (?) (JDK9+)

e Linux: yctaHosuTtb PID -- npuBenernposaHHas onepauyms
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CRIU

Unprivileged Restore!

C koHTposiem PID Ha Checkpoint n Restore
e PID He ponxeH MmeHATbCS

o Peanunzaunsa Hotspot, libc, CRIU, ...

o j.L.ProcessHandle (?) (JDK9+)

e Linux: yctaHosuTtb PID -- npuBenernposaHHas onepauyms
e PID bumping

o PID BblipatoTca nocnepgoBaTesibHO

o co3faBaTb NycTble Tpeabl/npoLueccsl
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CRIU

Unprivileged Restore!

C koHTposiem PID Ha Checkpoint n Restore
e PID He ponxeH MmeHATbCS

o Peanunzaunsa Hotspot, libc, CRIU, ...

o j.L.ProcessHandle (?) (JDK9+)

e Linux: yctaHosuTtb PID -- npuBenernposaHHas onepauyms
e PID bumping

o PID BblipatoTca nocnepgoBaTesibHO

o co3faBaTb NycTble Tpeabl/npoLueccsl
e ObecneunTb

o PID posnxeH bbiTb HebonbwmnmM Ha Checkpoint

o PID ponxeH bbITb cBOBOAEH Ha Restore 39 /51



AWS Java Lambda on CRaC

Function CRaC JDK

JAVA @
\ / AWS Runtime CRaC
Emulator Image

tl — S —

e

AWS Lambda
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AWS Java Lambda on CRaC

https://github.com/CRaC/example-lambda

e Ynpasnenue PID, okntounts CDS gna CRaC

e OrpaHunyunTb io/cpu gNa NoKaabHOrO TECTUPOBAHUS
e Komnpeccna obpasza CRaC
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https://github.com/CRaC/example-lambda

AWS Java Lambda on CRaC

https://github.com/CRaC/example-lambda

: 2068
baseline 120

531
lambda-on-crac F

Billed Duration
Duration

0 500 1000 1500 2000 2500

ms
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https://github.com/CRaC/example-lambda

Restore c aprymeHTamm

java -XX:CRaCCheckpointTo=image

java -XX:CRaCRestoreFrom=image -Dprop=val Class argl arg2 ...

Checkpoint  Restore
—_

1)

System.setProperty ("prop", "val");
Class.main ("argl", "arg2");
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Javac on CRaC

com.sun.tools.javac.Main.compile(checkpointArgs);
if (checkpoint())
Core.checkpointRestore();

Workflow:

java -XX:CRaCCheckpointTo=image Compile CompileAndSaveTheData.java
java -XX:CRaCRestoreFrom=image Compile CompileFast.java

37 /51



Javac on CRaC

com.sun.tools.javac.Main.compile(checkpointArgs);
if (checkpoint())
Core.checkpointRestore();

java -XX:CRaCCheckpointTo=image Compile java.base/** java.desktop/** java.xml/**
java -XX:CRaCRestoreFrom=image Compile HelloWorld.java

336

javac 800

javac-on-CRaC 100
Java Core 225

Real Time (ms) m—

CPU User Time (ms) 38 /51



Javac on CRaC

java -XX:CRaCCheckpointTo=image Compile -n 10000 HelloWorld.java

java -XX:CRaCRestoreFrom=image Compile HelloWorld.java
javac 336 800
javac-on-CRaC 100
Java Core 225

javac-on-CRaC 59
10000 Helloworld 49

Real Time (ms) m—
CPU User Time (ms)
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CRaC: Work in Progress

CRaC n Bpemsi:
e java.lang.*::*(int timeout) ycnewHo nepexunsatoT Checkpoint 1 Restore
e nenaetcs B Safepoint

o Satepoint — n nycTb Becb Myp NnoaoXAeT (AHapen MaHbrunH, JPoint

2020
¢ .7
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https://2020.jpoint.ru/2020/talks/2esmzjtfp9s1vu4tgxlye2/

CRaC: Work in Progress

CRaC n Bpemsi:
e java.lang.*::*(int timeout) ycnewHo nepexunsatoT Checkpoint 1 Restore
e nenaetcs B Safepoint

o Satepoint — n nycTb Becb Myp NnoaoXAeT (AHapen MaHbrunH, JPoint

2020
¢ .7

CRaC n Ul: https://github.com/openjdk/crac/pull/19
e ycnwHbi Checkpoint Ha Linux/X11
* MOXHO HapucoBaTb HOBbIN MHTepdenc nocne Restore
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https://2020.jpoint.ru/2020/talks/2esmzjtfp9s1vu4tgxlye2/
https://github.com/openjdk/crac/pull/19

Spring Boot Example

io.github.crac.* s Maven Central:

21 22 <dependencies>
23+ <dependency=
24+ =groupld=io.github.crac.org.apache. tomcat.embed</qgroupId=>
25 + <artifactId=tomcat-embed-core</artifactId=
26 + <version=>8.5.75</version>
i </dependency=
22 28 <dependency=
23 29 =groupId=org.springframework.boot</groupIld=
24 30 <artifactId=spring-boot-starter-web</artifactId=
31 + <exclusions>
32+ <exclusion=
33 + <groupId=org.apache.tomcat.embed</groupld=
34+ <artifactId-tomcat-embed-core</artifactId=
5 + </exclusion>
36+ </exclusions>
25 37 </dependency=
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Micronaut Example

v 2 Em build.gradle (O
L @@ -27,7 +27,7 @@ dependencies {
27 27 implementation "io.swagger.core.v3:swagger-annotations"”
28 28 implementation "io.micronaut:micronaut-validation™
28 28 implementation "io.micronaut:micronaut-runtime"”
30 = implementation "io.micronaut:micronaut-http-server-netty"
3|+ implementation "io.github.crac.io.micronaut:micronaut-http-server-netty:EmicronautVersion"
31 31 implementation "io.micronaut:micronaut-http-client”
32 32 runtimeOnly "ch.gos.logback:logback-classic:1.2.3"
33 33 testAnnotationProcessor platform("io.micronaut:micronaut-bom:3$micronautVersion™)
5
v 2 HE gradle.properties (O e
0@ -1 +1 @
1 - micronautVersion=1.3.3 (3

1 + micronautVersion=1.3.F
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CRaC B mainline Quarkus!

H quarkusio / quarkus ' Pubiic ¢z Edit Pins ~ G Watch 253 ~ % Fork 1.9k % Star 10.1k -

¢» Code (%) Issues 19k {1 Pullrequests 104 (U Discussions () Actions [ Projects 6 0 wiki

Add initial support of Project CRaC #23950 Edt || ¢> Code -

Sl Sanne merged 1 commit into quarkusio:main from AntonKozlov:main-crac (L) 29 days ago

[Mnanupyetca B v2.10+
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BoiBoabl: Project CRaC

Kon: openjdk.org/projects/crac
e bunppi: github.com/CRaC/openjdk-builds/releases

[Toumepsi: github.com/CRaC/
e example-spring-boot

e example-quarkus

e example-micronaut

e example-lambda

Paccbinka: mail.openjdk.org/mailman/listinfo/crac-dev
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https://openjdk.org/projects/crac
https://github.com/CRaC/openjdk-builds/releases
https://github.com/CRaC/
https://github.com/CRaC/example-spring-boot
https://github.com/CRaC/example-quarkus
https://github.com/CRaC/example-micronaut
https://github.com/crac/example-lambda
https://mail.openjdk.org/mailman/listinfo/crac-dev

Bonus
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JarFile Cache & ...

Quarkus: kewnpyeT oTkpbiTbie JarFileb
e Henb3a Checkpoint
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JarFile Cache & ...

Quarkus: kewnpyeT oTkpbiTbie JarFileb
e Henb3a Checkpoint

Kew B JDK oTkpbiBaeMsbix JarFile
e 0ObIYHO cocTOosHME OTKPbITbIX JarFile He Tak BaxkHO
e HO He B CRaC
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Reference Handling

j.l.ref.Reference: npencraBnenme "coipon” ccbiniki Ha 0ObEKT
e ODBEKT CTAHOBUTCA HeJoOCTUXMM => Ref nobasnsetca B RefQueue
e Ref poctaetcsa nz RefQueue n obpabaTbiBaeTcs

ObpabTka Ref:
e npuesasaHo k GC
* MOXHO OesiaTb MO CODbITUIO
o WeakHashMap: ounctka npu BbizoBe HEKOTOPbLIX METOLAOB
e MOXEeT AeflaTb OTAENbHbIN TPEL
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CRaC u References

Ona CRaC BaxHo, korga byneT obpaboTaHa Ref
e 0OpaboTka MOXeT OTNyckaTb HaTUBHbIE Pecypbl
* MOXeT He ycneTb oo checkpoint

[Tpobnembl:
e RefQueue n obpaboTunk(m) cBA3aHbl TONBKO CEMaHTUYECKM
o remove () 6nokupyet Tpen(bl) 0o nssnedeHus Ref

¢ 0OPabOTUMK MOXET MOPOAUTL HOBbIN HEAOCTUXMMbI OOBEKT
o npowusBosibHaa Hoeas RefQueue
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CRaC u References

RefQueue: HoBbin meTon WaitForQueueProcessed(nThreads)
e yoocToBepuTbcs B 0bpaboTke Refs Ha MomeHT BbizoOBa

o cemnvac: 3anyckaet GC
* BbI3blBAETCA CTPOPHHWUM KOJOM KOOPOMHALNM

OTtpenéx ot nHtepdenca RefQueue
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