Backup B Android

Nnn kak coKOHOMUTL BN3HEC Y MUSTIUOHBI




<application
android:allowBackup="true"
android:dataExtractionRules="@xml/data_extraction_rules"
android:fullBackupContent="@xml/backup_rules"
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1. KoHTeKkcT busHeca: 3a4yem?

2. [deTanbHO Npo peanmsaunto: Kak?
- key-value backup
- autobackup
Agenda - blockstore
- TeCTUpoBaHue
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1. KOHTeKkcT 6un3Heca

Bbl HE UCNOSIb3yeTe 3Ty TEXHOJIOTUIO
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1. KoHTeKkcT busHeca

Kak oGHapy>Xun TeXHOI0rno?

&s: backup_rules.xml we AndroidManifest.xml o data_extraction_rules.xml -
1 <?xmlL version="1.0" encoding="utf-8"?>

2 <full-backup-content>

3 <I--

4 <include domain="sharedpref" path="."/>

S <exclude domain="sharedpref" path="device.xml"/>

6 -->

7 </full-backup-content>
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1. KoHTeKkcT busHeca

Kak oGHapy>Xun TeXHOI0rno?

O

¥ master ~  Telegram /| TMessagesProj / src / main /| AndroidManifest.xml

Blame 586 lines (530 loc) -+ 30.7 KB &3 Code 55% faster with GitHub Copilot

92
93
94
95
96

<application
android:name="org.telegram.messenger.ApplicationLoader"
android:allowBackup="true"
android:restoreAnyVersion="true"
android:backupAgent=".BackupAgent"
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1. KoHTeKkcT busHeca

Kak oGHapy>Xun TeXHOI0rno?

v B TMessagesProj/src/main/java/orgftelegram/messenger/BackupAgent.java

16
17
18
19
20
21
22

import java.lio.IOException;
import java.util.ArraylList;

public class BackupAgent extends BackupAgentHelper {

private static BackupManager backupManager;

-%. Show 1 more match

v TMessagesProj/src/mainfjava/org/telegram/messenger/AuthTokensHelper.java

53
54
55

110
111
112

editor.apply();

//  BackupAgent.requestBackup(ApplicationLoader.applicationContext);
}

editor.apply();

BackupAgent. requestBackup(ApplicationLoader.applicationContext);
}

3+ Show 1 more match
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1. KoHTekcT busHeca
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1. KOHTeKkcT 6un3Heca

Buabl aBTOPM3aLMOHHbIX TOKEHOB
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1. KoHTeKkcT busHeca

Buabl aBTOPM3aLMOHHbIX TOKEHOB

- ABTOpU3yeT BCe 3anpochbl => AaeT OOCTYnN
K pecypcam oT nuua nonb3oBaTess

- JXuBeT o4yeHb Masno (napy 4yacos)

* [Nony4aem 4epes Refresh Token

- BbinucbiBaeT Access Token
- JXuseT ponro (mecAubl nnn 6eCKoOHEYHO)

- TpebyeT ycuneHHon 3awuThbl

- ViHBanunpauua ero npmBoanT

K uHBanupauum AT
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1. KoHTeKkcT busHeca

Trusted Hash —
npon3BoaHbIN ToOKeH OoT Refresh Token

Trusted Hash

- [1ponseogHbin oT RT => BblgaeT AT

- [1pmBA3aH K device_id

- JXXuBeT cunbHO MeHbLe (1 HepenA MakCumMym)
- OpgHopasoBbIn

- NMuBannpauma RT = nuBanunpauna TH
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Agenda

2. [deTanbHO Npo peannsauunto: Kak?
- key-value backup

b3
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Key = YHUKalbHbIN
KJ1H0Y 610Ka OaHHbIX

Value = maccuB 6anT
514 3TOro KJjro4ya



OrpaHn4yeHmne No AaHHbIM Ha OOHO NPUNOXEHME
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2. key-value backup

Bkntovyaem 63kan B MaHUdecTe

<application
android:allowBackup="true"
android:backupAgent="com.vk.VkBackupAgent">
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2. key-value backup

Bkntovyaem 63kan B MaHUdecTe

<application
android:allowBackup="true"
android:backupAgent="com.vk.VkBackupAgent ">

<meta-data android:name="com.google.android.backup.api key"
android:value="unused" />

24



2. key-value backup

Co3pnaem 6a30BOro HacneaHmka

class VkBackupAgent : BackupAgentHelper() {

25



2. key-value backup

[lobaBnaem

npedbl onAa 6akanmpoBaHnA

class VkBackupAgent : BackupAgentHelper() {

override fun onCreate() {
super.onCreate()

addHelper (
keyPrefix = "prefs_key",
helper = SharedPreferencesBackupHelper (
context = this,
prefGroups = arrayOf("prefs_trusted _hash")
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2. key-value backup

[JobaBnAaem dpannbl gnAa 6akannpoBaHUA

class VkBackupAgent : BackupAgentHelper() {

override fun onCreate() {
super.onCreate()

addHelper (
keyPrefix = "files_key",
helper = FileBackupHelper (
context = this,
files = arrayOf("file_auth.txt")
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LLindopoBaHmne 6akana

> Android 9+

> Bko4yeH nnH-Kon,
Ha YCTPOWUCTBE
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[lpoBepAemM Hannymne wndppoBaHnA

class VkBackupAgent : BackupAgentHelper() {
override fun onBackup(

data: BackupDataOutput?

) A
val isClientSideBackupEncryptionEnabled = Build.VERSION.SDK INT >= Build.VERSION CODES.P // android 9
&& data != null
&& (data.transportFlags and FLAG CLIENT SIDE ENCRYPTION ENABLED) != 0

if (isClientSideBackupEncryptionEnabled) {
super .onBackup(oldState, data, newState)

}
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[lpoBepAemM 020 nepeHoc + aHanuTuka

class VkBackupAgent : BackupAgentHelper() {

override fun onBackup(

) |
super.onBackup(oldState, data, newState)

val isClientSideBackupEncryptionEnabled =

val isD2DBackup =

&& (data.transportFlags and FLAG DEVICE TO DEVICE TRANSFER)

EventBuilder () .event(
SchemeStat.Item(
key = EventKey.BACKUP,
value = isClientSideBackupEncryptionEnabled,
value2 = isD2DBackup

)
) .buildAndSend()

0
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YBegomnAaem cuctemy o Heo6xoaMmMocTn 3ab3KanmnTb HallK OaHHbIe

override fun afterSuccessAuth(authResult: AuthResult) {
val prefs = context.getSharedPreferences("prefs trusted hash", Context.MODE PRIVATE)
prefs.edit {
putString("trusted hash key", authResult.trustedHash)

}

BackupManager (context) .dataChanged()
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2. key-value backup

[loCT-NpoLEeCcCUHr Nnocfie BOCCTaHOBEHUA OaHHbIX

class VkBackupAgent : BackupAgentHelper() {

override fun onRestoreFinished() {
File(filesDir, "onRestoreFinished.txt")
.writeText(System.currentTimeMillis().toString())

32



onRestoreFinished 3anyckaeTcA
B OrpaHN4YeHHOM peXkmnme

> Content Providers He nHMLManNn3npyroTcA
> MainActivity He 3anyckaeTcA

> lcnonb3yeTcA 6a3oBbiv Application knacc

33



[loTOKO-
Obe30nacHOCTb



2. key-value backup

CozpaemM 06bEKT-MOHUTOP UM MIOTEKC Ha BTOKMPOBKY

class AuthRepository {
companion object {
const val AUTH_FILE = "auth.txt"
val lock = Any()

}
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[ToTOKOOE30MacHOCTb

class AuthRepository {
val lock = Any()

fun save(userId: Long) {
synchronized(lock) {
File(context.filesDir, AUTH_FILE).writeText(userId.toString())

}

36



[ToTOKOOE30MacHOCTb

class VkBackupAgent : BackupAgentHelper() {

override fun onBackup(

) A
synchronized(AuthRepository.lock) {

super.onBackup(oldState, data, newState)

}
}

override fun onRestore(

) {
synchronized(AuthRepository.lock) {

super.onRestore(data, appVersionCode, newState)

}
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KacTomMHanA
nvnaemMeHTaumnsa
baKana



3auyem?

> bakanuposaHue b/l
> [lepeKkpecTHble NpoBepkn appVersion

> bakanunpoBaHue YyacTu OaHHbIX, HEe Bcero danna
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KactomMmHasa
nvniaemMmeHTauma

github.com/iartr/backup
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http://github.com/iartr/backup

BepcrnoHunpoBaHumne 6akana

-~

N

App
versionCode=1

~

/

Backup
versionCode=1




BepcrnoHunpoBaHumne 6akana

-~

N

App
versionCode=1

~

j

Backup
versionCode=1

Google Play
versionCode=2

-

\-

App
versionCode=2

\

/
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BepcrnoHunpoBaHumne 6akana

App
versionCode=1

Backup
versionCode=1

Google Play
versionCode=2

App
versionCode=2

Backup
versionCode=2
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2. key-value backup

HoBas

BEpPCcuA He NoHpaBMnach, oTkaTun obpaTHO

DPopymbl, rae
BblKaAbIBatOT AlNK
dannebl
/

Apyroi marasuH

Google Play
versionCode=2

App App
versionCode=2 versionCode=1

Backup
versionCode=2
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version backup > version app

[10 ymMOn4YyaHuO HEBO3MOXXHO

<!-- restoreAnyVersion=false M0 YMOJIYaHUWO -->
<application
android:allowBackup="true"

android:backupAgent="com.vk.VkBackupAgent"

android:restoreAnyVersion="false"
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2. key-value backup

version backup > version app

<!-- restoreAnyVersion=false [10 YyMOJIYaHWIO -->
<application
android:allowBackup="true"

android:backupAgent="com.vk.VkBackupAgent"

android:restoreAnyVersion="true"

46



2. key-value backup

Backup Privacy

User privacy

At Google, we are keenly aware of the trust users place in us and our responsibility to protect users' privacy. Google
securely transmits backup data to and from Google servers in order to provide backup and restore features. Google
treats this data as personal information in accordance with Google's Privacy Policy.

In addition, users can disable data backup functionality through the Android system's backup settings. When a user
disables backup, Android Backup Service deletes all saved backup data. A user can re-enable backup on the device,
but Android Backup Service will not restore any previously deleted data.
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Backup moXxeT
paboTaTb 6e3
ryrnocepBuCcOB

3aBuUCUT OT BeHOopa



YTO0
OaKannTb?

[Tonb3oBaTenbcKkme
HaCTPONKN

< General

Time zone

Pacific Daylight Time GMT

Alternative calendar

No alternative calendar

Show week number

Show declined events

Default event duration

Notify on this device

Use standard tone

Vibrate

Restore settings

\

< General

Time zone

Alternative calendar

Show week number

Show declined events

Default event duration

Notify on this device

Use standard tone

Vibrate

3 v.4m1337
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Y10 H3KannTb?

> ABTOpPU3aLMOHHbIE CEKPETDI

> TOKeHbl ayTeHTUpmnKaumm

> [1pumepsl: telegram, whatsapp, vk

50



Y10 HE 63kannTb?

URIs
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Pe3ome

key-value 63kan — 3TO NPOCTO

52



Agenda

2. [HeTtanbHO Npo peannsauunio: Kak?

- autobackup

=3
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25 Mb

OrpaHn4veHmne No AaHHbIM Ha OOHO NPUNOXXEHME

Google drive

MecTo XpaHeHuA




KaTtanoru
PE3EPBHOIO
KonnpoBaHuA

[MoyTn BCe, 4YTO HA3HAYEHO BaLwlemy
NPUITOXKEHNIO

/shared_preferences

ffiles

/custom_dirs

/databases

/external_storage
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KaTtanoru
PE3EPBHOIO
KonnpoBaHuA

[MoyTn BCe, YTO HA3Ha4YeHO BallemMy
NPUNOXKEHUIO

/shared_preferences

ffiles

/custom_dirs

/databases

/external_storage

X He BknoYeHO:

/caches /code cache

/no_backup
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3. Autobackup

Bkntovyaem 63kan B MaHUdecTe

<application
android:allowBackup="true"
android:backupAgent="@null">

57



Android 12 u Bbilwe + allowBackup=false

byneT BbinonHeH device-to-device
nepeHoC OaHHbIX
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3. Autobackup

KoHTponb 63KannpyembixX OaHHbIX

<application

android: fullBackupContent="@xml/backup_androidll_lower"
android:dataExtractionRules="@xml/backup_androidl2_above">
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3. Autobackup

Android 11 n HNXxe

<full-backup-content>

</full-backup-content>
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3. Autobackup

Android 11 n HNXxe

<full-backup-content>
<include domain="sharedpref" path="."/>

</full-backup-content>
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Android 11 n HNXxe

<full-backup-content>
<include domain="sharedpref" path="."/>
<exclude domain="sharedpref" path="device.xml"/>

</full-backup-content>
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Android 11 n HNXxe

<full-backup-content>

<include domain="database" path="auth_secrets.db"
requireFlags="clientSideEncryption" />
</full-backup-content>

63



Android 11 n HNXxe

<full-backup-content>

<include domain="database" path="clips drafts.db"
requireFlags="deviceToDeviceTransfer" />
</full-backup-content>
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Android 12 u

BblLUE

<data-extraction-rules>
<cloud-backup>
</cloud-backup>
<device-transfer>
</device-transfer>

</data-extraction-rules>
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3. Autobackup

Android 12 n BbiLle

<cloud-backup disableIfNoEncryptionCapabilities="true">

</cloud-backup>
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Android 12 n BbiLle

<cloud-backup disableIfNoEncryptionCapabilities="true">
<include domain="sharedpref" path="."/>
<exclude domain="sharedpref" path="device.xml"/>

<include domain="database" path="2fa.db"/>
</cloud-backup>
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3. Autobackup

Android 12 n BbiLle

<device-transfer>
<include domain="database" path="clips drafts.db" />
</device-transfer>
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3. AutoBalkitmbackup

HacTtpounka BackupAgent

69



HacTtponka BackupAgent

<application
android:allowBackup="true"
android:backupAgent="com.vk.VkBackupAgent">

[Mpu ykasaHun areHTa cmctema
cunTaeT, YTo 3TO key-value backup
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3. Autobackup

HacTtponka BackupAgent

<application
android:allowBackup="true"
android:backupAgent="com.vk.VkBackupAgent"
android: fullBackupOnly="true"
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HacTtponka BackupAgent

class VkBackupAgent : BackupAgentHelper() {

override fun onRestoreFinished() {
val json = JSONObject().put(KEY TIMESTAMP, System.currentTimeMillis()).toString()
File(noBackupFilesDir, "onRestoreFinished").writeText(json)
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HacTtponka BackupAgent

class VkBackupAgent : BackupAgentHelper() {

override fun onQuotaExceeded(backupDataBytes: Long, quotaBytes: Long) {
val json = JSONObject()
.put( "backupbDataBytes", backupDataBytes)
.put("quotaBytes", quotaBytes)
.toString()
File(noBackupFilesDir, "onQuotaExceeded").writeText(json)
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Pe3ome

autobackup — 310 elye npouye
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CpaBHeHne cnocobon

key-value

autobackup

Bepcuu Android

Android 2+

Android 6+
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CpaBHeHne cnocobon

key-value

autobackup

UmnnemeHTauua Yepes BackupAgent

Yepes XML
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3. Autobackup

CpaBHeHne cnocobon

key-value

autobackup

HacToTa BbINOJIHEHMUA Ka)xgble HeCKOJIbKO 4acoB

[MprmepHO pas B AeHb

77



3. Autobackup

CpaBHeHne cnocobon

key-value

autobackup

CocToAaHMe ceTu

Wifi + Cellular

Wifi only
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3. Autobackup

CpaBHeHne cnocobon

key-value

autobackup

CocToAHMe NPUNOXXEeHUA
B MOMEHT 63Kana

Mo>xeT paboTaTb

YbuBaeTca
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3. Autobackup

CpaBHeHne cnocobon

key-value

autobackup

XpaHunuuie 63kana

Google cepsepa

Google drive 103epa
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3. Autobackup

CpaBHeHne cnocobon

key-value

autobackup

Hanu4yue ryrn akkayHra
Ha ycTpoucTBe

ObAazaTenbHo

ObAazaTenbHOo
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Agenda

2. [HeTtanbHO Npo peannsauunio: Kak?

- blockstore

Esd
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16 Ha6bopo 6ant 4 Kb

nnAa npobaBneHunA Ha Ka)XabIN KJ1HOY

ba3unpyetcn
Ha UH(pacTYyKType 69Kana
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dependencies {
implementation

}

‘com.google.android.gms:play-services-auth-blockstore:16.2.0"'
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4. Blockstore

[lapameTpbl 3anpoca Ha coxpaHeHne — KoY + Habop 6anT

(
StoreBytesData.Builder()

.setKey(credentials.userId.toString())
.setBytes(credentials.authSecret. toByteArray())
.buildy()

85



OTnpasBnAaem 3anpoc — nosiydaem Task

val storeRequest

cbuild()
val blockstore = Blockstore.getClient(context)

val task: Task<Int> = blockstore.storeBytes(storeRequest)
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Konbaku Ha Task api

val task: Task<Int> = blockstore.storeBytes(storeRequest)
.addOnSuccessListener { storedBytes: Int ->

}

.addOnFailurelListener { th: Throwable ->

}

.addOnCompleteListener { task: Task<Int> ->
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4. Blockstore

Bce konb6aky Ha rnaBHOM MOTOKeE,
a caMmu onepaunun He BNOKNPYIOT TEKYLLUNN MOTOK

@WorkerThread

val task: Task<Int> = blockstore.storeBytes(storeRequest)
.addOnSuccessListener { storedBytes: Int ->
// MAIN THREAD

}

.addOnFailureListener { th: Throwable ->
// MAIN THREAD

}

.addOnCompleteListener { task: Task<Int> ->
// MAIN THREAD

}
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4. Blockstore

MeHAaeM nyn NOTOKOB AJ1A KOJ1IB3KOB

callbackExecutor:

val task: Task<Int> = blockstore.storeBytes(storeRequest)
.addOnSuccessListener(executor) { /#* other thread #*/ }

Executor) {
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4. Blockstore

[puBA3biBaeM Konb6akum K XKL F

activity: Activity) {

val task: Task<Int> = blockstore.storeBytes(storeRequest)
.addOnSuccessListener(activity) { /#* lifecycle-based */ }
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KoHBepTaunAa Task B Rx / Deferred

blockstore.storeBytes (storeRequest)
.toSingle()
.subscribeOn(Schedulers.io())
.observeOn(Schedulers.io())
.subscribeSuccess { storedBytes ->
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Kotlin Coroutine
Usage

Add the following dependency to your project and use the code below to convert from a Task .

Gradle (module-level build.gradle, usually app/build.gradle)

€ D
'/ Source: https://github.com/Kotlin/kotlinx.coroutines/tree/master/integration/kotlinx-coroutines-play-se
implementation 'org.jetbrains.kotlinx:kotlinx-coroutines-play-services:1.7.3
build.gradle ()

Snippet

€ 0D

import kotlinx.coroutines.tasks.await

textView.text = simpleTask.await()
}
MainActivity.kt C)

developers.google.com/
android/guides/tasks
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4. Blockstore

[lpoBepKa Ha OOCTYMHOCTb LWMNMPPOBaHUA

blockstore.isEndToEndEncryptionAvailable
.toSingle()
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4. Blockstore

[locTaem qounye-Torrn + 4OCTYNHOCTb WNopOoBaHUA

.zipWith(metaInf.get()) { pl, P2 -> pl to p2 }
.flatMap { (isEncryptionAvailable, metaInf) ->

}
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HeT HM TOro HM TOro — 3aBepluaemM onepaunto coxpaHeHnA

flatMap { (isEncryptionAvailable, metaInf) ->
if (!isEncryptionAvailable || !metaInf.isToggleEnabled) {
return@flatMap Single.error (
IllegalStateException(

isEncryptionAvailable=$isEncryptionAvailable,
isToggleEnabled=${metaInf.isToggleEnabled}
""", trimIndent()
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Mo>XKHO He OoTnpaBfATb AaHHble B 00/1aKO,
OCTaBUTb COXpPaHEeHMEe Ha nepeycTaHOBKN

val storeBytesRequest = StoreBytesData.Builder()
.setShouldBackupToCloud(false)
.setKey(credentials.userId.toString())
.setBytes(credentials.authSecret. toByteArray())
cbuild()

blockstore.storeBytes(storeBytesRequest).toSingle()
}

.subscribe()
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3anpoc Ha yganeHue no K4y unu cpasy Bcero

fun delete(context: Context, credentials: UserData) {
val deleteRequest = DeleteBytesRequest.Builder()
.setDeleteAll (false)
.setKeys(listOf(credentials.userId.toString()))
cbuild()
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fun delete(context: Context, credentials: UserData) {
val deleteRequest

Blockstore.getClient (context)
.deleteBytes(deleteRequest)
.addOnCompleteListener { /*#*/ }
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Pas3brnpaem Kenc nonyvyeHnA gaHHbIX TOSIbKO NMpu NepeycTaHoBKax

fun getAllAsync(context: Context): Single<List<UserData>> {

val blockstore = Blockstore.getClient(context)
metaInf.get()
.flatMap { metaInf ->
if (!metaInf.isToggleEnabled) {
return@flatMap Single.error(IllegalStateException("Toggle disabled"))

}
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3anpoc Ha rnony4YyeHne BCeX KJTIoYen-sHa4eHNN

fun getAllAsync(context: Context): Single<List<UserData>> {
.flatMap { metaInf ->

val retrieveRequest = RetrieveBytesRequest.Builder()
.setRetrieveAll (true)
.build()

blockstore.retrieveBytes (retrieveRequest).toSingle()

100



[IpoxoammcA No Bcem KJiroyam

fun getAllAsync(context: Context): Single<List<UserData>> {

.map { response: RetrieveBytesResponse ->
val data: Map<String, RetrieveBytesResponse.BlockstoreData> = response.blockstoreDataMap
data.mapNotNull { (userIdKey, bytes) ->
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KoHBepTUM KNtod B userld, a 6anTbl — B CTPOYKU

fun getAllAsync(context: Context): Single<List<UserData>> {

data.mapNotNull { (userIdKey, bytes) ->
val userId = userlIdKey.toLongOrNull() ?: returnfmapNotNull null
val authSecret = String(bytes.getBytes()).takeIf(String::isNotBlank) ?: return@mapNotNull null
UserData(userId, authSecret)
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[pA3HaA PYHKLMA C 3anncbio OaHHbIX U3 BNoKcTopa
BO BHYTPEeHHee xpaHunuuie

fun getAllAsync(context: Context): Single<List<UserData>> {

.doOnSuccess { usersList ->
usersList.forEachSafe { originalStore.save(context, it) }

}
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4. Blockstore

[locT-npoueccuHr — roBopuM, 4TO onepaumAa 3aBepllieHa

fun getAllAsync(context: Context): Single<List<UserData>> {

.doAfterTerminate {
File(context.noBackupFilesDir, "BlockstoreCompleted.txt")
.writeText("completed")
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B Hauane genaem npoBepKy Ha TO, YTO MOCT-NMPOLLECCUHT y>Ke Obla caoenaH

fun getAllAsync(context: Context): Single<List<UserData>> {

if (File(context.noBackupFilesDir, "BlockstoreCompleted.txt").exists()) {
return Single.just(emptyList())
}

.doAfterTerminate {
File(context.noBackupFilesDir, "BlockstoreCompleted.txt")
.writeText("completed")
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Pe3ome

blockstore — 3TO npocTo
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CpaBHeHne cnocobon

Blockstore Backup

YTO MOXXHO COXpaHATb? Habopbl 6anT Jltobble dhannebl
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CpaBHeHne cnocobon

Blockstore Backup
YTO MOXXHO COXpaHATb? Habopbl 6anT Jltobble dhannebl
Android 2+

Bepcum aHaponaa Android 6+ Android 6+
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CpaBHeHne cnocobon

Blockstore

Backup

YTO MOXXHO COXpaHATb?

Habopbl 6anTt

Jltobbie dhannbl

Android 2+
B A i
epcuu aHgpoupaa ndroid 6+ Android 6+
CTopoHHMe 3aBUCUMOCTHU GMS Lib OTcyTCcTBYIOT
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CpaBHeHne cnocobon

YTO MOXXHO COXpaHATb?

Bepcuu aHngpouaa

CTOpOHHME 3aBUCUMOCTHU

MecToO XpaHeHUA faHHbIX

Blockstore

Habopbl 6anTt

Android 6+

GMS Lib

backupToCloud=false =>
npuBaTHaA ryrnosaa oupekTopuAa
Ha YCTPOMCTBE

backupToCloud=true => Google
cepBepa

Backup
J1tobble hannbl

Android 2+
Android 6+

OTcyTCTBYIOT

Google cepsepa

Google drive
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4. Blockstore Device Explorer e

Genymobile Galaxy S23 Android 13.0 ("Tiramisu")

Files Processes

Kak BbIrn AOUNT jce o
blockstore M | ’
Ha gpesauce?

L. databases drwxrwx--x 2024-08-04 14:45 4 KB
drwxrwx--x 2024-08-04 14:43 4 KB

> [0 backup_chunk_listings 2024-07-27 15:36 4 KB
> [0 backup_kv_listings 2024-07-27 15:36 4 KB
v [ blockstore 2024-08-04 14:45 4 KB
v [ shared 2024-08-04 14:45 4 KB

= schema.pb 2024-08-04 14:45 1,7 KB




schema.pb

Visual layout of bidirectional text can depend on the base direction (View | Bidi Text Base Direction)
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Kak BbirnagnT blockstore Ha nesaunce?

> Protobuf dpopmaTt gaHHbIX

> Knouu xpaHATcA B base64
Ha ckpuHwoTe:
1) "metalnf" koY — BKNOYEH N TOrN

2-3) userlds VK ID

> [laHHble B 3awumMdpoBaHHOM Bupe

Knwoy = nnH-Kona
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2. [eTtanbHO Npo peannsauunto: Kak?
Agenda

- TECTMPOBaHNE

=3
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TTTTTTTTTTTTTT

Bash ckpunThl
B Oene
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[lepen Ha4yanIoMm TeCcTUpOBaHUA

> Android 6+

> 3a/I0rMHNTbLCA B ryrn akk

> B HacTpowkax BK/IIOUYNTb pe3epBHOE KONMpoBaHue
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5. TecTnpoBaHue

CKpuNT Os1A TeCTUPOBAHUA: 63KanmpoBaHme

#!/bin/bash -eu
: "${1?"Usage: $0 package name"}"
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5. TecTnpoBaHue

CKpuNT Os1A TeCTUPOBAHUA: 63KanmpoBaHme

adb shell bmgr enable true
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CKpuNT Os1A TeCTUPOBAHUA: 63KanmpoBaHme

adb shell bmgr transport com.android.localtransport/.LocalTransport
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5. TecTnpoBaHue

CKpuNT Os1A TeCTUPOBAHUA: 63KanmpoBaHme

adb shell bmgr backupnow "$1" | grep -F "Package $1 with result: Success" || (echo "Backup failed"; exit 1)
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CKpunT Onaa TeCTUPOBAHUA: NepeycTaHoBKa

apk path list=$(adb shell pm path "$1")
OIFS=S$IFS

IFS=$'\n"

apk_ number=0

for apk line in Sapk path list

do

(( ++apk _number ))

apk path=${apk 1line:8:1000}

adb pull "Sapk path" "myapk${apk number}.apk"
done
IFS=S0IFS

adb shell pm uninstall --user 0 "$1"
apks=$(seq -f 'myapk%.f.apk' 1 Sapk number)
adb install-multiple -t --user 0 S$apks
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CKpunT OonAa TeCTUPOBAHUA:
BbI6GOp TpaHcnopTa No YMONYaHUIO

adb shell bmgr transport com.google.android.gms/.backup.BackupTransportService
rm Sapks

echo "Done"

122



5. TecTnpoBaHue

CkpunT onAa d2d TecTnpoBaHuA
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CkpunT onAa d2d TectnpoBaHUA

#!/bin/bash -eu

adb
adb
adb
adb

settings put secure backup_enable_d2d_test_mode 1
bmgr transport com.google.android.gms/.backup.migrate.service.D2dTransport
bmgr init com.google.android.gms/.backup.migrate.service.D2dTransport

"${1?"Usage: $0 package name"}"
shell bmgr enable true
shell
shell
shell
shell bmgr backupnow "$1"

adb

| grep -F "Package $1 with result: Success"

(echo "Backup failed"; exit 1)
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CkpunT onAa d2d TectnpoBaHUA

#!/bin/bash -eu

adb
adb
adb
adb

settings put secure backup enable d2d test mode 1
bmgr transport com.google.android.gms/.backup.migrate.service.D2dTransport
bmgr init com.google.android.gms/.backup.migrate.service.D2dTransport

"${1l?"Usage: $0 package name"}"
shell bmgr enable true
shell
shell
shell
shell bmgr backupnow "$1"

adb

grep -F "Package $1 with result: Success" ||

(echo "Backup failed"; exit 1)
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CkpunT onAa d2d TectnpoBaHUA

#!/bin/bash -eu
"${1?"Usage: $0 package name"}"

adb
adb
adb
adb
adb

shell
shell
shell
shell
shell

bmgr enable true

settings put secure backup enable d2d test mode 1

bmgr transport com.google.android.gms/.backup.migrate.service.D2dTransport
bmgr init com.google.android.gms/.backup.migrate.service.D2dTransport

bmgr backupnow
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[Tpobnembl npun TecTupoBaHun: TanmayT (!)

12-05 18:59:02.033 1910 2251 D BackupManagerService:
awaiting agent for ApplicationIinfo{5c7cde0O com.vkontakte.android}

12-05 18:59:12.117 1910 2251 W BackupManagerService:
Timeout waiting for agent ApplicationInfo{5c7cde0 com.vkontakte.android}

12-05 18:59:12.117 1910 2251 W BackupManagerService:
Can't find backup agent for com.your.app.package
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[Tpobnembl Npy TECTUPOBAHUMN:
npesBbllle 06BbEM OAHHbIX

I/PFTBT: Transport rejected backup of <PACKAGE>, skipping
- Or [p——

I/PFTBT: Transport quota exceeded for package: <PACKAGE>
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[Tpob6nemMbl Npy TECTUPOBAHUN: HE YKa3aHbl OaHHble

I Backup : [FullBackupSession] Package com.your.app.package doesn't have any backup data.

I Backup : [D2dTransport] Package com.your.app.package doesn't have any backup data.
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5. TecTnpoBaHue

Kak 3akpblBaTb non Torrnamm?
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C key-value backup Mo)XHO obpaTnTbCA Ha OUCK

N He 6bakanupoBaTh

class VkBackupAgent : BackupAgentHelper() {

override fun onBackup(

)

{

oldState: ParcelFileDescriptor?,
data: BackupDataOutput?,
newState: ParcelFileDescriptor?

if (VkFeatures.Backup.isEnabled()) {

super .onBackup(oldState, data, newState)
}

131



5. TecTnposaHue

YT0ObI OTKIIOUUTL TOITN — paboTaem ¢ pasHbiMKU dhannamu

class AuthRepository {
companion object {
const val BASE AUTH FILE = "auth.txt"
const val AUTH FILE AB = "auth to backup.txt"

fun save(credentials: UserCredentials) ({
val filel = File(appContext.filesDir, BASE AUTH FILE)
val file2 = File(appContext.filesDir, AUTH FILE AB)

arrayOf(filel, file2).forEach { fileToWrite ->
DataOutputStream(FileOutputStream(fileToWrite)).use { stream ->
stream.writeLong(credentials.userId)
stream.writeUTF (credentials.authSecret)
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CoxpaHAaem B oba hanna

class AuthRepository {

fun save(credentials: UserCredentials) {
val filel = File(appContext.filesDir, BASE AUTH FILE)
val file2 = File(appContext.filesDir, AUTH FILE AB)

arrayOf(filel, file2).forEach { fileToWrite ->
DataOutputStream(FileOutputStream(fileToWrite)).use { stream ->
stream.writelLong(credentials.userId)
stream.writeUTF (credentials.authSecret)
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YntTaem B 3aBUCUMOCTU OT TOorrna

class AuthRepository {

fun read(): UserCredentials {
val fileToRead = if (VkcFeatures.Backup.hasFeatureEnabled()) AUTH FILE AB else BASE AUTH FILE
val file = File(appContext.filesDir, fileToRead)

return DataInputStream(FileInputStream(file)).use { stream ->
val userId = stream.readLong()
val authSecret = stream.readUTF ()
UserCredentials(userId, authSecret)
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Pe3ome

bakan — 3TO O4eHb NPOCTO
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N o4eHb NpUbbLINLHO

>1 500 0002

E>xemecAa4yHaAa 9KOHOMUA
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Cnacubo!



