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Yem moXKeT bbITb none-

* YnpouwaeT pa3paboTky Unit Tectos, aHanor mockito B Java

 lobaBneHmne HOBOro GyHKLMOHANA B CTOPOHHIOKO BUBANOTEKY,
KOTOpaAa He noadepXnUBaeT ero

* YaaneHue n3 MCNosIHAEMbIX ¢anaoB OMacHOro
M HEMCMNOIb3YEeMOro Koaa

* [ToHATb, KaK B3N1aMbIBatOTCA Nporpammebl U pa3pabaTtbiBaTb bonee
3aLUULLEHHbIE NPUNOXKEHUA C Y4ETOM 3TOTO
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O yem peub:

A3bIKK € yKasaTenamm A3blKn 6e3 yKasaTteneu

[Tpumepbl A3bIKOB C, C++, CH#, Go, Rust, Swift Python, Java, Kotlin

5 [Mony4yaem npAmMmoun AOCTYN K NaMATH:
[lpaBKM onepaTtTuBHOMU

namsaTu B ooxon OO
N NPOYMX NpaBUI
MCNONIb3yeMOoro fi3blKa

* Wcnonb3yem HU3KOYpPOBHEBbIE NHTepdencol, Hanpumep JNI
 JIlnbo ncnonblyem cneuymnanbHblie bUBAMOTEKM, HaNnpUmep
sun.misc.unsafe

Komnunauna JIT:
1. Jekomnuanpyem B UCXoaHUKK - Dex2jar, Java Decompiler
2. lMpaBum n cobnpaem cHosa — ApkTool

Komnunauma AOT:
[lpaBKM ncnonHsieMoro

danna ABI 6e3 ncxoaHukon

e GNU Compiler for Java
* GraalvMm
e Cython
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patkagé examples

et PaboTaem
c b/l Postgres

"github.com/jackc/pgx/v5"
"github.com/stretchr/testify/require"

var ctx = context.Background()

const connStr = “postgresql://postgres:kikik@tvids-ninbs@107.delta.sbrf. ru"

run test | debug test

func TestConnect(t *testing.T) {
conn, err := pgx.Connect(ctx, connStr)
require.NoError(t, err)

defer conn.Close(ctx)
rows, err := conn.Query(ctx, "SELECT 1")

require.NoError(t, err)
rows.Close()




// Connect establishes a connection with a PostgreSQL server with a connection string. See
// pgconn.Connect for details.
func Connect(ctx context.Context, connString string) (*Conn, error) A
connConfig, err := ParseConfig(connString) B nOMCKaX
if err !'= nil {
return nil, err

} Tpencepa

return connect(ctx, connConfig)

func ParseConfig(connString string) (*ConnConfig, error) {
return ParseConfigWithOptions(connString, ParseConfigOptions<{})

// ConnConfig contains all the options used to establish a connection. It must be created by ParseConfig and
// then it can be modified. A manually initialized ConnConfig will cause ConnectConfig to panic.

type ConnConfig struct {

| pgconn.Config

Tracer QueryTracer

// Original connection string that was parsed into config.
connString string

// StatementCacheCapacity 1s maximum size of the statement cache used when executing a query with "cache_statement™
// query exec mode.
StatementCachelapacity int
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func ParseConfigWithOptions(connString string, options ParseConfigOptions) (*ConnConfi defaultQueryExecMode := QueryExecModeCacheStatement

config, err := pgconn.ParseConfigWithOptions(connString, options.ParseConfigOptior if s, ok := config.RuntimeParams ["default_query_exec_mode"]; ok {
if err !'= nil { delete(config.RuntimeParams, "default_query_exec_mode")

return nil, err switch s m
} case ''cache_statement":

default type ConnConfig struct {

statementCacheCapacity := 512 case ''cache pgconn. Config
if s, ok := config.RuntimeParams ["statement_cache_capacity"]; ok { default

delete(config.RuntimeParams, "statement_cache_capacity") case '"descr Tracer QueryTracer

n, err := strconv.Parselnt(s, 10, 32) default

[ |= o i1 1l

1 G anl{ e E £ " _ ) \ Ry £ACC // Original connection string that was parsed ir

return nil, fmt.Errorf('"cannot parse statement_cache_capacity: %w", err default connString string

} case "simpl

SFEREE B LG IR = 2 T A // StatementCacheCapacity 1s maximum size of the
} default:

// query exec mode.
L , S L StatementCacheCapacity int

descriptionCacheCapacity := 512 B
if s, ok := config.RuntimeParams["description_cache_capacity"]; ok { }

delete(config.RuntimeParams, "description_cache_capacity")

// DescriptionCacheCapacity 1s the maximum size

n, err := strconv.Parselnt(s, 10, 32) connConfig := &cgnncégfigfrhﬂ resorihe mnany svas made
if err != nil { Config: xconfig,
return nil, fmt.Errorf("cannot parse description_cache_capacity: %w", err) createdByParseConfig: true,
¥ StatementCacheCapacity: statementCacheCapacity,
descriptionCacheCapacity = int(n) DescriptionCacheCapacity: descriptionCacheCapacity,
} DefaultQueryExecMode: defaultQueryExecMode,
connString: connString,



// ConnectWithOptions behaves exactly like Connect with the addition of options. At the present options 1s only used to
// provide a GetSSLPassword function.
func ConnectWithOptions(ctx context.Context, connString string, options ParseConfigOptions) (%Conn, error) {
connConfig, err := ParseConfigWithOptions(connString, options)
if err = nil {
return nil, err

}
return connect(ctx, connConfig)

¥

// ConnectConfig establishes a connection with a PostgreSQL server with a configuration struct.

// connConfig must have been created by ParseConflg.

func ConnectConfig(ctx context.Context, connConfig *ConnConfig) (xConn, error) {
// In general this 1improves safety. In particular avoid the config.Config.OnNotification mutation from affecting other
// connections with the same config. See https://github.com/jackc/pgx/issues/618.
connConfig = connConfig.Copy()

return connect(ctx, connConfig)

¥

// New creates a new Pool. See [ParseConfig] for information on connString format.

func New(ctx context.Context, connString string) (*Pool, error) { K
config, err := ParseConfig(connString) TO yN\EET
if err = nil {
return nil, err

} paboTaTb
et (AR )
C Tpencepom?

func ParseConfig(connString string) (*ConnConfig, error) {
return ParseConfigWithOptions(connString, ParseConfigOptions{})



216

// NewWithConfig creates a new Pool. config must have been created by [ParseConfig].

func NewWithConfig(ctx context.Context, config *Config) (%Pool, error) {
// Default values are set in ParseConfig. Enforce initial creation by ParseConfig rather than setting defaults from
// zero values.
if !config.createdByParseConfig {

panic('"config must be created by ParseConfig"')

var err error

P-D,

err

puddle.NewPool(
&puddle.Config [xconnResource] {
Constructor: func(ctx context.Context) (*kconnResource, error) {

atomic.AddInt64(&p.newConnsCount, 1)
connConfig := p.config.ConnConfig.Copy()

// Connection will continue 1in background even 1f Acqulire 1s canceled. Ensure that a connect won't hang [forever.

if connConfig.ConnectTimeout <= @ {
connConfig.ConnectTimeout = 2 *x time.Minute

}
if p.beforeConnect !'= nil {
if err := p.beforeConnect(ctx, connConfig); err != nil {
return nil, err
}
}

conn, err := pgx.ConnectConfig(ctx, connConfig)
if err !'= nil {
return nil, err

}

if p.afterConnect !'= nil {
err = p.afterConnect(ctx, conn)
if err !'= nil {

conn.Close(ctx)
return nil, err

OnAartb Tbl?!



Koro natumntb byaem?

I

pgx.Connect

~

|

pgx.ConnectWithOptions

\ 4

pgx.ParseConfigWithOptions

UserTracer

pgxpool.New

l

pgx.ParseConfigWithOptions

\ 4

pgx.ConnectConfig

\ 4

\ 4

pgxpool.NewWithConfig

(*pgx.ConnConfig).Copy

1

pgx.connect




Tabanua cumsonoB ncnonHaemoro dpamna

OC KomaHpaa BblBOAA Mapcep B Go sdk
Linux readelf -St =W file pkg.go.dev/debug/elf
MacOS gobjdump -t file pkg.go.dev/debug/macho
Windows dumpbin /symbols file pkg.go.dev/debug/pe




Kakoe y Bac nonHoe nma?

20047779@cab-wsm-0092006 examples % go test -c .

20047779@cab-wsm—-0092006 examples % 1s
main_test.go

examples.test

pgxtracer

querylogger

20047779@cab-wsm-0092006 examples % gobjdump -t examples.test | grep connect

000000000124 1500
00000000013975a0
0V0VBVEVB139/7cco
0000000001280e20
0000000001281000
00000000012831a0
0000000001284c00
0000000001284d60
0000000001284d20
0000000001284 cald
0000000001284 c60
0000000001535420
0000000001201640
00000000012022¢c0
00000000012021a0
0000000001202400
000000000182d880
0000000001078720
0000000001072100
000000000128bT40
0000000000000000

QO o e e e e e e e e e e e e el d d d

Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
Qe
01

SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
SECT
UND

01
01
01
01
01
01
01
01
01
01
01
03
01
01
01
01
0b
01
01
01

00

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

[.text]
[.text]
[.text]
[.text]
[.text]
[.text]
[.text]
[.text]
[.text]
[.text]
[.text]

[ TEXT.
_net.
_net.
_net.
_net.
_net.

[.text]
[.text]
[.text]
[.text]
[.datal
[.text]
[.text]
[.text]

_connect

_github.
_github.
_github.
_github.
_github.
_github.
_github.

_github.

rodatal

com/jackc/pgx/v5.connect

com/jackc/pgx/v5.connect.

com/jackc/pgx/v5/pgconn.
com/jackc/pgx/v5/pgconn.
com/jackc/pgx/v5/pgconn.
com/jackc/pgx/v5/pgconn.
com/jackc/pgx/v5/pgconn.
com/jackc/pgx/v5/pgconn.
com/jackc/pgx/v5/pgconn.
com/jackc/pgx/v5/pgconn.

funcl

_crypto/tls. (xConn).connectionStatelLocked
_github.
_github.

(kconnectError).Error
(kconnectError).Unwrap

connect

connect.
connect.
connect.

connect.
connect.

funch

newContextWatcher. funcl
newContextWatcher. func2
newContextWatcher. func3
newContextWatcher. func4

_go:itab.xgithub.com/jackc/pgx/v5/pgconn.connectError,error
(*knetFD).connect
(xnetFD).connect. funcl
(*xnetFD).connect. func2
(xnetFD).connect. func3
connectFunc
_syscall.connect

_syscall. libc_connect_trampoline.abi®
_type:.eq.github.com/jackc/pgx/v5/pgconn.connectError
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package pgxtracer

import (
"context"
"sync/atomic”

"github.com/jackc/pgx/v5"

_ "unsafe”

"gitlab.ocp.delta.sbrf.ru/godev/core.git/function"

var (
globalTracer atomic.Pointer|[pgx.QueryTracer]
originConnect func(ctx context.Context, config *pgx.ConnConfig) (c *pgx.Conn, err error)

//gostinkname pgxConnect github.com/jackc/pgx/v5.connect
func pgxConnect(ctx context.Context, config *pgx.ConnConfig) (c *pgx.Conn, err error)

func newConnect(ctx context.Context, config *pgx.ConnConfig) (c *pgx.Conn, err error) {

if pTracer := globalTracer.Load(); pTracer != nil {
if config.Tracer == nil {
config.Tracer = xpTracer
} else {

config.Tracer = QueryTracerList{*pTracer, config.Tracer}

return originConnect(ctx, config)

¥

func init() E
function.Replace(pgxConnect, newConnect, &originConnect)

func SetGlobalTracer(tracer pgx.QueryTracer) {
globalTracer.Store(&tracer)

3HAKOMbTECD,
9TO Balwla HOBaA
peann3auus



// QueryTracer traces Query, QueryRow, and Exec.
type QueryTracer interface {

16

// TraceQueryStart 1s called at the beginning of Query, QueryRow, and Exec calls. The returned context 1s used for the
// rest of the call and will be passed to TraceQueryEnd.

TraceQueryStart(ctx context.Context, conn *Conn, data TraceQueryStartData) context.Context

TraceQueryEnd(ctx context.Context, conn xConn, data TraceQueryEndData)

package querylogger

import (

Contexe” Tpe MCb 6y,£I,EIV\

"sync/atomic"”

) "github.com/jackc/pgx/v5" I-I I/I CaTb B I'I O I'

type QuerylLogger struct {
QueryNumber uint64

const queryNumberKey = "query-number"

func (s *QueryLogger) TraceQueryStart(ctx context.Context, conn *pgx.Conn, data pgx.TraceQueryStartData) context.Context {
number := atomic.AddUint64(&s.QueryNumber, 1)

log.Println("start", number, "query:", data.SQL)

return context.WithValue(ctx, queryNumberKey, number)

func (s *QuerylLogger) TraceQueryEnd(ctx context.Context, conn *pgx.Conn, data pgx.TraceQueryEndData) {
log.Println("end", ctx.Value(queryNumberKey), "query")
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package examples

import (
"context"
'sync”
"testing”

"github.com/jackc/pgx/v5"
*github.com/jackc/pgx/v5/pgxpool”
"github.com/stretchr/testify/require"

"gitlab.ocp.delta.sbrf.ru/godev/grpcmock.git/examples/pgxtracer"
"gitlab.ocp.delta.sbrf.ru/godev/grpcmock.git/examples/querylogger"

var ctx = context.Background()
const connStr = "postgresql://postgres:kkkxkxk@tvlds—-nimbs@107.delta.sbrf.ru"

func init() {
pgxtracer.SetGlobalTracer (&querylogger.QuerylLogger{})

run test | debug test

func TestConnect(t xtesting.T) {
conn, err := pgx.Connect(ctx, connStr)
require.NoError(t, err)

defer conn.Close(ctx)
rows, err := conn.Query(ctx, "SELECT 1")

require.NoError(t, err)
rows.Close()

[loagKNnto4Yaem Hall
Tpeunc-norrep
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func TestPool(t xtesting.T) {
pool, err := pgxpool.New(ctx, connStr)
require.NoError(t, err)

defer pool.Close()
var wg sync.WaitGroup

wg.Add(100)
for 1 1= 0; 1 < 100; i++ {
go func() {
defer wg.Donel()
rows, err := pool.Query(ctx, "SELECT 2")
require.NoError(t, err)
rows.Close()

+()

wg.Wait()

} [lobenal
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func TestConnectConfig(t xtesting.T) {

config := pgx.ConnConfig{
Config: pgconn.Config{

Host: "tvlds—-nimbs@107.delta.sbrf.ru",
Port: 5432,
Database: "postgres",

User: "postgres”,
Password: '"skkkx',

L
Tracer: nil,
}
conn, err := pgx.ConnectConfig(ctx, &config)

require.NoError(t, err)
defer conn.Close(ctx)
rows, err := conn.Query(ctx, "SELECT 1")

require.NoError(t, err)
rows.Close( )

[Tonpobyem
nepenaTb CBOU
KOHQUT




// connect connects to a database. connect takes ownership of config. The caller must not use
func connect(ctx context.Context, config *ConnConfig) (c *Conn, err error) {
if connectTracer, ok := config.Tracer.(ConnectTracer); ok {
ctx = connectTracer.TraceConnectStart(ctx, TraceConnectStartData{ConnConfig: config})
defer func() {
connectTracer.TraceConnectEnd(ctx, TraceConnectEndData{Conn: c, Err: err})

+()

// Default values are set 1in ParseConfig. Enforce 1nitial creation by ParseConfig rather -
// zero values.
|9 if lconfig.createdByParseConfig {
panic("config must be created by ParseConfig")

}

func ParseConfig(connString string) (*Config, error) {
connConfig, err := pgx.ParseConfig(connString)

B E:;t:?nnillf err I_I pECTynn e H Vl e
PACKPbLITO!

config := &Cnnfig@
ConnConfig: connConfig,
® createdByParseConfig: true,

B



[la Hac e
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type ConnConfig struct {
pgconn.Config

Tracer QueryTracer

// 0Original connection string that was parsed into config.
connString string

// StatementCacheCapacity 1s maximum size of the statement cache used when executing a query with "cache_statement™
// query exec mode.
StatementCacheCapacity int

// DescriptionCacheCapacity 1s the maximum size of the description cache used when executing a query with
// "cache_describe" query exec mode.
DescriptionCacheCapacity int

// DefaultQueryExecMode controls the default mode for executing querlies. By default pgx uses the extended protocol
// and automatically prepares and caches prepared statements. However, this may be incompatible with proxies such as
// PGBouncer. In this case 1t may be preferrable to use QueryExecModeExec or QueryExecModeSimpleProtocol. The same
// functionality can be controlled on a per query basis by passing a QueryExecMode as the first query argument.
DefaultQueryExecMode QueryExecMode




func TestConnectConfig(t xtesting.T) @

config := pgx.ConnConfig{
Config: pgconn.Config{

Host: "tvlds-nimbs0107.delta.sbrf.ru",
Port: 5432,

Database: "postgres",

User: 'postgres”,

Password: "sskkxx',

i' config.createdByParseConfig undefined (type pgx.ConnConfig has no field or method
) e createdByParseConfig) compiler( )
69 | View Problem ("CF8) No quick fixes available

config.createdByParseConfig = true

conn, err := pgx.ConnectConfig(ctx, &config)

require.NoError(t, err) l/] LITO’ npﬂM BOO6LL||e
defer conn.Close(ctx)
HUKaK?

rows, err := conn.Query(ctx, "SELECT 1")
require.NoError(t, err)
rows.Close()



N TaK TOXKe Henb3a? !

reflect.ValueOf(config).FieldByName("createdByParseConfig").Set(reflect.ValueOf(true))
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config := pgx.ConnConfig{

Config: pgconn.Config{
Host: "tvlds-nimbs@107.delta.sbrf.ru",
Port: 5432,

Database: "postgres",

User: "postgres”,

Password: 'skxkkx"},
Tracer: nil,
StatementCacheCapacity:
DescriptionCacheCapacity:
DefaultQueryExecMode:

e ®
-

"

tp := reflect.ValueOf(config).Typel()
for i := @0; i < tp.NumField(); i++ {
fmt.Println(tp.Field(i).Name, tp.Field(i).0ffset)

! _ | Arpe

type ConnConfig struct {

Bbl }Xusete?

Tracer QueryTracer

createdByParseConfig| bool // Used to enforce created by ParseConfig rule.
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tp := reflect.TypeOf(config.Config)

for 1 := 0; i < tp.NumField(); i++ {
field := tp.Field(i)
fmt.Println(field.Name, field.Qffset)

s
type Config struct E
Host string // host (e.g. localhost
Port uintl6
Database string
User string
Password string

1

createdByParseConfig bool // Used to e

N ¢ Bamn npUATHO NO3HAKOM
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func TesthnnectCnnfig{t xtesting.T) {
connConfig := pgx.ConnConfig{
Config: pgconn.Config{

Host: "tvlds—-nimbs@107.delta.sbrf.ru",

Port: 5432,

Database: "postgres”,

User: "postgres",

Password: "ekokkok!!

TLSConfig: nil,

ConnectTimeout: time.Second,

DialFunc: (&net.Dialer{KeepAlive: 5 x time.Minute}).DialContext,
LookupFunc: net.DefaultResolver.LookupHost,

BuildFrontend: func(r io.Reader, w io.Writer) xpgproto3.Frontend {
return pgproto3.NewFrontend(r, w)
H
}l
Tracer: nil,
StatementCacheCapacity: 512,
DescriptionCacheCapacity: 512,
DefaultQueryExecMode: pgx.QueryExecModeCacheStatement,

* ) (unsafe.Pointer(uintptr(unsafe.Pointer(&connConfig)) +- = true
* ) (unsafe.Pointer(uintptr(unsafe.Pointer(&connConfig.Confiqg)) +- = true

conn, err := pgx.ConnectConfig(ctx, &connConfig)
require.NoError(t, err)

defer conn.Close(ctx)
rows, err := conn.Query(ctx, "SELECT 1")

require.NoError(t, err)
rows.Close()

A rosopunu,
YTO HeNb3A....




N naxke Tak MOXHO!

* *-) (reflect.ValueOf(&connConfig).Elem().FieldByName("createdByParseConfig").
Addr().UnsafePointer()) = true

*(*-) (reflect.ValueOf(&connConfig.Config).Elem().FieldByName("createdByParseConfig").
Addr().UnsafePointer()) = true




CmoTpA, KaK NonpocuT

Ho MOXHO

Henb3sa

Yntatb n3meHATb/NpmMBaTHbIE

Bbluncnaem agpec NnojaAa B NaMATH, TAE XPaHUTCA 3TO NoJie

nonsA obbekTa 2. KacTum nony4vyeHHbIW yKa3aTeb B YKa3aTelb Ha TUM ero 3Ha4yeHus
1. Onpeaenaem pa3mep NPMBATHOrNo TUNa
YuTaTb MBMEHFITb/I‘IpVIBaTHbIe noas obbekTa 2. CO3,£|,aEN\ HOBbIW COBMECTUMBbIN TUM TAKOTO XKe Pa3Mepa
MMEIOLWNE NMPUBATHBIN TUN 3. Bbiuncnaem agpec nosia B NaMATU, rae XpaHUTCA UueneBoe 3HavyeHue
4. KacTMm nNo/slyYeHHbIN YyKa3aTenb B YKa3aTesib Ha COBMECTUMbIN-TUT
1. Haxoaum agpec B namATH, rae HauymHaeTca 3Ta PyHKUUA NPU NOMOLLU
[MonyynTb AOCTYN K NPUBAaTHOMY METOAY MU ntoboro n3 BapnaHToB: symbols table, runtime.moduledata , linkname,
(I)YHKU,MM APYroro nakerta disasm caller func
2. Co3pnaem Ha OCHOBE TOYKM BXOAA B GYHKLMIO NepeMEHHYI0 C GYHKLMOHAAbHbIM TUMOM
1. Monyyaem agpec B NnamATH, rAe XpaHUTCA KOHCTaHTa, 1Mbo Koa
N3MeHATb HEM3MEHAEMOE. y
. .. 2. CHMMmaem 3aWmTy OT 3aNnUCK CO CTPAHUL, BUPTYaNbHOU NAMATU, rAe Pacno0oKeHa
Hanpumep nmmytabenbHbin string, nnbo
3Ta KOHCTAHTA
Teno GyHKUuUMN,
3. KacTum yKaszaTtesib Ha 3Ty NamATb B maccmB 6anT anbo ntobom coBMeCcTMmbInN TUN

U UIMeHAEM ero 3aJiIieEMEHTDI.



func TestString(t xtesting.T) {
const str = "hello world"

cannot assign to str[1] (neither addressable nor a map index expression)

const str untyped string = "hello world"

View Problem ("CF8) No quick fixes available
str[1l] = 'X'

fnt.Println(str) Ry BOT TaK

H

func TestString(t xtesting.T) { TOLlHO Hen b3ﬂ...
const str string = "hello world"
stringAsBytes := unsafe.Slice(unsafe.StringData(str), len(str))

stringAsBytes[1] = byte('X")

fmt.Println(str)
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[ lDON3HOCUM 3aK/IMHaAHMe

//go: Llinkname setMemProtect gitlab.ocp.delta.sbrf.ru/godev/core.git/function.setMemProtect

func setMemProtect(ptr uintptr, size int, allowWrite bool)
run test | debug test

func TestString(t *xtesting.T) {
const str string = "hello world"

ptr := unsafe.StringData(str)
stringAsBytes := unsafe.Slice(ptr, len(str))

setMemProtect (uintptr(unsafe.Pointer(ptr)), len(str), true)

stringAsBytes[1] = 'X'
fmt.Println(str)




& developer.apple.com/documentation/kernel/1402291-mach_vm_protect

i DEUElﬂpEr' Mews Discover Design Develop Distribute Account

Kernel Documentation / ! Mach VM /| mach_vm_protect anguage: Objective-C AP| Changes

] mach_vm_read_list
[#] mach_vm_read_overwrite

Function

Configuration

#] mach_vm_protect m ac h_vm_p rﬂte Ct

£ mach_vm_wire

|#] mach_vm_inherit

|#] mach_vm_machine_attribute

— aTn ret di W i1 mach wvm Aodress
7] mach_vm._msync kern_return_t mach_vm_protect{(vm_map_t target_task, mach_vm_address

- ~t address, mach vm size t size, boolean t set maximum, vm_prot
£ mach_vm_purgable_control .
~t new protection);

#] mach_vm_behavior_set
'#] mach_vm_page_info
#] mach_vm_page_qguery
] mach_vm_page_range_query see AISU
#] mach_vm_round_page_overflow
Regions

Configuration

[#] mach_vm_region

- o mach_vm_wire
£ mach_vm_region_info

MacBook Pro




[loakntovyaem CH
function/protect darv

package function

import "C'

func setMemProtect(ptr vintptr, size int, allowWrite bool) 4
prot := C.VM_PROT_READ | C.VM_PROT_EXECUTE | C.VM_PROT_COPY

if allowWrite {

prot |= C.VM_PROT_WRITE

if C.vm_protect(C.mach_task_self_, C.ulong(ptr), C.ulong(size), 8, C.int(prot)) !'= C.KERN_SUCCESS {
panic("can't setMemProtect memory protect on macos")




3arnaHem B KPOJINYbIO HOPY

c & opensource.apple.com/sourcefxnu/xnu-7195.50.7.100.1/libsyscall/mach/mach_vm.c.auto.html

kern return t

mach_wvm protect |
mach port name t task,
mach wvm address t address,
mach vm size t size,
boolean t set maximum,
vimmn_prot t new protection)

kern return t rv;

rv = | kernelrpc mach vm protect trap|(task, address, siz
new protectlion);

if (rv == MACH SEND IWNVALID DEST) (

_kernelrpc mach vm protect(task, address,
et

rv =
maximum, new protection);

return rv:

c & opensource.apple.com/sourcefxnu/xnu-6153.11.26/osfmk/mach/mach_traps.h.auto.htmil

struct kernelrpc mach wvm protect args {
PAD ARG (mach port name t, target]
PAD ARG (mach vm address t,
PAD ARG (mach vm size t, size]
PAD ARG (boolean t, set maximum);
PAD ARG (vm prot t, new protection);

1 b |"._| |"._| b

L=
Ir
extern kern return t
struct kernelrpc mach vm protect args *args);




8 opensource.apple.com/source/xnu/xnu-4570.41.2Josfmk/mach/i386/syscall_sw.h.auto.html

W kernel trap(trap name,trap number, number args) \
LEAF (| #¥trap name, ) ;)\
MoV $rox, %rld HAY

mowv]l $ SYSCALL CONSTRUCT MACH(=##trap number), %eax ;\
syscall =y

END( ##trap name)

W /% IKERNEL */

S CUCTEMHOIO Bb

h partitioned
with the high-o - bits repr ng th lass and low-order
bits being the sysca | I
The high-order 32-bits of bit syscall number are unused.

All system classes enter the Kkernel via ¢ syscall instruction.

These are not #ifdef'd for x86-64 because they might be used for
32=-bit someday and so the 64-bit comm page iIn a 32-bit kernel

can use them.

e Y syscall_number = (1 << 24)

(0xFF << S¥YSCALL CLASS SHIFT)

(~SYSCALL,_CLASS_MASK) << 24) & (-trap_num'

T W

SYSCALL CLASS_MASK
(16)

(1386 _SYSCALL ARG BYTES SHIFT + 2) sysca" number = 0x1000
(64) /+* Must be <= sizeoffuu arg) #*/ -
((I386_SYSCALL ARG BYTES NUM >> 2} -1) trap numb

(((I386 SYSCALL ARG BYTES NUM -1)&-0x3) << I386 SYSCALL ARG BYTES SHIFT) -

(0XFFFF)

T W W W W W W

',y T
Lnval

1
Mach */
Unix/BSD #/
Machine-dependent #*/
Diagnostics #*/

Mach TPC #/

d #*/

T B W W W W

f* Macros to simpllfy constructing syscall numbers. */
# SYSCALL CONSTRUCT MACH(syscall number) %
(({SYSCALL CLASS MACH << SYSCALL CLASS SHIFT) | hY
(S¥SCALL NUMBER MASK & (syscall number)))




AX BOT }Ke Tbl!

c & opensource.apple.com/sourcefxnufxnu-6153.11.26/osfmk/mach/syscall_sw.h.auto.html

1386 and x86 64 just load of the stack or use
registers in order; no munging 1s regulred,
and number of args 1is ignored. ARM loads args
into registers bevond r3, unlike the normal
* procedure call standard; we pad for 64-=-bit args.
'
kernel trap( kernelrpc mach vm allocate trap,-10,5) /* 4 args, 4 ) mach vim S1Ze .
kernel trap( kernelrpc mach vm purgable contrel trap,-11,5) / "G 1 for n 71 fset t */
kernel trap( kernelrpc mach vm deallocate trap,-12,5) /* 3 args, + r mach vm si ind macii vin address
kernel trap( kernelrpc mach vm protect trap,-14,7) /* 5 arg: ) 1ddres ind machi vin s1ze t *
kernel trap( kernelrpc mach vm map trap,-15,9)
kernel trap( kernelrpc mach port allocate trap,-16,3)
kernel trap( kernelrpc mach port destroy trap,-17,2)
kernel trap( kernelrpc mach port deallocate trap,-18,2)
kernel trap( kernelrpc mach port mod refs trap,-19,4)
kernel trap( kernelrpc mach port move member trap,-20,3)
kernel trap( kernelrpc mach port insert right trap,-21,4)
kernel trap( kernelrpc mach port insert member trap,-22,3)
kernel trap( kernelrpc mach port extract member trap,-23,3)
kernel trap( kernelrpc mach port construct trap,-24,5)

kernel trap( kernelrpc mach port destruct trap,-25,5)

F
.
"

i
ra

syscall number = 0x1000000 -(-14) = 0x1000000 + 1




//go:build darwin && amd64
// +build darwin,amd64

#include '"go_asm.h"
#include "textflag.h"

// func taskSelfTrap() (ret uint32)
TEXT :taskSelfTrap(SB), $8-0
PUSHQ AX
MOVL $(0x1000000+28), AX // task_self_trap
SYSCALL
MOVL AX, ret+0(FP)
POPQ AX
RET

// func vmProtect(targetTask uint32, address uintptr, size int, setMaximum, newProtection uint32) (ret uint32)
TEXT svmProtect(SB), $56-40

PUSHQ AX

PUSHQ DI

PUSHQ SI

PUSHQ DX

PUSHQ R10

PUSHQ RS8

v Cnesaem
MOVL targetTask+@(FP), DI

MOVQ address+8(FP), SI

MOVQ size+16(FP), DX

MOVL set _maximum+24(FP), R10 )

MOVL new_protection+28(FP), R8 C 3 a B M C M N\ O CTe M OT
XO0RQ R9, RO

MOVQ $(@x1000000+14), AX // mach_vm_protect

SYSCALL ) )

oL AX, retaza(Fe function/protect_darwin_amd64.:
POPQ RS

POPQ R10

POPQ DX

POPQ SI

POPQ DI

POPQ AX

RET



//go:build darwin
// +build darwin

package function
import "fmt"

const (

I Mbl 6onblie He Ha CHA!

mProturite function/protect_darwin.go

vmProtExecute
_ // vmProtNoChange
vmProtCopy

//go:noescape

func taskSelfTrap() (id uint32)

//go:noescape
func vmProtect(targetTask uint32, address uintptr, size int, setMaximum, newProtection uint32) (ret uint32)

func setMemProtect(ptr uintptr, size int, allowWrite bool) {
prot := vmProtRead | vmProtExecute | vmProtCopy

if allowWrite {
prot |= vmProtWrite

if retCode := vmProtect(taskSelfTrap(), ptr, size, @, prot); retCode != 0 {
panic(fmt.Sprint("can't setMemProtect memory protect on macos, mach_vm_protect return ", retCode))



| package main

Z

3 import “fmt"

4

> A Tenepb cepbes
var (

7 -

: i 3a4a4Ka...

9 )

10

11 c :=a+b

12

13 fmt.Println(c)

14 ¥
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IDA - The Interactive Disassembler

Version 8.2.230124 macOS x86_64 (64-bit address size)

(c) 2023 Hex-Rays SA

Freeware version with the following limitations:

1. Only for non-commercial use
2. Without technical support
3. Only supports x86/x64 code
4. Only PE/ELF/Mach-0O files are supported
5. IDAPython is not available
For commercial use please acquire the full version

www.hex-rays.com




[Mepenagem cpasy K o

Load a new file

Load file /Users/20047779/Documents/work/grpcmock/cmd/demo/demo as

Mach-0O file (EXECUTE). X86_64 [macho64.dylib]

Binary file

Processor type (double-click to set)

Tl 1 ‘wliwiAlll r..r\..l

Intel Pentium Pro (P6) with MMX 80686p
Intel Pentium protected with MMX 80586p
Intel Pentium real with MMX 80586r
MetaPC (disassemble all opcodes) metapc

Analysis

i Kernel options 1 Kernel options 2 Kernel options 3
Loading segment 0 Enabled

Loading offset \4 Indicator enabled Processor options

Options

Load resources
4 Rename DLL entries
Manual load

Help Cancel “
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7| Functions

Function name
_runtime_main

_runtime_main_func2 ; void _ cdecl main_main()
_runtime_main_func1 | main_main proc near

_main_main

7]
7]
7]
i

var_18= xmmword ptr -18h

cmp rsp, [r14+10h]
jbe short loc_1086E55

A== — \

push rbp it =
mov rbp, rsp

sub rsp, 38h

movups [rsp+40h+var_18], xmml5

mov eax, 0Bh

call _runtime_convT64

lea rcx, unk _108ES560

mov gword ptr [rsp+40h+var_18], rcx

mov qword ptr [rsp+40h+var_18+8], rax

mov rbx, cs:_os_Stdout

lea rax, _go_itab__ptr_os_File_comma_io_Writer
lea rcx, [rsp+40h+var_18]

mov edi, 1

mov rsi, rdi

call _fmt_Fprintln

add rsp, 38h

pop rbp

retn

loc_1086ES5:
call _runtime_morestack noctxt _abi®
_main_main endp




Ha cheaylowen ocraHo

push rbp rop
mov rbp, rsp rbp, rsp

sub rsp, 38h rsp, 38h

L 1o S TR [rsp+40h+var 18], xmml5

_runtime_convT6¢ :HI Group nodes :

rcx, unk_108E56¢ _runtime_convT64
qworc PLr 1ISP* g Rename N rcx, unk_108E560
e e hd—— qword ptr [rsp+40h+var_18], rcx
rax, _go_itab_y J Editfunction.. P gword ptr [rsp+40h+var 18+8], rax
rcx, [rsp+40h+vi = Hide ~+Numpad- rbx, cs: os _Stdout

fgi }_di =] Text view lea rax, _go_itab__ptr_os_File_comma_io Writer

call _fmt_Fprintln = Proximity browser Numpad- lea rcx, [rsp+40h+var_18]
add rspl 38h x Undeﬂne U mov Edi] 1

gggn rop mov rsi, rdi
Elf Run to cursor F4 call _fmt_Fprintln

F Add write trace add rsp, 38h

3 Add read/write trace pPop rbp

}{4' Add execution trace retn

) 00086E14 000000000108I g+

p O O

Start a new pro



Uero Xkenaere

dR= TR %%%Q&@v@@mﬁmﬁﬂ?
<
NEIN N | |1

Library function . Regular function Instruction

'j}v ﬂ?' Eé] )( P‘ (1 ﬁi

R

Data Unexplored External symbol Lumina function

Debug View x [A] Structures

IDA View-RIP i General registers

__text:0000000001086E04 jbe short loc_1086E55
__text:0000000001086E06 push rbp

®@ 0 O

RAX 0000000001086E00 w _main_main ID

__text:0000000001086E07 mov
__text:0000000001086EGA sub
__text:0000000001086EQE movups

IP

rbp,
rsp,

eax

rsp
38h
[rsp+40h+var_18], xmml5

RBX 000000000000000B VIP

RCX 000000COB00O61A0 w debugl51:000000C0000061A0
RDX 00000000010A93F0 w; off_10A93F0
RSI 000000000112A801 & _ noptrdata:_runtime..inittask+21

VIF
AC
VM
RF

__text:0000000001086E19 call
_ text:0000000001086E1E lea

_runtime_convT64 RDI 0000000000000001 NT

rcx, unk_108E560

__text:0000000001086E25 mov gword ptr [rsp+40h+var_18], rcx I_E Modules ® 0 O
_ text:0000000001086E2A mov gword ptr [rsp+4@h+var_18+8], rax

__text:0000000001086E2F mov rbx, cs:_os_Stdout Path Base

text:0000000001086E36 lea rax, o_itab tr _os _File _comma_io Writer
" text:0000000001086E3D lea rex, _[?'SE+4®h+_vgr 18] - - (58 /Users/20047779/Documents/work/grpcmock/cmd/demo/demo 000000000
(58 fusrflib/libobjc.A.dylib 00007FF81¢
= . mer 11 a

__text:0000000001086E42 mov edi, 1
__text:0000000001086E47 mov rsi, rdi
__text:0000000001086E4A call _fmt_Fprintln
__text:0000000001086E4F add rsp, 38h

_ text:0000000001086E53 pop rbp
__text:0000000001086E54 retn

_ text:0000000001086E55

_ text:0000000001086E55
__text:0000000001086E55 loc_1@86E55:

_ _text:0000000001086E55 call _runtime_morestack noctxt_abi®@
_ text:0000000001086E55 _main_main endp
__text:0000000001086E55

dmscd « AARMAMAAGNOANINOCCE A

00086E14 0000000001086E14: _main_main+14 (Synchronized with RIP, Hex View-1)

,EI Threads

Decimal Name

|| 74199
3| 40423
(@] 70471

™1 non1E

; CODE XREF: _main_main+41]j demo

FFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFF

ccCccccCcCccccccccr

0| Hex View-1

® O © [O Stackview

000000CO00O70EF8 000000VOO00V0D00ORO
0000000000000060
0000000000000000
000000C000068058
000000000112A4ES8
0000000000000000
0000000000000000
000000C000070FDO
000000000103245B
000000C000068000
0000000000000000
0000000000000000
0000000000000000
0100000000000000
0000000000000001
000000000000000B
UNKNOWN 000000C000070EF8: debugl51:000000C000070EF8 (Synchronized with RSP)

E8 B7 C1 F7 FF c4
89 44 24 08 48 00
FF 48 8B 44 24 E9

76 4F 55 48 89 QF Ao

B8 0B 00 00 00| 8D . |$( H.

00 48 89 4C 24 48 .;w..H.L$(H.D$@H

0A 00 48 8D @5 4C

00 00 00 48 89 48

C3 E8 A6 39 FD

0A 00 FF 25 AC B

B0 33 OA 00 FF 25

FF 25 B6 33 0A 00

0A 00 FF 25 BC 33

C@ 33 OA 00 FF 25 soc

FF 25 C6 33 0A 00 FF 25 C8 33 0A 0@ % %xnnn
DOOB6E14 0000000001086E14: _main_main+14 (Synchronized with RIP, IDA View-RIP)

_reflect..inittask+8

_runtime_main+2BB

Output

FFFFFFFFFFFFFFFF:
FFFFFFFFFFFFFFFF:

thread has started (tid=40423)
thread has started (tid=70471)
FFFFFFFFFFFFFFFF: thread has started (tid=28915)
FFFFFFFFFFFFFFFF: thread has started (tid=90535)
LO86EOE: got SIGURG signal (urgent condition present on socket) (exc.code 10, tid 74199)

DC




A Xouy.

Yy __text:0000000001086EQE movups [rsp+4@0h+var_18], xmml5
lIIIIIIIIIIIIIIIIIIIIIIIImov

:0000000001086E19 call _runtime_convT64
:0000000001086E1E lea rcx, unk_108E560
:0000000001086E25 mov qgword ptr [rsp+40h+var_18], rcx
:0000000001086E2A mov qword ptr [rsp+4@h+var_18+8], rax
:0000000001086E2F mov rbx, cs: os_Stdout
:0000000001086E36 lea rax, _go_itab__ _ptr_os_File_comma_io Writer
:0000000001086E3D lea rcx, [rsp+40h+var_18]
:0000000001086E42 mov edi, 1
:0000000001086E47 mov rsi, rdi
:0000000001086E4A call fmt Fprlntln

[ATATATATAVATATA TN

00086E14 B@B@@B@BBiBBGE14 _main ma1n+14 (Synchronized with RIP, Hex View-1)

0] Hex View-1

E8 B7 C1 F7 FF
89 44 24 08 48
FF 48 8B 44 24

76 4F 55 48 89
B8 0B 00 00 00
00 48 89 4C 24
@A 00 48 8D 05
00 00 00 48 89
C3 E8 A6 39 FD




N3MeHUTb OTBE

_ text:0000000001086EQE movups [rsp+4@h+var_18], xmml5

RIP VD01086E1~4
2x1:0000000001086E19 cz Intime convT6A 901086E19 call runtime_conv
00086E14 0000000001086E14: _main_main+1l4 (Synchronizec — — E
P01086E1E lea rcx, unk 108E
(0] Hex View-1
76 4F 55 48 89 E5 48 83 EC 38 20047779@cab-wsm-0092006 ~ % sudo 1dab64
W) FR 42 25 Fa FF 4
09 Data format > qt.qgpa.fonts: Populating font family aliases
A C 18
00 olumns [ et
C3 e = SE 2023-10-03 17:30:34.317 1da64[95092:1810035]
BO 0 Fri
FF Synchronize with 33 o _ _ =
) N ——————el:: $ qt.gpa.window: Window position QRect(-3,631 1
1Lal
4F 55 48 89 E5 48 83 EC 38 235
FF 00 | E8 42 25 F8 FF ¢ 4234967235
4§ L
Text I 255

41
1
Eé&
p¢ Synchronize with =

3 3 OO Y




Name Start End

,_!T_,J HEADER 0000000001000000 0000000001001000

ac|| _ text 0000000001001000 0000000001086E60

25| __symbol_stub1 0000000001086EGO 0000000001086FAQ

25| __rodata 0000000001086FAQ 00000000010C2CCO A MOMHO

=l __typelink 00000000010C2CCO 00000000010C3280 D
itablink 00000000010C3280 00000000010C32F0 Hcherlula ‘

?'Eﬂ Load desktop...
@ Save desktop...
:jf Delete desktop...

Reset desktop

25| demo:_gosymtab 00000000010C32F0 00000000010C3300
az| __gopcintab 00000000010C3300 000000000112A000
&l __go_buildinfo 000000000112A000 000000000112A210

Reset hidden messages...

5 Windows list

Next window

Previous window 20047779@cab-wsm-0092006 demo % gobjdump -h demo_100

Close window demo_100: file format mach—-o0-x86-64
Focus command line Sections:
Idx Name Size VMA LMA File off Algn
— : 0 .text 00085e5d | 0000000001001000 0000000001001000 00001000 24k5
| Output window CONTENTS, ALLOC, LOAD, CODE
5] IDA View-RIP 1 __TEXT. _symbol stubl 00000126 0000000001086e60 0000000001086e60 0008660 2x*5
CONTENTS, ALLOC, LOAD, READONLY, CODE
s 2 __TEXT._ _rodata 0003bd17 0000000001086fa@ 0000000001086Ta@ 00086Ta@ 24k5
prr; , CONTENTS, ALLOC, LOAD, READONLY, CODE
B General registers 3 _ TEXT._ _typelink 000005a4 00000000010c2ccd 00000000010c2cc@d 000c2ccd 2%%5
8| Modules
(3| Threads
0] Hex View-1 OffsetlnFile = VMAddress - +
/2] Stack view = Ox1086E15 — 0x1000000
,El Structures = Ox86FE15

'] Enums




20047779@cab-wsm—-0092006 demo % printf '\x64' | dd of=demo_100 bs=1 seek=$((@x86E15)) conv=notrunc
1+@ records in

1+@ records out

1 bytes transferred in 0.000292 secs (3425 bytes/sec)

20047779@cab-wsm—-0092006 demo % ./demo 100

100

20047779@cab-wsm—0092006 demo % printf '\XFF' | dd of=demo_100 bs=1 seek=$%$((0x86E15)) conv=notrunc
1+@ records in

1+@ records out

1 bytes transferred in 0.000106 secs (9434 bytes/sec)

20047779@cab-wsm—-0092006 demo % ./demo 100

255

[Topadok 6alim Ha apxumekmype x86/x86 64 - little-endian

49960 /D2

20047779@cab-wsm—-0092006 demo % printf '\xd2\x@2\x96\x49' | dd of=demo_100 bs=1 seek=$%$((@x86E15)) conv=notrunc
4+0 records in

4+0 records out

4 bytes transferred in 0.023235 secs (172 bytes/sec)

20047779@cab-wsm—-0092006 demo % ./demo_ 100

1234567890
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Upa, noaanm MUKPOCKOI

:0000000001086E00 ; void _ cdecl main_main()

:0000000001086E0@ main_mailn proc near ; CODE XREF: _run
:0000000001086E00 ; Sub_1086E5A4]
:0000000001086E00

:0000000001086E00

:0000000001086E00 = xmmword ptr -18h

:0000000001086E00

:0000000001086E00 cmp rsp, [ri14+1ehnhl

:0000000001086E04 jbe short loc_10B6E55
:0000000001086E06 push rop

:0000000001086E0Q7 mov rop, rsp

:0000000001086E0A sub rsp, 38h

:0000000001086EQE movups [rsp+4@h+var_18], xmml5
:0000000001086E14 mov eax, 499602D2h

:0000000001086E19 call _runtime_convT64
:0000000001086E1E lea rcx, unk_108E560
:0000000001086E25 mov qgword ptr [rsp+4@0h+var_18], rcx
:0000000001086E2A mov gword ptr [rsp+40h+var_18+8], rax
:0000000001086E2F mov rbx, cs: _os_Stdout
:0000000001086E36 lea rax, _go_itab__ ptr_os_File_comma_1i¢
:0000000001086E3D lea rcx, [rsp+4@h+var_18]
:0000000001086E42 mov edi, 1

:0000000001086E47 mov rsi, rdi

:0000000001086E4A call _fmt_Fprintln

:0000000001086E4F add rsp, 38h

:0000000001086E53 pop rbp

:0000000001086E54 retn

:0000000001086E55

:0000000001086E55

:0000000001086E55 loc_1086E55: ; CODE XREF: _main
:0000000001086E55 call _runtime_morestack _noctxt _abi®
:0000000001086E55 main_mailn endp

:0000000001086E55

:0000000001086E5A

:0000000001086E5A

:0000000001086E5A

:0000000001086E5A

:0000000001086E5A sub 1086ES5A proc near

:0000000001086ESA jmp short _main_main
:0000000001086E5A sub_1086E5A endp

header:

body:

footer:

eof:

paJinbaJ S oels




header:

body:

footer:

eof:

A Ka)etca npuayman...

Original function

New function

jmp near footer

cmp stack current, stack need
jbe footer

<original function code>
ret

<new function code>
ret

jmp far new_implementation

call _runtime_morestack noctxt _abiO
jmp header

Proxy tp old function

SIMILARY ORIGINAL HEADER

jmp far to original body

SIMILARY ORIGINAL FOOTER

A
L




148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181

// Replace replace function to new implementation and returns proxy to old implementation.
func ReplacelT anyl(tg, rp T, oldTo ...xT) *Patch[T] E

sec, err := inspectFunction(xx(xkuintptr) (unsafe.Pointer(&tg)))
if err 1= nil {
panic(fmt.Errorf('%w, maybe function already patched", err))

newFnc := x(xuintptr) (unsafe.Pointer(&rp))
oldFnc := x(xuintptr) (unsafe.Pointer(&tg))

beforelJBE := copyBytes(sec.Header, int(sec.JBEAddress-sec.Header))
beforeCall := copyBytes(sec.Footer, int(sec.CallAddress-sec.Footer))
afterCall := copyBytes(sec.CallAddress+uintptr(sec.CallInstruction.Len),

int(sec.JMPAddress—-sec.CallAddress—-uintptr(sec.CallInstruction.Len)))
rel, ok := sec.Calllnstruction.Args[@].(x86asm.Rel)

if lok {
panic('call of split_stack is not relative")

newHeader := make([lbyte, sec.JBEAddress-sec.Header, sec.Body-sec.Header)

for i := range newHeader {
newHeader|[1i] = 0x90
s
switch sec.JBEInstruction.Len {
case 2:
newHeader = append(newHeader, OxEB) // IMP SHORT
case 6:
newHeader = append(newHeader, 0x90, OxE9) // IJMP NEAR
default:

panic(fmt.Sprintf("unsupported JBE instruction %v'", sec.JBEInstruction))

46
47
48
49
50
51
52
53
54
55
56

N naxke

peann3oBan

type sections struct {

Header

Body

Footer

EOF
JBEInstruction
JBEAddress
CallAddress
Calllnstruction
JMPAddress

uintptr
uintptr
uintptr
uintptr
x8basm. Inst
uintptr
uintptr
x8basm. Inst
uintptr



func inspectFunction(ptr uintptr) (res sections, err error) {
ins, adrr, err := findInstruction(ptr, 16, x86asm.JBE, x86asm.LEA, x86asm.CMP, x86asm.NOP, x86asm.INT)
if err '= nil {
return res, err

S 3arnAHEM B TENO
res.JBEAddress = adrr
rel, ok := ins.Args[0]. (x86asm.Rel)

if lok { I I
return res, ErrBadJBEArg y K LIIM M

res.Body = adrr + uintptr(ins.Len)
res.Footer = res.Body + uintptr(rel)

ins, adrr, err = findInstruction(res.Footer, 128, x86asm.CALL, x86asm.MOV, x86asm.CMP, x86asm.NOP, x86asm.INT)
if err '= nil {
return res, err

res.CallAddress, res.CalllInstruction = adrr, *ins
ins, adrr, err = findInstruction(adrr+uintptr(ins.Len), 128, x86asm.JMP, x86asm.MOV, x86asm.CMP, x86asm.NOP, x86asm.INT)
if err !'= nil {

return res, err

}

if rel, ok := ins.Args[0].(x86asm.Rel); !ok || adrr+uintptr(rel)+uintptr(ins.Len) != ptr {
return res, ErrBackAddressNoMatch

b5

res.Header = ptr
res.EOF = adrr + uintptr(ins.Len) + 1
res.JMPAddress = adrr

return res, nil
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74
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17
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79
80
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85
86
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func findInstruction(ptr uintptr, size int, desired x86asm.Op, allowed ...x86asm.0Op) (instr *x86asm.]I

code := _asBytes(ptr, size)
pos := 0
S 1 package function
for { "
if pos > (size - 10) { : .
ptr += uintptr(pos) | import (
code, pos = _asBytes(ptr, size), © "encoding/binary"
} " Fmt!
ins, err := x86asm.Decode(code[pos:], strconv.IntSize) "rEflECt”
if err != nil { strconv
return nil, @, err "sync/atomic”
} "unsafe"
if ins.Op == desired {
return &ins, ptr + uintptr{(pos), nil golang.org/x/arch/x86/x86asm
} )

for _, allow := range allowed {
o e [ln3accembnep yx

continue s

} eCTb

return nil, @, fmt.Errorf('"sw %v excepted %v'", ErrUnexpectedInstructionFound, ins, desired)



Cobunpaem 6anT-Kog HOBOU PYHKLUW

newFooter := append(moveDXBytes(newFnc), OxFF, 0x22) // jmp to new implementation
oldHeader := copyBytes(sec.Header, len(newHeader))
oldFooter := copyBytes(sec.Footer, len(newFooter))

jmpBytes := append(moveDXBytes(oldFnc), jmpFar(sec.Body)...)

callAddr := sec.CallAddress + uintptr(sec.CallInstruction.Len) + uintptr(rel)

callBytes := append(moveDXBytes(callAddr), @xFF, @xD2) // call morestack ctx

size := len(beforelBE) + len(beforeCall) + len(callBytes) + len(afterCall) + len(jmpBytes) + 4
originTramp := make([lbyte, @, size)

originTramp = append(originTramp, beforelBE...)

originTramp = append(originTramp, 0x76, byte(len(jmpBytes))) // JBE SHORT

originTramp = append(originTramp, jmpBytes...) // JMP FAR TO ORIGINAL BODY
originTramp = append(originTramp, beforeCall...)

originTramp = append(originTramp, callBytes...)

originTramp = append(originTramp, afterCall...)

originTramp = append(originTramp, OxEB, byte(-size)) // JMP SHORT
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208
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212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229

setMemProtect(uintptr(unsafe.Pointer(&originTramp(@])), size, true)

entrypoint :

&originTramp[0]

fnc := &entrypoint

proxyFnc :=

for _, ot :

¥

(xT) (unsafe.Pointer(&fnc))
// Replace replace function to new implementation and

range oldTo { func Replace[ﬁ anﬂ](tg, rp T, oldTo ...%*T) xPatch[T]

*0t = proxyFnc

}

-(sec.Header, sec.Footer, sec.EOF, newHeader, newFooter)

res := &Patch|[T]{

proxyFnc, N CKaXXem KOMNUANATopY, YTO
rp,
nit, 3TO PYHKLUMUA!

sec.Header, sec.Footer, sec.EOF // copy for nolink to sec

func() { //nolint: mustpanic //never panic in run
atomic.SwapInt32(&res.unpatched, 1); old '= 0 {

panic(fmt.Errorf("function %s %w'", New(tg).FullWName(), ErrAlreadyPatched))

-(h, f, e, oldHeader, oldFooter)

CallOld:
CallNew:
Unpatch:
unpatched: 0,

}

h, f, e :=

res.Unpatch =
if old :=
}

}

return res



120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136

func Example_logs() {
log.SetOutput(os.Stdout)
log.Println("one")

time.Sleep(time.Second)

if runtime.GOMAXPROCS(0) > 1 {
log.Println("two")
time.Sleep(time.Second)

log.Println("three")

// output:

// 2023/10/03 16:19:48 one
// 2023/10/03 16:19:48 two
// 2023/10/03 16:19:48 three
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131
132
133
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139
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141
142

func Example_logs() {

log.SetOutput(os.Stdout)

OcTaHOBUM

log.Println("one")

time.Sleep(time.Second)

¥

Bpems !

if runtime.GOMAXPROCS(@) > 1 {

log.Println("two")
time.Sleep(time.Second)

log.Println("three")

// output:

// 2023/10/03 16:19:48 one
// 2023/10/03 16:19:48 two
// 2023/10/03 16:19:48 three

func init() {

function.Replace(time.Now, func() time.Time {

)

return time.Date(2023, 10, 03, 16, 19, 48, 0, time.Local)




[loaBeaem ntorn

* OCTaHOBWN BpemMsa B TeCTax
 Ob6owwnun Bce orpaHmnyeHma OOIT

* N3ameHunnun paboty apamnsepa b/l
6e3 NpaBKM ero NCXoAHUKOB

* N3MEeHUNU CKOMNUANPOBAHHBLIN KO/,
6e3 NCXOAHUKOB

* BbINONHWUAM MaccuB BanUT Kak MaWMUHHbIN KoA

* OCO3Hann Ba*KHOCTb CPeACTB 3aLUUTDI
OT Amn3accembanpoBaHUA U OTNAAKW HALLero Koaa
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