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lNnaH goknapa

* Kak n 3ayeM nUckaTb NMOBEPXHOCTb aTakKu

* HemHoro xapakopa npo JVM

* NMowuck owumnb6b0K B Hello World (spring-petclinic)




ABTOMaTI/I3I/IpOBaHHbII‘/’I dHaJIN3 NOBEPXHOCTU aTaKM

~ VIHTepdencobl npunoxeHU: agpeca, ¢annbl, NopThl

-~ KoMMNOHeHTbl 1 GyHKUMY NporpamMmm: 6UGIMOTEKUN 11 COOCTBEHHbIN
KoA

* x86 64 n HemHOXXKO AArch64

* C/C++, Go, Python, Java, JavaScript

* PerpeccmoHHoe TecTupoBaHue

OTuéThl ANA aHAaJINTUKOB N TECTUPOBLLUNKOB

—



3a4yeM UCKaTb NMOBEPXHOCTb aTaKMu

(c nomowubro Natch)

* MoBbiWeHVe 3alULLLEHHOCTI

* BbigsBneHue noteHUMasIbHO YA3BUMbIX KOMMNOHEHTOB
* CoKpaweHue ya3BUMbIX MeCT

* MpuopunTmMsaumna TeCTUpOBaHUA

* [onosiHeHMe pe3y/bTaTOB CTaTMNYECKOro aHan3a

—



CTaTnyeckum n ANHaAMUNYECKN aHanums

e CTaTnueckKkumn

be3 3anycka npuaoxeHus
Becb koA gocTyneH

Hen3BecTHO, KakK B
peanbHOCTUN NAET
BbIMOJIHEHWe

BxoaHble AaHHble HE3BECTHbI

CnoXHo aHann3npoBaTh
B3aVIMOZenCcTBMe nporpaMmm

* AnHamMmmnuyeckmnmn

[fporpamma paboTaeT B
0ObIYHOM pexmnme

Ha BxoJe peasibHble faHHble

He Bce pyHKL NN
AKTUBKPYHOTCSA

CueHapum paboTbl MOTYT ObITb
ANNTENbHbIMU

3ameaneHvie paboTbl 13-3a
aHanm3a




CtaTnueckum aHanuns: SBOM

grep "\"name\

"name" :

"name”

"name" :
"name" :
"name" :
"name" :

"name”

"name" :

"name" :

"name"

"name" :
"name" :
"name" :

"name" :

"name”

"name" :
"name" :

"name”

m

application.cdx.json

"spring-boot-starter-web",

: "spring-boot-starter-json’,
"jackson-datatype-jdk8",
"spring-boot-starter-tomcat’,
"tomcat-embed-core”,
"tomcat-embed-websocket’,

: "spring-web",

"spring-webmvc",
"spring-expression’,

: "spring-boot-starter-validation",
"tomcat-embed-el",
"hibernate-validator",
"jakarta.validation-api",
"spring-boot-starter-thymeleaf’,
: "thymeleaf-spring6",
"thymeleaf”,

"attoparser’,

:"unbescape’,

grep "\"type\"
92

\"library\

nn

./application.cdx.json [ wc -I




Ctatnyeckmum aHanms: OWASP Noir

POST /owners/new
body: address=&city=&telephone=
file: ./src/main/java/org/springframework/samples/petclinic/owner/OwnerController.java (line 75)

POST /owners/{ownerld}/edit

path: ownerld

body: address=&city=&telephone=

file: ./src/main/java/org/springframework/samples/petclinic/owner/OwnerController.java (line 138)

GET /owners/{ownerld}
path: ownerld
file: ./src/main/java/org/springframework/samples/petclinic/owner/OwnerController.java (line 163)

—



CtaTunyeckunm aHanus: call graph




AVHaMunuyecKkum aHanums

* Mo>XHO yBUAeTb Nogpo6HOCTN 0 KOHKPETHOM CUueHapuw
pa6oTbl

* bonee c/o>XKHasA HacTpoliKa, YeM NpU CTaTUUYECKOM
aHanuse

* Hy>XHO MHOro BpeMeH" Ha aHa/In3
* Masno AOCTYNHbIX MHCTPYMEHTOB

~ Natch - nHCcTpymMeHT aHanm3a NoBepxHOCTY aTakwy
~ PANDA - ¢perimBOpK A5 NOJIHOCUCTEMHOIO aHaNN3a

—



OrpaHuvyeHus / TpeboBaHuA

* Cunctembl N3 Ppa3HOPOAHbIX KOMNOHEHTOB
- mysqgl + nginx + django + keycloak + ...
* NMonHOCCTEeMHOe BbINoJIHeHue

- amynatop QEMU

ﬂ



AVHaMUuyecKUn aHaJsIN3 - 3TO C/I0XKHO

* NMonHOCUCTEeMHbI aHaNn3

— MHoro npoveccoB

- Hwn3koypoBHeBad MHPOpPMaLVS O BbIMOJHEHUY

* OTcne)XXBaHMe NOTOKa yrpaB/ieHUsl U NOTOKOB AaHHbIX
- Heobxoanmo grHaMmn4yeckoe MHCTPYMEeHTMPOBaHMe KoAa

* bonbLion oBepxeA

— AHanun3 3aHMMaeT Bpemd

~



[ToncKk NnoBepxXHOCTU aTakKu

* Kakue gaHHble Ba)>XHbl?
* Kypa oHU He AO0/1)KHbI NPOHUKAaTb?

* Kak oHU A0/MKHbI 06pabaTbiBaTbCA?

* Bce NOTOKM AaHHbIX Cpasy oTcieagnTb HEBO3MOXKHO

ﬁ



AHANN3 NOTOKOB AAHHbIX

* MIHCTpyMEeHTUPYHTCA BCe MALUUHHbIE MHCTPYKLUWN
« flo6aBnsieTcs TeHeBasi NaMsATb AJi1st NTOMETOK AaHHbIX
* NMomeuaroTca A4NA OTC/IEXKNBAHNSA BXOAHbIE AaHHble

° KO"VIPOBaHI/Ie AaHHbIX NpBOAUT K KOINMNPOBAHUIO
NOMeToOK

ﬂ



TeHeBad NaMATb: NOMeYeHHble AaHHble

[MaMaTb

TeHeBad NaMaTb

-




TeHeBad NaMAThb: KOnMMpoBaHMeE AaHHbIX

[MamMsATb TeHeBada NaMATb
Hioellll , IW|o
r ‘I‘"d<f"
\\ N
\\ \\
N\, N
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OBepxep nNnpun aHanunse

* be3 oBepxeaa HUKaK

* Valgrind memcheck - MHCTpyMeHT Ana noncka on60K paboThl C
namMmsaTbIo

- *"adds code to check every memory access and every value computed,
making it run 10-50 times slower than natively”

* OBepxep MOXeT NomMeLlaTb NpaBuU/1bHOM paboTe nporpamMmmsl
~ M0Jib30BaTesto HeyA06HO paboTaTth

— BO3HWMKAKOT CETEBbIE 3a4EPXKKN

ﬁ



Bopb6a c oBepxe4oOM: 3aNUCb N BOCNpoMn3BeaeHne

* CueHapum paboTtbl Nnonb3oBaTesia B BM 3anucbiBaeTcs
* Ana aHanusa cueHapy BOCNPON3BOAUNTCS

* MosIHOCTBLIO BOCCTAaHAB/IMBAETCA NOC/ef0BaTe/IbHOCTb
NHCTPYKLUUN

~



3anucb N BocnpovisBegeHune

OBepxea MeHbLUe 20%
CeTeBouV TpaduK —N\ QEMU PAEA ’
MonbsosaTensckuii — 1/

BBO/, »
anMCaHHbIV
///écueHapmM

Anck

OBepxeg 20x QEMU

KoHpur
Nlorwm Natch
paboThl CMOJIHAEMbIE

bannbl

ﬂ




AVHaMMnuyecKmn aHasin3 - BCE eLUé C/NI0XKHO

* Hen3sBecTHO, UTO NpoucxoauT BHYTpu BM
- Hy)KHbI agpeca 3arpy>KeHHbIX NCMOJTHAEMbIX c|>a|7|n0|3

* He o6omTtnCL 6€3 OTNAA0UYHbIX CUMBOJIOB

* [Ana aHanusa Java-npunio>KeHn gake oTnagouHbIX
CMMBOJIOB MaJio

— CuMBOJIbI HE OMKXCbIBAKOT TO, YTO MPOUCXOANT B jit-koae

ﬁ



Java

* BupTtyanbHaa mawnHa Hotspot
* banTkoa KOoMNUANpyeTCcs B MalLVHHbIE MHCTPYKLUUN
* [Ja>ke TpamMmmniviHbl B JIT-kog “cobuparotca” B paHTanime

* Hy>XHO napcuTb BHYTpeHHee npeacTaB/eHMe KJlacca,
yTOoObI N3BNEYb NHPOPMALLLIO O Bbi3biIBa€MOM MeToAe

ﬂ



Touknm BXxoaa B MeToAbl

* TpamMn/iNHbLI

- jump_from_interpreted

- generate_math_entry

* Komnunartopsbl
- new_nmethod
- generate_call_stub

- generate_ic_miss_helper

i



jump_from_interpreted

void InterpreterMacroAssembler::;jump_from_interpreted(Register method, Register temp) {
prepare_to_jump_from_interpreted();

if (JvmtiExport::can_post_interpreter_events()) {

j;ﬁp(Address(method, Method::interpreter_entry_offset()));
bind(run_compiled_code);

}

jmp(Address(method, Method::from_interpreted_offset()));
}

d



[NlonyyeHvie HasBaHUA MeTopaa (1)

class Method {

.(.:'onstMethod* _constMethod; // Method read-only data.

.~

class ConstMethod {

ConstantPool* _constants;
u2 _name_index;

u2 _signature_index;

ﬂ



ConstantPool

javap -v FuzzerHtml.class

Constant pool:
#1 = Methodref #2.#3 // java/lang/Object."<init>":()V

#2 = Class #4 // java/lang/Object
#3 = NameAndType #5:#6 // "<init>":()V
#4 = Utf8 java/lang/Object

#5 = Utf8 <init>

#6 = Utf8 OV

#7 = InterfaceMethodref #8.#9 // com/code_intelligence/jazzer/api/FuzzedDataProvider.consumeRemainingAsString:()Ljava/lang/String;
#8 = Class #10 // com/code_intelligence/jazzer/api/FuzzedDataProvider

#9 = NameAndType #11:#12  // consumeRemainingAsString:()Ljava/lang/String;

#10 = Utf8 com/code_intelligence/jazzer/api/FuzzedDataProvider
#11 = Utf8 consumeRemainingAsString
#12 = Utf8 ()Ljava/lang/String;

ﬂ



lNonyyeHmne HasBaHUA MeToAa (2)

class ConstantPool : public Metadata {

ii’.ﬂptr_t* base() const { return (intptr_t*) (((char*) this) + sizeof(ConstantPool)); }

)
W

ConstantPool |MethodRef| Class |NameAndType| Utf8 Utf8

ﬂ

NameAndType




NonyyeHvie Ha3BaHUA MeToAa (3)

class Symbol : public MetaspaceObj {

62 _length;
ul _body[2];

.

ﬂ



NonyyeHvie Ha3BaHUA MeToAa (3)

class Symbol : public MetaspaceObj {

62 _length;
ul _body[2];

.

char char_at(int index) const {
assert(index >=0 && index < length(), "symbol index overflow");
return (char)base()[index];

}

ﬂ



NonyyeHvie Ha3BaHUA MeToAa (3)

class Symbol : public MetaspaceObj {

JZ _length;
ul _body[2];
}
Symbol
length body OcCTaToK CTPOKW
12 H e I I 0 , w 0 r I d !

ﬂ



Mpumepbl

* NMonck NnoBepxocTn aTaku B TECTOBOM NMPUTIOKEHUMN Ha
Java - spring-petclinic

* Pa33vHr 6U6INOTEK HA NOBEPXHOCTU aTakKu




Spring-petclinic

* Web-cepBuc gna KNMHUKN A0OMALLHUNX )KMBOTHbIX
— BNajenbLbl
- MnMnTtoMubl
— BWU3NTbI B KIINHUKY

* MpocTeniuee npunoXXeHne Ha naatopme Spring
- ~86 Kb Java-kopaa

- eCTb OHNT-TeCTbI

ﬂ



AHanus spring-petclinic c nomoLbIo cTaTU4YECKOro

aHasim3aTopa Svace

[DEREF_OF_NULL]
DEREF_OF_NULL.RET: 1
[SPOTBUGS]
FB.EI_EXPOSE_REP: 4
FB.EI_EXPOSE_REP2: 1
[OTHER]
NO_CATCH: 1
Total warnings: 7

ﬂ



Deref of NULL

Reference 'pet, returned from function 'Owner.getPet(Integer)Pet’ at VisitController.java:69, may be null and is
dereferenced at VisitController.java:74.

@ModelAttribute("visit")
public Visit loadPetWithVisit(@PathVariable("ownerld") int ownerld, @PathVariable("petld") int petld,
Map<String, Object> model) {

Pet pet = owner.getPet(petid);

pet.addVisit(visit);

}

ﬂ



AHanns3 noBepxHoCcTu aTaku petclinic

* NMoBepXHOCTb aTakKWn C/I0XKHO HAUTU BPYUHYIO

* B shom BHyTpu jar-danna onncaHa 101 3aBMCMMOCTb

* MHoro aébcrpakymm

* nyébuHa cteka 200+ pyHKLUNI

d



Create owner

Owner

First Name
myownerfirst

Last Name
myownerlast

Address
myowneraddr

City
myownercity

Telephone

1234567890

Add Owner



Spring-petclinic

Owner Information

Name myownerfirst myownerlast
Address myowneraddr
City myownercity
Telephone 1234567890
Pets and Visits

ﬂ



Mouck noBepxHocTn atakm ¢ OWASP Noir

POST /owners/new
body: address=&city=&telephone=
file: ./src/main/java/org/springframework/samples/petclinic/owner/OwnerController.java (line 75)

POST /owners/{ownerld}/edit

path: ownerld

body: address=&city=&telephone=

file: ./src/main/java/org/springframework/samples/petclinic/owner/OwnerController.java (line 138)

GET /owners/{ownerld}
path: ownerld
file: ./src/main/java/org/springframework/samples/petclinic/owner/OwnerController.java (line 163)

ﬂ



Co3paHue 3anuUcu

@PostMapping("/owners/new")
public String processCreationForm(@Valid Owner owner, BindingResult result, RedirectAttributes redirectAttributes) {

if (result.hasErrors()) {
redirectAttributes.addFlashAttribute("error", "There was an error in creating the owner.");
return VIEWS_OWNER_CREATE_OR_UPDATE_FORM;

}

this.owners.save(owner);
redirectAttributes.addFlashAttribute("message”, "New Owner Created");
return "redirect:/owners/" + owner.getld();

}

ﬂ



UTeHue 3anucm

@GetMapping("/owners/{ownerld}")
public ModelAndView showOwner(@PathVariable("ownerld") int ownerld) {
ModelAndView mav = new ModelAndView("owners/ownerDetails");
Optional<Owner> optionalOwner = this.owners.findByld(ownerld);
Owner owner = optionalOwner.orElseThrow(() -> new lllegalArgumentException(
"Owner not found with id: " + ownerld + ". Please ensure the ID is correct "));
mav.addObject(owner);

return mav;

ﬂ



Ha uto noxo>x backtrace / call graph

Tomcat / JBoss

(e

Spring MVC

Spring WebFlow

MNMomoru Jope Hantu
B6uzHec-noruky




OwnerController




ATaKa Ha LenoykKy nocraBokK

* OWM6KN MOryT 6bITb B 3aMMCTBOBaHHbIX KOMMNOHEHTAaXxX
* O6HOBNEHMe

* MOHUTOPUHTI

* Pe3epBHOe KonnpoBaHue

- Bbe3onacHas pa3paboTka

- B TOM 4ymncne aHanus MOBEPXHOCTN aTaKW

ﬁ



MnaH nccnepgosaHua npunoxxeHus petclinic

* B Be6-uHTepdeiice

- Co3aaTb KapTOUKy BnajenbLa

- [lpocMoTpeTb KapTouKy
* B wuHcTpymeHTe Natch

- [MomeTnTb nosyyeHHble JadHHbIE (I)OprI ANA OTC/IeXNBaHNA

- y6eﬂ,VITbCF|, UYTO NOMeYeHHbIE AaHHbIE BEPHY/INCb Ha3a/ NoJ/ib30BaTe/1H0 Mpun MNpocMoTpe (I)OprI

* B wvHTepdenice aHannsa SNatch

- BbibpaTb NHTEepecHble MOAYNN U QYHKLUNN

*  ®as3uHr AN NOUCK 6aros BPYUHYIO

ﬂ



BXxoaHble AaHHble

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp, image/apng,*/*;q=0.
8,application/signed-exchange;v=b3;q=0.7

Sec-Fetch-5ite: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://127.0.0.1:49152/0wners/new

Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: en-US,en;q=0.9,ru;q=0.8

Cookie: sidenav-state=pinned; csrftoken=v82VHdvacMs8EraSTY528xP49j9Efbs8; django language=en-us; sessio

n=eyJsb2dnZWRfaW4i0OmZhbHNL1fQ.ZyHHTA. -IH3r@5WSUS-MNKDjZzuowFfwcQ; JSESSIONID=D1625244AC34D0O7B3F8D54F79F7
7CC51

TfirstName=myownertirst&lastName=myownerlast&address=myowneraddr&city=myownercity&telephone=1234567890

ﬂ



CTpaHMLA C KAPTOUKOW BnagenbLa C

noacseyeHHbiMmnn BXOAHBIMUAN AAdHHbBIMWU

<table class="table table-striped"=>

<tr>
<th>Name</th>
<td><b>myownerftirst myownerlast</b></td>

</tr>

<tr>
<th>Address</th>
<td>myowneraddr</td>

</tr=

=tr>
<th=City</th>
<td>myownercity</td>

</tr>

<tr>
<th=Telephone</th>
<td>1234567890</td>

</tr>

</table= m



N3yueHne NnoBepxXHOCTU aTaKu

* Pa36op 3anpoca

* Banunpgauma BXogHbIX AaHHbIX
* Pa6oTtac b/

* BoiBog html

ﬂ



Pa36op 3anpoca: tomcat

(= void org/apache/tomcat/util/http/Parameters::processParameters(byte[], int, int) org/apache/tomcat/util/http/Par:

L {=' void org/apache/tomcat/util/http/Parameters::processParameters(byte[], int, int, java/nio/charset/Charset) or¢
L (=} javaflang/String org/apache/tomcat/util/buf/ByteChunk::toString() org/apache/tomcat/util/buf/ByteChunk

L (= java/lang/String org/apache/tomcat/util/buf/ByteChunk::toString(java/nio/charset/CodingErrorAction, jav

L {=! boolean org/apache/tomcat/util/buffAbstractChunk:isMull() org/apache/tomcat/util/buf/AbsktractChu

L (= java/lang/String org/apache/tomcat/util/buf/StringCache::toString(org/apache/tomcat/util/buf/Byl

L (=} java/lang/String org/apache/tomcat/util/buf/ByteChunk:toStringinternal{java/nio/charset/Codi
L (=} java/nio/CharBuffer java/niof/charset/Charset::decode(java/nio/ByteBuffer) java/nio/charset,
= java/nio/charset/CharsetDecoder sun/nio/cs/ThreadLocalCoders::decoderFor(java/lang/C
L (=} java/nio/CharBuffer java/nio/charset/CharsetDecoder:decode(java/nio/ByteBuffer) j

L java/nio/charset/CoderResult java/nio/charset/CharsetDecoder::decode(java/nio/Byt

ﬂ




Banunpauma BxogHbiX AaHHbIX: hibernate

- =¢ org/hibernate/validator/internal/engine/constraintvalidation/ConstraintValidatorContextimpl org/hibernate/validator/internal/engine/valida
L (=} java/util/Optional org,fhibernatefualidatorfinternaUenginefmnstraintvalidation;’ConstraintTree::validateSingLeConstraint{r::rgfhibernate,ﬁ.r.

L (=} java/lang/Object org/hibernate/validator/internal/engine/valuecontext/ValueContext::getCurrentValidatedValue() org/hibernate/vali
L =! boolean org/hibernate/validator/internal/constraintvalidators/bv/NotBlankValidator:isValid(java/lang/Object, jakarta/validation/Cc
L =} boolean org/hibernate/validator/internal/constraintvalidators/bv/NotBlankValidator::isValid(java/lang/CharSequence, jakarta/vi

L java/lang/string java/lang/String:trim() java/lang/String

L =} boolean org/hibernate/validator/internal/constraintvalidators/bv/PatternValidator::isValid(java/lang/Object, jakarta/validation/Con
L =! boolean org/hibernate/validator/internal/constraintvalidators/bv/PatternValidator:isValid(java/lang/CharSequence, jakarta/vali
L {=! boolean java/util/regex/Matcher::matches() java/util/regex/Matcher
L =' boolean java/util/regex/Pattern$BmpCharProperty::match(java/util/regex/Matcher, int, java/lang/CharSequence) java/t
L =! boolean java/util/regex/CharPredicates::lambdaSASCIl_DIGIT$18(int) java/util/regex/CharPredicates
L boolean java/util/regex/ASCII:isDigit(int) java/util/regex/ASCII

ﬂ



BctaBka 3HaueHuu B B/l: h2

(= void org/h2/mvstore/db/MVTable::addRow(org/h2/engine/SessionLocal, org/h2/result/Row) org/h2/mvstore/db/MVTable
L (=) java/lang/Object java/util/ArrayListSltr:next() java/util/ArrayListSItr
L (= void org/h2/mvstore/db/MVSecondarylndex::add(org/h2/engine/SessionLocal, org/h2/result/Row) org/h2/mvstore/db/MVSecondarylndex
L < boolean org/h2/index/Index:needsUniqueCheck(org/h2/result/SearchRow) org/h2/index/Index
L (=} java/lang/Object org/h2/mvstore/tx/TransactionMap::put(java/lang/Object, java/lang/Object) org/h2/mvstore/tx/TransactionMap

L (=) java/lang/Object org/h2/mvstore/tx/TransactionMap::sek(java/lang/Object, java/lang/Object) org/h2/mvstore/tx/TransactionMap

L = void org/h2/mvstore/tx/TxDecisionMaker::initialize(java/lang/Object, java/lang/Object) org/h2/mvstore/tx/TxDecisionMaker
L (- java/lang/Object org/h2/mvstore/tx/TransactionMap::set(java/lang/Object, org/h2/mvstore/tx/TxDecisionMaker, int) org/h
L (=: java/lang/Object org/h2/mvstore/MVMap::operate(java/lang/Object, java/lang/Object, org/h2/mvstore/MVMapS$Decisic

L =} boolean org/h2/mvstore/RootReference:isLocked() org/h2/mvstore/RootReference

L =} org/h2/mvstore/CursorPos org/h2/mvstore/CursorPos::traverseDown(org/h2/mvstore/Page, java/lang/Object) o
L = int org/h2/mvstore/db/RowDataType::binarySearch(org/h2/result/SearchRow, java/lang/Object, int, int) org/t
L & int org/h2/mvstore/db/RowDataType::binarySearch(org/h2/result/SearchRow, org/h2/result/SearchRow(],
L & int org/h2/mvstore/db/RowDataType::compareSearchRows(org/h2/result/SearchRow, org/h2/result/Se
L & int org/h2/mvstore/db/ValueDataType::compareValues(org/h2/value/Value, org/h2/value/Value, int

ﬂ



PeHpep cTpaHuubl: thymeleaf

= void org/thymeleaf/spring6/view/ThymeleafView:render(java/util/Map, jakarta/servliet/http/HttpServletRequest, jakarta/serviet/http/HttpServietRe

L = void org/thymeleaf/spring6/view/ThymeleafView::renderFragment(java/util/Set, java/util/Map, jakarta/servlet/http/HttpServietRequest, jakarta/
L (= java/io/PrintWriter jakarta/servlet/ServletResponseWrapper:getWriter() jakarta/servlet/ServletResponseWrapper

L = void org/thymeleaf/TemplateEngine::process(java/lang/String, java/util/Set, org/thymeleaf/context/IContext, java/io/Writer) org/thymelea

L = void org/thymeleaf/TemplateEngine::process(org/thymeleaf/ TemplateSpec, org/thymeleaf/context/IContext, java/io/Writer) org/thym
L {=! void org/apache/catalina/connector/CoyoteWriter:flush() org/apache/catalina/connector/CoyoteWriter
L (=} void org/apache/catalina/connector/OutputBuffer:flush() org/apache/catalina/connector/OutputBuffer
L =) void org/apache/catalina/connector/OutputBuffer:doFlush(boolean) org/apache/catalina/connector/OutputBuffer
L =} void org/apache/catalina/connector/OutputBuffer:flushCharBuffer() org/apache/catalina/connector/OutputBuffer
L {=! void org/apache/catalina/connector/OutputBuffer::realWriteChars(java/nio/CharBuffer) org/apache/catalina/connecto
L =) void org/apache/tomcat/util/buf/C2BConverter::convert(java/nio/CharBuffer, java/nio/ByteBuffer) org/apache/tor
L (=} java/nio/charset/CoderResult java/nio/charset/CharsetEncoder::encode(java/nio/CharBuffer, java/nio/ByteBuffe
L {=! java/nio/charset/CoderResult sun/nio/cs/UTF_8$Encoder:encodeLoop(java/nio/CharBuffer, java/nio/ByteBuf
L (=} java/nio/charset/CoderResult sun/nio/cs/UTF_8$Encoder::encodeArrayLoop(java/nio/CharBuffer, java/nio
L =: int java/lang/Systems2::encodeASCll(char[], int, byte[], int, int) java/lang/Systems2
L int java/lang/StringCoding:implEncodeAsciiArray(char[], int, byte[], int, int) java/lang/StringCoding

ﬂ




JKpaHuMpoBaHVe BbiBOAa: unbescape

(=} java/lang/String org/thymeleaf/util/EscapedAttributeUtils::unescapeAttribute(org/thymeleaf/templatemode/Templa
L (= void org/thymeleaf/standard/processor/AbstractStandardExpressionAttributeTagProcessor::doProcess(org/thymt
L (= java/lang/Object org/thymeleaf/standard/expression/Expression:execute(org/thymeleaf/context/IExpressiont

|: + org/thymeleaf/standard/expression/IStandardVariableExpressionEvaluator org/thymeleaf/standard/expres

= void org/thymeleaf/standard/processor/StandardTextTagProcessor::doProcess(org/thymeleaf/context/ITer

L (= java/lang/String org/thymeleaf/standard/processor/StandardTextTagProcessor:produceEscapedQutpu

L (=} java/lang/String org/unbescape/html/HtmlEscape::escapeHtml4Xml(java/lang/String) org/unbescap

L (=: java/lang/string org/unbescape/html/Htm|Escape::escapeHtml(java/lang/string, org/unbescape/
L (=} java/lang/String org/unbescape/html/Html|EscapeUtil::escape(java/lang/String, org/unbescap:
L char java/lang/String::charAt(int) java/lang/String

ﬂ



unbescape

* HtmlEscapeUtil

* PYHKUMSA escape BbirMAAUT HE OUEeHb C/I0XKHOM

* A BOT B unescape MHOro BeTB/IEHUIA N LNKIIOB

Code smells

— escape M unescape cyLecTBsyroT B Tpex (I) noyuTn o4HAKOBbIX
3Kk3emnnapax (o4Ha Ana CTPOoK, gpyraa And noTokoB, TpeTbs AN1A
MaCCBOB)

ﬂ



diff pna Bepcun unescape()

1:268,269c
3:252,253c¢c
if (F-(i+1))<=0){

/| We weren't able to consume any alphanumeric

2:295,297c¢c
if (escapei == 0) {
/| We weren't able to consume any decimal chars

writer.write(c1);

d



da33mMHr escape + unescape

String result = HtmIEscapeUtil.escape(text,
HtmlEscapeType.HTML5_NAMED_REFERENCES_DEFAULT_TO_DECIMAL,

HtmlEscapelLevel. LEVEL_2_ALL_NON_ASCII_PLUS_MARKUP_SIGNIFICANT);
String result2 = HtmlEscapeUtil.unescape(result);
if (ltext.equals(result2)) {
System.out.printin(" in: " + text);
System.out.printin("esc: " + result);
System.out.printIin("out: " + result2);

throw new Exception();

ﬂ



da33uHTr escape + unescape: He-ASCII cmmBonbI

== libFuzzer crashing input ==

MS: 4 ChangeByte-Custom-ChangeByte-Custom-; base unit: e®@fbd8cc7b1840b748dfcb6d5628d81739beb4de
®x58,0x5c,0x5c,0x5c,0x5c,0xad,0x5c,0xdf ,0x81,0x81,0x86,0x3b,0x81,0x5b,0x42,0x81,0x86,0x7e,0x81,(
XA\ \255\\\337\201\201\206;\201[B\201\206~\201\201\307\201\201\201\\\221%\006\\D\243\006\\
artifact prefix='./'; Test unit written to ./crash-c336249dfbd6f7770416e44b6a9d89265f16e4d3
Base64: WFxcXFytXN+BgYY7gVtCgYZ+gYHHgYGBXJELB1XEowZcC

in: x\\\VLE;UBA~A||A\ \DE\
esc: X\\\\&#860;8&#1985;&AEL1g;8Ucirc;B&AEL1g~&Aacute;&#449;8Aacute;\&#1125; \D&AElig)
out: x\\\VLAUBA~A|A\ \D#EY

reproducer_path='."'; Java reproducer written to ./Crash c336249dfbdef7770416e44b6a9d89265f16e4d:

U+000C6
U+000C6

U+000E6
U+000E6




TecT ANns escape + unescape

String text = "\306;\304;\305;",;
System.out.printin(text);

String result = HtmIEscapeUtil.escape(text,
HtmlEscapeType.HTML5_NAMED_REFERENCES_DEFAULT_TO_DECIMAL,

HtmlEscapeLevel. LEVEL_2_ALL_NON_ASCII_PLUS_MARKUP_SIGNIFICANT);

String result2 = HtmIEscapeUtil.unescape(result);

System.out.printin(result); AE; A; A;
System.out.printin(result2); &AE-L'LQ . &AUITI-L .. &Ari_ng .
3 3 L

EA:A:

ﬂ



HepeTepMMHMpoOBaHHOE NoBegeHMe escape +

unescape

* NMpeob6pa3oBaHMe pa3HbIX CUMBOJIOB paboTaeT no-
pa3sHoMy

* Oka3biBaeTcs, y)e ecTb issue u pull request ot 2023 roga
Ha 3Ty Temy

* KommutoB, MeHsIlOLLMX KoA, He 6b1s10 ¢ 2018 roaa

ﬁ



ALL MODERN DIGITAL
INF! RHSTRUC TURE

A PROJECT S0ME

RANDOM PERSON

J IN NEBRASKA HAS
L BEEN THANKLESSLY

MAINTAINING
SINCE 2003

==

| —

ﬂ




BbiBOAbI

* Henb3s octaBnATb 6€3 BHUMAHUSA 3aMMCTBOBaHHbIU Kop,

* Mpo6bnemHble 3aBUCMMOCTU BbiCTpee HAXOAATCS, eCcNn
3HaTb NOBEPXHOCTb aTaKw

* da33UHr eLwé He cTan NpaBuUIOM gns Java-6mébnumoTtek

— [1o kpanHen Mepe, TaKNX TeCTOB HeT B HaAEHHbIX 3aBUCUMOCTSAX
spring-petclinic

ﬂ



Tenerpam-kaHan Natch

* https://t.me/ispras natch

* CCbUIKU Ha AOKYMEHTAaLUUIo N pesin3bl
* Bonpocbl OT Nosib30BaTesien

* Pas36opbl Kencos

* AHOHCbI Be6MHapoB
° YBegomJieHUA 0 HOBbIX penuns3ax

* Co6CcTBEHHbIV CTMKepNnaK C HapBaiamMu :)

ﬂ


https://t.me/ispras_natch
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