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https://github.com/FiloSottile/mkcert
https://hub.docker.com/_/nginx
https://www.openssl.org/docs/man1.1.1/man1/
https://man.openbsd.org/openssl
https://cwiki.apache.org/confluence/display/ZOOKEEPER/ZooKeeper+SSL+User+Guide
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👏 👏
Datadog May, 30 2020

CloudFoundry CredHub Feb 12, 2020

Microsoft Teams Feb 3, 2020

HashiCorp Nomad Jan 28, 2020

Etcd Jan 2, 2019

LinkedIn May 2019, Nov 2017

Ericsson Dec 6, 2018

Docker Sept 10, 2018

Microsoft Azure Storage Feb 22, 2013
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How do we keep the 
robot from knowing 
what we’re talking 
about?







uryyb oyhr svfu uryyb terra svfu

What are 
they 
saying?





uryyb oyhr svfu

uryyb terra svfu





uryyb oyhr svfu

v nz ebobg







uryyb oyhr svfu
md5:fb217fead3259a
daa2c80f9cfc9ab7e4

uryyb terra svfu
md5:539114041f9fa30
91b405125f3d2d6b1

This is 
harder to 
hack.







Alice Bob

Hey Bob, Can I have 
your Public Key?

Sure can!
Here’s my secret message,  
encrypted with your key.

Great! But how do I 
talk back to you?

R
obot



Alice Bob
Sure can!Here’s a secret to 

we should both 
use!

Great! Here’s some 
secret stuff!

Hey Bob, Can I have 
your Public Key?

R
obot



Alice Bob

R
obotSure can!Here’s a secret to 

we should both 
use!

Great! Here’s some 
secret stuff!

Hey Bob, Can I have 
your Public Key?

Oh. no.





Alice Bob

Hey Bob, Can I 
have your Public 
Key?

Sure can!
Here’s my 
secret 
message!

C
ertificate A

uthority

Is this 
Bob?

Sure 
is!

Great! Here’s some 
secret stuff!

R
obot



Alice Bob

Hey Bob, Can I 
have your Public 
Key?

Sure can!Here’s my 
secret message 
with my 
certificate.

C
ertificate A

uthority

Is this 
Bob?

Sure 
is!

Great! Here’s some 
secret stuff!

C
ertificate A

uthority

Sure 
is!

Is this 
Alice?

R
obot
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https://docs.datadoghq.com/agent/faq/certificate_verify_failed-error/
https://docs.datadoghq.com/agent/faq/certificate_verify_failed-error/


https://twitter.com/MSFT365Status/status/1224351597624537088


https://www.ericsson.com/en/press-releases/2018/12/update-on-software-issue-impacting-certain-customers
https://www.ericsson.com/en/press-releases/2018/12/update-on-software-issue-impacting-certain-customers
https://www.ericsson.com/en/press-releases/2018/12/update-on-software-issue-impacting-certain-customers


https://social.msdn.microsoft.com/Forums/en-US/751c85c5-b3b5-43ba-9d5b-770472ad79e1/storage-certificate-expired?forum=windowsazuredata
https://social.msdn.microsoft.com/Forums/en-US/751c85c5-b3b5-43ba-9d5b-770472ad79e1/storage-certificate-expired?forum=windowsazuredata




https://social.msdn.microsoft.com/Forums/en-US/751c85c5-b3b5-43ba-9d5b-770472ad79e1/storage-certificate-expired?forum=windowsazuredata
https://social.msdn.microsoft.com/Forums/en-US/751c85c5-b3b5-43ba-9d5b-770472ad79e1/storage-certificate-expired?forum=windowsazuredata




















Alice Bob

R
obotSure can!Here’s a secret to 

we should both 
use to talk!

Great! Here’s some 
secret stuff!

Hey Bob, Can I have 
your Public Key?

Oh. no.



👏
👏 👏















ツ



https://badssl.com




https://www.cloudfoundry.org/blog/cve-2020-5399/


Database 
password 
please!

I will just listen to this 
conversation, carry on.

If only I had been configured with 
require_secure_transport  set to 
true!



https://nvd.nist.gov/vuln/detail/CVE-2020-7956


●

●

●

●

https://learn.hashicorp.com/nomad/transport-security/enable-tls


I would like to join 
your cluster as a 
client!

Welcome! Do some work.



I would like to join 
your cluster as a 
server!

You are not a server - goodbye!



I would like to join 
your cluster as a 
client!

Welcome! Do some work 
in Region A.

I will!



I would like to join 
your cluster as a 
client in regionA!

Hello!

I only work for 
Region A. Goodbye.



I am a server!

Welcome! You can take control!

I found this 
certificate signed 
by your CA.
Let’s see what I 
can use it for!



https://nvd.nist.gov/vuln/detail/CVE-2018-16886


REST apiserver

gRPC gateway



REST apiserver

gRPC gateway



https://www.cloudfoundry.org/blog/cve-2020-5399/


Let me in, I have a 
certificate from your 
Certificate Authority.



I am ROOT ?

Who am I to 
deny you?





https://bit.ly/learn-mtls






http://search.itu.int/history/HistoryDigitalCollectionDocLibrary/4.260.43.en.1056.pdf
http://search.itu.int/history/HistoryDigitalCollectionDocLibrary/4.260.43.en.1056.pdf


https://github.com/FiloSottile/mkcert


https://github.com/FiloSottile/mkcert/releases


mkcert -install



mkcert -install



mkcert -install

https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS


rootCA-key.pem is the private key.
rootCA.pem is the public certificate.



https://www.libressl.org/


https://www.openssl.org/docs/manpages.html


https://www.openssl.org/docs/man1.1.1/man1/rsa.html


https://www.openssl.org/docs/man1.1.1/man1/rsa.html


rootCA-key.pem



rootCA-key.pem

https://crypto.stackexchange.com/questions/3110/impacts-of-not-using-rsa-exponent-of-65537
https://tools.ietf.org/html/rfc3447#section-3.2




rootCA.pem 











iOS 13 and macOS 10.15 - Gotchya
https://support.apple.com/en-us/HT210176

https://support.apple.com/en-us/HT210176


🤡 🤡

iOS 13 and macOS 10.15 - Gotchya
https://support.apple.com/en-us/HT210176

https://support.apple.com/en-us/HT210176
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https://letsencrypt.org/2015/11/09/why-90-days.html

https://letsencrypt.org/2015/11/09/why-90-days.html


https://github.com/FiloSottile/mkcert/issues/174




















































 openssl s_client -connect google.com:443















openssl pkcs12 -export \
   -inkey ./localhost+1-client-key.pem \
   -in ./localhost+1-client.pem \
   -certfile ~/Library/Application\ Support/mkcert/rootCA.pem \
   -out local.pfx

Keychain > 
 login > My Certificates >
  File > Import Items
 









●
●
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Zookeeper Server

Zookeeper Server

Zookeeper Server

Hierarchical Key-Value Store
Minimum 3 node Ensemble



Zookeeper Server

Zookeeper Server

Zookeeper Server

Leader

1 2

3

https://github.com/flyinprogrammer/learn-mtls-the-hard-way/blob/master/examples/zookeeper-digitalocean/cloudinit.sh#L55-L57

https://github.com/flyinprogrammer/learn-mtls-the-hard-way/blob/master/examples/zookeeper-digitalocean/cloudinit.sh#L55-L57


Zookeeper Server

Zookeeper Server

Zookeeper Server

Leader

Client

Client

Client

Client



Zookeeper Server

Zookeeper Server

Zookeeper Server

Leader

Client

Client

Client

Client
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Zookeeper Server

Zookeeper Server

Zookeeper Server

Leader

Client

Client

Client

Client





Zookeeper Server

Zookeeper Server

Zookeeper Server

Leader

Client

Client

Client

Client





Zookeeper Server

Zookeeper Server

Zookeeper Server

Leader

Client

Client

Client

Client



Zookeeper Server Code

1

Netty Server

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities

Netty Client

Zookeeper Server Code

2

Netty Server

Netty Client

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities

TLS Web server



Zookeeper Server Code

1

Netty Server

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities

Netty Client

Zookeeper Server Code

2

Netty Server

Netty Client

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities

TLS Web Client



Zookeeper Server

1

Quorum Code

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities

Everything Else

KeyStore - Server 
Certificates

TrustStore - Certificate 
Authorities





zk-1.private.zkocean.hpy.dev 10.10.20.4

zk-1.zkocean.hpy.dev 64.227.26.221



1

2



https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/z
ookeeper-server/src/main/java/org/apache/zookeeper/common/ZKHostnameVerifier.java#L23
4-L241

1

https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/ZKHostnameVerifier.java#L234-L241
https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/ZKHostnameVerifier.java#L234-L241
https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/ZKHostnameVerifier.java#L234-L241


https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/z
ookeeper-server/src/main/java/org/apache/zookeeper/common/ZKHostnameVerifier.java#L17
3-L186

1

https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/ZKHostnameVerifier.java#L173-L186
https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/ZKHostnameVerifier.java#L173-L186
https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/ZKHostnameVerifier.java#L173-L186




2



2



2



2



https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/z
ookeeper-server/src/main/java/org/apache/zookeeper/common/X509Util.java#L362-L363

https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/X509Util.java#L362-L363
https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/X509Util.java#L362-L363


ssl.quorum.clientAuth



https://github.com/apache/zookeeper/blob/11c07921c15e2fb7692375327b53f26a583b77ca/zo
okeeper-server/src/main/java/org/apache/zookeeper/common/SSLContextAndOptions.java#L
155-L167

ssl.quorum.clientAuth=none

https://github.com/apache/zookeeper/blob/11c07921c15e2fb7692375327b53f26a583b77ca/zookeeper-server/src/main/java/org/apache/zookeeper/common/SSLContextAndOptions.java#L155-L167
https://github.com/apache/zookeeper/blob/11c07921c15e2fb7692375327b53f26a583b77ca/zookeeper-server/src/main/java/org/apache/zookeeper/common/SSLContextAndOptions.java#L155-L167
https://github.com/apache/zookeeper/blob/11c07921c15e2fb7692375327b53f26a583b77ca/zookeeper-server/src/main/java/org/apache/zookeeper/common/SSLContextAndOptions.java#L155-L167


















localhost























https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server
/src/main/java/org/apache/zookeeper/common/ClientX509Util.java#L31-L33

https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/ClientX509Util.java#L31-L33
https://github.com/apache/zookeeper/blob/79a99ac97cea942967a2a08e7873a0cea9a2e046/zookeeper-server/src/main/java/org/apache/zookeeper/common/ClientX509Util.java#L31-L33




Root Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Valid Not After: 01/01/2030

Web Server Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: foo.com

Subject Sig: 00:00:01

Valid Not After: 01/01/2021



Root Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Valid Not After: 01/01/2030

Web Server Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: foo.com

Subject Sig: 00:00:02

Valid Not After: 01/01/2022
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Root Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Valid Not After: 01/01/2030

Web Server Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: foo.com

Subject Sig: 00:00:02

Valid Not After: 01/01/2022



Root Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Valid Not After: 01/01/2030

Root Certificate 2

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Valid Not After: 01/01/2040



Root Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Valid Not After: 01/01/2030

Root Certificate 2

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Valid Not After: 01/01/2040

I will make light work 
of this!



Root Certificate 2

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Valid Not After: 01/01/2040

Web Server Certificate

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Subject Name: foo.com

Subject Sig: 00:10:00

Valid Not After: 01/01/2031



Root Certificate 2

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Valid Not After: 01/01/2040

I will make light work 
of this!







Root Certificate 2

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Subject Name: ROOT2

Subject Sig: 78:90:12

Valid Not After: 01/01/2040

Root Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: ROOT

Subject Sig: 12:34:56

Valid Not After: 01/01/2030



Root Certificate 2

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Subject Name: ROOT2

Subject Sig: 78:90:12

Valid Not After: 01/01/2040

Root Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: ROOT

Subject Sig: 12:34:56

Valid Not After: 01/01/2030

Root Certificate 2 - By 1

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: ROOT2

Subject Sig: 78:90:12

Valid Not After: 01/01/2040



Root Certificate 2

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Subject Name: ROOT2

Subject Sig: 78:90:12

Valid Not After: 01/01/2040

Root Certificate 2 - Signed By 1

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: ROOT2

Subject Sig: 78:90:12

Valid Not After: 01/01/2040



Root Certificate 2

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Subject Name: ROOT2

Subject Sig: 78:90:12

Valid Not After: 01/01/2040

Root Certificate 2 - Signed By 1

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: ROOT2

Subject Sig: 78:90:12

Valid Not After: 01/01/2040



Root Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: ROOT

Subject Sig: 12:34:56

Valid Not After: 01/01/2030

Root Certificate 2 - Signed By 1

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: ROOT2

Subject Sig: 78:90:12

Valid Not After: 01/01/2040

Web Server Certificate

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Subject Name: foo.com

Subject Sig: 00:10:00

Valid Not After: 01/01/2031



Root Certificate

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: ROOT

Subject Sig: 12:34:56

Valid Not After: 01/01/2030

Root Certificate 2 - Signed By 1

Issuer Name: ROOT

Issuer Sig: 12:34:56

Subject Name: ROOT2

Subject Sig: 78:90:12

Valid Not After: 01/01/2040

Web Server Certificate

Issuer Name: ROOT2

Issuer Sig: 78:90:12

Subject Name: foo.com

Subject Sig: 00:10:00

Valid Not After: 01/01/2031
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https://bit.ly/learn-mtls



